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Preface

Strapi is a Node.js-based headless Content Management System (CMS). It is flexible,
developer-friendly, open-source, and free. It saves API development time through an
integrated admin panel that is user-friendly and customizable, but it is also built with
flexibility and extensibility in mind to allow developers to easily extend their APIs. The
APIs built with Strapi can be consumed from any client using REST or GraphQL.

This book provides a complete step-by-step explanation of the essential concepts of
Strapi through practical examples, in the context of real-life scenarios and common
requirements for API development. The book can be read from cover to cover or section
by section, for those looking for help with a specific topic in Strapi.

You will learn what Strapi is and how it works. We will start by building a simple API from
scratch. Then, we will add complex features to the API, such as user authentication, data
sorting, and pagination. Finally, we will learn how to deploy the API to Heroku and AWS.

Who this book is for

This book is for backend and frontend JavaScript developers. Experienced API developers
will learn a new, fast, and flexible way of building APIs, while frontend developers will

be able to take a step toward becoming full-stack developers by learning how to leverage
Strapi for building APIs quickly. Basic knowledge of JavaScript and REST API concepts

is assumed.

What this book covers

Chapter 1, An Introduction to Strapi, starts with giving a general understanding of what a
headless CMS is, as well as what Strapi is all about and its benefits.

Chapter 2, Building Our First API, explores the structure of a Strapi API project.

Chapter 3, Strapi Content-Types, teaches us about Strapi content-types and the Content-
Type Builder plugin and how to use it to create the API contents.
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Chapter 4, An Overview of the Strapi Admin Panel, gives an overview of the Strapi admin
panel and the different operations you can perform from the admin panel.

Chapter 5, Customizing Our API, shows how to customize the API and understand the
models, controllers, and services in Strapi.

Chapter 6, Dealing with Content, teaches us how to work with the API contents, filter and
sort data, implement pagination, and work with complex queries

Chapter 7, Authentication and Authorization in Strapi, teaches us how authentication and
authorization work in Strapi. We will learn how to implement login and signup and how
to secure the API endpoint.

Chapter 8, Using and Building Plugins, provides an overview of the Strapi plugin system,
how to install and use plugins, as well as creating a simple Strapi plugin.

Chapter 9, Production-Ready Applications, teaches us how to prepare the API for
production and how to keep permissions in sync between multiple environments.

Chapter 10, Deploying Strapi, provides hands-on examples of deploying Strapi to Heroku
and AWS Fargate.

Chapter 11, Testing the Strapi API, teaches us how to test the Strapi application using Jest.

Appendix, Connecting a React App to Strapi, shows an example of connecting a frontend
application to the API we have built throughout this book. We have built a simple and
minimal appl that allows students to log in to their account, browse different classrooms
and view tutorials in each classroom, students also have the access to enroll in a
classroom. The application is built with React.js using Typescript.

To get the most out of this book

You will need Node.js 16 (or later) installed on your computer. All code examples have
been tested using Node.js 16 on macOS. However, they should work with future
versions too.

Optionally, you can install Docker if you want to deploy the application as a Docker
container to AWS Fargate.

Software requirements: Node latest LTS, yarn (or npm), and Docker (optional)

Operating system requirements: Linux, MacOS or Windows



Preface xv

Download the example code files

You can download the example code files for this book from GitHub at https://
github.com/PacktPublishing/Building-APIs-with-Strapi. If there's an
update to the code, it will be updated in the GitHub repository.

Using this repository
The main branch has the latest state of the project. Use tags to access a specific
chapter's code:

& PacktPublishing / Building-APls-with-Strapi  public

<> Code (9 Issues 11 Pull requests (® Actions 07 wiki @© Security |~ Insights £ Settings

¥ main ~ P 1branch ©11tags

Switch branchesftags X
Find a tag
Chapter 11
Branches Tags
Initial commit
chapter_11
Add enroll to classroom
chapter_10
chapter_9 Chapter 11
chapter_8 Chapter 10
chapter_7 Initial commit
chapter_6 Chapter 9
chapter_5 e p
Initial commit
chapter_4
Initial commit
chapter_3
Initial commit
chapter_2
Chapter 3
View all tags
[@ .strapi-updater.json Add enroll to classroom
[ Dockerfile Chapter 10
[ README.md Initial commit
[ docker-compose-devyml Chapter 9


https://github.com/PacktPublishing/Building-APIs-with-Strapi
https://github.com/PacktPublishing/Building-APIs-with-Strapi
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Following along with the book

If you would like to use this repository as a starting point, you can create a branch
from chapter_ 1 and follow along with the book from there:

1. Clone the repository:

git clone git@github.com:PacktPublishing/Building-APIs-
with-Strapi.git
OR

git clone https://github.com/PacktPublishing/Building-
APIs-with-Strapi.git

2. Navigate to the project root folder:

cd Building-APIs-with-Strapi
3. Create new branch from chapter_1:

git checkout BRANCH NAME chapter 1
4. Install the dependencies:

yarn install

5. Start the development server:

yarn develop

We also have other code bundles from our rich catalog of books and videos available at
https://github.com/PacktPublishing/. Check them out!

Download the color images

We also provide a PDF file that has color images of the screenshots and diagrams used
in this book. You can download it here: https://static.packt-cdn.com/
downloads/9781800560635 ColorImages.pdf.


https://github.com/PacktPublishing/
https://static.packt-cdn.com/downloads/9781800560635_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781800560635_ColorImages.pdf

Preface xvii

Conventions used

There are a number of text conventions used throughout this book.

Code in text: Indicates code words in text, database table names, folder names,
filenames, file extensions, pathnames, dummy URLs, user input, and Twitter
handles. Here is an example: "The except parameter is basically the opposite of
the only parameter.

A block of code is set as follows:

async findTutorials(ctx) {
ctx.response.status = 501;
return "to be implemented";

}

When we wish to draw your attention to a particular part of a code block, the relevant
lines or items are set in bold:

async find(ctx) {

// Calling the default core action

const { data, meta } = await super.find(ctx);
meta.totalTutorials = data.length + 100;

return { data, meta };

Y
Any command-line input or output is written as follows:
docker push REPO URL HERE:latest

Bold: Indicates a new term, an important word, or words that you see onscreen. For
instance, words in menus or dialog boxes appear in bold. Here is an example: "Since we
are going to run a Fargate cluster, choose Networking Only from the cluster template and
then click the Next step button."

Tips or Important Notes

Appear like this.




xviii Preface

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, email us at
customercare@packtpub . comand mention the book title in the subject of
your message.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www . packtpub. com/support/errata and fill in

the form.

Piracy: If you come across any illegal copies of our works in any form on the internet,
we would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit authors.
packtpub.com.

Share your thoughts

Once you've read Designing Web APIs with Strapi, we'd love to hear your thoughts!
Please click here to go straight to the Amazon review page for this book and share
your feedback.

Your review is important to us and the tech community and will help us make sure we're
delivering excellent quality content.


http://www.packtpub.com/support/errata
http://authors.packtpub.com
http://authors.packtpub.com
https://packt.link/r/180056063X

Section 1:
Understanding
Strapi

Each journey starts with a first step. Our first step will be to understand the concept of
headless CMS (short for Content Management System) and why Strapi is one of the
most popular headless CMS around. Then, the chapters will move onto how to prepare
the development environment and install and set up Strapi to build our first API.

In this section, we will cover the following topics:
o Chapter 1, An Introduction to Strapi
o Chapter 2, Building Our First API
o Chapter 3, Strapi Content-Types
o Chapter 4, An Overview of the Strapi Admin Panel






1

An Introduction
to Strapi

This chapter gives an introduction to Strapi. First, we will explain what Strapi is and

what are the benefits of using it in developing API (short for application programming
interface). Then, we will see how to set up and prepare our development environment to
work with Strapi. Afterward, we will create a simple API to help us get started with Strapi.
Finally, we will have a quick look at the server scripts oftered by Strapi to start and stop the
development server.

These are the topics we will cover in this chapter:

o What is Strapi?

«  Why use Strapi? (The benefits of Strapi)
o+ Preparing the development environment
 Creating a Strapi application

« Understanding server scripts
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What is Strapi?

Strapi is a headless content management system (CMS).

A CMS is a software application used for web development that allows users to create,
edit, and publish content.

A traditional CMS, such as WordPress, tightly couples the frontend and the backend—
that is, the structure of the content and how it is presented. However, unlike traditional
CMSes, a headless CMS is entirely decoupled from the presentation layer. The term
headless comes from separating the head (the frontend) from the body (the backend). A
headless CMS does not care about how the contents get displayed; instead, it provides a
content-first approach with an API to access and display the data in any format desired.

You can see the differences between a traditional CMS and a headless CMS in the
following diagram:

Traditional CMS

Headless CMS

Client

Blackend

HH

Client

Client

Figure 1.1: Traditional CMS versus headless CMS
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"Strapi" is wordplay for Bootstrap API. As the name suggests, it aims to help developers
build (bootstrap) an API quickly. Strapi saves API development time through an
integrated easy-to-use admin panel and a solid set of core features out of the box. Whether
you are a backend, full stack, or frontend developer, you will find it extremely easy to get
started with Strapi and API development without reinventing the wheel and wasting time
in building common features such as basic create, read, update, and delete (CRUD)
operations or authentication and authorization.

Now that we have familiarized ourselves with Strapi, let's see some of the advantages of
using it.

Why use Strapi? (The benefits of Strapi)

There are several advantages to using Strapi, and we will outline some of the major
benefits and reasons for using it next.

Open-source Node.js

Strapi is open-source and built on top of a popular Node.js framework: Koa. Its code is
accessible and easily extendible. It's supported by a thriving company but also by a large
community of contributors. You can find Strapi's code on GitHub at https://github.
com/strapi/strapi.

Database-agnostic

Strapi can work with different database systems. It can be set up and configured to work
with PostgreSQL, MySQL, MongoDB, and SQLite. We will see in Chapter 9, Production-
Ready Applications, how we can configure Strapi to work with PostgreSQL.

Customizable (extendable)

Strapi is highly configurable to suit each project's specific requirements. All of the

data types are created from scratch through the admin panel. Additionally, the Strapi
plugin system makes it easy to extend its functionality with features such as database
documenting, image uploads, and email configuration. We will discuss the Strapi plugin
system in a later chapter of this book.


https://github.com/strapi/strapi
https://github.com/strapi/strapi
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RESTful and GraphQL

Strapi provides a REpresentational State Transfer (REST) API out of the box. The API can
be consumed from any web client (React, Angular, Vue.js, and so on), mobile applications,
or even internet of things (IoT) applications using REST or GraphQL via a plugin.

Users and permissions

Strapi comes with a users and permissions model out of the box that allows you to
define which endpoint is available for which user/role. Additionally, you can use Open
Authorization (OAuth) to enable authentication via third-party providers such as
GitHub, Facebook, Twitter, Google, and many others.

Now that we have understood what Strapi is all about, let's see how we can prepare our
development environment to start developing our API.

Preparing the development environment

Before we start developing our API, we will need to prepare our development
environment first. Next, we will look at the components and packages that we will be
needing throughout the book.

Note

You can install the packages in any order you want. Some of the packages here
are not a must-have, but it's highly recommended to install them to avoid
having any issues while following the examples in this book.

Installing Node.js

To install Node.js, head to the official website, ht tps: / /nodejs . org, and download the
long-term support (LTS) version that matches your operating system. At the time of writing
this book, version 16.13.2 is the latest LTS version and the version recommended by Strapi,
as illustrated in Figure 1.2. Only LTS versions are supported by Strapi, the other versions of
Node.js are not guaranteed to be compatible.


https://nodejs.org

Preparing the development environment 7

nede

HOME ABOUT DOWNLOADS DOCS GET INVOLVED SECURITY CERTIFICATION NEWS

Node.js® is a JavaScript runtime built on Chrome's V8 JavaScript engine.

New security releases now available for Node.js 12, 14, 16, and 17
release lines

Download for macOS (x64)

16.13.2 LTS 17.4.0 Current

Recommended For Most Users Latest Features

Other Downloads | Changelog | APIDocs  Other Downloads | Changelog | APl Docs

Or have a look at the Long Term Support (LTS) schedule

Figure 1.2: Node.js LTS version
Once you have installed Node.js, open your favorite terminal and run the following
command to verify the Node.js version:

node -v

You should see the version of the installed Node.js on the terminal.

Installing Visual Studio Code (optional)

Visual Studio Code (VS Code) is a feature-rich and powerful integrated development
environment (IDE), and we will be using it as our default editor. You are free to use
whichever editor you feel comfortable with. However, we highly recommend installing
and using VS Code to follow along with the examples in this book.

To download and install VS Code, head to https://code.visualstudio.comand
download and install the appropriate build for your operating system.


https://code.visualstudio.com
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Installing Yarn

Yarn (https://yarnpkg.com) is a JavaScript package manager. We will be using it as
our default package manager since it's the package manager used by Strapi itself.

To install Yarn, open your favorite terminal and execute the following command:
npm install -g yarn

Once the installation is complete, run the following command to verify that Yarn has been
installed successfully:

yarn -v

The version of Yarn should be displayed in the terminal. At the time of writing this book,
version 1.22 is the latest version.

Installing Docker (optional)

We will be using Docker to install and manage a Postgres database for our API in a later
chapter of the book. Docker can help us easily work with different database systems such
as Postgres, MySQL, or MongoDB. To install Docker, head to https: //docker.com/
get -started and download and install Docker Desktop for your operating system.

Once you have installed Docker, execute the following command in your terminal to
verify the installation:

docker -version

The Docker version should be displayed in the terminal. At the time of writing this book,
version 20.10 is the latest version.

Alternatively, you can install Postgres using a different method of your choice.

Installing Postman

Postman is a great API client, and we will use it to interact with our API. Head to the
Postman website at https: //www.postman. com/downloads/ and download the
version matching your operating system.

Once we have the development environment set up, we can proceed with creating our API.


https://yarnpkg.com
https://docker.com/get-started
https://docker.com/get-started
https://www.postman.com/downloads/
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Creating a Strapi application

Begin by running the following command on your terminal:
yarn create strapi-app strapi-lms --quickstart

The preceding command will set up a project using the latest version of Strapi with the
default settings. Using a SQLite database, start the server on port 1337 and launch the
admin dashboard.

Note

If we remove the —-quickstart flag, we will enter manual setup mode,
where we will be asked a few questions to configure Strapi.

If the admin panel did not launch automatically, you can open your browser
and navigate to http://localhost:1337/admin.

The first time you log in to the admin dashboard, you will be presented with a form to
create the first administrator user. Complete the form to create an administrator user and
sign in to the admin panel.

Overview of the admin panel

We will discuss the admin panel in greater detail in Chapter 4, An Overview of the
Strapi Admin Panel. However, for now, we will just give a quick overview of the admin
panel layout.
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The admin panel is easy to navigate. On the left-hand side, we have our main control
sidebar. It can be divided into three main categories, as follows:

Strapi Dashboard
Workplace

w Content Manager

PLUGINS

B Content-Type Builder

K Media Library

GENERAL
#* Plugins

- Marketplace

o 4 Settings
Figure 1.3: Strapi main sidebar

Content Manager

This is where the API content lives, and you can manage API content from this section. At
the moment, there is only one model, Users. We will see more models here as we progress
in developing the API.

Plugins

The PLUGINS section allows you to customize Strapi. There are two essential plugins
available out of the box: the Content-Type Builder and Media Library plugins.

The Content-Types Builder plugin is the core of Strapi customization; we will use it to
create new models in our API and create a relationship between those models. As this
plugin is critical in developing the API, we have dedicated Chapter 3, Strapi Content-
Types, to discussing it in greater detail.
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The Media Library plugin, as the name suggests, is used to manage all API media files.

General

This section contains Strapi settings where you can use the Marketplace to install new
plugins, configure plugin settings, and edit general settings such as adding additional
administrator users.

The - -quickstart flag will bootstrap the Strapi application and start the development
server for us. While you are developing a Strapi application, you will want to start and stop
the server yourself. Let's see in the next section how to work with Strapi scripts to manage
the server.

Understanding server scripts

Strapi comes with a few scripts that can be used in managing the development server as
well as starting the server in production. If you open the package . json file, you will see
the following four scripts:

"scripts": {
"develop": "strapi develop",
"start": "strapi start",

"build": "strapi build",
"strapi'": "strapi"

Figure 1.4: Strapi server scripts

The develop script

The develop script will start the server in development mode, with autoreload enabled.
Basically, it will watch for any changes in the project files and restart the server if there
are any. This script is intended for local development, and it should never be used in a
production environment.

The start script

The start script will start the server with autoreload disabled. This script is intended to
start the server in a production environment.
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The build script

This script allows you to rebuild the admin panel. The Strapi admin panel is built using
React.js, but in some situations, you might want to customize or extend the admin panel.
In such cases, you will need to rebuild the admin panel again using the build script. The
admin panel is built once when you have created a project and every time you install a
plugin that requires changes to the admin panel.

The Strapi script

This script is an alias to the Strapi command-line interface (CLI), and we can use it to
generate new content in our system. We will explore the Strapi CLI in the next chapter.

Summary

In this chapter, we started by explaining the concept of a headless CMS and saw how it
is different from a traditional CMS. We then introduced Strapi, an open-source headless
CMS, and listed the benefits of using Strapi in developing APIs.

Then, we started preparing the development environment and installed the requisite
packages and software, as well as creating a sample application that we will be using
throughout the rest of this book. Finally, we had a quick look at the different server scripts
offered by Strapi.

In the next chapter, we will have a deeper look at the typical structure of a Strapi
application. We will also build our first API in the system and learn how to use the Strapi
Content-Types Builder plugin to define fields needed for the API.
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Building Our
First API

In this chapter, we will create our first API endpoint. We will explore the structure of a
Strapi API project, and what modules and files Strapi creates for us. We will touch on
the concept of a content-type and explore the structure and commands of a typical
Strapi application.

The topics we will cover in this chapter are as follows:

Exploring the project structure of a Strapi application
Defining the requirements — what are we going to build?

Creating our first content-type using the admin panel and the command-line
interface (CLI)

Clarifying Strapi terminology - content-type, resources, and object types
Interacting with our API

Understanding the makeup of an API - routes, controllers, services, and models
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Exploring the project structure of a Strapi
application

When we ran the strapi -app CLI tool with yarn create strapi-app, the
command generated a new blank project for us. Let's spend some time exploring the
structure of the project and the packages that were installed for us.

The commands to run Strapi

Out of the box, the package . json file includes four Strapi-related commands that
provide aliases for the Strapi CLI:

+ Development mode: While developing, we will run the API using the yarn

develop command. This is an alias for strapi develop, which runs the Strapi
instance in development mode, enabling features such as auto-reload and writing
files to the code base when we change options in the admin panel. It also builds the
admin panel.

Production mode: For running in production, we can use yarn start (which is
the alias for strapi start). This disables auto-reload and writing files into the
code base.

Build the admin panel: The final command is yarn build (an alias for strapi
build), which builds the admin panel. This is useful for customizing the admin
panel, which we will do in Chapter 4, An Overview of the Strapi Admin Panel.

The Strapi CLI alias: This is a handy alias to run the Strapi CLI commands. The
CLI provides the previous three commands (develop, build, and start) and
others to generate the APIs, reset the admin user, and so on. You can get a list of the
available commands and their documentation by running yarn strapi -help.

The project structure

The project structure is simple:
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~/code/nyala/Building-APIs-with-Strapi ¥ main %

README.md
build

config
database
favicon.ico
node_modules
package. json
public

src

yarn. lock

6 directories, 4 files

Figure 2.1: The project structure of a Strapi project

Let's go over the preceding figure in detail:

config/: This contains various application configurations, such as database.

j s, where we can define our database configurations and settings; ap1i . j s, where
we can define settings related to how to query the API; and admin. js, where we
can configure settings related to the admin panel. Other than that, server.js
contains a couple of options that we may update, such as PORT and HOST, where
the API will run any other configurations related to the server.

Overriding the Config Folder for an Environment

Strapi also provides the ability to override the configurations in the config
folder for a specific environment.

So, for example, we can create a server configuration file for the production
environment by creating a file called . /config/env/production/
server. js. Strapi then checks the NODE ENV variable, and if it is set to
production (which matches with the folder name we created), then the
production configuration will be merged with the base configuration, overriding
any setting. This means, for example, that we can use a database such as SQLite in
development and use a PostgreSQL database in production.

public/: This contains static files such as images that we want to make accessible
through our APL

build/: This contains the build files for the admin panel. This file is ignored in
.gitignore and gets automatically generated when the admin panel is rebuilt.

src/admin/: This contains files related to customizing the Strapi admin panel.

src/extensions/: We will use this folder to extend and configure the plugins
provided by Strapi. We will do this in Chapter 8, Using and Building Plugins.
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o src/api/: This is where we will spend most of our time. This is the folder where
our content-types will be defined, and the code for them is auto-generated by Strapi.

There are other folders (and files) that we can create as well, for example, to add
middleware and hooks, or customize API responses globally. We will visit these
throughout the book when we need to use them.

Under the hood - the components that make up Strapi

Let's dig a bit deeper into the dependencies that Strapi installs. These dependencies are
implementation details of Strapi. While there is no need to understand them to use Strapi
and build APIs, they're still interesting to know about at a high level to allow a deeper
understanding of Strapi, its architecture, and its philosophy:

"devDependencies": {},
"dependencies": {
"@strapi/strapi": "4.0.0",

"@strapi/plugin—-users—-permissions": "4.0.0",
"@strapi/plugin-il8n": "4.0.0",
"sqlite3": "5.0.2"

+

Figure 2.2: The packages used by a Strapi project
Let's look at this figure in detail:

o @strapi/strapi: This is the core package for Strapi; it provides the HTTP layer
that our API will sit on. It's also responsible for managing core functionality, such
as bootstrapping the initial setup of the database and admin users, and exposing
and loading services, hooks, extensions, plugins, and all the components that form
Strapi's architecture. It's the glue for everything that happens in Strapi. It's built on
top of Koa, a popular node web framework.

o @strapi/plugin-user-permissions: Almost everything in Strapi is a
plugin; this one includes capabilities for creating users and managing permissions.
This is one of the core principles of the philosophy behind Strapi's architecture.
Strapi's core is intentionally very slim; the rest of it — including functionality
that we might think of as core, such as creating content-types and endpoints - is
implemented in the form of plugins. This opens the door to an infinite number
of possibilities and capabilities. We will discuss users and roles in greater detail in
Chapter 7, Authentication and Authorization in Strapi.
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o @strapi/plugin-ilsn: This plugin allows a user to create localized content in

different languages.

« sqglite3: This package allows us to use SQLite as our database. It was included in
the project because we specified the - -quickstart flag when creating the project.

Next, we will talk about the project that we will be building throughout this book and the

first API we will create for this project.

Defining the APl requirements

We will be building an API for a Learning Management System (LMS). This is a system
for an educational institution that runs classrooms for different courses. Students can enroll
in these classrooms, and feachers can create new tutorials and assign them to classrooms.
Another (non-core) functionality might include creating quizzes that the students can
answer and the teachers can mark. An admin can also access the system to add new
students, teachers, and classrooms, and manage all entities:

Teachers

Quizes for
Tutorials

Grades for
Quizes

Strapi LMS

Assign
Tutorials to
Classes

Students

==

Admins

Figure 2.3: A use case diagram for the main actors and functionalities of the LMS
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In the next section, we will create our first API, which we will use to manage a classroom.
The endpoint will allow us to perform CRUD operations; that is, we will be able to Create,
Read, Update, and Delete classrooms.

Creating our first content-type - a classroom

We will create our first content-type, which will represent the c1lassroom entity. For
now; a classroom will have name, description, and maximum students values.
Let's get started:

1. Run the Strapi admin panel, normally at http://localhost:1337/admin.

Remember

By default, Strapi uses port 133 7. This value is used in the server.js file
and can be overridden using the PORT environment variable. We will discuss
this later on in Chapter 9, Production-Ready Applications.

2. Navigate to Content-Type Builder, under the PLUGINS section.
3. Click on Create new collection type.

4. For Display name, enter Classroom; leave the other fields as they are.

Important Note

API ID (Singular) and API ID (Plural) are auto-populated from the Display
name field. API ID (Singular) is used in generating the database tables while
API ID (Plural) is used to access the content-type via the API URL; we will see
this in action later on in this chapter.
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5. Then, click on Continue:

Create a collection type X
Configurations BASE SETTINGS ~ ADVANCED SETTINGS
Display name API ID (Singular)

Classroom classroom

The UID is used to generate the API routes and databases
tables/collections

API ID (Plural)
classrooms

Pluralized API ID

Cancel Continue

Figure 2.4: The Create a collection type form
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6. Select Text, and then choose Short text in the Type field and enter name in the
Name field:

Ab Classroom X
Add new Text field BASE SETTINGS ADVANCED SETTINGS

Name
name

No space is allowed for the name of the attribute

Type
Short text Long text
@ Best for titles, names, links (URL). It also enables O Best for descriptions, biography. Exact search is
exact search on the field. disabled.

Cancel <+ Add another field

Figure 2.5: The Add new Text field form
7. 'Then, click on + Add another field and repeat the same for the other two fields:
a. Name: description
Type: Long text
b. Name: maxStudents
Type: Number
Number format: Integer
8. 'Then, click Finish.
9. Finally, click Save.
This will create the content-type with the fields that we specified and also restarts

our development server. If all went well, then you should see Classroom under
Content Manager | COLLECTION TYPES on the right:
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Strapi Dashboard
Workplace Content Q
M Content Manager
COLLECTION TYPES 2
PLUGINS » Classroom
5= Content-Type Builder * User
B Media Library SINGLE TYPES 0
GENERAL
# Plugins
W Marketplace
Figure 2.6: The newly added collection type in the navigation menu
Next, let's create a classroom data entry.
10. Click on Classrooms, and then click Add new entry to add your first
classroom entry:
< BACK
Create an entry v risn ([

API ID : classroom

e Editing draft version

Name Description
Strapi 101 An introduction to Strapi
@ INFORMATION
Last update in 15 seconds
MaxStudents By -
12 =

2/ Edit the model

Configure the view

Figure 2.7: Adding classroom data
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11. Click Save to save the contents, and then click Publish to change the entry type
from draft to published. You should see that the Publish button has changed
to Unpublish and a note saying Editing published version has appeared, showing
that we are now working on the published version:

+ Unpublish Save

e Editing published version

INFORMATION
Last update in 10 seconds
By Khalid Elshafie

2" Edit the model
= Configure the view
W Delete this entry

Figure 2.8: The Strapi save and publish dialog

Using the Strapi CLI instead of the admin panel

The admin panel is very user-friendly, but Strapi also gives us the option to perform any
action through the CLI as well.

The generate CLI command can be used to generate API, controllers, content-types,
and plugins, among others. The generate command is fully interactive; to use this
command, run the following CLI command and then follow the onscreen instructions:

yarn strapi generate



Creating our first content-type — a classroom 23

Important Note

If you have already created the classroom content-type using the admin
panel, then you will not be able to create it using the CLI generate
command since the content-type already exists. Delete the existing
classroom content-type created with the admin panel before using the
interactive generate CLT command.

We have already used the Strapi CLI to scaffold the project skeleton, and we have now
used it to create an API. The Strapi CLI is very powerful, and it provides all kinds of
functionalities to make the developer experience better. We will not go over the details

of these commands, as they are well covered in the documentation, but we advise you

to (at least) run the CLI help with yarn strapi -help to gain an idea of what can

be accomplished with the CLI. You can run yarn strapi help followed by the
command name to get information about any of the commands. In practice, this is what it
looks like:

yarn strapi help generate

~/code/nyala/Building—-APIs-with-Strapi 2 main + ZEEIRINGIEEEES T
yarn run v1.22.17

strapi —hel
Usage: strapi [options] [command]

Options:
——version Output the version number
Display help for command

Commands :
version Output your version of Strapi
console Open the Strapi framework console
new [options] <directory> Create a new application
start Start your Strapi application
develop|dev [options] Start your Strapi application in development mode
generate Launch interactive API generator
templates:generate <directory> Generate template from Strapi project
build [options] Builds the strapi admin app
install [plugins...] Install a Strapi plugin
uninstall [options] [plugins...] Uninstall a Strapi plugin
watch-admin [options] Starts the admin dev server
configuration:dump|config:dump [options] Dump configurations of your application
configuration:restore|config:restore [options] Restore configurations of your application
admin: reset-user-password|admin: reset-password [options] Reset an admin user's password
routes: list List all the application routes
middlewares: list List all the application middlewares
policies:list List all the application policies
content-types: list List all the application content-types
hooks: list List all the application hooks
services: list List all the application services
help [command] Display help for command

‘+ Done in 0.46s.

Figure 2.9: The commands available through the Strapi CLI

Before we start testing and interacting with our API, we will briefly cover some of the
terminologies we've used in Strapi so far.
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Clarifying Strapi terminology

One of the goals of Strapi is to build APIs easily and quickly without being bogged
down in the implementation details of specific architectural styles (such as GraphQL

or REST) or implementation details (such as which database and database connectors
to use). To achieve this technological agnosticism, Strapi uses terminology that sits on
top and abstracts such details. We will quickly cover this terminology so that we use the
same vocabulary that Strapi uses throughout the book and will also be able to relate it to
concepts we might already know from our previous exposure to other API frameworks.

Content-types, resources, object types, and models

Content-types are the fundamental building blocks in Strapi. If you have built REST
APIs before using a more low-level framework, you might think of the content-types

as resources. When building an API in the REST architectural style, we develop our
endpoints and our interactions around resources. They are the fundamental building
blocks. They are a conceptual mapping to an entity, rather than the entity itself (think of
classes and objects in object-oriented programming):

"The key abstraction of information in REST is a resource. Any information
that can be named can be a resource: a document or image, a temporal
service (e.g. today's weather in Los Angeles’), a collection of other resources,
a non-virtual object (e.g. a person), and so on... A resource is a conceptual
mapping to a set of entities, not the entity that corresponds to the mapping
at any particular point in time."

- Taken from Roy Fielding's dissertation on the REST architectural style

If you are coming from a GraphQL background, then a similar concept also exists in
object types. These are, again, a representation of an abstract concept.

In the Strapi world, these resources (or object types) are called content-types. A content-
type represents an abstract concept. When we create a content-type called classroom,
we are representing the abstract concept of a classroom in our educational institution,
regardless of whether we will expose that concept with a REST or GraphQL API.

Models are how Strapi defines these content-types in code. They are a database-agnostic
representation of the content-type's fields, the types of these fields (that is, a number or
text field), and any constraints applied to them, as well as the relationships between the
content-types. This representation is eventually mapped to a real database entity.
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Content-types are Strapi's API-agnostic way to define and think about the entities that
make up a system; models are Strapi's database-agnostic way of representing content-types
in code. We will dive deeper into these concepts in Chapter 5, Customizing Our APL

In Strapi, there are three content-types — collection types, single types, and components.
We will discuss these in detail in the next chapter, but for now, it's sufficient to know that
our classroom is a collection type because we will have multiple classrooms running in
our school.

From this point onward, we will use content-type (not resource) to be consistent with the
Strapi documentation and the admin panel.

Interacting with the Strapi API

To access any API endpoint in Strapi, we will use the HOST server and PORT, followed by
/api/, and then the API ID (Plural) value.

Remember

The APIID (Plural) value was generated when we created the classroom
content-type earlier in this chapter. It is usually the plural form of the content-
type name.

So, to access the classroom endpoint on our API, we can use the following URL:
http://localhost:1337/api/classrooms. This can be done from the browser
since it's a GET request, but let's get into the habit of using Postman early on. The
expectation is that this endpoint should return a list of classrooms:

GET http://localhost13.. @

http:, 1337/api;
GET v~ http://localhost:1337/api/classrooms
Params Authorization Headers (6) Body Pre-request Script Tests Settings
Body Cookies Headers (16) Test Results @ Status: 403 Forbidden
Pretty Raw Preview Visualize JSON v =
L g
2 "data": null,
3 "error": {
4 "status": 403,
5 "name": "ForbiddenError",
6 "message": "Forbidden",
7 "details": {}
8 }
9

Figure 2.10: Calling the API endpoint using Postman
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Setting permissions

We received a 403 Forbidden HTTP status code from the backend. Strapi secures API
endpoints by default, so we will have to explicitly tell it to allow access to the API for all

users. To do that, let's head back to the admin panel:

1. Click Settings and then click Roles (under USERS & PERMISSIONS PLUGIN).
We can see that Strapi has already created two roles for us, Authenticated

and Public.

2. Click Public, and then under Permissions, expand the Classroom panel and check
the find checkbox to select the find action. By doing this, we are instructing Strapi
to allow unauthenticated users (that is, Public users) to perform this action. Note
also that the route associated with the action, /api/classrooms, is highlighted

on the right of the pane:

Permissions

Only actions bound by a route are listed below.

Classroom
Define all allowed actions for the api::classroom plugin.

CLASSROOM = Select all
create delete
find o findOne
update

Bound route to api::classroom.classroom

GET /[api/classrooms

Figure 2.11: Updating the classroom content-type permissions to allow a find action



Interacting with the Strapi APT 27

3. Click on Save, and then head back to Postman and try the request again. Voila!
Now our API returnsa 200 OK HTTP status code. The response body contains
a data array that holds the result of the API call, and a meta object that contains
metadata, such as the pagination information. We will discuss this in Chapter 6,
Dealing with Content:

GET http://localhost:13... ® =  ooo

http://localhost:1337/api/classrooms

GET

Params

Body Cookies

Pretty

==Y

O oo~V A WN B

PR R R RPRR R R
NV A WNRS
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~  http://localhost:1337/api/classrooms

Authorization Headers (6) Body Pre-request Script Tests Settings

Headers (16) Test Results

Raw Preview Visualize JSON v ==
"data": [
"id": 1,

"attributes": {
"name": "Strapi 101",
"description”: "An introduction to Strapi”,
"maxStudents": 12,
"createdAt": "2021-12-08T10:07:37.178Z",
"updatedAt": "2021-12-08T10:07:47.352Z",
"publishedAt": "2021-12-08T10:07:47.350Z"

}
}
])
"meta": {
"pagination": {
"page": 1,
"pageSize": 25,
"pageCount": 1,
"total": 1
}
}

Figure 2.12: An API call to get all classrooms data

® status: 200 OK
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4. Now, let's go back to the Roles screen (under Settings) and allow the Public role
to perform the create action by selecting the create checkbox:

Permissions

Only actions bound by a route are listed below.

Classroom
Define all allowed actions for the api::classroom plugin.

CLASSROOM = Select all
create 2 () delete

find (") findone

D update

Bound route to api::classroom.classroom

POST /api/classrooms

Figure 2.13: Updating the classroom content-type permissions to allow a create action

Next, let's perform a POST /api/classrooms request to create a new classroom.

When sending a POST or PUT request, we will need to wrap the request payload

in a data object, the properties of which are the content-type we want to create or
update. In this case, the data object will contain the classroom entity to be added.
Make sure that the request content-type is set to JSON in Postman:
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http://localhost:1... ® 4+ ooo

http://localhost:1337/api/classrooms

POST v http://localhost:1337/api/classrooms
Params Authorization Headers (8) Body ® Pre-request Script Tests Settings

none form-data x-www-form-urlencoded @ raw binary GraphQL JSON
1 {
2 "data": @
3 "name" : - "Strapi - Advanced",
4 "description”:  "Advanced  concepts-of Strapi”,
5 "maxStudents": - 15
6
7}

Body Cookies Headers (16) Test Results @ Status: 200 OK
Pretty Raw Preview Visualize JSON v =

1
2 "data": {
3 "id": 2,

4 "attributes": {
5 "name": "Strapi Advanced",
6 "description": "Advanced concepts of Strapi",
7 "maxStudents": 15,
8 "createdAt": "2021-12-08T10:46:53.028Z",
9 "updatedAt": "2021-12-08T10:46:53.028Z",

10 "publishedAt": "2021-12-08T10:46:53.013Z"

11 1

12 1,

13 "meta": {}

Figure 2.14: Creating a classroom entity via the API endpoint using Postman
As you can see, we geta 200 OK HTTP status code as a response and the body of
the classroom content-type we just added, including fields that were returned
by Strapi after saving to the database (for example, the id, published_at,
created at,and updated_at timestamps).

If we go back and call GET /api/classrooms, then we will get back two classrooms
instead of one - the Strapi 101 classroom that we added from the admin panel and the
one we just added from Postman.
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What did we just create?

We just created our first content-type representing the concept of a classroom. Strapi
created a REST API with five endpoints for us for the various CRUD operations —
create, read (a single entity or all entities), update, and delete:

GET /api/classrooms: To list all classrooms

GET /api/classrooms/:1id: To get a single classroom using its ID
POST /api/classrooms: To create a new classroom

PUT /api/classrooms/:1id: To edit a classroom with a matching ID

DELETE /api/classrooms/:id: To delete a classroom with a matching ID

Now, you can go back to Users & Permissions and allow the Public role to perform all
five actions; then, you can test them in Postman.

If you have ever created a REST API in a lower-level framework such as Express or Koa,
you must appreciate how much time Strapi has saved us. Within a few minutes, we have
created a REST API that is ready to use.

Strapi did many things under the hood for us with just a few clicks:

It created five routes for our content-type that follow the REST naming conventions.
It allowed us to define the fields that are part of that content-type.

It gave us a simple publishing system where we can define an entity as published
ordraft.

It created the tables, columns, and database entities required to support this
content-type.

It implemented sensible defaults for us, such as adding a unique ID auto-increment
field to our content-type and adding update and creation timestamps to our entities.

It even took care of pluralizing the endpoint name (for example, /classrooms
and not /classroom) and the name of the database table created.

Instead of sorting out all of these details ourselves (think of authentication, database
layers, and route definitions), we are left to concentrate on what really matters — the
application that we're building. Some experienced developers might be skeptical at this
point and think of the 80-20 paradox. A lot of frameworks make it straightforward to
implement the easy scenarios (that is, the ones that make up 80% of use cases), but then
they're a nightmare when we want to build something unique (that is, 20% of use cases).
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In the next section, we will explore in more detail what Strapi has done for us so far. We
will look into some of the design and architecture decisions that make Strapi extremely
convenient for tackling this 80% of use cases, but at the same time, make sure that it never
limits us as developers when we need to do something different.

What about GraphQL?

Out of the box, Strapi gave us the REST endpoints around the content-type we
created. Supporting GraphQL is as easy as installing a plugin. Once we do this,
we're ready to expose our content-types in a GraphQL APT as well as a REST
API. We will cover the Strapi support for GraphQL in detail in Chapter 10,
Deploying Strapi.

Understanding the makeup of a Strapi API

Several files were created for us under the src/api folder when we created the
classroom content-type. Now, we will take a look at the updated project structure and
consider a general overview of what was created.

Routes, controllers, services, and models

When we created our first content-type in the admin panel, several files were created
under the src/api folder:

v ([ api
v [ classroom
v [ content-types/classroom
{.} schema.json

v [ controllers

classroom.js

v [y routes
classroom.js
~ [k services

classroom.js

Figure 2.15: The classroom content-type folder structure
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Let us have a quick overview of the route components of a Strapi API, that is the routes,
controllers, services and models:

 There are two types of routes in Strapi, a core route and a custom route. Core
routes are automatically created by Strapi when a new content-type is created; the
core routes are £ind, findOne, create, update, and delete. The routes/
{content-type} . js file contains the core route (or endpoint) definitions. This
file uses a createCoreRouter factory function that automatically generates the
core routes. Each one of these routes maps to a controller action. We will discuss
customizing the routes in, Customizing Our API.

« Controllers live under controllers/{content-type}.js (for example,
controllers/classroomn. js). Controllers are responsible for handling
incoming requests and each controller defines a set of methods called actions.
Each action is mapped to a specific route. The file initially contains a single
createCoreController factory function that automatically generates the core
actions and allows us to build custom ones.

« Controllers use services. Services live under services/{content-type}.
js (for example, services/classroom. js). Services are helpers used by the
controllers to perform various operations, including CRUD operations but also
custom services for other supporting operations, such as sending an email and
sending notifications.

o The default services for handling CRUD operations provided in the core
services from Strapi deal with models. Models are the code representation of the
content-types we created in the admin panel in the previous section. They map
to database entities (for example, tables and columns in a relational database
such as PostgreSQL). The definition for these models lives under content -
types/{content-type}/schema.json (for example, content-types/
classroom/schema. json). This file includes the field names (attributes), types,
and other information related to the content-type.

We will explore content-type and models more thoroughly in Chapter 3, Strapi
Content-Types:
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{.} schema.json U X

"kind": "collectionType",
"collectionName": "classrooms",
"info": {
"singularName": "classroom",
"pluralName": "classrooms",
"displayName": "Classroom"
Iy
"options": {
"draftAndPublish": true
b7y

"pluginOptions": {},
"attributes": {
"name":
"type": "string"

r
"description":
Iltypell: Iltextll
"maxStudents":
"type": "integer"

Figure 2.16: The model that was created for the classroom content-type

There is one more module that is not created by default but worth mentioning now, which
is the content-types/{content-type}/lifecycles.js file. This file allows us
to manage the model life cycle. The life cycle is a hook that is used to run custom code

at different parts of the life cycle of an entity — for example, before it's created, after it's
created, when it's updated, and when it's deleted.
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We will talk in more detail about customizing the routes, controller, and life cycles in
Chapter 5, Customizing Our API:

i | i i Define the public
N — d B S g facing routes
+ i.e. IGET classes

content-types/
classroom/schema.json

Model — USEs uses maps to
D
has - )
A services/classroom.js controller/classroom.js IOUtes/ClassIOom:)S
Model
lifecycle

content-types/
classroom/lifecycle.js

Figure 2.17: An overview of the Strapi core components

Why Are All These Files Empty?

Other than the content-types/classroom/schema.json file,
all the files that were created are empty. Yet, we've tested that our REST

API works when we queried the list of classrooms, and we even created one
through the API. This is because controllers inherit their behavior from the
core components provided by Strapi, which implement default behavior for

the main CRUD operations. The files are there in case we want to override one
(or all) of these components. Almost always, the defaults provided are enough,
but when we need to implement custom behavior, all we need to do is override
these defaults.

Content-types in code

Whether we defined our content-type through the admin panel or the CLI, these
definitions end up in code under src/api. This is one of the clever design decisions
behind Strapi; having these defined in code - as opposed to, for example, having them
defined in a configuration saved in the database — makes them very easy to move between
environments (for example, from your local development environment to your testing
environment, and eventually your production environment). It also makes it easy to track
the progress of our content-type definitions because they live in the source code and,
therefore, they will be governed by living inside a source control system.
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Not Everything We Did Lives in Code

You might have noticed that the permissions we applied to the content-

type (for example, allowing unauthenticated users to access the /api/
classrooms endpoints) don't live in code. This means that if we deploy our
code in a different environment, or if we drop the database and recreate it, we
have to manually reapply the permissions. This quickly becomes inconvenient
when managing multiple environments, and we will learn about practices (and
plugins) to handle these situations in Chapter 11, Testing the Strapi API.

Summary

In this chapter, we built our first REST API to manage our new content-type — classroom.
We defined the content-type for a classroom, defining the fields that make up that type,

and Strapi built an API for us where we can create new classroom entities, retrieve the list
of classrooms, update existing classrooms, and delete classrooms (in other words, perform
CRUD operations). We saw how Strapi allowed us to create these endpoints without

any coding, saving us potentially hours of development time. We also touched on the
permissions model of Strapi, which allows us to interact with these endpoints.

We also dug a bit deeper into what Strapi and the Strapi CLI create for us when we

create a new project or add a new content-type. While Strapi makes it extremely easy

to create APIs without worrying about specific details, knowing a little bit about what
goes on under the hood helps us appreciate our design options and get a feel for how it is
architected. Understanding this early on in this process can come in useful later on when
considering things such as extensibility.

In the next chapter, we will explore more fundamental concepts relating to content-types
in Strapi. As this is the core concept of Strapi, a strong grasp of it will help us as we tackle
more complex scenarios.






3

Strapi
Content-Types

In the previous chapter, we briefly introduced the Content-Type Builder plugin. In this
chapter, we will discuss the Content-Type Builder plugin in greater detail, and we will see
how it is used in building and developing the API (short for application programming
interface) as well as creating relationships between different entities in our API.

These are the topics we will cover in this chapter:

o What is the Content-Type Builder plugin?

« Creating and managing content-types

+ Understanding relations in Strapi

« Interacting with the API endpoints from Postman

o Differences between COLLECTION TYPES and SINGLE TYPES

What is the Content-Type Builder plugin?

As we briefly discussed in Chapter 2, Building Our First API, content-types are Strapi's
API-agnostic way to define the entities that make up a system. The Content-Type Builder
plugin is what we use to create and manage those content-types. It is one of Strapi's core
plugins, it comes installed and enabled with Strapi by default, and it cannot be deleted.
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Note

In production environments, the Content-Type Builder plugin is read-only
and cannot be used to alter and change the API content-types.

Content-types in Strapi are categorized into three categories— COLLECTION TYPES,
SINGLE TYPES, and COMPONENTS. The differences between them are outlined here:

o COLLECTION TYPES are content-types that can manage several entries. For
example, we have multiple classrooms in our system, thus we used the collection
types to create the Classroom content-type in the previous chapter.

« SINGLE TYPES, as the name suggests, are single-entry content-types that you
can visualize as a single-row table. We can use them to manage things such as
application settings.

o COMPONENTS are a custom data structure that can be used in COLLECTION
TYPES as well as SINGLE TYPES. For example, we can create a Full Name
component that is comprised of two text fields and then use this component in the
COLLECTION TYPES or SINGLE TYPES content-types. COMPONENTS are of
value if you are using the Strapi admin panel to manage the API contents.

You can see an overview of the different content-type categories in the following screenshot:

Content-Type Q
Builder

COLLECTION TYPES ~ 2

¢ Classroom
* User
+ Create new collection type

SINGLE TYPE ~ 0

+ Create new single type

COMPONENT ~ 0

4+ Create new component

Figure 3.1: Strapi content-type categories
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Now that we understand what the Content-Type Builder plugin is all about, let's use it in
creating the next content-type in our API.

Creating and managing content-types

Let's create a Tutorial content-type. Since we will have multiple tutorials in our system, we
will use the COLLECTION TYPES category to create a Tutorial content-type.

From the Content-Type Builder plugin page, click Create new collection type. The
Create a collection type modal will appear. It has two tabs—the BASIC SETTINGS and
ADVANCED SETTINGS tabs.

In the basic settings tab, we have three fields—the Display name and API ID (Singular)
and API ID (Plural) fields. These are described in more detail here:

« The Display name value is what we want to call our content-type, so enter the value
Tutorial in this field.

o The APIID fields are automatically generated from the Display name, the Singular
format is used in creating the database table as well as generating the API routes,
while the Plural format is used in the API URL. For example, the Tutorial content-
types can be accessed using the URL /api/tutorials.

Best Practice for Naming Content-Types

It is recommended to use the singular form when creating new content-types
as Strapi will use the plural form to create a database table and the resources'
API URLs.
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The ADVANCED SETTINGS tab allows us to configure additional properties for the
content-type we are about to create, as illustrated in the following screenshot:

Create a collection type X

Configurations BASESETTINGS  ADVANCED SETTINGS

Draft/Publish

Draft/publish system
OFF ON

Write a draft version of each entry before publishing it

Settings

Enable localization for this Content-Type

Allow you to have content in different locales

Cancel Continue

Figure 3.2: Collection types advanced settings

There are two options available in the advanced settings. We are not going to modify any
of them now, but it is worth exploring and understanding what the available options are.
Let's have a look at them here:

« Draft/publish system: This option allows us to turn ON/OFF the publishing feature
for the content-types. When this feature is turned on, all contents are saved as a
draft by default when using the Strapi admin panel and it requires publishing to be
available in the API response. The default value for this option is ON.

« Enable localization for this Content-Type: Checking this box allows to you
manage the content-type in various locales.

We will leave all the options at their default values. Click the Continue button to continue
creating a content-type.
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Note

At this stage, the new Tutorial content-type has not yet been created. A new
content-type is considered created only once it has been saved.

Once we click the Continue button, we will be presented with the content-type fields

Tutorial

Select a field for your collection type

creation page, as illustrated in the following screenshot:

ap  Text @ Email

Small or long text like title or description Email field with validations format
— | Richtext g Password
= A rich text editor with formatting options Password field with encryption
125 Number .— | Enumeration

Numbers (integer, float, decimal) - List of values, then pick one
o Date ~ Media

A date picker with hours, minutes and seconds Files like images, videos, etc
« Boolean <y JSON

Yes or no, 1or 0, true or false Data in JSON format
% Relation P uiD

Refers to a Collection Type Unique identifier
a5 Component s Dynamic zone

Figure 3.3: Content-type fields
Here is a list of the fields that we want to have in our Tutorial content-type:
o title: Each tutorial must have a title.

o slug: A Uniform Resource Locator (URL)-friendly field that must be unique and is
driven from the title.

o type: A tutorial can be either a video or text tutorial.
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url: If the tutorial type is video, then this field will hold a link to the tutorial video.

contents: If the tutorial type is text, then this field will hold the contents of
the tutorial.

classroom: Relationship to the classroom. A tutorial belongs to a single classroom.

Creating a title field

Let's start by creating a title field first—we will choose Text for the field type. Once we
have selected the field type, a new pop-up window will be shown with a similar layout to
the collection types creation popup we saw earlier.

In the field configuration screen, enter the value title as the field name and then select
the ADVANCED SETTINGS tab to switch to the advanced settings. In this setting screen,
we can configure additional properties to the field we are about to create; those settings
will vary slightly depending on the field type. However, here are the common settings
available to all of the field types:

Default value: Allows us to set a default value for the field

RegExp pattern: Allows us to set a regular expression (regex) that can be used
in validations

Required field: Indicates whether a field is a required field or not

Unique field: Indicates that the value should be unique within the column in
the database

Maximum length/Minimum length: Allows us to set the minimum or maximum
length for the field

Private field: Allows us to make the field private and not show it in the API response

You can see an overview of these settings in the following screenshot:
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Ab  Tutorial X

Add new Text field BASE SETTINGS ADVANCED SETTINGS

Default value RegExp pattern

The text of the regular expression

Settings
Required field Unique field
You won't be able to create an entry if this field is empty You won't be able to create an entry if there is an existing entry
with identical content
Maximum length Minimum length
5 =
Private field

This field will not show up in the APl response

Cancel + Add another field

Figure 3.4: Text field advanced settings

Going back to the title field settings, let's mark this field as required and set a minimum
length of 5 characters for the title and then click the + Add another field button.

Creating a slug field
The next field we want to create is a slug field; we will also choose Text for the field type.
Proceed as follows:

1. Select the Text field type.

2. Enter the value s1ug as the name of this field.

3. Switch to the ADVANCED SETTINGS tab.

4. Check the Required field and Unique field boxes.

5. Click + Add another field to continue.
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What about the UID Field for the Slug?

You might have noticed a field type called UID. The UID field allows you to
create text without spaces, and it must be unique in the database. You can also
specify another field as the drive for the UID value. However, this option is
only practical if you are using the Strapi admin panel to manage the content,
and it will not work with an API client such as Postman. The reason for this is
the fact that the logic behind creating the field is in the admin panel code itself
and not in the underlying API. In Chapter 5, Customizing Our API, we will see
how to use Strapi life cycle methods to achieve the same functionality as a UID.

Creating a type field

Next, let's create a tutorial type field. We do not want this field to be free text as we are
only going to support two types for a tutorial, so we are going to use the Enumeration
field type. Proceed as follows:

1. Select the Enumeration field type.
2. Enter the name type.

In the Values text area, enter video and text. Make sure that each value is on a
new line, as illustrated in the following screenshot:

= Tutorial X

Add new Enumeration field BASE SETTINGS ADVANCED SETTINGS

Name

type

No space is allowed for the name of the attribute
Values (one line per value)

video
text

Cancel <+ Add another field m

Figure 3.5: Enumeration field settings
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4. Select the ADVANCED SETTINGS tab.
5. Choose video as the default value for this field.
6. Click + Add another field to continue.

Creating url and contents fields

The remaining two fields are the url and contents fields. As the value for both fields is
conditional depending on the tutorial type, we will just create the fields without any
advanced settings. We will do the required validation when we do the customization later
on in Chapter 5, Customizing Our AP

For now, let's choose Text for the url and contents fields. Proceed as follows:

Select the Text field type.

Enter the name as url.

Click + Add another field to add the contents field.
Select the Text field type.

Enter the name contents.

Select the type Long text.

Click Finish.

N U »

What Is the Rich Text Field?

The Rich Text field is the Strapi equivalent of having a What You See Is What
You Get (WYSIWYG) rich text editor. The editor will be available only via the
admin panel, of course, and cannot be accessed through the API. Strapi uses
Markdown to format the rich text.

At this stage, the Tutorial content-type is still not saved yet and no table is created
in the database. Let's save the fields we have so far and we can come back to the field
management screen later on to add the relation to the Classroom content-type.

8. Click the Save button.

9. Once you click the Save button, Strapi will translate those fields into a database table
and database columns. The Strapi server needs to be restarted every time we make
changes to the content-types and the database by definition.
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You can see the process in action in the following screenshot:

Waiting for restart...

You're using a feature that needs the server to restart. Please wait until the server is up.

Q

DOCUMENTATION [£

Figure 3.6: Saving content-types and restarting the server

The last field remaining for our Tutorial content-type is the Classroom field. This field

is going to be a relation to the Classroom content-type we created in Chapter 2, Building
Our First API. However, before we create this field, we need to understand the different
types of relations available in Strapi and how to use them. Let's do that in the next section.

Understanding relations in Strapi

When building an API, we often need to create relations between different entities of the
system. Those relations range from simple and trivial relations to more complex ones.
Strapi's Relation field allows us to establish a relation between multiple content-types.

Strapi provides us with six different types of relations to work with, as detailed next.
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One-way

This relation reads as has one. If we choose this relation when creating a Tutorial content-
type, the relation will read as Tutorial has one Classroom, and what will happen under the
hood is that Strapi will create a classroom foreign key (FK) field in the Tutorials table

in the database. When creating a Tutorial entity, we can associate it with one Classroom
entity, and we will have a classroom object in the API response when we call one of the
Tutorial GET API endpoints. The process is illustrated in the following screenshot:

%  Tutorial X

Add new Relation field BASE SETTINGS ADVANCED SETTINGS

Tutorial Classroom ~

Fild name _BH_@_%_§_@

classroom

Field name

Tutorial has one Classroom

Cancel 4+ Add another field m

Figure 3.7: One-way relation example
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One-to-one

This relation reads as has and belongs to one. If we choose this relation when creating a
Tutorial content-type, the relation will read as Tutorial has and belongs to one Classroom.
What will happen behind the scenes is that Strapi will create a classroom field in the
Tutorials table in the database and a tutorial field in the Classrooms table. We can
associate the two content-types while creating any of them. A tutorial object will be
available in the Classrooms API response and vice versa for the Tutorials API response.
The process is illustrated in the following screenshot:

%  Tutorial X
Add new Relation field BASE SETTINGS  ADVANCED SETTINGS
Tutorial Classroom ~
Field name —_— 0— H o% — %o — % —_ oé» Field name
classroom tutorial

Tutorial has and belongs to one Classroom

Cancel <+ Add another field m

Figure 3.8: One-to-one relation example

One-to-many

This relation reads as belongs to many. If we choose this relation when creating a Tutorial
content-type, the relation will read as Tutorial belongs to many Classrooms. What will
happen behind the scenes is that Strapi will create a tutorial field in the Classrooms table
in the database. When creating a tutorial, we can choose multiple classrooms to assign
to; however, when creating a classroom, we can specify only one tutorial to be associated
with. The Tutorial API response will include an array of classrooms while the Classroom
API response will include a single tutorial object. The process is illustrated in the
following screenshot:
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%  Tutorial x
Add new Relation field BASE SETTINGS ADVANCED SETTINGS
Tutorial Classroom ~
Field name —_— 0— — 0 %o —_ % —_ o€> Field name
classrooms tutorial

Tutorial belongs to many Classrooms

Cancel <+ Add another field m

Figure 3.9: One-to-many relation example

Many-to-one

You can think of this relation as the opposite of the previous one-to-many relation we
discussed. It reads as has many. If we choose this relation when creating a Tutorial
content-type, the relation will read as Classroom has many Tutorials. What will happen
behind the scenes is that Strapi will create a classroom field in the Tutorials table in the
database. When creating a tutorial, we can choose one classroom to associate with, while
we can choose multiple tutorials to associate with the classroom when we are creating
a classroom. The Tutorial API response will include a classroom object, while the
Classroom API response will include an array of tutorials. The process is illustrated in
the following screenshot:

%  Tutorial %
Add new Relation field BASESETTINGS  ADVANCED SETTINGS
Tutorial Classroom ~
Field name —_— 0— — 0—0 — o%) % —_ oé» Field name
classroom tutorials

Classroom has many Tutorials

Cancel =+ Add another field m

Figure 3.10: Many-to-one relation example
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Many-to-many

This relation reads as has and belongs to many. If we choose this relation when creating

a Tutorial content-type, the relation will read as Tutorials has and belongs to many
Classrooms. Unlike other relations, Strapi will not alter any of the two tables involved in
the relation; alternatively, it will create a pivot table to handle the many-to-many relation.
When creating a tutorial, we can choose multiple classrooms to associate with it, and
when creating a classroom, we can also associate multiple tutorials with it. The Tutorial
API response will include an array of classrooms and the Classroom API response will
include an array of tutorials. The process is illustrated in the following screenshot:

%  Tutorial X
Add new Relation field BASESETTINGS  ADVANCED SETTINGS
Tutorial Classroom ~
Field name —_— 0— — 0—0 — oé; — (%o oé» Field name
classrooms tutorials

Tutorials has and belongs to many Classrooms

Cancel <+ Add another field m

Figure 3.11: Many-to-many relation example

Many-way

The last relation reads as has many. If we choose this relation when creating a Tutorial
content-type, the relation will read as Tutorial has many Classrooms. Similar to the many-
to-many relation, a pivot table will be created for this relation. When creating a tutorial,
we can choose multiple classrooms to associate it with. The Tutorial API response will
include an array of classrooms, but no tutorial object will be shown in the Classroom
API response since this relation is a uni-directional relationship. The process is illustrated
in the following screenshot:
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% | Tutorial X
Add new Relation field BASE SETTINGS  ADVANCED SETTINGS
Tutorial Classroom ~

Field name —_ 0— — 0—0 — o%) —_ %o —_ % - oé» —— Field name

classrooms

Tutorial has many Classrooms

Cancel = Add another field m

Figure 3.12: Many-way relation example

Now that we have learned the difference between relations in Strapi, let's use our new
knowledge to choose the correct and appropriate relation to associate a tutorial with
a classroom.

Creating a Tutorial and Classroom relation

We need to decide which of the six relations described in the previous section is suitable
for associating the Tutorial and Classroom content-type. If you remember the system
diagram in Chapter 2, Building Our First API, a teacher can create a tutorial and assign
it to a classroom, and a classroom can have multiple tutorials. This means a classroom
can have several tutorials associated with it. Based on this information, the many-to-one
relation seems the most suitable one for this use case: Classroom has

many Tutorials.

Going back to the Tutorial content-type, let's edit it and add the Classroom relation.
Proceed as follows:
1. Click the Add another field to this collection type button.
2. Select the Relation field.
3. Select the fourth relation from the left. The text should read Classroom has many
Tutorials. You should check the following:
» The relation form shows the two content-types you are trying to associate.

» The left-hand box shows the source content-type; this is the content-type we
are editing.
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» The field name represents the name of the field that is going to be created in the
database and will be available in the API response for that content-type. In this
case, it is classroom. We will leave the value as it is.

» The right-hand box shows the target content-type. We can use the caret down
icon to change the content-type. We will leave the value as Classroom.

» The field name represents the name of the field that will be created in the database
target table. If the relation requires a field to be created, it will also be included in
the response body of our API when we query it for the Tutorial content-type. We
will leave this value as it is.

4. Click Finish.
5. Click Save to save the changes. The server will restart again and we will have

a relation.

Once we have the relation field created, we can go ahead and create test data to
experiment with. Let's do that in the next section.

Creating a tutorial from the admin panel

Let's create a tutorial as test data. To do this, we need to navigate to the Content Manager
using the left hand side menu and then select Classroom located under the Collection
Types category. Proceed as follows:

1. Click Add new tutorial.

2. Fill the form with any sample data you want.

3. Notice the Classroom drop-down menu on the right-hand side. This drop-down
menu allows us to assign the tutorial to a classroom. Click on it and choose one of
the classrooms we created previously, as illustrated in the following screenshot:
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RELATION

Classroom

Select -

e Strapi 101

= Configure the view

Figure 3.13: Assigning a relation in the Strapi admin panel
4. Click Save and then click Publish.

5. Feel free to add additional content if needed.

Note

We have created a slug manually here just for the sake of creating test data.
Of course, this is not a practical approach, and, as discussed earlier in this
chapter, we are going to change this in Chapter 5, Customizing Our API, when
we start customizing the API and override the Strapi model and controller
life cycle methods.

Now that we have data to play with, it's time to use Postman to see what the data looks
like. But before we do that, we need to update the permission to allow us to access the /
api/tutorials endpoints. Proceed as follows:

1. Click on Settings from the left-hand side menu.

2. Click Roles under the User & Permissions plugin.

3. Click Public to modity the permissions for the public role.
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4. Under Permissions, enable the permissions for find, findOne, and create, as
illustrated in the following screenshot:

Permissions

Only actions bound by a route are listed below.

Classroom -
Define all allowed actions for the api::classroom plugin.
Tutorial "
Define all allowed actions for the api::tutorial plugin.
TUTORIAL a Select all
create D delete
find findOne o
D update

Figure 3.14: Updating Tutorial permissions

After we update the permissions, we can use Postman to interact with our newly added
API endpoint.

Interacting with the APl endpoints from
Postman

Launch Postman if it was not running and try accessing the /api/tutorials endpoint.
We should be able to see the tutorial data return in the API response; however, there is no
classroom data returned in the response at all. This is because, by default, Strapi does not
populate relations when fetching data, and we will need to explicitly specify that we would
like the relation to be populated using the populate API parameter. So, let's update

the URL by appending the populate parameter to it. The URL should look like this:
/api/tutorials?populate=*. This time, we can see the tutorial data, including the
Classroom relation.



Interacting with the API endpoints from Postman

GET http://localhost:13... @ + oo
http://localhost:1337/api/tutorials?populate=*
GET ~  http://localhost:1337/api/tutorials?populate="

Params @ Authorization Headers (8) Body ® Pre-request Script Tests Settings

Body Cookies Headers (16) Test Results

Pretty Raw Preview Visualize JSON v =
L
2 "data": [
3 {
4 "id": 1,
5 "attributes": {
6 "title": "Introduction to Strapi",
7 "slug": "introduction-to-strapi",
8 "type": "text",
9 "url": null,
10 "contents": "Introduction to Strapi",
11 "createdAt": "2021-12-09722:21:47.209Z",
12 "updatedAt": "2021-12-09722:26:19.099Z",
13 "publishedAt": "2021-12-09T22:21:48.334Z",
14 "classroom": {
15 "data": {
16 "id": 1,
17 "attributes": {
18 "name": "Strapi 101",
19 "description": "Introduction to Strapi",
20 "maxStudents": 15,
21 "createdAt": "2021-12-08T10:07:37.178Z",
22 "updatedAt": "2021-12-09T22:20:48.906Z",
23 "publishedAt": "2021-12-08T10:07:47.350Z"
24 3
25 }
26 }
27 }
28 }

Figure 3.15: /tutorials API endpoint response

What Is the populate Parameter?

The populate parameter is one of several parameters included with Strapi
out of the box that we can use to customize the responses from the API. We
will cover this in detail later on in Chapter 6, Dealing with Content.

Let's try another example by creating a new tutorial from Postman and sending a POST
request to /api/tutorials . We will use the following payload:

"data": {
"title": "Content types in Strapi",
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"slug": "content-types-in-strapi",

lltype n . "teXt n ,

"contents": "Content types in Strapi allows us to

define the entities that make up the api",

"classroom": 1

The preceding payload will create a new text-type tutorial and associate it with the

classroom with the identifier (ID) equal to 1, as illustrated in the following screenshot:

http:/localhost:1... ® +  oee

http://localhost:1337/api/tutorials

POST v~ http://localhost:1337/api/tutorials

Params Authorization Headers (8) Body ® Pre-request Script Tests Settings

® none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON v

1
2 "data":-{
3 "title": "Content types-in-Strapi",
4 "slug": - "conent-types-in-strapi”,
5 "type": "text",
6 "contents": "Content types in-Strapi-allows us-to-define the entites that -make up-the api",
7 "classroom": -1
8
9 H
Body Cookies Headers (16) Test Results ® status
Pretty Raw Preview Visualize JSON v =
1
2 "data": {
3 "id": 2,
4 "attributes": {
5 "title": "Content types in Strapi",
6 "slug": "conent-types-in-strapi”,
7 "type": "text",
8 "url": null,
9 "contents": "Content types in Strapi allows us to define the entites that make up the api"”,
10 "createdAt": "2021-12-11T00:48:49.182Z",
11 "updatedAt": "2021-12-11T00:48:49.1827",
12 "publishedAt": "2021-12-11T00:48:49.180Z"
13 }
14 1,
15 "meta": {3}
16§

Figure 3.16: Creating a tutorial using Postman
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So far, we have been working with collection content-types, but what if we do not have
multiple entries to work with? An example of this could be when we want to create static
page content such as a home page for the frontend or storing API information metadata.
We can use the single-type content-types in Strapi to achieve such a task, so let's see how
to do it in the next section.

Differences between SINGLE TYPES and
COMPONENTS

Strapi single types allow us to have one entry per single type. They are useful when we do
not want to have multiple entries. We want to have an API name, a description, a version,
and a list of developers as metadata information stored in a single type and have it publicly
accessible via an endpoint. To do so, we will create a single type. Proceed as follows:

In the Strapi admin panel, navigate to the Content-Type Builder plugin page.

Click Create new single type under the SINGLE TYPE category.

We will call this collection Info.

Create Short Text fields for the name and version fields.

Al

Create a Long Text field for the description field.
The process is illustrated in the following screenshot:

< GO BACK

|nfo / Edit + Add another field

Build the data architecture of your content.

= Configure the view

NAME TYPE
Ab  Name Text /s, ¥
Ab  Version Text /s, ¥
Ab  Description Text VA |

4+ Add another field to this single type

Figure 3.17: API info Single type
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Let's save the info Single type and add some content to it.
6. Click Save to save the Single type.

7. Wait for the server to restart. Once the page refreshes, you should see a new SINGLE
TYPE category under the Content Manager menu item in the left-hand side menu.

8. Click on Info, as illustrated in the following screenshot, and populate the field with
sample data:

Content Q

COLLECTION TYPES 3

* Classroom
s Tutorial

e User

SINGLE TYPE 1

* |nfo

Figure 3.18: Editing API Info content
9. Click Save and then Publish to publish the changes.
10. Make sure to update the permission to enable a find action for the Info Single type.
11. Once you have updated the permission, you can access the new single type using

the /api/info endpoint.

The final field we want to have in our Info content-type is a developers list. For each
developer, we want to have a name and a GitHub repository URL. We can take advantage
of Strapi components to achieve this.
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Creating components

Components in Strapi are a combination of several fields; you can use components with
both collection types and single types. Components are useful when you are managing
the API contents from the Strapi admin panel as they allow you to have better-structured
fields to edit the contents. Let's create a developer component and add it to our Info
content-type. Proceed as follows:

1.

10.
11.

12.

13.
14.

15.

In the Content-Type Builder plugin page, click Create new component under the
COMPONENT section.

Enter developer for the name field.

The Category field is there to help you organize your components. Enter
information for this field or any other values you want to use as a category name.

Choose any icon and then click the Continue button. You will be presented with a
field selection form.

Create name and github fields, both using the Text type.
Click Save and wait for the server to restart.

Once the server restarts, you should see a new component called developers under
the component list. Let's use it in the Info content-type.

Click the Info content-type to edit it.
Click Add another field to this single type.
Choose Component for the field type.

We will have a choice to create a new component if we do not have one or reuse
an existing component. Choose Use an existing component to use our
developers component.

Enter a name for the field we want to create in the Info content-type. We will
use developers.

Select the developers component from the drop-down menu.

The Type field allows us to determine whether we want to have multiple instances
or a single instance of the component. Since we want to have a list of developers, we
will choose the Repeatable component option.

Click Finish to save the changes.
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The process is illustrated in the following screenshot:

% Info Develoeprs X
Edit Develoeprs BASESETTINGS  ADVANCED SETTINGS
Name Select a component

develoeprs information - developer ©

No space is allowed for the name of the attribute

Type
Repeatable component Single component
@ Best for multiple instances (array) of ingredients, Best for grouping fields like full address, main
meta tags, etc.. information, etc...

Cancel <+ Add another field

16.
17.

18.
19.
20.
21.

Figure 3.19: Adding the developers field to the Info content-type
Click Save to update the content-type and restart the server.

Let's edit the Info contents. We will switch to Content Manager by clicking on the
Content Manager menu item and then clicking on the Info content-type from the
left-hand side menu.

Notice the new Developers field.
Click Add new entry and enter sample data.
Save the changes.

Let's hit the /api/info?populate=* endpoint. This time, you should see a
developers array field, as illustrated in the following screenshot:
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GET http:/flocalhost:13... ® +  oee

133

GET v http://localhost:1337/api/info?populate=*

Params ® Authorization Headers (6) Body Pre-request Script Tests Settings

Body Cookies Headers (16) Test Results

Pretty Raw Preview Visualize JSON v =
1
2 "data": {
3 "id": 1,
4 "attributes": {
5 "name": "Strapi LMS api",
6 "version": "1.0.0",
7 "description”: "Strapi LMS API, an simple LMS API build with the popular Strapi CMS",
8 "createdAt": "2021-12-11T0@:57:23.384Z",
9 "updatedAt": "2021-12-11T01:04:34.581Z",
10 "publishedAt": "2021-12-11T0Q:57:25.381Z",
11 "develoeprs": [
12 {
13 "id": 1,
14 "name": "Khalid Elshafie",
15 "github": "abolkog"
16 1,
17
18 "id": 2,
19 "name": "Mozafar Hayder",
20 "github": "kabaros"
21 }
22 1
23 }
24 1,
25 "meta": {}
26 [f

Figure 3.20: The /info endpoint response

Ssummary

In this chapter, we explored the Content-Type Builder plugin in detail. We continued
building on our API by adding a Tutorial content-type and deepened our knowledge of
the Content-Type Builder plugin and the content-type fields in the process. We also saw
how relations between content-types are managed in Strapi. We explored all six available
relations in Strapi and created our first relation in the system between the Classroom and
Tutorial content-types.

We then dug deeper into the different content-types in Strapi and illustrated by examples
the difference between collection types and single types. Finally, we saw how to create
custom components in Strapi and use these with content-types.

In the next chapter, we will have an overview of the Strapi admin panel. We will learn how
to navigate our way through the admin panel, how to create new admin users and roles,
and how to assign permissions to access the API to each role.






4

An Overview of the
Strapi Admin Panel

In this chapter, we will explore the admin panel of Strapi. Strapi's powerful admin Panel
is where we create content-types and manage content, permissions, plugins, and more.

It is where we will spend a significant proportion of our time as developers, and where
other stakeholders such as content creators and editors will interact with the product.
The admin panel is very user-friendly and easy to explore and navigate, so we don't want
this chapter to be a comprehensive manual for the admin panel; rather, it's a collection of
tips and clarifications for some of the concepts of the admin panel so that you can use it
more effectively.

These are the topics we will cover in this chapter:

+ Navigating around the admin panel
« Managing admin users
« Managing content effectively

+ Using the Media Library and consuming media in API (short for application
programming interface)
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Navigating around the admin panel

Once we log in to the admin panel, we can see a navigation menu on the left. The
navigation menu is divided into several sections, as shown in the following screenshot:

Strapi Dashboard

Workplace Content Q

@ Ccontent Manager
COLLECTION TYPES 3

PLUGINS * Classroom

. e Tutorial
3 content-Type Builder
B * User
K Media Library
SINGLE TYPE 1
GENERAL
¢ Info

# Plugins
- Marketplace

Q Settings
Figure 4.1: Strapi admin panel navigation menu

Let's look at the different sections of the navigation menu in more detail.

Content Manager

Content Manager is where we can manage the API content. COLLECTION TYPES

are defined here. Out of the box, we have one type, Users, that is created by the Roles &
Permissions plugin (covered in Chapter 7, Authentication and Authorization in Strapi). As
we define more content-types in our project, they will appear here. Similar to collection
types, SINGLE TYPES appear once we create our first single type in the Strapi Content-
Types Builder plugin.

PLUGINS

By default, we have two plugins installed in Strapi: the Content-Type Builder plugin,
which we used already in the previous two chapters to define our content-types, and the
Media Library plugin, where we can add new media files—such as images, video, and
document files—to use in our content.
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GENERAL

Underneath the PLUGINS section, there is a GENERAL section containing some further
settings, as detailed next.

Marketplace

In the Marketplace section, we are able to explore other community plugins and install
them, as illustrated in the following screenshot. An example of such a plugin is the
GraphQL plugin that we will install and use in Chapter 10, Deploying Strapi.

Plugins
Plugins lists the currently installed plugins and allows us to uninstall non-core ones. We
will cover plugins in more detail in Chapter 8, Using and Building Plugins.

Settings

Settings, in our opinion, is a part of the admin panel that would benefit from some
reorganization. At the moment, it seems like a catch-all section of the admin panel for
seemingly unrelated functionalities. Settings is the place for the following actions:

« Managing admin users and roles
« Setting up internationalization options
« Setting up email providers

» Managing the Users & Permissions plugin

In the next section, we will explore the first of these functionalities: managing admin users
and roles.

Managing admin users

One of the main use cases for the admin panel is to manage admin users. In Strapi, admin
users and Users are different concepts. Let's explore the difference between the two before
creating new admin users and assigning them roles.
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The difference between Users and admin users

Users are a content-type created by the Users & Permissions plugin. These are the end
users—the consumers—of our API. Normally, these will be created using the API itself
and will have permissions to access certain actions on certain content-types. We will cover
these in more detail in Chapter 7, Authentication and Authorization in Strapi.

Admin users represent the administrators of the whole Strapi instance. We already created
our first admin user with a Super Admin role in the first step when we launched the
admin panel for the first time and were prompted to create a first user. So, let's create a
second admin user next.

Creating new admin panel users

To create a new admin user, follow these steps:

1. First, head to Settings in the main navigation menu. Then, go to
ADMINISTRATION PANEL and Users, as illustrated in the following screenshot:

Strapi Dashboard

Workplace Settlngs
@ Content Manager GLOBAL SETTINGS 1 user found
« Application
PLUGINS
* API Tokens Q T Filters

=] Content-Type Builder
* Internationalization

B Media Library + Media Library FIRSTNAME ~ LASTNAME  EMAIL ROLES USERNAME  ACTIVE USER
GENERAL * Webhooks
Strapi Admin admin@strapi.com  Super Admin - ® Active VA |
* Plugins ADMINISTRATION PANEL
W Marketplace e 10~  Entries per page 1
* Users
f o] Settings

EMAIL PLUGIN
* Settings
USERS & PERMISSIONS PLUGIN
* Roles
« Providers
+ Email templates

+ Advanced settings

Figure 4.2: Managing admin users under Settings | Administration Panel | Users
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2. We then click on Create new user, which will open a form to create an admin user.
Fill out the information you'd like for the user and click Create user, as illustrated
in the following screenshot:

Create new user X
Details
First name Last name
Second user
Email

superadmin2@packt.com

Login settings
User's roles
Super Admin X -

Your user can have one or several roles

Cancel Create user

Figure 4.3: Form to create a new admin user
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3. Once you save the user, you will be prompted with a link that you can copy and pass
to your new admin user so that they can set up their account and choose their own
password, as illustrated in the following screenshot:

Create new user X

- http://localhost:1337/admin/auth/register?registrationToken=9920d54b72... @!

Send this link to the user for them to connect.

Details

First name Last name
Second user

Email

superadmin2@packt.com

Login settings
User's roles
Super Admin X -

Your user can have one or several roles

Figure 4.4: Generating a link to create a new admin user

For this new user, we chose the same role, Super Admin, as the first admin user we
created when we set up Strapi. They can manage content-types, create new content-types,
manage plugins, and basically perform every possible operation in the admin panel.
Sometimes, we want to set up users with a different access level. This is where roles come
into play.
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Managing admin panel roles

Admin panel roles allow us to assign different levels of access for the admin users we
created. By default, the admin panel comes with three different roles: Super Admin,

Author, and Editor.

What these roles can do and can't do is configurable, as we will see in the next section.
But Strapi, as usual, provides sensible defaults for us to use. By default, these are the

three roles:

« An Author can manage the content they have created.

 An Editor can manage and publish content, including those of other users.

o A Super Admin can access and manage all features and settings.

The following screenshot shows where these roles are managed:

Settings
Roles

GLOBAL SETTINGS List of roles
« Application
gaRlokens NAME DESCRIPTION USERS
* Internationalization
« Media Library Author Authors can manage the content they have created. 0 user
* Webhooks
Editor Editors can manage and publish contents including those of other users. 0 user
ADMINISTRATION PANEL
* Roles
Super Admin Super Admins can access and manage all features and settings. 2 users
* Users
EMAIL PLUGIN +  Add new role
 Settings

Figure 4.5: Managing roles under Settings | Administration Panel | Roles

1

[ ]

[ ]

Let's change the role of the admin user we created in the last step from Super Admin to

Editor and then log in with that user.
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Editing admin panel role permissions

Follow these steps to edit Admin Panel role permissions:

1. First, let's navigate to Users (under Settings | ADMINISTRATION PANEL) and
click on the admin user we created in the previous section. Then, change the role of
the user to Editor, as illustrated in the following screenshot:

& GO BACK

Edit Second user

http:/flocalhost:1337/admin/auth/register?registrationToken=9920d54b72... @!

P4
Send this link to the user for them to connect.

Details
First name Last name

Second user
Email Username

superadmin2@packt.com e.g. Kai_Doe
Password Confirmation Password

L\ L\
Active
OFF ON

Login settings
User's roles
Editor X -

Your user can have one or several roles

Figure 4.6: Changing the attributed role of the second user to Editor
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2. 'Then, open a new browser (or incognito/private window) and log in as the user we
just edited. You will observe that the admin panel looks rather empty. No content-
types are showing on the navigation menu, nor any other sections, as the following
screenshot illustrates:

Strapi Dashboard

Workplace Content Q C t t
[# content Manager
COLLECTION TYPES )
PLUGINS SINGLE TYPES [

B Media Library

N
GENERAL _-D

e Settings

You don't have the permissions to access that content

@ Second user o

Figure 4.7: No content-types showing when logging in as the Editor user

The reason is that Editor users are not yet allowed to view any content-types.
Similar to API users, contents are inaccessible by default.

3. To be able to give them permissions, we can log back in as the Super Admin user,
navigate to the Roles section (under Settings | Administration Panel), and then
grant that role (not the user) permission to manage a certain content-type.
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4. We can edit the Editor role to give it permission to manage the Classroom and
Tutorial content-types, as illustrated in the following screenshot:

Settings < GOBACK

Edit arole E

laslliztl) e Define the rights given to the role

* Application
= API Tokens
Editor o
g Femry 1 user with this role
+ Internationalization Editors can manage and publish contents including those of other users.
* Media Library Name Description
* Webhooks Editor

Editors can manage and publish contents including those of other users.

ADMINISTRATION PANEL

* Roles
* Users
EMAIL PLUGIN Collection Types Single Types Plugins Settings
« Settings
CREATE READ UPDATE DELETE PUBLISH
USERS & PERMISSIONS PLUGIN
@ e e e @
* Roles
« Providers Classroom  [v] (v) (v) (v) (v)

« Email templates . p - p q
Tutorial @ @ @ @ @

« Advanced settings

() user @ @ @ @

Figure 4.8: Updating the permission for the role to be able to manage certain content-types

5. Once we log back in as the Editor user, we will notice that we can now see the
Classroom and Tutorial content-types on the left-hand side (but not the Users
content-type), as illustrated in the following screenshot:
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Strapi Dashboard

Workplace Content Q
Classroom
@ cContent Manager 1 entry found
COLLECTION TYPES 2
PLUGINS * Classroom |
Tutorial Q = Filters 4 currently selected ~ ~
B Media Library
SINGLE TYPES 0
GENERAL ID  NAME = DESCRIPTION MAXSTUDENTS ~ STATE
& Settings
B Strapi 101 Introduction to Strapi 15 Published ~» & W
10  ~ | Entries per page 1

Figure 4.9: After updating the permission, Classroom and Tutorial appear for the Editor user on the left-
hand side

Limitations of the Community Edition

Sadly, in the Community Edition, we're not able to add more admin roles. We
also have a limit in terms of the granularity with which we can configure the
predefined roles; for example, we can grant Author and Editor roles access

to all the operations related to a content-type, similar to what we did in the
previous section when we allowed Editor roles to perform all CRUD (short for
create, read, update, delete) and publish operations on the two content-types.
We were not able to define a more granular set of permissions—for example, to
grant them permission to create but not delete. This level of granularity is not
available in the Community Edition.

Having understood how to add new admin panel users, as well as the difference between
API users and admin panel users, we will now explore the Content-Type Builder plugin
and learn a few tips to use it effectively.
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Managing content effectively

We already spent a significant amount of time in the Content Manager, adding
Classrooms, Tutorials, and other entities to our system. While many applications might
have custom interfaces to edit these content-types (imagine a React application where
Users—not admin users—can sign in and manage entities), in many scenarios, you will
only manage content through the admin panel. Other than us, the Super Admin users of
the Strapi instance, we learned in the previous section that we can also have Editor and
Author users who can manage the content as well. In a typical organization, this can be
the marketing department, content editors, and other stakeholders.

Once our content starts growing and we have hundreds or even thousands of entities, it
becomes tedious to just browse through a long list of table rows. Strapi has some handy
functionalities to explore, find, and manage content easily.

Searching and filtering to query our data

Strapi allows us to search for content easily through the search functionality. There are
two options for searching for entities. The first is the Search textbox, as illustrated in the
following screenshot:

Content Q

Classroom

1 entry found
COLLECTION TYPES 2

* Classroom |

Filters

Q typescripf

+ Tutorial

Figure 4.10: At the top of the admin panel, you can use the search box to perform an ad hoc search for

all the entities of the current content-type

This search performs a "fuzzy" search against all the fields of the content-type. As our
database grows and the number of entries increases, this might become slower. In those
cases, or when we want to perform a more specific search, we can then use filters.

To display filters, we can click on the Filters icon on top of the table view of the current
content-type; then, we can create any query we like. For example, we can create a filter
to show only the entries with maxStudents greater than 3, as illustrated in the
following screenshot:
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Content Q

Classroom

1 entry found
COLLECTION TYPES 2

e Classroom |
. Q typescript X T Filters
* Tutorial P P
SINGLE TYPES 0 .
O D NAME MaxStudents MAXSTUDENTS

is greater than ~
O 1 Strap to Strapi 15

10 -~ | Entries per page + Add filter

Figure 4.11: Using filters to query your data more specifically and combining filters

We can also combine multiple filters with an AND operator by clicking on the + icon and
applying additional filters.

Under the Hood: What Is SQL?

Strapi uses the Knex library under the hood. Knex is a database-agnostic
Structured Query Language (SQL) builder, so it's not surprising that

all the API calls and the actions that we perform on the admin panel are
transformed eventually into a SQL query (in the case of relational databases).
If you are interested in knowing (or debugging) which SQL queries are being
generated by Strapi and Knex, then you can run Strapi with an extra flag:
DEBUG=knex:query yarn develop. This will run Strapi in debug
mode and set it to print queries from Knex. We will see in the logs all the
queries that run against the database when we hit the API or when we navigate
through the admin panel (see Figure 4.12).

2.7id" left join ‘admin_users_role: s on 't2'.°id = 't3'."role_id’ left join ‘admin_users' as t4" on 't3'.'user_id' = 't4'."id’ where ('t4'.'id" = ?) undefined
select 't0'.%, 't0'. as 't0’ where ('t0'.'id" LIKE APE '\' or 't0'.’name’ LIKE ? ESCAPE '\' or 't0'.'description’ LIKE ? ESCAPE '\') order by 't0'.'name’ ASC Llimi

? undefined
knex:query select count(¥) as “count’ from 'classrooms’ as "t0' where ('t0'.id" LIKE ? ESCAPE '\' or "t0'.'name’ LIKE ? ESCAPE '\' or 't@.'description’ LIKE ? ESCAPE '\') limit ? undefined +lns
::classroom. classroo g 0&sort=name:ASC&_q=typescript (13 ms) 200

left join “admin_pern _Links on "t0'.'id = 't1'.'permission_id’ left join ‘admin_roles’ as 't2' on “t1'.'role_id

0" left join ks* as "1 on 't0'.'id' = 't1 d* where (“t1'.'user_id" in (?)) undefined

Figure 4.12: Running in debug mode allows us to check which SQL queries are being run by Strapi
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Customizing the table view

To customize the table view in Content Manager, you can use the table columns
drop-down list to temporarily choose which columns to show or hide, as illustrated in
the following screenshot:

Tutorial

2 entries found

Q = Filters 4 currently selected - o
Classroom
ID TITLE = SLUG TYPE STATE
Contents
2 Content types in Strapi conent-types-in-strapi text Published CreatedAt
Id
1 Introduction to Strapi introduction-to-strapi text Published
Slug
Title
10 ~ | Entries per page

Figure 4.13: Using the Configure button on the top right of the table to show or hide columns in
the table

The changes applied to the table will be lost when we refresh the page. If we want the
configuration to be persisted, we can click on the Configure icon button, followed by
Configure the view. This will take us to a page where we can configure the table view
columns, their order, the sort of attribute for the content-type, and much more, as
illustrated in the following screenshot:
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< GO BACK

Configure the view - Tutorial v Save

Define the settings of the list view.

Settings
Enable search Enable filters Enable bulk actions
OFF ON OFF ON OFF ON
Entries per page Default sort attribute Default sort order
10 v title v ASC v

Note: You can override this value in the Collection Type settings page.

classroom

contents
createdAt
updatedAt

url

Figure 4.14: Using Configure the view to apply changes to the table that will be persisted and applied

every time you open this content-type in this environment

Changes we make on the Configure the view page will be persisted and applied every
time we view this content-type in the admin panel.

Note

Changes applied to the view are persisted in the database so that they are applied
only in the current environment we're working on. We will talk about migrating
data and settings between environments and some of the considerations we
should keep in mind in Chapter 9, Production-Ready Applications.
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Customizing the details view

The details view (when you click on a single entry in the table view) can also be
customized with different options to make it look and be organized the way you prefer, as
illustrated in the following screenshot:

2’ Edit the model

Configure the view

W Delete this entry

€ GOBACK

Configure the view - Classroom v save

Customize how the edit view will look like.

Settings
Entry title
name v

Set the displayed field of your entry

View

Displayed Fields / Edit the content type Relational fields

Drag & drop the fields to build the layout Drag & drop the fields to build the layout
Name VA | i | Descripton /' W | ! # | Tutorials VAR |
MaxStudents ~/° W P =+ Insert another relational field

4+ Insert another field

Figure 4.15: Clicking on Configure the view will take you to a screen to configure how the details view of

an entity should look
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Here are some ways in which you can configure the view:

» Choose the field to be used as the entry title. This is handy when we want to set a
relationship (between Tutorial and Classroom, for example) to set which field will
be displayed when setting up the relationship. (Note that internally in the database,
the identifier (ID) of the entity will be used to set up the relationship, but this is
about which field to show in the admin panel.) You can see an example of this in the
following screenshot:

9%  Edit Tutorials

Label Description
Tutorials
Placeholder Editable field
OFF ON
; Entry title
| title -

Set the displayed field in both the edit and list views

Figure 4.16: Example of configuring an entry title

+ Choose which fields to display and their order:

a. You can hide some fields from the admin panel—for example, if you want them
set up in the background based on some other criteria (that is, a Summary field
generated automatically out of the 50 first words in the Description field).

b. You can reorder the fields in the admin panel.
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 Customize a single field, including changing its label, setting a description and a
placeholder, or disabling editing, as illustrated in the following screenshot:

Ab Edit Name X
Label Description
Name
Placeholder Editable field
OFF ON

Figure 4.17: Clicking on a single field, you can customize the label, description, and placeholder for
that field

The admin panel is very customizable and user-friendly. It is constantly improving with
every release of Strapi. The topics and tips we covered here will help you make better use
of it, especially once the amount of content you have starts to grow. Next, we will explore
another part of the admin panel: the Media Library. In most systems nowadays, some of
our content will not be text-based, so it is important that Strapi supports a way to manage
media content such as images, videos, and documents.

Using the Media Library

The Media Library allows us to manage media content such as video, images, and
documents inside the admin panel. This can be done easily by navigating to the Media
Library, clicking on Upload assets, and then either selecting files from your PC or
providing Uniform Resource Locators (URLs) of the media files you want to upload. You
can see a screenshot of the Media Library here:
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Upload assets X
4 assets selected Upload new asset
Manage the assets before adding them to the Media Library P
Vi - . =
7 strapi 0 -EE
]

596103e7-f776-4202-9dcb IMAGE Iogf)—strapi—1.]pg_595ca392 IMAGE Screen Shot 2021-12-11 at IMAGE

-e133ce3cb222.png ec.jpeg 1.08.37 pm.png

PNG JPEG PNG

strapi-cover_1fabc982ce.pn IMAGE

g
PNG

Cancel Upload 4 asset to the library

Figure 4.18: In the Media Library, you can select which assets you want to upload to Strapi

Once we upload the media files, we can then make use of these in our other content-types.
So, let's head back to our Tutorials content-type and add a new field, coverImage, to
this content-type.

We head to Content-Type Builder, choose Tutorials, and then Add another field to this
collection type. Select the field type as Media, and set the options for our new field,
as follows:

e« Name: coverImage

+ Type: Single media
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The process is illustrated in the following screenshot:

/) | Tutorial X

Add new Media field BASE SETTINGS ADVANCED SETTINGS

Name

coverlmage

No space is allowed for the name of the attribute

Type

Multiple media Single media

Best for sliders, carousels or multiple files download Best for avatar, profile picture or cover

Cancel <+ Add another field m

Figure 4.19: Adding a new Media field to our Classroom content-type
There are two types of Media fields: Single media and Multiple media. As the
name and the description explain, multiple media is an array of media files suitable
for cases such as multiple images for a slider.

o Under ADVANCED SETTINGS, we can also set more options. One useful setting
in our case is to restrict the allowed media files to images only, as we will not be
accepting videos or files in our case.
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Under Select allowed types of media, uncheck All and check Images, as illustrated
in the following screenshot:

Title Text

/| Tutorial X

Add new Media field BASESETTINGS  ADVANCED SETTINGS

Select allowed types of media

Images -
[— P\l
images (JPEG, PNG, GIF, SVG, TIFF, ICO, DVU) uired field
% be able to create an entry if this field is empty
C] videos (MPEG, MP4, Quicktime, WMV, AVI, FLV)
Y ("] files (CSV, ZIP, MP3, PDF, Excel, JSON, ... R m

Figure 4.20: Under ADVANCED SETTINGS, we can change more settings for the fields—for example,

restrict which media types are allowed
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Once we edit the options, click on Finish, then Save again (to save the content-type). The
Strapi instance will be restarted since we changed a content-type. Now, if we navigate to
the Tutorials content-type and either edit or create a new entry, we will see a new field,
CoverImage, where we can select an image from our Media Library as the cover image
for our entry. The field is shown in the following screenshot:

Content Q < BACK

. . X
Introduction to Strapi v Unpubish
COLLECTIONTYPES 3 APIID : tutorial
» Classroom
¢ Tutorial | Title* Slug* e Editing published version
* User Introduction to Strapi introduction-to-strapi
T EIETER a0 INFORMATION
Type url
* Info
text - Last update yesterday
By Khalid Elshafie
Contents Coverlmage
Introduction to Strapi
RELATION
strapi
Classroom DETAILS

[ Je]=]-] st -

2/ Edit the model

Configure the view

Delete this entry

[ [}

Figure 4.21: Selecting a cover image from the Media Library for our Tutorial entry

Now that we have set up the field in the admin panel and added it to some of our content,
let's see what it looks like in the API response.

Media types in APl responses

Let's go back to Postman and hit the API to get information for the Tutorial entry we just
edited. We can call GET /api/tutorials?populate=* to getall tutorials, or GET /
api/tutorials/tutorialID?populate=* (replace tutorialID with the actual
ID of the entry in Strapi).
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Got 403?

If youreceivea 403 Forbidden message, remember to update the
permissions for the Tutorial content-type to allow unauthenticated requests
(under Settings | Users & Permissions plugin | Roles, check the Tutorial
findand £indAl1l actions, then click Save). This was covered in detail in
Chapter 2, Building Our First APL

The response from the API will contain our new coverImage field, as illustrated in the
following screenshot, but it's not just a simple reference to an image URL:

GET http://localhost:13... @ + ooe Nayal-Local v

http://localhost:1337/api/tutorials/1?populate=* [ save ~ Ve =

v~ http://localhost:1337/api/tutorials/1?populate=*

GET
Params ® Authorization Headers (6) Body Pre-request Script Tests Settings Cookies
Body Cookies Headers (16) Test Results @® status: 200 OK Time: 14 ms Size: 2.77 KB Save Response Vv
Pretty Raw Preview Visualize JSON v = o Q
1 {
2 "data": {
3 "id": 1,
4 "attributes": @
5 "title": "Introduction to Strapi”,
6 "slug": "introduction-to-strapi”,
7 "type": "text",
8 "url": null,]
9 "contents": "Introduction to Strapi",
10 "createdAt": "2021-12-09T22:21:47.209Z",
11 "updatedAt": "2021-12-11T@2:12:36.860Z",
12 "publishedAt": "2021-12-09T22:21:48.334Z",
13 > "classroom": {-
25 },
26 "coverImage": {
27 "data": {
28 "id": 3,
29 "attributes": {
30 "name": "strapi-cover_lfabc982ce.png",
31 "alternativeText": "strapi-cover_1fabc982ce.png",
32 "caption": "strapi-cover_1fabc982ce.png",
33 "width": 1066,
34 "height": 551,
35 "formats": {
36 "thumbnail": {
37 "name": "thumbnail_strapi-cover_1fabc982ce.png",
38 "hash": "thumbnail_strapi_cover_1fabc982ce_34caa738cl",
39 "ext": ".png",
40 "mime": "image/png",
41 "width": 245,
42 "height": 127,
43 "size": 3.37,

Figure 4.22: The response to GET /api/tutorials/1 contains our new coverImage Media field
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Strapi optimized the image we uploaded, and the API returns several optimized versions
in the response.

How Strapi optimizes media files automatically for us

Strapi automatically created four versions of our image with different sizes: thumbnail,
medium, small, and large, as well as the original image. This is incredibly helpful as

large images and media files are often the culprit in having large loading time for web
applications, and lead to sluggish experiences on mobile applications. By having optimized
versions of the media file created for us automatically, clients of the API can choose which
version to use and optimize the user experience (UX); why load the original large high-
definition image when we're only showing a small avatar in a list, for example? We can
simply use the thumbnail version Strapi generated for us in this use case.

What If I Want to Turn Off This Behavior?

While we can't see a reason why you would want to turn off this optimization
behavior, we can switch it off from Settings | Global Settings | Media Library.
You can also enable auto orientation in the settings, which is turned off by
default—this will automatically orient your images in the right direction when
uploaded.

By default, the uploaded files themselves are saved in the filesystem, under our Strapi
project, in the /public/uploads folder, as illustrated in the following screenshot. If
you are using an ephemeral filesystem, as in Heroku, then these uploaded files will be
wiped out on every restart of the server. We will discuss ways to customize this behavior
(to save to Amazon Simple Storage Service (S3), for example) in Chapter 9, Production-
Ready Applications.
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> I

> & config

> @ database
> e

v @ public

v [ uploads

.gitkeep

robots.txt

> BB src

Figure 4.23: The uploaded media is saved under the public/uploads folder
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Summary

In this chapter, we stepped out of code-land a bit to spend some time around the admin
panel. In a typical organization, a content management system (CMS) has many
stakeholders: developers are typically responsible for designing the system's entities (that
is, deciding on which content-types make up part of the system; the relationships between
entities; the permission model; any custom code; and so on). Other stakeholders—such

as marketing, content editors, and creators—are responsible for creating the content itself.
Regardless of our roles, when dealing with Strapi, the admin panel remains the place
where we will spend a considerable amount of time, so it's important to be comfortable
and efficient when using it.

To achieve this efficiency, we revisited Content Manager and saw how the views can be
customized to users' needs. We also used Media Manager and saw how a content-type can
make use of media files, and how they are represented in the API.

Other than managing content, we created new admin users and assigned them different
roles. More importantly, we also explored the difference between admin users and API
users. This is often quite confusing when starting with Strapi.

This chapter is the end of the first part of the book, which has focused on understanding
the core concepts of Strapi. Next, we will start customizing our APIs beyond the CRUD
operations that we got out of the box so far using the admin panel.



Section 2:
Diving Deeper
into Strapi

In Section 2 of the book, we will have a closer look at how Strapi works. We will learn
how to customize the API, understand the life cycle methods of Strapi components and
how authentication works, and finally, see how to work with plugins in Strapi, as well as
creating our own plugin.

In this section, we will cover the following topics:
o Chapter 5, Customizing Our API
o Chapter 6, Dealing with Content
o Chapter 7, Authentication and Authorization in Strapi

o Chapter 8, Using and Building Plugins






5
Customizing Our API

In this chapter, we will start customizing our API beyond basic create, read, update, and
delete (CRUD) operations. So far, all we have done is define content-types in Strapi's
Content-Type Builder, which automatically created an API to create, retrieve, update, and
delete entries for that type. We did not have to do any coding. As always, Strapi provided
sensible defaults and got our project off the ground with minimum effort. In any large
project, though, we will reach a point where these defaults are not enough, and we will
want to do a bit more or alter the default behavior slightly. Strapi is very easy to extend,
and this chapter will teach us how to do so.

In this chapter, we will cover the following topics:

+ Defining new routes in our API
« Mapping routes to controllers and services
« Implementing the DRY concept for our API logic

 Securing our API by removing sensitive data and configuring the default
permission policy

« Opverriding the default behavior of Strapi CRUD APIs

« Using life cycle hooks to perform operations before and after CRUD events
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The routes - where it all starts

In Chapter 2, Building Our First API, we briefly described the components that make up

a Strapi API. The first of these, from an API consumer point of view, is the route. Routes
define the external interface to our API; that is, the URIs the consumers of the API need
to communicate with to interact with the API:

Core Services i Core Controller
Define the puliblic
f f facing routes
extends extends i.e. IGET classes
classroom/schema.json
uses uses maps to
routes/classroom.js
services/classroom.js controllers/classroom.js

Model lifecycle

classroom/lifecycles.js

Figure 5.1: Components of a Strapi API

By default, when we create a content-type, Strapi creates a REST API with core routes to
perform CRUD operations. The definition for these routes exists in code and can be changed
in code instead of using the admin panel or the Strapi CLI, as we have done so far.

Let's look at the tutorial type we created in the previous chapters and the code that
was generated in more detail to understand what Strapi gave us by default.
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The default routes

When we defined the tutorial content-type in the admin panel, Strapi built a RESTful
API for our content-type. It defined the createCoreRouter factory function, which
automatically generates five core routes to perform CRUD operations (that is, £ind,
findOne, create, update, and delete). createCoreRouter is defined in
{content-type}/routes/{content-type}.j (tutorial/routes/tutorial.
js). If you take a look at the file, you will see that it's empty except for the definition of the
createCoreRouter factory function. As you may recall from Chapter 2, Building Our
First API, we explained that most of the generated files are empty because they inherit their
behavior from the core components provided by Strapi. These files are there in case we want
to override one of these components, which we are going to do later in this chapter.

In the case of our tutorial content-type, these are the routes that will be generated
by default:

HTTP Verb | Path (URI) Default Handler Operation
(Defined in Controllers)

GET /api/ tutorial.find Gets all tutorials
tutorials

GET /api/ tutorial. findOne Gets a single tutorial by ID
tutorials/:id

POST /api/ tutorial.create Creates a new tutorial
tutorials

PUT /api/ tutorial.update Updates the tutorial that
tutorials/:id matches the specified ID

DELETE /api/ tutorial.delete Deletes the tutorial that
tutorials/:id matches the specified ID

Listing All Routes

If you would like to list all the application routes, you can use the Strapi CLI
routes:list command to do so. The full command is yarn strapi
routes:list.

As always, Strapi used sensible defaults for us. The default API conforms to the REST
architectural style, but since all of these URIs are defined in code, we can add new ones,
change the verbs, or delete them altogether.
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Why are Routes Defined in Code?

Strapi prides itself on being developer-friendly. The fact that these routes are
defined in code, as opposed to being defined in a database table, for example,
gives us a lot of flexibility, as we shall see shortly. It also means that the history
of our API lives in code, under source control, and has the same quality
controls as any other source code. This decision also makes it easy to move
the API between environments; just push the code and all our routes and the
models behind them are defined in the new environment.

To illustrate how routes work, let's imagine that we need to get rid of one of these routes:
As an API user

I want to disable listing all tutorials

So that they are not accidentally exposed

This is a common security requirement in many projects. While on a REST API,
consumers might be expecting that GET /api/tutorials returns all tutorials, so it's
not uncommon to sometimes do things that are not 100% RESTful, especially when we
are building an API for a specific consumer or use case.

Disabling a core route

Before we attempt to fulfill this requirement, let's try to understand the
createCoreRoutes factory function first. The createCoreRoutes factory function
accepts two parameters:

o The first one is a uid string for identifying the routes, whose format is api : : api-
name.route-name.

o The second parameter is a configuration object that allows us to override the core
route configurations.

The following code snippet shows the configuration object properties:

module.exports = createCoreRouter ('api::tutorial.tutorial', (
prefix: '!',
only: [],

except: [],
config: {},

K
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This configuration object contains the following properties:

« prefix: This allows us to add a custom prefix to all the model routes. For example, if
we set the value to /test, then all of the tutorial's endpoints will have /test in the
URL. For example, the get-all tutorials endpoint will be /api/test/tutorials.

« only: This is an array that allows us to specify which routes we want to be available.
In other words, instead of having all five core routes available, we will only have the
routes specified in this array.

« except: The except parameter is the opposite of the only parameter. If we use
this configuration option, then all five core routes will be available, except for the
routes defined in this array.

« config: The config route allows us to configure route middleware, policies,
and public availability. We will discuss this later in Chapter 7, Authentication and
Authorization in Strapi.

Going back to our requirement, we can use the except configuration to disable listing all
the tutorials. This change is shown in the following code snippet:

module.exports = createCoreRouter ('api::tutorial.tutorial', ({
except: ['find'],

s

Once we save this change, if we attempt to access the GET /api/tutorials endpoint,
we will get a 404 response code since the £ ind endpoint is no longer available:

GET v http://localhost:1337/api/tutorials

Params Authorization Headers (6) Body Pre-request Script Tests Settings Cookies
Body Cookies Headers (16) Test Results @ Status: 404 Not Found Time: 55 ms Size: 913 B Save Response v
Pretty Raw Preview Visualize JSON v = O Q
1 {
2 "data": null,
3 "error": @ |
4 "status": 404,
5 "name": "NotFoundError",
6 "message": "Not Found",
7 "details": {}
8 3] 1
9 1

Figure 5.2: A 404 response code after disabling the endpoint
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Disabling a core route is more likely to be a requirement. For example, for security
reasons, we might decide that we don't want an endpoint that lists all tutorials, or we only
want to access tutorials as part of the classrooms content-type. In that case, we can
disable the endpoint altogether as we have no use for it and we don't want to accidentally
expose it.

Now that we have disabled a route, let's look at adding a new route to our API and see
how that new route links to other components of a Strapi API, namely controllers
and services.

Adding a new route

We have a new requirement for our API:

As an API user

I want to get all the tutorials associated with a classroom
So that I can know what tutorial to follow

We just deleted the GET /tutorials endpoint, and while calling GET /
classroom/ :id?populate=* also returns the list of tutorials associated with the
class, the primary entity that's returned is a Classroom. We want to add a new route to
be able to get the tutorials associated with a classroom.

We will call the new route, GET /classrooms/:id/tutorials, which will return a
list of tutorials (not classrooms with tutorials) associated with a c1assroom with that ID.

To add the new route, we will need to create a custom route. Custom routes can be defined
by creating a file in the { content-type}/routes/ folder. The filename itself does

not matter. However, as a best practice, it is always recommended to use meaningful

and descriptive names. We will use custom-classroom. js as the file name. The full
path of the file is src/api/classroom/routes/custom-classroom. js and its
content is as follows:
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module.exports = {
routes: [
{
method: 'GET',
path: '/classrooms/:id/tutorials',
handler: 'classroom.findTutorials',

config:
auth: false,

Figure 5.3: The classroom custom route file

When creating a custom route, we will need to export a named routes array with the
following properties:

e method: One of the GET, POST, PUT, or DELETE HTTP methods.
o path: The URI of the route.

« handler: The controller's method that will handle the request. It takes the form
of controller.method. This points to a method that's been defined in the
controller module in {content-type}/controller/{content-type}.js.

« config: This is where we can pass an array of policies, middleware, and public
availability. In our case, we set this route to be publicly available by specifying the
auth: false value. We will cover this in detail later in Chapter 7, Authentication
and Authorization in Strapi.

Once we save the file, Strapi will reload automatically to pick up changes since we are
in development mode. Then, it will crash with an error stating Error creating
endpoint get /classrooms/:id/tutorials: handler not found
"classroom. findTutorials":

[2021-12-12 12:44:48.295] debug: @ Server wasn't able to start properly.
[2021-12-12 12:44:48.296] error: Error creating endpoint GET /classroom/:id/tutorials: Handler not found "classroom.findTutorials"

Error: Error creating endpoint GET /classroom/:id/tutorials: Handler not found "classroom.findTutorials"
at getAction (/Users/khalid/code/nyala/Building-APIs-with-Strapi/node_modules/@strapi/strapi/lib/services/server/compose-endpoint.js:131:11)

Figure 5.4: Strapi throws an error as it can't find the route handler

To fix this error, we will need to define this handler in our controller. So, it's time to leave
the route definition files and dig a level deeper into controllers and services.
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Handling routes with controllers

The custom routes definitions (in src/api/tutorial/routes/custom-
tutorial.js) have two main responsibilities:

 To define how the external world can call an API operation

 To map that operation to an internal method

The method we map to lives in a component called Controller. This mapping is set
in the handler property in the route definition (they are referred to as actions in the
Strapi documentation).

controller encapsulates a set of methods that we can point to from our API endpoints.
It's almost a one-to-one relationship since each route has a handler function (although in
theory, nothing prevents us from pointing many routes to the same handler).

Each content-type has its controller set up in the module in src/api/{content-
type}/controllers/{content-type}.js. For the classroom content-type, the
controller is defined in src/api/classroom/controllers/classroom. js.

Let's open the file and explore its contents.

Adding a new controller handler for our endpoint

Similar to what we saw with the tutorial core route file, the classroom controller file is
almost empty right now, except for the createCoreController factory function.
This factory function, as you may have guessed, generates the core controller actions and
allows us to override those actions, as well as define a custom action.

The createCoreController factory function accepts two parameters. The first
one is a uid string for identifying the controller and its format is api : : api-name.
controller-name. The second parameter is a callback that returns a configuration
object that allows us to override the core controller actions or add new ones.

Our API crashed as we assigned a classroom. findTutorials handler to our new
route. Since this is not a handler that's defined in the Core controller, we need to add this
controller action ourselves.

So, let's extend our Classroom controller by adding this new handler:

"use strict";

/**

* classroom controller
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*/

const { createCoreController } = require('@strapi/strapi') .
factories;

module.exports = createCoreController ('api::classroom.
classroom', ({ strapi}) => ({

async findTutorials() {

return "to be implemented";

Please note that the route definition we added in the previous section had its handler
value set to classroom. findTutorials. This follows the controller.method
format, so the first part classroom matches the controller (the filename), while the second
part, findTutorials, matches the method we just added.

Now, if we restart our crashed server (yarn develop), it will start successfully. If we
head to Postman and hit the GET /api/classrooms/1/tutorials endpoint, we
will get a success 200 response, along with our hardcoded string:

GET v~ http://localhost:1337/api/classrooms/1/tutorials

Params Authorization Headers (6) Body Pre-request Script Tests Settings Cookies
Body Cookies Headers (16) Test Results @ status: 200 OK Time: 25ms  Size: 823 B Save Response Vv
Pretty Raw Preview Visualize Text Vv = (@] Q

1 to be implemented

Figure 5.5: Our new endpoint now returns our hardcoded string

A 200 response is not appropriate in this case since the result is not a success. Let's see
how we can change it to something more appropriate.
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Controllers - it's all about context

All the handlers in our controller receive a context object as a first argument. As we
mentioned in Chapter 1, An Introduction to Strapi, Strapi is built on top of the popular
library KOA, so we can manipulate this context object in all the ways that KOA allows us
to manipulate the response or the request object. For example, if we want to return a 501
HTTP status code for now, then we can simply change the context response object, like so:

async findTutorials (ctx) {
ctx.response.status = 501;

return "to be implemented";

}

Now, hitting the endpoint will return 501 (not implemented) instead:

GET v http://localhost:1337/api/classrooms/1/tutorials

Params Authorization Headers (6) Body Pre-request Script Tests Settings Cookies
Body Cookies Headers (16) Test Results @ status: 501 Not Implemented Time: 23 ms  Size: 836 B Save Response Vv
Pretty Raw Preview Visualize Text v = O Q

1 to be implemented

Figure 5.6: We manipulated the response context to return a custom HTTP status code

Accessing params and query objects from the context

Other than manipulating the response, we typically use the context object to access the
query and params properties of the request. Params are defined in the route definition
(prefixed by a colon; that is, : id). Query params are more flexible and appear after a
question mark in the route (thatis, /tutorials?title=Strapi). Query properties
are more flexible as they don't need to be defined beforehand in the route definition and
we can have as many of them as we like, separated with an &.

Let's amend our handler to log the values for params and query to the console:

async findTutorials (ctx) {
ctx.response.status = 501;
strapi.log.debug ( params:
${JSON.stringify (ctx.params) } ) ;
strapi.log.debug(~ query: ${JSON.stringify (ctx.
query) } ) ;
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return "to be implemented";

}

Now, if we hit the GET /api/classrooms/1/
tutorials?publisher=packt&name=Strapi endpoint, it will still call our
handler, and the logs that have been printed in the console will show these values:

debug: params: {"0":"api/classroom/1l/tutorials","id":"1"}

debug: query: {"publisher":"packt","name":"Strapi"}

http: GET /api/classroom/1/tutorials?publisher=packt&name=Strapi (13 ms) 501

Figure 5.7: The API now returns 501

Using strapi.log

Instead of using console. log, we used strapi . 1log to log the values
for params and query. strapi . 1log contains a reference to Strapi's
logger, which uses the Pino library, a low overhead Node.js logger that can be
used in production while also providing benefits such as pretty formatting and
other capabilities in development.

Now that we have a new route pointing to our custom handler, we need to implement its
functionality: we must get the list of tutorials related to that classroom. To do so, we will
need to make use of services that allow us to query the database and return what we want.

Reusing logic with Strapi services

Services are utility functions that are mostly used by controllers to perform different
operations. Their typical use is to access the database, but they can encapsulate any other
logic - such as sending emails or integrating with other systems - that we want to share
with other components of a Strapi API. Conceptually, they keep our logic DRY (which
stands for don't repeat yourself) by encapsulating these reusable operations.

Similar to controllers, if we have a look at the service file that Strapi generated for us (for
example, services/classroom. js), we will find that it's empty. This is because,
similar to the routes and the controller, Strapi provides a default Core service that we
can customize or extend in this file if we want to (the same concept as the default Core
controller in the previous section) using the createCoreService factory method.
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Let's customize the classroom service by adding a new method called findTutorials.
For now, we will just use a simple debug statement. The full code is shown here:

'use strict';

/-k-k

* classroom service.

*/

const { createCoreService } = require('@strapi/strapi').
factories;

module.exports = createCoreService (

'api::classroom.classroom',

({ strapi }) => ({
findTutorials (classroomId) {
strapi.log.debug( findTutorials: classroomId =
${classroomId}") ;
I
|3

) 5

Next, let's update the classroom controller so that it uses the newly created

findTutorials. To use a method from a service in a controller, we must access it
through strapi.sevice. The updated controller code is illustrated in the following

code snippet:

async findTutorials (ctx) {
const {params} = ctx;
await strapi.service('
api::classroom.classroom') .findTutorials (params.id) ;

return "to be implemented";

}

If we try to access the GET /api/classroom/1l/tutorials endpoint now, we
should be able to see the debug log from our classroom service in the console:

debug: findTutorials: classroomId = 1

http: GET /api/classroom/1/tutorials (12 ms) 200

Figure 5.8: Log message from the classroom service
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So far, we can invoke our findTutorials service method from our classroom
controller and print a simple debug statement to the console. However, we are still unsure
of how can we perform a query against our database to get tutorials associated with the
classroom ID that's passed to the findTutorials service method. By looking at the
Strapi documentation, we can see examples of how to override some of the core default
implementations. We can see that Strapi exposes the Entity Service API, which allows us
to communicate with the database. Now, let's learn how to use the Entity Service API to
customize our tutorial service.

Communicating with the database using the Entity

Service API

The Entity Service API is the layer in Strapi that's responsible for managing Strapi's
complex data structures, such as components, which were introduced in Chapter 3, Strapi
Content-Types, as well as performing database queries using the Query Engine API under
the hood.

What is the Query Engine API?

The Query Engine API is a layer in Strapi that allows you to interact with the
database at a lower level. It gives unrestricted internal access to the database
layer. We will discuss the Query Engine API in more detail in Chapter 6,
Dealing with Contents.

The Entity Service API can be accessed through strapi.entityService.

It exposes multiple methods (strapi.entityService.

[findOne, findMany, create,update, delete]) to preform CRUD operations
on entities.

For our requirements, we want to get all the tutorials associated with a specific classroom.
Using the £ indMany method will allow us to satisty this requirement as it will allow us
to retrieve multiple entities using certain conditions. Let's update the findTutorials
method in the classroom service, as follows:

module.exports = createCoreService (
'api::classroom.classroom',
({ strapi }) => ({
findTutorials (classroomId) {
return strapi.entityService.findMany ('
api::tutorial.tutorial', {

filters: { classroom: classroomId },
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The £indTutorials method we just created expects classroomId asa param. It will
use this param to query the data using the Entity Service API. The entityService.
findMany method accepts two parameters — the first is a uid string in the api: :api-
name . conent - type -name format, while the second is a configuration parameter to
manipulate the result. In the previous code snippet, we only used one parameter with the
findMany method, namely the £ilters parameter. The f£ilters parameter, as its name
suggests, allows us to filter the data - it is the where condition in the SQL query that's being
executed under the hood. Some of the other parameters we can use are as follows:

o fields: This parameter allows us to specify which attributes will be returned in
the result. For example, if we only want the tutorial tit1le field rather than the
entire tutorial attribute, we can specify the title in the fields array.

o start: We can use this parameter to skip a certain number of entries. It is mainly
used with pagination.

o limit: We can use this parameter to limit the number of entries that are returned.

o sort: This allows us to order the data based on a specific attribute. For example, we
can use it to order the tutorials alphabetically or by the date they were created.

o populate: Used to indicate if we want to populate the relationship attribute.

Now that we have a service method ready, we can use it in the classroom controller. Let's
update the classroom controller, as follows:

async findTutorials (ctx) {
const {params} = ctx;
const results = await strapi.service ('
api::classroom.classroom') .findTutorials (params.id) ;

return results;

}

We have updated the controller so that it returns the result from the findTutorials
service method. If we save the changes and query our API, we will see that the /api/
classroom/1/tutorials endpoint is returning a list of tutorials associated with
the classroom:
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GET v http://localhost:1337/api/classroom/1/tutorials

Params Authorization Headers (6) Body Pre-request Script Tests Settings Cookies
Body Cookies Headers (16) Test Results @ sStatus: 200 OK Time: 32ms Size: 1.34KB  Save Response v
Pretty Raw Preview Visualize JSON v =S O Q
1 I
2 {
3 "id": 1,
4 "title": "Introduction to Strapi",
5 "slug": "introduction-to-strapi”,
6 "type": "text",
7 "url": null,
8 "contents": "Introduction to Strapi",
9 "createdAt": "2021-12-09T22:21:47.209Z2",
10 "updatedAt": "2021-12-12T09:41:03.464Z",
11 "publishedAt": "2021-12-09T22:21:48.334Z"
12 } b

Figure 5.9: Get classroom tutorials API response

Returning a unified response

Looking at the response from the /api/classroom/1/tutorials endpoint, you
will notice that the response structure is different from the rest of the API endpoint. All
the other default endpoints in the API have a unified structure. Having a unified response
structure is a great practice that helps in understanding the data. It also makes it easy to
consume the data from a client later.

Strapi provides a transform utility that, as its name suggests, will transform the data into a
unified format that follows the API response structure. This utility is defined in the Strapi
Core controller, which means we can directly use it in any controller since all controllers
inherit from the Core controller. Let's update the classroom controller and use the
transformResponse utility:

async findTutorials (ctx) {
const {params} = ctx;
const results = await strapi.service ('
api::classroom.classroom') .findTutorials (params.id) ;

return this.transformResponse (results) ;
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If we call the GET /api/classroom/1/tutorials endpoint one more time, we will
see that the response follows the Strapi API response structure:

GET v http://localhost:1337/api/classroom/1/tutorials

Params Authorization Headers (6) Body Pre-request Script Tests Settings Cookies
Body Cookies Headers (16) Test Results @ Status: 200 OK Time: 28 ms  Size: 1.39 KB Save Response v
Pretty Raw Preview Visualize JSON v O Q

1 1
2 "data": [

3 {

4 "id": 1,

5 "attributes": {

6 "title": "Introduction to Strapi",

7 "slug": "introduction-to-strapi”,

8 "type": "text",

9 "url": null,

10 "contents": "Introduction to Strapi",

11 "createdAt": "2021-12-09T22:21:47.209Z",
12 "updatedAt": "2021-12-12T09:41:03.464Z",
13 "publishedAt": "2021-12-09T22:21:48.334Z"
14 }

15 1,

Figure 5.10: Get classroom tutorials API response after using transformResponse

Populating relationships

One thing you may have noticed in the /api/classroom/1/tutorials endpoint
response is that there is no relationships information in the response payload. In other
words, we cannot see the coverImage or classroom relationships. This is because,
by default, Strapi will not populate those relationships unless we specify that we want to
populate those relationships. So, let's get started.
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As you may recall from the previous section, one of the parameters that we passed to
entityService. findMany was the populate parameter, which we can use to
indicate if we want to populate the relationship attribute. There are several ways to specify
which relationships we want to populate; we can use an array of the names content-type
to populate those relationships or use asterisk * to populate everything. If we want
more control over the populated fields, such as by specifying which attribute for what or
its sort order, we can use an object. For our case, let's do the following:

1. Let's update the populate parameter by passing an array of the content-types we
want to populate, namely coverImage or classroom. The updated classroom
service code should look as follows:

module.exports = createCoreService (
'api::classroom.classroom',
({ strapi }) => ({
findTutorials (classroomId) {
return strapi.entityService.findMany ('
api::tutorial.tutorial', {
filters: { classroom: classroomId },

Populate: ['classroom', 'coverImage']
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2. Let's test it out in Postman by sending GET /api/classroom/1/tutorials.
We should see that the classroom relationship has been populated in the response:

v~ http://localhost:1337/api/classroom/1/tutorials

GET

Params

Body Cookies

Pretty

1\¢@

2w
3v
4
5wv
6
7
8
9
10
11
12
13
14 v
15
16
17
18
19
20
21

Authorization Headers (6) Body Pre-request Script Tests Settings Cookies
Headers (16)  Test Results @® status: 200 OK Time: 24 ms Size: 3.27 KB  Save Response v
Raw Preview Visualize JSON v = O Q
L}
"data": [
! "id": 1,

"attributes": {
"title": "Introduction to Strapi",
"slug": "introduction-to-strapi”,
"type": "text",
"url": null,
"contents": "Introduction to Strapi",
"createdAt": "2021-12-09T22:21:47.209Z",
"updatedAt": "2021-12-12T09:41:03.464Z",
"publishedAt": "2021-12-09T22:21:48.334Z",
"classroom": {
"id": 1,
"name": "Strapi 101",
"description”: "Introduction to Strapi",
"maxStudents": 15,
"createdAt": "2021-12-08T10:07:37.178Z",
"updatedAt": "2021-12-09T722:20:48.906Z",
"publishedAt": "2021-12-08T10:07:47.350Z"

Figure 5.11: API response and its relationship populated

This works great for one-level relationships, but what about deep-level
relationships? In other words, if classroom has a relationship with another
content-type, how can we include that in the API response?

3. To illustrate this point, let's add a manager field to the classroom content-type.
This will be a relationship to the users-permissions table (not Users as these
are the Strapi admin users) that we'll consider the manager of that specific classroom.

Let's go back to the Strapi admin panel (it's been a while!), navigate to the content-
type builder, and add that relationship:
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% Classroom X

Add new Relation field BASE SETTINGS ADVANCED SETTINGS

User (from: users-
permissions)

Field name —E]— 00 = O€O m ‘%O m % m Oé' Field name

manager

Classroom

Classroom has one User

Cancel + Add another field m

Figure 5.12: Adding a manager relationship to the Classroom content-type

4. Now, let's go to Users (under Collection Types) and add a new user:

< BACK
Create an entry
API ID : user
Username* Email* INFORMATION
educator1 educator1@strapi.com
Last update in 10 seconds
Password Confirmed By _
........ LN OFF ON
Blocked RELATION
OFF ON Role
Authenticated X -

2/ Edit the model

Configure the view

Figure 5.13: Adding a new user under the Users collection type
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Note that this is a normal API user, not a Strapi admin user. We touched on the
differences briefly in the previous chapter and we will discuss the difference in more
detail in Chapter 7, Authentication and Authorization in Strapi. But for now, we can
think of those as the external users of our API (not the internal admins who have
access to Strapi's administration).

5. Once we have added the user, we can assign that user as a manager of the classroom
and save the entity:

® INTRODUCTION TO STRAPI -

Manager

Select -

educator1

= Configure the view

W Delete this entry

Figure 5.14: Assigning our new user as a manager of the classroom

6. Now, if we call the /api/classroom/1/tutorials endpoint, we will notice
that the manager field is not populated. This is because we only specified the
classroom in the entityService. findMany parameter. Let's update it so that it
also includes the classroom manager. The updated service code is illustrated here:

module.exports = createCoreService (
'api::classroom.classroom',
({ strapi }) => ({
findTutorials (classroomId) ({
return strapi.entityService.findMany ('
api::tutorial.tutorial', {
filters: { classroom: classroomId },

Populate: ['classroom', 'classroom.manager'

~

'coverImage']
1)
}l
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3]

) 5
Now, our response will include the classroom and its related entity manager, along
with its details:
GET v http://localhost:1337/api/classroom/1/tutorials ':@E
Params Authorization Headers (6) Body Pre-request Script Tests Settings Cookies
Body Cookies Headers (16) Test Results @® status: 200 OK Time: 30 ms  Size: 3.92 KB Save Response v
Pretty Raw Preview Visualize JSON v = O Q
=
10 "contents": "Introduction to Strapi",
11 "createdAt": "2021-12-09T22:21:47.209Z",
12 "updatedAt": "2021-12-12T09:41:03.464Z",
13 "publishedAt": "2021-12-09T22:21:48.334Z",
14 v "classroom": {
15 "id": 1,
16 "name": "Strapi 101",
17 "description": "Introduction to Strapi",
18 "maxStudents": 15,
19 "createdAt": "2021-12-08T10:07:37.1787",
20 "updatedAt": "2021-12-13T10:38:47.223Z",
21 "publishedAt": "2021-12-08T10:07:47.350Z",
22~ "manager": {
23 "id": 1,
24 "username": "educatorl",
25 "email": "educatorl@strapi.com”,
26 "provider": "local",
27 "password": "$2a$10$BXXX21ngvDz0S4Lro4g . GGG
28 "resetPasswordToken": null,
29 "confirmationToken": null,
30 "confirmed": true, .
Q Find and Replace & Console © Bootcamp [J Runner T Trash [ @

Figure 5.15: Our API now returns relationships two levels deep, the classroom entity, and the manager
entity related to it
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The response contains Tutorials assigned to Classroom. This is what we wanted,
but there are still a few bits to improve. For example, the response contains the full user
object for the manager field. This includes the hashed password of the user. These fields
are marked as private in Strapi but since we used the Entity Service API directly, these
options were not respected:

"manager": {

"id": 1,

"username": "educatorl",
"email": "educatorl@strapi.com",
"provider": "local",

"password": "$2a$10$BXXX21ngvDz0S4L ro4g . I
"resetPasswordToken": null,

"confirmationToken": null,

"confirmed": true,

"blocked": false,

"createdAt": "2021-12-12T07:43:43.8327",

"updatedAt": "2021-12-12T07:43:43.832Z2"

}

Figure 5.16: The API response includes all the properties of the object — even sensitive information, such

as the hashed password

What is Private Data in Strapi?

Strapi allows us to mark any field in any content-type as private. This means
that they will not be returned in API responses. This is useful for any field that
we want to have a record of internally, but we don't want to expose it in the API
response. Those fields are removed from the API response when we use the
Strapi sanitize utility.

Sanitizing data - hiding passwords

To avoid such a potential leak from our API, we should always sanitize our responses.
This is done by default by the Core controllers provided by Strapi, but if we customize
those or create new controllers and services, then it is our responsibility to do this data
sanitization. Luckily, Strapi provides us with a handy method to perform this operation.
Let's update the classroom controller and use the sanitize utility:

"use strict";

/**

* classroom controller



Reusing logic with Strapi services

113

*/

const { createCoreController } = require('@strapi/strapi') .
factories;

const { sanitize} = require('@strapi/utils');

module.exports = createCoreController ('api::classroom.
classroom', ({ strapi}) => ({

async findTutorials (ctx)
const { params } = ctx;
const results = await strapi.service ('

api::classroom.classroom') .findTutorials (params.id) ;

const model = strapi.getModel ('
api::tutorial.tutorial');
const sanatizedResults = await

sanitize.contentAPI.output (results, model) ;

return this.transformResponse (sanatizedResults) ;
})

The sanitize.contentAPI.output method expects two parameters. The first is the
data we want to sanitize, while the second is the content-type schema of the data. We can
get the schema by calling the getModel helper and passing to it the uid property of the

content-type we want to use.

Now that we have applied the sanitize method to the response that was returned by the

controller, we will no longer get private fields, such as password fields, in our response.

At this point, our new endpoint is working as expected: we added a new route and

connected it to a controller handler that uses a custom service to perform the operation

we wanted. However, in some scenarios, we don't want to add a new route — we're only

interested in changing the behavior of an existing CRUD endpoint.
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Overriding the default CRUD APIs

Out of the box, when we created our content-type, Strapi generated blank controllers
and services. Even though they are blank, they do function (since our API is returning
a response). For instance, the GET /classrooms endpoint maps to a handler called
classroom. find. This is part of the Core controllers that Strapi gives us.

Let's imagine we have the following requirement:

As a dodgy company

I want to exaggerate the count of tutorials I am offering when displaying the classroom list
So that we give the impression we have a lot more to offer

For us to satisfy this requirement, we will need to override the default classroom. find
controller action. As we mentioned earlier in this chapter, Strapi uses a unified structure
for the API requests and responses. The API response consists of data and meta objects.

We will modify the meta object by adding a fake totalTutorials property and
leaving the default £ind implementation as-is. To do so, we can update the controller
like so:

async find(ctx) {

// Calling the default core action

const { data, meta } = await super.find(ctx);
meta.totalTutorials = data.length + 100;

return { data, meta };

b
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Since we do not want to alter the £ind action itself, we used super . £ind to use the
default Core controller implementation. Then, we added a new dodgy field to the
metadata object by counting the total classrooms, adding an extra 100 to it, and calling
that field totalTutorials. The point we want to illustrate here, regardless of the actual
scenario we have implemented, is that we're able to change the implementation of any of
the default API calls completely if we'd like. As always, Strapi provided a good starting
point but it didn't lock us into doing anything.

With that, we have created new routes with new controller handlers and services, and we
have also learned how to modify the behavior of the default CRUD API endpoints. These
are the main components we need to customize an API and make it work the way we
want. Sometimes, though we want more — we want to perform extra tasks at the point of
querying the database, which can include manipulating a query, hiding a result, notifying
another system, or any other requirement. In the next section, we will dig a level deeper
into the database and explore a powerful mechanism that we can use to customize the
APT's behavior in Strapi: model life cycle hooks.

Tweaking database queries and responses
with life cycle hooks

A model is a representation of a database entity. An entity in a system has a life cycle: it
gets created, updated, deleted, and retrieved. While the routes are the external interface to
the outside world, the database is the innermost level of our system. Strapi communicates
with the database using models that represent it in a database-agnostic way (that is, it

can work with different database types) and using the Query Engine API (strapi.
db.query).
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We briefly mentioned the Query Engine API earlier in this chapter when we came across
the Entity Service API and learned that the Entity Service API uses the Query Engine
API under the hood to execute database queries. The Query Engine API provides the glue
between our models and the actual database entity; it transforms our requests into the
final queries to be run against the database and then maps the result back into a model.
Sometimes, we want to do something extra before or after running the queries, and this is
where life cycle hooks come into play:

Here we can do operations before
running a query against the
database (altering a field for

example).

5

api-name/content-type/

content-type-name/lifecycle.js

before*
hooks

Database

N~V

Here we can do operations after
the result is returned from
database (mask or delete a field
for example, or update another
model based on the result and
SO on).

run query.

return result——»

after*
hooks

api-name/content-type/

content-type-name/lifecycle.js

. strapi.db.query gets data
strapi.db.query from the model to generate a
Query Engine API query, then saves the result
back to the model.
uses

api-name/content-type/
content-type-name/
schema.json

Figure 5.17: We can use hooks to perform additional operations before or after running a database query
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Strapi provides life cycle hooks, where we can define hooks to perform additional
operations before or after any database event. These hooks can be useful in the
following scenarios:

« To delete, override, or mask certain fields before returning them to the user

 To automatically update a field based on other fields before creating the entity or
updating it

« To notify other systems about a certain event

These hooks are as close as we'd get to our database in our Strapi code. So, while we could
have such logic in the services or controllers, there is no guarantee that another endpoint
will go through this service. They will all go through the life cycle hooks, though, so long
as we are using strapi . db . query methods, as we should. Hooks will also run when
we interact with an entity from the admin panel. The calls from the admin panel don't go
through our API (and its services and controllers) but they still go through the model and
its life cycle hooks, so any code that's added as a hook is guaranteed to run.

The before and after hooks that are provided are as follows:

e beforeFindMany, afterFindMany

¢ beforeFindOne, AfterFindOne

e beforeCreate, afterCreate

e beforeCreateMany, afterCreateMany
e beforeUpdate, afterUpdate

e beforeUpdateMany, afterUpdateMany
o beforeDelete,afterDelete

e beforeDeleteMany, afterDeleteMany
e beforeCount, afterCount

¢ beforeCoundMany, afterCountMany

These hooks live in src/api/{api-name}/content-types/content-types/
{content-type-name}/lifecycle.js. By default, this file does not exist, so we
will need to create it if we want to use these life cycle hooks. Let's do that now by creating
the lifecycles.jsfilein src/api/tutorial/content-types/tutorial/
lifecycles.js.

Next, let's make use of hooks to understand them better.
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Using hooks

We have a new requirement for our API: we want to add a new field to the tutorial
content-type called summary:

As a class manager
I want to generate a summary of the tutorial
So that it can be displayed to potential students

The field will be automatically generated based on the first 200 characters of the
contents field.

Let's add the summary field to the tutorial content-type:

1. First, let's add a long text field called summary to the Tutorial content-type with
a field. Let's also put a constraint on it to be 200 characters maximum. Add these
lines to the model definition in src/api/tutorial/content-types/
tutorial/schema. json, under the attributes object, or use Content-
Types Builder in the admin panel to update the file automatically by adding the
following lines:

"summary": {
n type n . n text n ,
"maxLength": 200

b

2. Now, we can use the beforeCreate hook to generate the summary based on the
contents field when creating a new tutorial:

module.exports = {
beforeCreate (event) ({
const { params: { data } |} = event;
if (data.contents) ({
data.summary = data.contents.substring (0,

200) ;
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The beforeCreate hook we defined here receives an event object. The event
object contains several interesting properties, one of which is a params property. The
data property that's being created is in the params object; we can mutate the data in
whichever way we want before it is saved. So, here, we check if it has contents set,
and then take the first 200 characters of it and assign them to summary.

3. Now, head to Content Manager in the admin panel and add a new tutorial entity
with a contents field (and leave Summary empty). Then, save the entity. We will
see that the Summary field is automatically generated:

& BACK

LifeCycle Hooks

API ID : tutorial

Title* Slug*

LifeCycle Hooks

Type Url
text e
Contents Coverlmage

A model is a representation of a database entity. An entity in a system has
a lifecycle: it gets created, updated, deleted, and retrieved. While the
routes are the external interface to the outside world, the database is the

most inner level of our system. Strapi communicates with the database Ao Sl F T s

Summary

A model is a representation of a database entity. An entity in a system has
a lifecycle: it gets created, updated, deleted, and retrieved. While the
routes are the external interface to the outside wo

Figure 5.18: The summary was automatically generated by the beforeCreate hook based on the

contents field
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Now, you may have noticed that when we updated the contents field, the summary field
does not get updated. That's because we only added a beforeCreate hook, not a
beforeUpdate hook. We can duplicate the same method for beforeUpdate, but then
we'd be repeating code. We can extract the method to put the summary in a function and
reuse it, but a better solution would be to make use of Strapi services to encapsulate and

reuse that logic.

DRYing the hook's logic with services

To make the code of the hook follow the DRY principle, we will encapsulate the logic of
generating the summary in a service. For now, we will make it part of the tutorial service,
though we could also create a service independent of any content-type. Let's get started:

1. To create the service method, we must edit the tutorial service module
in src/api/tutorial/services/tutorial.js and add our helper
method there:

'use strict';
/**
* tutorial service.
*/
const { createCoreService } = require('@strapi/strapi').
factories;
module.exports = createCoreService('api::tutorial.
tutorial', () => ({

generateSummary (data)

if (data.contents) ({

return data.contents.substring(0, 200) ;

return null;

)

2. Now that we have added generateSummary to the service, we can use it
anywhere in our Strapi API by using strapi.services ('api::tutorial.
tutorial') .generateSummary. So, let's update our life cycle hook so that it

can use it:

module.exports = {

beforeCreate (event) {
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const { params: { data } } = event;
data.summary = strapi.service('
api::tutorial.tutorial') .generateSummary (data) ;
b
beforeUpdate (event) {
const { params: { data } } = event;
data.summary = strapi.service(!'

api::tutorial.tutorial') .generateSummary (data) ;

}s
}:

Now, we're calling our service method from both hooks without duplicating the
code and making use of the concept of services from Strapi. We also didn't have to
import this method explicitly as Strapi makes all the service methods available so
that they can be used in other components.

Note
To mutate or not to mutate

The life cycle hooks normally receive parameter data that we can mutate to
alter the data we're about to pass to or from the database query. This is how
Strapi works at the moment. For the service logic, we chose not to mutate the
data object directly. This makes the code easier to understand, predict, and test,
as we shall see in Chapter 11, Testing the Strapi APL

Under the hood - the scope of services

When we start the Strapi server, a global strapi object is created and

then bootstrapped. The bootstrapping process includes looping through all

our models, controllers, services, and routes (and other components) and
attaching them to the global strapi object. In this process, the Core API

is also created, which creates the default services and controllers — the magic
ones that handle CRUD operations by default, even though we didn't write any
code. Since the strapi object is global and accessible from anywhere, we can
access any service with strapi.services (uid) .methodName.

We now have two functional life cycle hooks — one is triggered before creating a
content-type, while the other is triggered before updating the content-type. We have
encapsulated the actual login into the tutorial service to help us have clean code without
repeating ourselves.
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Summary

In this chapter, we did a lot of coding. Previously, we mainly relied on the admin panel or
the CLI to generate the API for us. This is amazing and one of the reasons we love Strapi -
we can build 80% of our system with a few clicks on a slick UI. This chapter was about the
20% of use cases when the default is not enough, and when we want to customize the API
to do a bit more or a bit less.

We dug deeper into how an API is built in Strapi by exploring the concepts of routes,
controllers, services, models, and the model life cycle. We learned how to add new routes
and how to map them to controllers that make use of services. We also explored some
security considerations, such as sanitizing sensitive data. We learned how to disable default
core endpoints, which can come in handy when we don't want to expose a certain operation.

We also looked at how to customize the API by using the model life cycle hooks, which
provide us with a level of integration that's close to the database where we can run logic
before or after running database queries.

In the next chapter, we will look at the Content API and all the options Strapi gives us by
default to filter, sort, paginate, and interact with our APIs.



6

Dealing with
Content

In this chapter, we will see how we can interact with API content. Strapi provides a handy
set of API parameters that can be used to perform common tasks such as filtering, sorting,
and paginating content. We will see how can we use those API parameters to manipulate
API results. Finally, we will explain how we can use the Strapi Query Engine API to write
and execute complex query operations.

The topics we will cover in this chapter are as follows:

Creating sample data

Sorting and pagination with API operators
Filtering content with Strapi API filter operators
Paginating API content

Understanding how Strapi works under the hood
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Creating sample data

Before we get core of this chapter, we will need sample data to interact with. We created a
couple of entries in our API in the previous chapter; however, since this chapter is all about
content filtering and sorting, we will need more than a couple of entries in the database.

In Chapter 5, Customizing Our API, we saw how we can add new endpoints to our APL
Let's use the same strategy to add a temporary API endpoint to populate some data in our

database; we will use this API endpoint to create a few classrooms in our API.

Is This the Best Way to Get Sample data?

Adding a new API endpoint here is just a quick and dirty way to populate data
in the database; however, this is not the recommended way to seed data into
the system. We will cover the proper way to do so in Chapter 9, Production-
Ready Applications. We're using the endpoint method, as we should be familiar
by now with customizing Strapi routes and controllers; also, introducing the
seed mechanism at this stage might be a bit of a distraction.

Let's get started:

1.

Since we are creating a few classrooms, we will modify the src/api/
classroom/controllers/classroom. js classroom controller, adding a
new seed method:

async seed (ctx) {

try {
const classroomsPromise = [];

// Min and Max values to generate random number in

range
const min = 1;

const max = 30;

// Number of classrooms to be created

const numberOfClasses = 50;

Array (numberOfClasses)
.f£i11 (null)
.forEach((_item, index) => {
const name = “classroom ${index + 1}7;

// Get random numnber in range of min and max

const maxStudents = Math.random() * (max - min

1) + min;
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classroomsPromise.push (
strapi.services (
'api::classroom.classroom') .create ({
data: {
name,
description: "Description of the classroom
${name} ",

maxStudents: Math.floor (maxStudents),

}

await Promise.all (classroomsPromise) ;
return { message: "Ok" };

} catch (e) {
strapi.log.error ("Failed to seed the database") ;

b

The seed method is a simple method that will generate 50 classrooms with

names ranging from classroom 1 to classroom_ 50, and a random
maxStudents number.

Now that we have the API endpoint code implemented, let's update the src/api/

classroom/routes/custom-classroom. js router file to add this endpoint
to our API routes. At the beginning of the routes array, add the following definition:

{

"method": "POST",

"path": "/classrooms/seed",
"handler": "classroom.seed",
"config": {

"auth": false

b
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This change will add a POST /api/classrooms/seed endpoint to our API
that we can use to generate sample data to work with. Let's try it in Postman by
sending a POST request to the newly added endpoint. We should see a response
with an Ok message:

POST v http://localhost:1337/api/classrooms/seed

Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
Body Cookies Headers (16) Test Results @ Status: 200 OK Time: 140 ms Size: 828 B Save Response Vv
Pretty Raw Preview Visualize JSON v =) O Q
1 |

2 "message": "Ok"
3§ [

Figure 6.1: The /classrooms/seed endpoint response

To confirm we have the data, let's issue a GET /api/classrooms request against our
API. We should be able to see at least 50 entries in the response.

Cleaning up

Once we have the data in our database, we do not need the /api/classrooms/seed
endpoint anymore. We should remove it, along with the route created in the src/api/
classroom/routes/custom-classroom. js file.

Now that we have our database seeded with sample data, we are ready to interact with API
content. Next, let's see how can we sort the data according to a specific field.

Sorting APl content

As we have seen so far, Strapi provides us with defaults that allow us as developers to
speed up some of the common tasks with minimal effort. A common task when dealing
with API content is sorting data according to a specific field.

To sort the data, we can use the sort parameter followed by the field we want to sort on and
the direction of the sort. The general format is ?sort=FIELD NAME: [ASC OR DESC].

To illustrate how the sort parameter works, let's assume we have the following
requirement:

As an API user
I want to be able to sort the classrooms by the maximum number of students from the largest

to the smallest
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To satisty this requirement, we will use the sort API parameter on maxStudents;
the API URL will be GET /api/classrooms?sort=maxStudents:desc. Let's
test it with Postman; we should see the classrooms sorted by the highest maxStudents
number first:

GET v http://localhost:1337/api/classrooms?sort=maxStudents:desc

Params @ Authorization Headers (6) Body Pre-request Script Tests Settings

Body Cookies Headers (16) Test Results

Pretty Raw Preview Visualize JSON Vv =S

1

2 "data": [

3 {

4 "id": 112,

5 "attributes": {

6 "name": "classroom_3",

7 "description”: "Description of the classroom classroom_3",

8 "maxStudents": 30,

9 "createdAt": "2021-12-14T20:58:01.197Z",
10 "updatedAt": "2021-12-14T20:58:01.197Z",
11 "publishedAt": "2021-12-14T720:58:01.158Z"
12 3
13 1,

14 {

15 "id": 110,

16 "attributes": {

17 "name": "classroom_1",

18 "description": "Description of the classroom classroom_1",
19 "maxStudents": 29,

20 "createdAt": "2021-12-14T720:58:01.197Z",

21 "updatedAt": "2021-12-14T20:58:01.197Z",

Q Find and Replace [ Console

Figure 6.2: An example of sorting classrooms by the number of maximum students

Important Note

You will see slightly different data from the preceding screenshot as the
maxStudents number is randomized. However, the classrooms should be
ordered using maxStudents from largest to smallest.
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What about sorting on multiple fields?

What if our requirements changed to sorting the data on multiple fields? Let's assume we
have the following new requirement:

As an API user
I want to be able to sort the classrooms by most recent first and then by the lowest number of
maximum students

This new requirement means we need to sort the results by the createdat field in
descending order and by maxStudents in ascending order. Luckily, the sort API
parameter has got us covered; we can use a comma to indicate that we want to sort
on multiple fields. The general format when sorting on multiple fields is as follows:
?sort=FIELD1: [ASC OR DESC],FIELD2: [ASC OR DESC].

To satisfy our new requirement, we will format our request URL to be GET /api/
classrooms?sort=createdAt:desc,maxStudents:asc.

Do We Need to Pass :asc All the Time in the URL?

The default order to sort data is in ascending order, which means we can omit
:asc from the URL. However, we're choosing to keep it here to make the URL
as readable and explicit as possible.

Let's test the new URL with Postman and note the result:
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GET

Params @

Body Cookies

Pretty

O oo ~NOOYUTL A WNBE

[
[ENS)

12
13
14
15
16
17
18
19
20
21

Q Find and Replace

-~

v http://localhost:1337/api/classrooms?sort=createdAt,maxStudents:asc

Authorization

Headers (6) Body Pre-request Script Tests Settings

Headers (16) Test Results

Raw Preview Visualize JSON v =
"data": [
"id": 1,

"attributes": @
"name": "Strapi 101",
"description”: "Introduction to Strapi",
"maxStudents": 15,
"createdAt": "2021-12-08T10:07:37.178Z",
"updatedAt": "2021-12-13T10:38:47.223Z",
"publishedAt": "2021-12-08T10:07:47.350Z"

1,
{
"id": 128,
"attributes": {
"name": "classroom_19",
"description”: "Description of the classroom classroom_19",
"maxStudents": 2,
"createdAt": "2021-12-14T720:58:01.1977",
"updatedAt": "2021-12-14T20:58:01.197Z",
(3 Console

Figure 6.3: An example of sorting classrooms by date and number of students

If you examine the response, you can note that the classrooms are sorted by the
createdAat field first and then by the maximum number of students.

Sorting the data according to a specific field is one of the most common tasks when
dealing with API content. Another frequent task is filtering the data, rather than having all
the data available. In the next section, we will discuss how we can use the Strapi filter

parameter to filter the API content.
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Filtering APl content

Filtering API content allows the API consumer to retrieve a subset of data rather than
retrieving an entire dataset. Filtering only works with the endpoints that retrieve the
entire data for a specific content-type; to be more specific, it will only work with the
find endpoint.

To filter the API data, we can use the £ilters API parameter. Strapi uses LHS bracket
syntax for query parameters, which means the query parameters are encoded in the URL
using square brackets ([]). The filters API parameter is in the ?filters [FILED
NAME] [OPERATOR] =VALUE format, where FILED NAME is the name of the field we
want to filter on and OPERATOR is the operator we want to use to filter the data. The
following table shows all the possible operators we can use:

Filter operator Description

seq Equal to

Sne Not equal

Scontainsi Contains

Scontains Contains case sensitive
Sncontainsi Does not contain
sncontains Does not contain case sensitive
slt Less than

slte Less than or equal to
$gt Greater than

ggte Greater than or equal to
$in Included in an array
$nin Not included in an array
$null Is null

$notNull Is not null

Sbetween Value between
$startsWith Starts with

$endsWith Ends with

Table 6.1 - A table showing the usable filter suffix values

To better illustrate the £ilters parameter, let's consider the following requirement:

As an API user
I want to be able to retrieve all classrooms that include the classroom_3 string in the name
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To achieve this requirement, we can use the $contains or Scontainsi

filters; our request URL would be GET /api/classrooms?filters [name]
[Scontains]=classroom 3. If we called our API with this parameter, we would get
11 results back, classroom 3 and classroom 30 to classroom 39:

GET v http://localhost:1337/api/classrooms?filters[name][$contains]=classroom_3]

Params @ Authorization Headers (6) Body Pre-request Script Tests Settings

Body Cookies Headers (16) Test Results

Pretty Raw Preview Visualize JSON v =

1

2 "data": [

3 {

4 "id": 112,

5 "attributes": {

6 "name": "classroom_3",

7 "description"”: "Description of the classroom classroom_3",

8 "maxStudents”: 30,

9 "createdAt": "2021-12-14T20:58:01.1977",
10 "updatedAt": "2021-12-14T20:58:01.197Z",
11 "publishedAt": "2021-12-14T20:58:01.158Z"
12 }

13 }y

14 {

15 "id": 139,

16 "attributes": {

17 "name": "classroom_30",

18 "description”: "Description of the classroom classroom_30",
19 "maxStudents": 10,

20 "createdAt": "2021-12-14T20:58:01.198Z",

21 "updatedAt": "2021-12-14T20:58:01.1987",

Q Find and Replace [ Console

Figure 6.4: An example of using "contains" filter suffixes

The previous two examples are somewhat simple, so the URL is easily formatted and can
be done manually. But what if we had a slightly more complex requirement?

For such a situation, it is recommended to use a query string parsing library. Strapi
recommends using the gs library. gs is a popular query string parsing and stringifying
library, which is used internally by Strapi and is recommended for parsing nested objects
to create complex queries.
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To demonstrate, let's assume we have the following new requirement:

As an API user
I want to be able to retrieve all classrooms that include the classroom_3 string in the name
AND where the maximum number of students is less than 10 OR greater than 25

Let's analyze this requirement: we already did the first part by filtering by a string
included in the name, so we will use the $contains operator with the name field. For
the maximum number of students, we will need to use the $1t and $gt operators on the
maxStudents field to get the results of less than and greater than respectively.

This query is complex to write manually; instead, let's use the gs library, as suggested
by Strapi:

1. At the root of the project, create a new file called query helper.js.
2. Add the following code:

const gs = require("gs");
// name contains classroom 3 AND number of max students
is greater than 25 OR less than 10

const query = gs.stringify(
{
filters: {
$or: [
{
maxStudents: {
$lt: 10,
}
}
{

maxStudents: {
$gt: 25,
}
}
1,
name: {

$contains: 'classroom 3',



Filtering API content 133

{

encodeValuesOnly: true, // prettify url

}
) ;
console.log (query) ;

console.log( \nhttp://localhost:1337/api/
classrooms?${query}\n>) ;

3. Save the changes to the file.

In the first line of the previous code snippet, we require the gs library. Since we
created query helper. js in the root of our project, we do not need to install
the library, as it's included as a dependency for Strapi.

Next, we used the st ringify method to create a string for the query. Then, we
define our £ilters and their operators. Note that we did not specify anything in
the filters array to indicate an AND operation but we explicitly used $or for
the maxStudents querys; this is because, by default, different operators are joined
using an implicit AND operation.

Finally, we print out the raw query itself, as well as a handy link to the classroom
endpoint. To run this file from the command line, execute the node query
helper.js command:

—
~/code/nyala/Building-APIs-with-Strapi ~V main + LGS query_helper.js
filters[$or] [@] [maxStudents] [$1t]=10&filters [$or] [1] [maxStudents] [$gt]=25&filters [name] [$contains]=classroom_3

http://localhost:1337/api/classrooms?filters[$or] [@] [maxStudents] [$1t]=10&filters [$or] [1] [maxStudents] [$gt]=25&filters [name] [$contains]=classroom_3

Figure 6.5: Running the query_helper file
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Let's copy the full URL and test it in Postman. Copy the second line as is and paste it
into Postman:

GET v~ http://localhost:1337/api/classrooms?filters[$or][0][maxStudents] [$It]=10&filters[$or] [1][maxStudents] [$gt]=25&filters[name] [$contains]=classroom_3

Params @ Authorization Headers (6) Body Pre-request Script Tests Settings

Body Cookies Headers (16) Test Results @ Status: 200 OK  Time: 23 ms

Pretty Raw Preview Visualize JSON v =
1 {
2 "data": [
3 {
4 "id": 112,
5 "attributes": {
[ "name": "classroom_3",
7 "description": "Description of the classroom classroom_3",
8 "maxStudents”: 30,
9 "createdAt": "2021-12-14T20:58:01.197Z",
10 "updatedAt": "2021-12-14T20:58:01.197Z",
11 "publishedAt": "2021-12-14T20:58:01.158Z"
12 }
13 1,
14 i
15 "id": 140,
16 "attributes”: {
17 "name": "classroom_31",
18 "description": "Description of the classroom classroom_31",
19 "maxStudents": 9,
20 "createdAt": "2021-12-14T20:58:01.198Z",
21 "updatedAt": "2021-12-14T20:58:01.198Z",

Q Find and Replace ~ EJ Console

Figure 6.6: A complex query result

If you examine the result, you will see that only classrooms with the classroom 3
string and a maxStudents number of either less than 10 or greater than 25 are
included in the response.

We are able to sort and filter API data. In the next section, we will discuss another
important operation when building an API, the ability to limit and skip certain content to
achieve API pagination.

Paginating APl content

In the previous two sections, we were able to filter and sort API data, but we did not have
control over how many records were being retrieved. In some situations, where we have a
large number of records, we will want to introduce a boundary or limit to the number of

records being retrieved by a single API call. Luckily, Strapi has us covered as well for such
situations: it provides a pagination API parameter that we can use to limit or paginate
the API results.
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Important Note

Similar to the £11ters API parameter, the pagination API parameter
can only be used with the £ ind endpoint.

The pagination metadata is included in the API response under the meta object.

By default, Strapi returns 25 records per page. To change this value, we can use the
pagination [pageSize] parameter, which will allow us to control how many records
we want to retrieve per page.

To better illustrate this, let's assume we have the following requirement:

As an API user
I want to be able to restrict the number of classrooms retrieved by an API call to 10 records
per page, and I want to be able to move between pages

Using the pagination [pageSize] API parameter, we can construct our API URL
with GET /api/classrooms?pagination[pageSize]=10.If we test this URL in
Postman, we will only get 10 classrooms per page:

GET v http://localhost:1337/api/classrooms?pagination[pageSize]=10|

Params ® Authorization Headers (6) Body Pre-request Script Tests Settings

Body Cookies Headers (16) Test Results

Pretty Raw Preview Visualize JSON v =

103 "id": 118,

104 "attributes": {

105 "name": "classroom_9",

106 "description": "Description of the classroom classroom_9",
107 "maxStudents": 16,

108 "createdAt": "2021-12-14T20:58:01.197Z",
109 "updatedAt": "2021-12-14T20:58:01.197Z",
110 "publishedAt": "2021-12-14T20:58:01.158Z"
111 }

112 }

113 1,

114 "meta": {

115 "pagination": {

116 "page": 1,

117 "pageSize": 10,

118 "pageCount": 6,

119 "total": 51

120 },

121 "totalTutorials™: 110

122 }

123

Q Find and Replace (3 Console

Figure 6.7: Using the _limit parameter in API calls
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You can see that the pagination metadata is now showing 10 records per page and
the page number is 1. To move to the next page or any other page, we can add the
pagination [page] API parameter to the URL; the full URL would be GET /api/
classrooms?pagination [pageSize] =10&pagination [page] =2.

Another way to paginate the API result is to use the 1imit and start API parameters.
These parameters allow us to use of £set to paginate the data. To better illustrate these
parameters, let's imagine that we have the following requirement:

As an API user
I want to be able to restrict the number of classrooms retrieved by an API call to 10 records
only, skipping the first 15 records

To satisfy that requirement, we will use the following parameters to call the GET /api/
classrooms?pagination[limit]=10&pagination[start]=15 APL

GET v http://localhost:1337/api/classrooms?pagination[start]=15&pagination[limit]=10
Params @ Authorization Headers (6) Body Pre-request Script Tests Settings
Body Cookies Headers (16) Test Results @ status: 200 OK Time

Pretty Raw Preview Visualize JSON Vv =

102 {

103 "id": 133,

104 "attributes": {

105 "name": "classroom_24",

106 "description”: "Description of the classroom classroom_24",
107 "maxStudents": 18,

108 "createdAt": "2021-12-14T20:58:01.1987",
109 "updatedAt": "2021-12-14T20:58:01.1987",
110 "publishedAt": "2021-12-14T20:58:01.159Z"
111 }

112 }

113 1,

114 "meta": {

115 "pagination": {

116 "start": 15,

117 "limit": 10,

118 "total": 51

119 3},

120 "totalTutorials": 110

121 }

122§

Q Find and Replace (3 Console

Figure 6.8: Using the pagination limit and start parameters
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Important Note

The start and 1imit parameters cannot be used with the pageSize and
page API parameters at the same time.

Now that we are able to sort, filter, and limit API data, let's discuss in the next section how
to do so by just using a few parameters in the URL.

Under the hood - how it works

You might be wondering how we can perform all of these operations just using API
parameters. Does Strapi fetch all the data for a certain model from the database and then
filter it according to the API parameters?

Under the hood, Strapi uses Knex.js, a popular multi-dialect SQL builder for Node.js. The
API parameters are parsed using a query builder utility; the parsed result can then be used
in Knex.js to run the database queries.

Important Note

If you are interested in checking out the filter query builder, you can find the
source code in the node modules/@strapi/database/lib/
query/query-builder. js file

In the previous chapter, we briefly mentioned the Query Engine API. The Query Engine
API allows unrestricted access to the database layer at a lower level. It makes use of the
query builder previously mentioned together with Knex.js to run and execute database
queries. The Query Engine API is available through strapi.db.query.

Let's recall the following requirement from earlier in this chapter:

As an API user
I want to be able to retrieve all classrooms that include the classroom_3 string in the name
AND where the maximum number of students is less than 10 OR greater than 25
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The same result can be achieved using strapi .db.query; for example, we can write
the query as follows:

const results = await strapi.db.query('api::classroom.
classroom')

. findMany ( {
where:

name: {
Scontains: 'classroom 3',

}

Sor: [

{

maxStudents: {
slt: 10,

}

b

{

maxStudents: {
Sgt: 25,

b

orderBy: { id: 'desc' },

M) 5

This query will return the exact same result as with the £ilters parameter. The Query
Engine API is used mainly by plugin developers to add custom logic to their applications.
So, as a rule of thumb, we should always use the core services and the Entity Service API
when we are customizing an API and the Query Engine API when we are developing a
Strapi plugin.
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Ssummary

In this chapter, we saw how we can interact with API content and what operations Strapi
gives us by default.

We started by creating a naive seeder to populate the database with sample data to work
with. Then, we had a look at sorting the data using the sort API parameter. Afterward,
we explored data filtering using the £ilters API parameter and saw how it can be used
to do simple and complex data filtering. Lastly, we used the pagination API parameter
to paginate and limit the number of results returned by default and specify how many
records we would like to skip.

Finally, we dug a bit deeper into the underlying structure of Strapi and saw how the
database queries work.

In the next chapter, we will explore authentication and authorization in Strapi. We will see
how we can allow signups and logins, and protect and secure some of the API endpoints.






7

Authentication
and Authorization
in Strapi

In this chapter, we will explore the topic of authentication and authorization in Strapi. We
will start the chapter by explaining the difference between admin users and API users.
Then, we will see how to work with login and sign-up functionality. Afterward, we will
explain how to protect and secure certain API routes from unauthorized access.

The topics we will cover in this chapter are as follows:

The difference between admin users and API users
Login and sign-up in Strapi

Securing API routes

Roles and permissions

Working with Strapi policies

Overview of OAuth providers
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By the end of this chapter, you will be able to implement authentication in the API, as well
as adding a layer of authorization to prevent unauthorized users from accessing certain
areas of the API.

Understanding the difference between admin
users and APl users

There are two types of users in Strapi: administrator panel users and API users. Mostly,
we will be working with API users, but still, it is a good idea to know the difference
between them.

Admin users are those who can log in to the Strapi admin panel. When we set up and
installed Strapi in Chapter 1, An Introduction to Strapi, we created our first admin user,
and we have been using that user ever since to interact and work with the admin panel.
Additional admin users can be added from the Settings panel.

Strapi Dashboard

Workplace settmgs
@ Content Manager GLOBAL SETTINGS
« Application
PLUGINS
* API Tokens

B content-Type Builder
* Internationalization

B Media Library - Media Library

GENERAL * Webhooks
#* Plugins ADMINISTRATION PANEL
* Roles
W Marketplace
* Users
£ Settings
EMAIL PLUGIN
« Settings

USERS & PERMISSIONS PLUGIN
* Roles

* Providers

« Email templates

* Advanced settings

Figure 7.1: Admin user settings locations
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The first admin users we create will have the role of Super Admin; they have access to
manage all features and settings in the Strapi admin panel, but you cannot use them to
interact with the API contents via the API endpoints.

API users, on the other hand, are considered another content-type in the API. Unlike the
classroom and tutorial content-types, the user content-type is created automatically when
we set up Strapi. The user content-type is managed via the core users-permissions plugin.
We can use API users to interact with the API contents via the API endpoint; however, we
cannot use an API user to log in to the Strapi admin panel.

n Strapi Dashboard
Workplace
¥ Content Manager

PLUGINS
E content-Type Builder
B Media Library
GENERAL

# Plugins

W Marketplace

£ Settings

Content-Type Q € B0 BACK
Builder

User

Build the data architecture of your content.
COLLECTION TYPES ~ 3

+ Classroom
+ Tutorial

* User NAME

+ Create new collection type
Ab

SINGLE TYPE ~ 1
+ Info
@
+ Create new single type
COMPONENT ~ 1 LI
~ Information
a
+ Developer
+ Create new component Ab
Ab
©
[ o]
%

Username

Email

Provider

Password

ResetPasswordToken

ConfirmationToken

Confirmed

Blocked

Role

TYPE

Text

Email

Text

Password

Text

Text

Boolean

Boolean

Relation with Role (from: users-permissions)

+  Add another field to this collection type

Figure 7.2: API users content-types

Now that we know and understand the difference between admin users and API users,
let's see how can we log in and sign up to our API in the next section.
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APl login and sign-up

As mentioned in the previous section, users are managed via the users-permissions
plugin. This plugin is not just there to manage users; it also adds an access layer to the API
using a JSON Web Token (JWT) to authenticate users. Each time a request is made to a
secure endpoint, a JWT must be present in the Authorization header. Additionally, the
plugin exposes two API endpoints for sign-up and login. To better demonstrate this, let's
consider the following requirement:

As an API user
I want to be able to register a new account with the following properties so that I can use the
system using my identity:
o Username: educatorl
o Email: educatorl@strapi.com
o Password: password
To satisfy this requirement, we can simply use the /api/auth/local/register

endpoint to create a new user account. In Postman, issue a POST request to /api/auth/
local/register with the following as a JSON payload:

"username": "educatorl",
"email": "educatorl@strapi.com",
"password": "password"

Strapi will create the user account and return a JWT as well as the user object details in
the response. You can also see the user details from the Strapi admin panel under Users
collection type.
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| POST v http: :1337/api/auth gi
Params Authorization Headers (8) Body ® Pre-request Script Tests Settings
@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON
1 {
2 "username": - "educatorl",
3 "email": "educatorl@strapi.com",
4 "password": - "password"
5 %
Body Cookies Headers (19) Test Results
Pretty Raw Preview Visualize JSON v =
1
2 "
sLubsnKm_377Sd3kc_PglomxueGfSwOZsKrQF2ZLgMY",
3 "user": {
4 "id": 2,
5 "username": "educatorl",
6 "email": "educatorl@strapi.com",
7 "provider": "local",
8 "confirmed": true,
9 "blocked": false,
10 "createdAt": "2021-12-15T21:57:32.202Z",
11 "updatedAt": "2021-12-15T21:57:32.202Z"
12 }
il

~

Cookies

Beautify

@ status: 200 OK Time: 970 ms  Size: 1.21KB  Save Response v

o Q

jwt": "eyJhbGciOiJIUzIINiIsINR5cCI6IkpXVCI9.eylpZCI6MiwiaWFOIjoxNjMSNFAINDUYLCI1eHA1OFEZNDIXOTCONTII.

Figure 7.3: Registering a new user

Once the account has been created, the user can use it to authenticate themselves against
the API. To illustrate this, let's consider this simple requirement:

As an API user

I want to be able to log in to my account

So that the system knows my identity
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To satisfy this requirement, we can simply use the POST /api/auth/local endpoint
to log in. This endpoint requires two parameters to be passed in the request body,
identifier and password. The identifier can be either email or username.

In Postman, issue a POST request to /api/auth/local. We will use email as an
identifier but feel free to use username as well if you want to test it.

POST ~  http://localhost:1337/api/auth/local

Params Authorization Headers (8) Body ® Pre-request Script Tests Settings Cookies
D none (@ form-data @ x-www-form-urlencoded @ raw @ binary ) GraphQL  JSON v Beautify
1 I
2 "identifier": "educatorl@strapi.com",
3 "password": - "password"
4
Body Cookies Headers (19) Test Results @ status: 200 OK Time: 87 ms Size: 1.21KB  Save Response v
Pretty Raw Preview Visualize JSON v =) O Q
1
2 "jwt": "eyJhbGci0iJIUzIINiISInRS5cCI6IkpXVCI9.eylpZCI6MiwiaWFOIjoxNjMSNFAINTUSLCI1eHAL0FE2ZNDIXOTCINTAI.
OBWWM85D-7RWUT_YTP-1dGDhxdHxM74f jFnRE676-18",
3 "user": {
4 "id": 2,
5 "username": "educatorl",
6 "email": "educatorl@strapi.com",
7 "provider": "local",
8 "confirmed": true,
9 "blocked": false,
10 "createdAt": "2021-12-15T21:57:32.2027",
11 "updatedAt": "2021-12-15T21:57:32.202Z"
12 }
13 j I

Figure 7.4: API login

If you pass the correct credentials, then you will get a JWT as well as the user object in the
response body. If you examine the token using the https://jwt .10/ website, you can
see that the token includes the user ID in the payload and the token will expire in 30 days:
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Encoded PASTE A TOKEN HERE Decoded EDIT THE PAYLOAD AND SECRET
HEADER: ALGORITHM & TOKEN TYPE
eyJhbGci0iJIUzITNiISInR5cCI6IkpXVCJ9. ey
JpZCI6MiwiaWFOIjoxNjM5NjATNTUSLCI1eHALO e sass:
alg": s
JE2NDIXOTcTNTd9.0BWWM85D-7RWUT _YTP- vyt T
1dGDhxdHxM74fjFnRE676-18 }
PAYLOAD: DATA
{
"id": 2,
"iat": 1639605557,
"exp": 1642197557
}
VERIFY SIGNATURE
HMACSHA256 (
base64UrlEncode(header) + "." +
base64UrlEncode(payload),
‘your—256—bit—secret
) O secret base64 encoded

Figure 7.5: Decoded JWT

What if | want to change the JWT expiration time?

The 30-day token validity might not be suitable for all use cases; we might have a
requirement that a token should be valid for 1 hour or 1 day. Generally speaking, as a best
practice, a JWT should be short-lived. This is to ensure that even if a JWT were stolen or
leaked, the impact would be minimal as the token would cease to be valid fairly quickly.
To follow this best practice and reduce the security risk of exposing a JW'T, we will change
the JWT configuration. Strapi uses the popular j sonwebtoken module under the hood
to manage and generate the JWT, and we can use the expiresIn option to adjust the
token validity.

To better illustrate this, let's assume the following requirement:
As a security-concerned API user
I want my token to expire after 7 days

So that the security risk of exposing the token is reduced
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To satisfy this requirement, we will need to create a new file called plugins. json

in the config folder. The file's full path is config/plugins. js; we can then set the
expiresIn option. The value of this option is either numeric, which will be assumed to
be in seconds, or a string describing a time span. The time span string is parsed using the
vercel/ms library (https://github.com/vercel/ms) where we can find the full
documentation for expressing a time span (that is, 7d means 7 days):

Module.exports = env => ({
"users-permissions": {
"config": {
Hwth s {

"expiresIn": "74d"

N
The following screenshot shows the newly created plugins. js file and its contents:

[ X ] security.json — Building-APIs-with-Strapi
EXPLORER {.} security.json U X

> OPEN EDITORS

\ BUILDING-APIS-WITH-STRAPI [ E5 O &
> e "jwt's {
> e "expiresIn": "7d"
> }
> & config }

6 |

> @ database
> ®
> @ public
v [&B src
> @ admin
> IR api
> IR components
v [ extensions
Vv [ users-permissions/config
{-} security.json
.gitkeep
index.js

Figure 7.6: JWT expiration settings
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Once you have created the file and saved the changes, you will need to start the development
server again as it might have crashed while we were modifying the JWT settings.

Note

Unfortunately, Strapi might crash when updating certain settings. This will
probably be fixed in upcoming versions but for now, the solution is to restart
the server.

Once the server is up and running, you can issue a new JWT by logging in again using the
/api/auth/local endpoint. Examine the JWT one more time; this time, you will see
that it expires in 7 days rather than 30 days.

What if | want to change the JWT secret?

A JWT secret can be used to verify the token. By default, Strapi generates a token secret
value and stores it in the src/extensions/users-permissions/config/jwt.

j s file. A new secret value can be provided using the JWT SECRET environment variable.
It is also possible to use different environment variable names by adjusting the value in the
src/extensions/users-permissions/config/jwt.js file.

Updating JWT_SECRET

Using the auto-generated secret value is fine while we are working on the
development environment; however, we should set a custom value using

JWT_ SECRET when deploying the API to a production environment.
Otherwise, a malicious user with access to the secret would be able to create

a token that impersonates a user and have the same access and permissions
level as the impersonated user. We will cover this is in more detail in Chapter 9,
Production-Ready Applications.

Having the login functionality and the ability to obtain a JWT will allow us to protect and
secure some of our API endpoints. Let's discuss next how can we do that.
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Securing API routes

All the API endpoints we have so far are publicly accessible. We will need to add a layer
of security to our API so that only authorized users can perform certain actions, such as
creating, editing, and deleting content.

Strapi makes it easier for us developers to add security to our API. By default, there are
two roles in Strapi that we can use to manage permission and access. Those roles are
as follows:

 Public role: This role is intended to be used by everyone to access the public
endpoint of the system, for example, the get all classrooms or get tutorials
endpoints.

o Authenticated role: This is the default role for all authenticated users. It is intended
to manage access to protected areas of the APL

As we have seen so far, Strapi is very flexible and easily customized. We can alter those
roles as we see fit, and we will do so later on in this chapter. But first, let's see how we can
use the Authenticated role and protect certain API endpoints.

To better illustrate this, let's consider the following requirement:
As an owner of the API

I want only authenticated users to be able to create a new tutorial
So that the database is not filled with spam tutorials

If you remember, in Chapter 3, Strapi Content-Types, we made the create tutorial
endpoint public. Let's revert that first. From the Strapi admin panel, do the following:
1. Click on Settings from the left-hand side menu.
2. Click Roles under USERS & PERMISSIONS PLUGIN.
3. Click Public to modify the permissions for the Public role.
4

Under Tutorial permissions, uncheck the permission for create.
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USERS & PERMISSIONS PLUGIN

Info
v

« Roles Define all allowed actions for the api::info plugin.
* Providers
« Email templates Tutorial -

Define all allowed actions for the api::tutorial plugin.
¢ Advanced settings

TUTORIAL a Select all

O create delete

find findOne

update

Figure 7.7: Updating the create tutorial permission for the Public role
5. Save the changes and wait for the server to restart.

6. Open Postman and try to send a POST request to the /api/tutorials endpoint.

POST ~  http://localhost:1337/api/tutorials

Params Authorization Headers (8) Body ® Pre-request Script Tests Settings Cookies
@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON v Beautify

1 {

2 "data": @ I

3 "title": "Authentication in-Strapi",

4 "description”: "How to- protect and-secure API endpoints-in-Strapi",

5 "slug": "authentication-in-strapi"”,

6 "type": "text",

7 "contents": "It is easy to secure API endpoints-in-Strapi",

8 "classroom": "1"

o | 7 T

10 }
Body Cookies Headers (16) Test Results @ Status: 403 Forbidden Time: 9 ms Size: 914 B Save Response Vv

Pretty Raw Preview Visualize JSON v = O Q

1 f |

2 "data": null,

3 "error": {

4 "status": 403,

5 "name": "ForbiddenError",

6 "message": "Forbidden",

7 "details": {}

8 }

o B |

Figure 7.8: Access denied for creating tutorial

7. You will see a Forbidden 403 response from the server.
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Next, we will need to allow the Authenticated role to access the create tutorial endpoint:

1. Click on Settings from the left-hand side menu.
2. Click Roles under USERS & PERMISSIONS PLUGIN.
3. Click Authenticated to modify the permissions for the Authenticated role.
4. Under Permissions, check the permission for create.
€ coBACK
Authenticated

Default role given to authenticated user.

Role details
Name Description
Authenticated Default role given to authenticated user.
Permissions Bound route to api::tutorial.tutorial

Only actions bound by a route are listed below. POST /apiftutorials

Classroom -
Define all allowed actions for the api::classroom plugin.

Info -
Define all allowed actions for the api::info plugin.

Tutorial -
Define all allowed actions for the api::tutorial plugin.

TUTORIAL B selectall

create o delete

findOne update

Figure 7.9: Authenticated role permission

5. Click the Save button to save the changes. Make sure to wait for the server to restart.
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The create tutorial endpoint is now secure and only users with the Authenticated role
can access it. To confirm this, let's try accessing the endpoint using the user we created
earlier in this chapter:

1. Ifyou do not have a JWT, log in to the API by sending POST /api/auth/local
with the user information we created earlier.
2. Make note of the jwt value in the response.

3. Send arequest again to the POST /api/tutorials endpoint but this time set
the JWT in the Authorization header as Bearer Token.

http://localhost:1337/api/tutorials B save v 7 B />
POST v http://localhost:1337/api/tutorials @
Params Authorization ® Headers (9) Body ® Pre-request Script Tests Settings Cookies

Type

e Beategioken M Token eyJhbGCiOiJIUZITNilSINRSCCIBIKPXVCJ9.ey. ...

The authorization header will be automatically generated
when you send the request.
Learn more about authorization 7

Body Cookies Headers (16) Test Results @ Status: 200 OK Time: 30 ms  Size: 116 KB Save Response Vv
Pretty Raw Preview Visualize JSON v = O Q

1 |

2 "data": {

3 "id": 8,

4 "attributes": {

5 "title": "Authentication in Strapi",

6 "slug": "authentication-in-strapi”,

7 "type": "text",

8 "url": null,

9 "contents": "It is easy to secure API endpoints in Strapi",

10 "createdAt": "2021-12-15T22:22:40.505Z",

11 "updatedAt": "2021-12-15T22:22:40.505Z",

12 "publishedAt": "2021-12-15T22:22:40.501Z", |
Q Find and Replace (3 Console © Bootcamp  (J Runner ij Trash [ @

Figure 7.10: Accessing a protected API endpoint

4. Since we have a JWT in the Authorization header, the server will acknowledge
the request and we will be allowed to access the create tutorial endpoint.
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Under the hood - how it works

Each time a request is sent to the API, the server checks whether the Authorization
header is present. If the header is not present, then permissions for the Public role will be
used to verify whether access should be granted or not.

If there is an Authorization header, then the user ID will be extracted from the JWT,
and access to the route will be granted or denied based on the user role.

Has
Authorization
header?

Get User role,

is user Role
allowed?

Use
Public Role

No

is Public
allowed?

Na

-« |

Figure 7.11: Authorization flow

Now that we understand how to secure our API endpoint, let's see how can we use the
roles and permissions functionality in Strapi to grant users access to a specific resource in
the APL

Using Strapi roles and permissions

Going back to the main actor use case diagram in Chapter 2, Building Our First API, the
main actors in the API are Students, Teachers, and Admins.
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Teachers

Strapi LMS

Assign
Tutorials to
Classes

Quizes for

Tutorials

Grades for

Quizes

&

o

@4/

Students

Admins

Figure 7.12: Use case diagram for main actors and functionalities of the system

As illustrated in the diagram, each user (role) should have certain permissions to interact
with the API entities. For example, Teachers can create tutorials and edit their own
tutorials but not others, and they cannot create classrooms. Students can view a tutorial
but cannot create one, while Admins can perform all CRUD (short for Create, Read,
Update, and Delete) operations. The following table puts all those permissions into
perspective with the tutorial and classroom content-types:

Actor (Role) Classroom Permissions Tutorial Permissions

Students find £indOne findOne
findTutorial

Teachers find £indOne findOne create
findTutorial

Admins All All

Based on this table, it is clear that we need to define three roles in our API. Let's do that now.
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Creating the Student role
The first role we will create is the Student role with simple permissions to view classroom
and tutorial content-type:
1. From the Strapi admin panel, click Settings and then Roles under USERS &
PERMISSIONS PLUGIN.
2. Click the Add new role button to create a new role.
Enter Student for the Name field and any description in the Description field.

4. In the Permissions section, tick find, indOne, and findTutorials for the
Classroom content-type and find and findOne for the Tutorial content-type.

Create arole

Define the rights given to the role

Role details
Name Description

Student Student role permissions
Permissions

Bound route to api::tutorial.tutorial
Only actions bound by a route are listed below.
GET  /apiftutorials/:id

Classroom N
Define all allowed actions for the api::classroom plugin.
CLASSROOM a Select all
" create () delete

find findOne

findTutorials [ | update
Info -

Define all allowed actions for the api::info plugin.

Tutorial
Define all allowed actions for the api::tutorial plugin.

Figure 7.13: Creating the Student role

5. Click the Save button to save the changes.

We should have a new Student role added to the system. Next, let's create the Teacher role.
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Creating the Teacher role
The Teacher role should have similar permissions to the Student role but with one extra
permission for the create tutorial:
1. From the Strapi admin panel, click Settings and then Roles under USERS &
PERMISSIONS PLUGIN.
2. Click the Add new role button to create a new role.
Enter Teacher for the Name field and any description in the Description field.

4. In the Permissions section, tick find, findOne, and findTutorials for the
Classroom content-type and findOne and create for the Tutorial content-type.

Create arole

Define the rights given to the role

Role details
Name Description
Teacher Teacher Role
Permissions Bound route to api::tutorial.tutorial

Only actions bound by a route are listed below. GET /apiftutorials/:id

Classroom
Define all allowed actions for the api::classroom plugin.

Info
Define all allowed actions for the api::info plugin.

Tutorial
Define all allowed actions for the api::tutorial plugin.

TUTORIAL a Select all
create : delete
findOne & () update

Content types builder

Figure 7.14: Creating the Teacher role
5. Click the Save button to save the changes.
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We should have a new Teacher role added to the system. The final role we need to add is
the Admin role. Let's do that next.

Creating the Admin role
Unlike the previous two roles we created, we will grant the Admin role access to everything:
1. From the Strapi admin panel, click Settings and then Roles under USERS &
PERMISSIONS PLUGIN.
2. Click the Add new role button to create a new role.
Enter Admin for the Name field and any description in the Description field.

4. In the Permissions section, tick all permissions for both the Classroom content-
type and the Tutorial content-type.

Create arole

Define the rights given to the role

Role details
Name Description
Admin Admin user
Permissions Advanced settings
Only actions bound by a route are listed below. Select the application's actions or the plugin's
actions and click on the cog icon to
display the bound route
Classroom
Define all allowed actions for the api::classroom plugin.
CLASSROOM Select all
create delete
find findOne
findTutorials update
Info
v

Define all allowed actions for the api::info plugin.

Figure 7.15: Creating the Admin role
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5. Click the Save button to save the changes.

At this stage, we should have three new roles added to our API. The Roles main screen
should display 0 users next to the new roles we created.

Roles

List of roles

Q

NAME

Admin
Authenticated
Public
Student

Teacher

DESCRIPTION

Admin user

Default role given to authenticated user.

Default role given to unauthenticated user.

Student role permissions

Teacher Role

Figure 7.16: All roles in the API

USERS

0 users

2 users

0 users

0 users

0 users

+ Add new role

VAR |
’
,
VA |
VAR |

If you recall earlier in this chapter, we created an educatorl user. This user was assigned
the Authenticated role as this is the default behavior for Strapi — which we will fix

soon — when creating a new user. For now, let's manually change that user role from
Authenticated to Teacher:

1. Click on Users under Collection Types.

2. Select the educatorl user from the users list.



160  Authentication and Authorization in Strapi

3. In the Role drop-down menu, change the role to Teacher.

trapi.com Last update 38 minutes ago

By
ON

RELATION

Role

Teacher X -

Public
Student
Admin

Authenticated

Figure 7.17: Changing the user role
4. Click the Save button to save the changes.
To confirm that our new permission system is working as expected, try logging in with
the educatorl user and creating a new classroom by sending a request to POST /api/

classrooms. Since the Teacher role is not authorized to create a classroom, we should
see a Forbidden 403 response.

What if | want to change the default role for a
new user?

In the previous example, we had to change the user role manually since the default
behavior for Strapi is to set the Authenticated role as the default user role. Let's change this
behavior to set the default role to Student instead of Authenticated:

1. Click on the Settings menu.

2. Click on Advanced Settings under USERS & PERMISSIONS PLUGIN.

3. Under Default role for authenticated users, select Student from the
drop-down menu.

4. Click the Save button to save the changes.
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Now let's test this change by creating a new user account. Similar to what we did before
with the educatorl user, let's use Postman and send a POST request to /auth/
local/register with the following as the JSON payload:

"username": "studentl",
"email": "studentl@strapi.com",
"password": "password"

Notice the user role in the response. It should be set as Student.

Email* INFORMATION

student1@strapi.com
Last update 5 seconds ago

Confirmed By
OFF ON
RELATION
Role
Student X -

2" Edit the model

Configure the view

W Delete this entry

Figure 7.18: Created Student account

We have successfully implemented role-based authentication in our API with simple
tweaks to the roles and permissions in Strapi. However, you might have noticed there is
something missing with the Teacher role. A Teacher can create a tutorial but they cannot
edit or delete it. If we granted a teacher edit and delete permissions, then basically they
will be like an admin and they can edit or delete any tutorial. We do not want this, of
course, and we want a teacher to be able to modify their own tutorial only.
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This problem can be solved by the use of policies in Strapi. Let's discuss Strapi policies in
the next section to understand what they are and how can we use them to assist us with
improving the authorization flow in our APL

Working with policies

A common use case in API development is to allow users to manage their own
information and contents. While the Users & Permissions plugin works great for
providing us with role-based authentication, it does not provide an out-of-the-box
strategy for allowing users to manage their own content. Instead, the decision is left to
developers to handle this case according to the business requirements. Luckily, we do not
need to reinvent the wheel to implement such logic in the API authentication flow. We can
use Strapi's policies to customize the authentication and authorization flow.

A policy in Strapi is a function that can be executed before a request reaches a controller.
Policies are mostly used for securing business logic easily. Policies are applied to a route
using the policies array in the {content-type}/routes/{content-type}.js
router file or the {content-type}/routes/{custom-£file}.js custom router file:

// Example of policy in Core Router file
module.exports = createCoreRouter ('api::tutorial.tutorial, {

config: ({

find:
policies: ['is-manager', 'global::is-admin'],
b
b
1)
// Example of policy in Custom Router file
{
"method": "GET",
"path": "/classrooms/:id/tutorials",
"handler": "classroom.findTutorials",
"config":
"policies": ["is-manager", "global::is-admin"]
}
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There are two types of policies in Strapi: a global policy or an API policy. A global policy,
as the name suggests, is intended to be used with multiple API routes. For example, a
policy that checks whether a user is logged in can be used by both the classrooms routes
and the tutorials routes. Global policies are created in the /src/policies folder. In the
previous code snippet, is-admin is an example of a global policy. Notice we used the
global: : prefix before the policy name.

An API policy is a policy that is intended to be used within specific API routes. For example,
we might have a policy that checks whether a user is allowed to edit a classroom. Such a
policy will only be used within the classroom API routes; therefore, it can be created as

an API policy. The API policies are stored in the /src/api/ [api-name] /policies
folder. In the previous code snippet, is-manager is an example of an API policy.

Creating a policy
Going back to our problem of allowing editing and deleting, let's assume we have the
following requirements:

As a classroom manager
I want to be able to edit or delete tutorials I created for my classroom
So that I can manage my classroom effectively

To solve this problem, we are going to create a policy called is-manager that will allow
a user to delete or edit tutorials if they are the classroom manager.

There are two ways to create a policy in Strapi. The first method is to use the Strapi CLI
and the generate:policy command. The second method is by manually creating

a policy file, so for this example, we would create an is-manager. js file in the
policies folder. Note that the policy name must match the filename. We are going to
use the CLI to generate the policy.

The policy is going to be used within the tutorials routes only, so we are going to create an
API policy. Let's get started:

1. From the command line, issue the yarn strapi generate policy command
and follow the onscreen prompt to generate the policy.
2. Enter is-manager for the policy name.

3. Select Add policy to an existing API when asked where you want to add the
policy to.
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4. Select the tutorial API.

~/code/nyala/Building—APIs-with-Strapi = ? chapter_7 * ZAVEIQiEERde:ThMN[hIachd=loJo) XY
yarn run v1.22.17
$ st i generate policy

1Cy hame 1s—manager

? Where do you want to add this policy? Add policy to an existing API
? Which API is this for? tutorial

++ /api/tutorial/policies/is—-manager.js
+ Done in 7.82s.

Figure 7.19: Generating the is-manager policy
Once you are done, a new src/api/tutorials/policies/is-manager.js
file will be generated. Let's examine this file:
'use strict';
/**
* “ig-manager  policy.
*/
module.exports = (policyCtx, config, { strapi }) => {
// Add your own logic here.
strapi.log.info('In is-manager policy.');
const canDoSomething = true;
if (canDoSomething) ({
return true;

}

return false;
) 5
The file exports a default function that accepts three parameters. The first parameter,

policyCtx, is the most interesting parameter to us. This is a wrapper around the
controller context.

Remember

Every controller action receives a context object as a parameter. This object
contains the request context and the response context. It also holds the state
object where useful information, such as the current user, is kept.
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The function body itself contains a simple log and a dummy implementation to help
us get started. Generally speaking, a policy should return either true or false.If

the policy function returns true, then the request will be passed to the next policy,
if any, or reach the controller action. If the policy function returns £alse, then the

request will not reach the controller action and will be rejected.

This policy is not used with any controller actions, so let's update the tutorial router
file to apply the policy. Edit the /src/api/tutorials/routes/tutorial.
j s file by adding the is-manager policy, as shown:

'use strict';

const { createCoreRouter } = require('@strapi/strapi').factories;

module.exports = createCoreRouter('api::tutorial.tutorial', {

except: ['find'],
config: {
update:
policies: ['is-manager'],
delete:
policies: ['is-manager'],

Figure 7.20: Applying a policy to a route

Before we test it out, make sure to update the permissions for the Teacher role,
allowing update and delete on the /api/tutorials/:id endpoint.

We do not want to delete anything yet; we just want to test that the policy is
configured properly. Let's use a random ID that does not exist at the tutorials
DELETE endpoint. In Postman, issue a DELETE request to the /api/
tutorials/:id endpoint: DELETE /api/tutorials/1000.
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8. Check the Strapi console logs. You should see the In is-manager policy
message printed before the request debug message.

4
http://localhost:1337

[2021-12-21 08:30:47.895] info: In is-manager policy.
[2021-12-21 08:30:47.899] http: DELETE /api/tutorials/1000 (21 ms) 404

Figure 7.21: Policy debug message

Note

The API should return 404 as the 1000 tutorial ID does not exist in the
system. The purpose here was to ensure the policy is configured correctly and
to demonstrate that it will be executed before the request.

9. Next, let's edit the is-manager file, adding our business logic:

"use strict";

/**
* “ig-manager  policy.
4
module.exports = async (policyCtx, config, { strapi }) =»>
{
try {

// Get id from request

const { id } = policyCtx.params;

// Get the tutorial by id

const tutorial = await strapi.service('api::tutorial.
tutorial') .findOne (id, { populate: ['classroom.
manager']}) ;

// current logged in user

const { user } = policyCtx.state;

// check if classroom manager is logged in user

const { classroom: { manager } } = tutorial;
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10.

if (manager&& manager.id === user.id) return true;

return false
} catch (e) {
strapi.log.error ("Error in is-manager policy", e);

return false;

}
bi
The policy works by getting the tutorial from the database and the currently
logged-in user from the context state object. If the current user is the classroom

manager, the request will be passed to the controller; otherwise, the request will be

denied and an unauthorized error will be returned to the user.

Make sure you are logged in with the educatorl user we created at the beginning

of this chapter and let's try deleting the first tutorial we created in the previous
chapters. From Postman, send a request to delete the tutorial with an ID of 1.

DELETE v http://localhost:1337/api/tutorials/1

Params Authorization ® Headers (9) Body ® Pre-request Script Tests Settings Cookies

Type
P LT WL A Token eyJhbGCiOIUZITNiISINR5CCIBIKpXVCJO.ey. ...

The authorization header will be automatically generated

when you send the request.
Learn more about authorization 7

Body Cookies Headers (15) Test Results @ Status: 403 Forbidden Time: 12 ms Size: 888 B Save Response Vv

Pretty Raw Preview Visualize JSON v = O Q
1 |
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Figure 7.22: Unauthorized action error message
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Now, let's change the classroom manager to allow deleting the contents:

1. From the Strapi admin panel, find the Strapi 101 classroom and change the
manager from testuser to educatorl.

® LIFECYCLE HOOKS -

@ INTRODUCTION TO STRAPI -

Manager DETAILS

educator1 X -

2" Edit the model
= Configure the view

W Delete this entry

Figure 7.23: Changing classroom manager

2. Save the changes, wait for the server to restart, and try deleting the same
tutorial again.

3. This time, you will be allowed to delete the tutorial.
Policies in Strapi are a great mechanism to enhance the authorization flow. They can be

applied to single or multiple routes, which helps in enforcing the DRY (short for Do Not
Repeat Yourself) principle.

Honorable mention - OAuth providers

As we have seen so far in this chapter, it is quite easy to set up an authentication system
in Strapi just by using the Users & Permissions plugin. It is also worth mentioning that
Strapi allows OAuth providers to integrate authentication in the API easily.

The configurations for the OAuth providers can be found on the Settings page under the
USERS & PERMISSIONS PLUGIN section.
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Strapi Dashboard o .
n Workplace settmgs PrOV|ders
@ Content Manager GLOBAL SETTINGS NAME STATUS
* Application
PLUGINS . o
« API Tokens autho Disabled /

=] Content-Type Builder

Internationalization

= ia Li cas Disabled Ve
K Media Library « Media Library
GENERAL * Webhooks
aws  cognito Disabled 7
# Plugins ADMINISTRATION PANEL
W Marketplace * Roles @ discord Disabled v
* Users
Q Settings
¥ email Enabled d
EMAIL PLUGIN = 7
* Settings
Ffl facebook Disabled Va
USERS & PERMISSIONS PLUGIN
* Roles
) github Disabled 7
* Providers
* Email templates G google Disabled ’
* Advanced settings
instagram Disabled 7
M@ linkedin Disabled v
%= microsoft Disabled Vi
® reddit Disabled 7
@ «nalidEishafie < 7 twitch Disabled ;s

Figure 7.24: OAuth providers list

The configuration is straightforward; in most cases, you will need to obtain a client ID and
a client secret from the provider you want to use to apply it in the admin panel. The Strapi
documentation provides an example for each of the providers and how to obtain the
required secrets. We feel there is nothing more we can add to it.
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Summary

We started this chapter by explaining the difference between Strapi admin users and API
users. Afterward, we explored how API users can sign up and log in to the API using the
routes exposed by the users-permissions plugins. We also discussed JWTs and saw how
we can edit their configurations.

After that, we started working on securing and protecting the API routes. We changed the
create tutorial's endpoint, making it accessible by logged-in users only, and explained
how the authorization flow works in Strapi.

Then, we took a deep dive into the roles and permissions. We revisited the main actors
diagram for our API and used it to create the required roles by our API.

Finally, we introduced the concept of policies in Strapi and saw how can we use them to
further enhance the API authorization flow by allowing users to edit and delete their own
content only.

In the next chapter, we will explore the Strapi plugin system. We will understand the
Strapi plugin ecosystem and how we can enable, disable, and configure plugins.
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Using and
Building Plugins

In this chapter, we will explore Strapi plugins. Plugins open unlimited possibilities for
Strapi—they allow us to expand Strapi with new capabilities and functionality in a way
that is reusable to avoid reinventing the wheel, and they also allow us to tap into the
experiences of the larger Strapi open-source community. This functionality ranges from
the basics of maintaining content, augmenting it with comments, to advanced use cases
such as migrating data or syncing roles and permissions between environments. We will
solve two common requirements that can be tackled using plugins. The first is enabling
GraphQL for our API (short for application programming interface), which is becoming
an increasingly popular alternative to REpresentational State Transfer (REST) APIs. The
second is sending emails from Strapi.

Here are the topics that we will cover in this chapter:
« Strapi plugin ecosystem
« Installing and using plugins from the Marketplace
o Use case—Enabling GraphQL for our API
o Use case—Sending an email from Strapi

« Creating our own plugins
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Exploring the Strapi plugin ecosystem

Strapi aims to be easy to use and flexible to extend. As we saw repeatedly in the previous
chapters, it's very easy to build an API for the default create, read, update, and delete
(CRUD) operations, but we are not locked into the default behavior—it's always possible
to extend the default behavior for our API in any way we want. That philosophy goes
beyond building and coding APIs and their interactions, to almost every aspect of Strapi
and its admin panel.

To achieve such flexibility, Strapi builds heavily on a plugin's architecture to open
possibilities for infinite use cases beyond the core functionality.

What is a plugin in Strapi?
In the admin panel, if we navigate to Plugins under General in the main menu, we will

see that there are a few plugins already installed. We have already interacted with most of
these, and more detail on these is provided here:

o Content Manager: This is where we edit our classroom, tutorial, and other entities.
o Content Type Builder: This is where we define our content-types.

+ Roles & Permissions: This is where we define roles and permissions associated with
our API endpoints.

o Media Library: This is where we attach media to our content.

« Internationalization: This is where we are able to define different locales for
our content.

o Email: This is the only plugin in the list we haven't used, but we are going to do so
in this chapter.

o The aforementioned plugins are shown in the following screenshot:
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Strapi Dashboard Plugins

Workplace
List of the installed plugins in the project.

Z Content Manager
NAME DESCRIPTION

PLUGINS

B Content-Type Builder Content Manager Quick way to see, edit and delete the data in your database.

B Media Library Content Type Builder  Modelize the data structure of your API. Create new fields and relations in just a minute.

The files are automatically created and updated in your project.
GENERAL

. Email Configure your application to send emails.
#* Plugins oure v PP
W Marketplace Media Library Media file management.
£ Settings Internationalization This plugin enables to create, to read and to update content in

different languages, both from the Admin Panel and from the API.

Roles & Permissions Protect your API with a full authentication process based on JWT.
This plugin comes also with an ACL strategy that allows you to
manage the permissions between the groups of users.

Figure 8.1: List of installed plugins

It might be a bit paradoxical that the Content Manager and Content Type Builder are
in the plugins list. After all, they are not optional—they are at the core of what Strapi
(or any content management system (CMS)) does. What's left in a CMS if it can't
manage content?

From a system design and architecture point of view, though, it is important to
understand—and appreciate—the decision of Strapi's creators to have this functionality
developed as a plugin. This opens the door for the open-source community and everyone
else to extend Strapi and for their extensions to be treated the same way as other plugins
(including default core ones) by Strapi.

Before getting into the details of how plugins work in Strapi, let's explore some of the
plugins that are provided by Strapi and learn how to install and use them.
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Installing and using plugins from the

Marketplace

Strapi has a Marketplace that curates some of the official Strapi plugins to install
directly from the admin panel. At the time of writing this book, the Marketplace is
undergoing major changes and upgrades. The following screenshot shows version 3 of

the Strapi Marketplace:

A strapi

Marketplace - Plugins
Extend your app effortlessly.

@ GRAPHQL

Adds GraphQL endpoint with
default APl method

~ Compatible with your 2pp

@  ROLES & PERMISSIONS

Protect your API with a full
authentication process based on

JWT. This plugin comes also with an
ACL strategy that allows you to manage
the permissions between the groups

of users.

Already installed

hd  EMAIL

Send emails.

Already installed

I:E—:i CONTENT MANAGER.

Quick way to see, edit
and delete the data in
your database.

Already installed

[ ] DOCUMENTATION

Create an OpenAP| Document
and visualize your AP with
SWAGGER Ul

 Compatible with your app

1) MEDIA LIBRARY [

Media file management.

Already installed

Figure 8.2: Strapi Marketplace version 3

strapi admin =

ﬂ CONTENT TYPE BUILDER £

Modelize the data structure of
your API. Create new fields and
relations in just a minute. The files
are automatically created and
updated in your project.

Already installed

@  INTERNATIONALIZATION &

This plugin enables to create, to
read and to update content in
different languages, both from
the Admin Panel and from

the AP

Already installed

The Marketplace will host a couple of official Strapi plugins that are not installed by
default, as well as community-developed plugins. One of the official Strapi plugins that
are not installed by default when creating a new Strapi project is the API Documentation
plugin. This plugin allows us to create an OpenAPI document and visualize our API

with the Swagger UL OpenAPI is a standard for describing REST APIs that helps when
documenting APIs, visualizing them with tools such as Swagger UI, automating them,

and more.

While we can directly install a plugin from the Marketplace by clicking the Download
button, since the Marketplace is not available yet at the time of writing this book,
we are going instead to use the Strapi command-line interface (CLI) to install the

documentation plugin.
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Installing the API Documentation plugin from the CLI

Follow these steps to install the API Documentation plugin:

1. To install the Documentation plugin, all we need is to run the following command
at the root of our project:

yarn strapi install documentation

You can see the output of the command in the following screenshot:

MBI yarn strapi install documentation
yarn run v1.16.0

Installing dependencies
Rebuilding admin UI
'+ Done in 91.39s.

Figure 8.3: We can install plugins from the CLI

2. Once the installation is complete and our server restarted, we will get a new
entry for our Documentation plugin in the menu under Plugins. Click on the
Documentation plugin. This will open the settings of our plugin and will show an
Open documentation button, as illustrated in the following screenshot:

Strapi Dashboard

Workplace Documentation

@ Content Manager Configure the documentation plugin

PLUGINS

VERSION LAST GENERATED
B3 content-Type Builder

B Media Library 1.0.0 2021-12-24T08:49:10.839Z e C

© Documentation

GENERAL
# Plugins

W Marketplace

L& Settings

Figure 8.4: The settings page for the Documentation plugin we installed
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Note

The Documentation menu item should appear in the main menu once the
installation is complete and the server restarts. However, if you do not see the
Documentation menu item, try restarting the server manually.

3. By clicking the Open documentation button on the top right of the page, we will be
taken to Swagger UI where we can read the documentation for our API and interact
with it, as illustrated in the following screenshot:

@ Swagger
supportedby SMARTBEAR

DOCUMENTATION 2

Terms of service

TEAM - Website
Send email to TEAM

Apache 2.0
Find out more

Servers

I http:/localhost:1337/api - Development server v

Classroom v
<) | /classrooms é
o530 | /classrooms (]
c5) | /classrooms/{id} a8 ‘

/classrooms/{id} ]

l /classrooms/{id} a8 ]

Info v
GET /info ™ ‘

/info ]

[ e 0 @ |

Figure 8.5: Using the Documentation plugin, we can visualize our API using Swagger Ul
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4. If we would like to delete the plugin, then we can run the following command in
the CLI:

yarn strapi uninstall documentation --delete-files

Cleaning Up Generated Documentation

Note that this plugin generates the documentation in the filesystem, which
is great as we can add it to our source control and share it with our team.
When we uninstall the plugin, these files are still there, though. If we want
to get rid of them, then we will have to do this manually. The files will be
in a documentation folder for all the APIs we have—for example, the
documentation for our classroom endpoint will be under src/api/
classroom/documentation/1.0.0/classroom. json.

We'll see how to find more plugins on the Marketplace in the next section.

Finding more plugins

Marketplace is likely to mature and grow to become the de facto place for finding and
installing plugins once its development is complete. The documentation page listing the
available plugins is also still a work in progress. There are a couple of other places where
we can find and explore more plugins, though.

Awesome Strapi is a semi-official list of curated plugins on GitHub: https://github.
com/strapi/awesome-strapi. The list is not limited only to plugins, but also
includes links to tutorials and other useful resources.

Another place to look for plugins is the Node Package Manager (npm) package registry.
Strapi plugins are named following a certain format. They have to be prefixed with
strapi-plugin-* (thatis, strapi-plugin-documentation), so if we want

to browse all Strapi plugins, we can search for packages starting with that prefix or go
directly to https://www.npmjs.com/search?g=strapi-plugin, and we will see
a list of all the plugins developed for Strapi.

As with any open-source project, some of the plugins might be unmaintained or outdated,
so make sure to check the repository's stars, activity, and documentation to get a good
indication of the quality of plugins before adding them to your project.

Now that we have explored how to find and install plugins, let's spend some time
exploring two popular plugins: the GraphQL and Email plugins.


https://github.com/strapi/awesome-strapi
https://github.com/strapi/awesome-strapi
https://www.npmjs.com/search?q=strapi-plugin
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Use case - Enabling GraphQL for our API

So far, we've been consuming our API through a RESTful interface. We've added support
for generating documentation in the previous section through the Documentation
plugin. GraphQL is becoming an increasingly popular alternative to REST, and one of its
many benefits is that generates schemas for our types that serve as documentation that is
always up to date and reflects the current state of our content-types.

To support GraphQL in our Strapi API, we can simply install a plugin that enables a
GraphQL endpoint to interact with our content and automatically generates all the
GraphQL schema for our content-types.

Let's go ahead and install the plugin with the following command:
yarn strapi install graphgl

Now, if we start our Strapi instance with yarn develop and open our browser at
http://localhost:1337/graphgl, we should see GraphQL Playground in the
browser. GraphQL Playground is a visual interface that allows us to write GraphQL
queries and mutations to interact with our content. You can see an illustration of this
interface in the following screenshot:
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Q  tutorials

PRETTIFY HISTORY ® http://loc

tutorials
data
id

attributes

attributes

name

HTTP HEADERS

"data"

COPY CURL

iLS tiza piilOas

QUERY PLA

Figure 8.6: The GraphQL Playground

In GraphQL Playground, we can—for example—query all tutorials with their classrooms
and the managers of these classrooms by sending a GraphQL query such as this:

query{
tutorials{
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data(

id

attributes{
title
type
classroom{

data(
attributes{

name

}

Using the REST API, this would require sending a second query or building a custom
route to retrieve the manager information, as Strapi defaults to generating one level of
relationships by default (that is, it will generate the classroom related to the tutorials but
not the manager related to the classroom). With GraphQL, we have total control over
which fields we want to query and which entities to populate.

For each model, the plugin autogenerates queries and mutations that are ready to use

on our content-types. We can search the documentation from GraphQL Playground

to find all possible interactions and the expected schema—there is no need for the
Documentation plugin, with the risk of the documentation going stale. For example, if we
click on Docs on GraphQL Playground and search for createTutorial, we can see the
documentation for the mutation, as illustrated in the following screenshot:
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Figure 8.7: Exploring the documentation from GraphQL Playground

Now, let's try to create a tutorial from the GraphQL endpoint sending the mutation,
as follows:

mutation createTutorial ({
createTutorial (data: { title: "GraphQL in Strapi",
slug:"graphgl-in-strapi", type:"text", classroom: 1 }) {
data {
id
attributes {
title

}

}

We will geta 404 Forbidden response because this is an unauthenticated request.

To authenticate with GraphQL, we can send a mutation passing our identifier (ID) and

password, as follows:

mutation login({
login(input: { identifier: "educatorl@strapi.com",
password: "password" }) {

jwt
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Note

Make sure to use valid user information and that the user has the correct
permissions to create a tutorial. Refer to Chapter 7, Authentication and
Authorization in Strapi, for more details.

This will return a JavaScript Object Notation (JSON) Web Token (JWT) token. Then,
we can use the token as part of an Authorization header (in the HyperText Transfer
Protocol (HTTP) headers section of GraphQL Playground). The header will look like
this: { "Authorization": "Bearer JWT TOKEN" }.Here, JWT TOKEN is
the token returned by the login mutation. Once we add the header, we can rerun the
createTutorial mutation, and the classroom will be created successfully. The
following screenshot illustrates the process:

createTutorial
createTutorial(data title classroom
data
id
attributes
title

HTTP HEADERS (1)

Figure 8.8: Adding an Authorization header to our GraphQL mutation
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The autogenerated schema is likely to cover most of our use cases, especially given the
inherent flexibility of GraphQL. As with everything in Strapi, though, if we want to change
the behavior, then we are not stuck. The GraphQL plugin provides the ability to customize
the schema by defining new types, custom resolvers, disabling certain mutations or
queries, and more. Strapi's documentation for the GraphQL plugin is excellent in case you
need to extend the default behavior.

Now that we have explored using the GraphQL plugin, let's move on to another popular
use case that we can solve with a plugin: sending emails from Strapi.

Use case - Sending an email from Strapi

One plugin installed by default that we haven't used so far is the Email plugin. This is a
plugin that allows us to send emails from Strapi. It exposes a service that can be used from
our API. Let's imagine a scenario where we have a requirement such as this:

As a class admin,
I want to be notified by email when a new tutorial is created
So that I can keep track of the activities in our system.

Before hooking our email notification to tutorial creation, let's first see how we can send
an email from Strapi.

Sending an email using the Email plugin

The Email plugin provides a service that we can use to send emails. We created our own
service before in Chapter 5, Customizing Our API, to encapsulate logic for generating a
summary. Similarly, plugins can expose services that allow us to use their functionality
from other layers in the API. Plugins, as with API endpoints, make use of the same
building blocks: controllers, routes, models, and all other concepts we've used so far.

To send an email, we can write a code snippet similar to this:

await strapi.plugins['email'].services.email.send ({
to: 'mozafar@enyala.dev',
from: 'khalid@nyala.dev',
subject: 'Sending an email with Strapi ',
text: 'Hello!',
html: '<hlsHello!</hl>"',

)
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To explore the settings of the plugin, we can navigate to Email Settings under Settings. The
page also includes a direct link to the documentation of the plugin, where we can see a full
list of options we can pass to the send method, as illustrated in the following screenshot:

Settings . q
Configuration
GLOBAL SETTINGS Test the settings for the Email plugin
¢ Overview
* API Tokens Configuration

The plugin is configured through the ./config/plugins.js file,
checkout this link for the documentation.

* Documentation

* Internationalization Default sender email Default response email
¢ Media Library Strapi <no-reply@strapi.io> ex: Strapi <example@strapi.io>
* Webhooks
Email provider
ADMINISTRATION PANEL X
sendmail v
* Roles
e Users

EMAIL PLUGIN

Test email delivery
« Configuration

Recipient email

USERS & PERMISSIONS PLUGIN
ex: developer@example.com
* Roles

¢ Providers ¥ Send test email

¢ Email templates

* Advanced settings

Figure 8.9: Email plugin settings

One setting is the email provider, which is set to sendmail right now. The Email plugin
uses a sendmail local email system by default. We can instruct it to use a different
provider, as we will see in the next section.

Plugins and providers

Related to the concept of plugins in Strapi is the concept of providers. Providers are
further configuration points for plugins.

Some examples of providers we encountered before are the Open Authorization (OAuth)
providers used by the Users & Permissions plugin in the previous chapter. The Upload
plugin (which is used internally to upload images and assets in the Media Library), can
also be configured to use a different provider to upload assets to Amazon Simple Storage
Service (Amazon S3) or another storage service.
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For the Email plugin, we can configure it to use providers for external email services such
as SendGrid or Amazon Simple Email Service (Amazon SES).

To find providers available for the Email plugin, we can check the documentation or
search for npm packages starting with strapi-provider-email-*. By default,
providers will follow the strapi-provider- [pluginName] naming convention. You
can see a list of available email providers here:

hd New Prague, Minnesota Products  Pricing Documentation = Community

“pm Q_ strapi-provider-email- Sign Up Sign In

89 packages found 123 .../5»

Sort Packages

@strapi/provider-email-mailgun
Optimal
Mailgun provider for strapi email plugin

POPUSTY emailsrop g

Quality u alexandrebodin published 4.0.2 - 2 days ago

Maintenance
—— strapi-provider-email-sendmail

Sendmail provider for strapi email
email  strapi

H alexandrebodin published 3.6.8 « 4 months ago

@strapi/provider-email-sendmail

Sendmail provider for strapi email
email  strapi

H alexandrebodin published 4.0.2 - 2 days ago

strapi-provider-email-sendgrid
Sendgrid provider for strapi email

email strapi  sendgrid

H alexandrebodin published 3.6.8 « 4 months ago

Figure 8.10: List of available email providers on npmjs.com
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As we can see, there are packages for a variety of email providers. To explore how we
can set one up, let's install the provider to enable the Mailgun service. Installing and
configuring any provider will likely consist of the same steps, as outlined here:

1. Install the package for the email provider.
2. Configure the provider in the config section for the plugin.

So, let's install the Mailgun plugin and configure it for our API.
3. We install the Mailgun plugin with the following command:

yarn add @strapi/provider-email-mailgun

4. Then, we can update the configuration of the plugin to use our newly installed
provider. To do so, create a new config/plugins. js file, but in our case, let's
make the configuration specific to one environment (similar to what we learned in
Chapter 2, Building Our First API) by adding it to config/env/production/
plugins. js, as follows:

// ./config/env/production/plugins.js
module.exports = ({ env }) => ({
email:
config: ({
provider: 'mailgun',
providerOptions:
apiKey: env('MAILGUN API KEY'),
domain: env ('MAILGUN DOMAIN'),
host: env ('MAILGUN HOST', 'api.mailgun.net'),
//Optional. If domain region is Europe use
'api.eu.mailgun.net'
¥
settings: {
defaultFrom: 'myemail@protonmail.com',

defaultReplyTo: 'myemail@protonmail.com',
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By adding this config file under config/env/production, we instructed our
API to use mailgun in production and use the default sendmail in development
mode. The provider settings themselves are available in the documentation for the @
strapi/provider-email-mailgun package.

5. To test our new provider (provided you have created an account with mailgun,

which is out of the scope of our book), we will have to run our API in production
mode with the following command:

NODE ENV=production yarn develop

We should get an error from the mailgun provider that we did not provide an API
key and domain. The code we added to plugins. js refers to env ("MAILGUN
API KEY") and env ("MAILGUN DOMAIN"), which are the environment
variables that we need to provide.

6. To create these environment variables, use the .env file in the root of the project
(which is in the . gitignore list by default so that our secrets are not exposed).
The code is illustrated in the following snippet:

# .env file
MAILGUN API KEY=xxxx # The key from your mailgun account

MAILGUN DOMAIN=xxxx # The domain value from your mailgun
account

Now, if we rerun our API in production mode, then it should run without errors, and
we are ready to use our new provider to send an email. Now, let's go back to our original
requirement to send an email when a new tutorial is created.

Hooking our API to send an email

The route for creating a tutorial is POST /tutorials. There are several points where
we could extend the logic for this route to send an email. We can implement a custom
controller for the route, but we also want to make sure that an email is sent whether the
tutorial is created from the API or the admin panel. To achieve that, we can make use
of the model 1ifecycle methods and send an email after the tutorial is created in the
database in the afterCreate hook.

We can extend the tutorial model like this:

// api/tutorial/models/tutorial.js

"use strict";
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/**

* Read the documentation (https://strapi.io/documentation/
developer-docs/latest/development /backend-customization.
html#lifecycle-hooks)

* to customize this model

*/

module.exports = {
lifecycles: {
// ... other lifecycle methods
async afterCreate (event) {
try {
const { result } = event;
const classManager = result.classroom &&

result.classroom.manager;

if (!classManager || !classManager.email) ({
strapi.log.info(
"No manager set for this classroom, so not
sending an email."

) g

return;
const { firstname } = result.createdBy;
const subject = A new tutorial was created by

${firstname}~;
const text = A new tutorial titled

"${result.title}" was created by ${firstname} ;

const email = {
to: classManager.email,
subject,
text,

¥

strapi.log.info(
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"An email will be sent with the following
options:",
email

D5

await strapi.plugins["email"]
.services.email.send(email) ;

} catch (err) {
strapi.log.error ("Failed to send an email on
tutorial creation") ;

strapi.log.error (err) ;

I
I

In the afterCreate hook here, we are extracting information from the event parameter
to construct an email to send to the class manager. All of the information needed already
exists in the result parameter of the event parameter passed to the 1ifecycle hook.
We first check if there is a class manager and that the class manager has an email defined.
Then, we define the email subject and text values based on the tutorial title and the user
who created that tutorial.

Once we have the email information (the to, subject, and text fields), we can send
the email. Sending the email itself is very simple—it's a one-liner using our Email plugin,
as follows:

await strapi.plugins["email"] .services.email.send(email) ;

We also wrapped our hook in a try/catch statement to make sure that failing to send the
email doesn't throw an error to the user, as it's not a core operation. In larger production
systems, we're likely to want to make this operation more robust by decoupling sending the
email in a more resilient way, using a message broker or another solution.

So far, we have used readily available plugins to generate documentation, create a
GraphQL endpoint, and send emails. Next, we will learn the fundamentals of building
our own plugins so that we can enrich Strapi even further, and potentially even contribute
back our amazing plugins to the Strapi community.
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Creating our own plugins

So far, we've been installing external plugins that live in our node modules folder.
Strapi also provides us with a way to build local plugins. Functionality-wise, these are
similar to external ones, except that they're part of our project and can't be readily reused
in other projects.

So, let's create our first plugin, as follows:

1. Ifyou are following along from the previous section, then stop the server to make
sure that NODE_ENV is not set to production, then start the server using the
yvarn develop command.

2. To create a new plugin, we can use the CLI to generate its skeleton. Let's run the
following command:

yarn strapi generate plugin lms

Running the preceding command will generate a plugin skeleton for us.

3. Next, we will need to enable the plugin by adding it to the config/plugins.js
file. Create this file and add the following code to it:

module.exports = {
//
"lms': {

enabled: true,

resolve: './src/plugins/lms'
b
//

Remember

In the previous section when we configured the Email plugin, we created a
config/env/production/plugin. js config file because we wanted
that plugin to be used in production only. However, for this plugin we just
created, we added the config to config/plugins. js, which means it will
be included in all environments.

4. Let's now restart our project, run it with - -watch-admin to ensure the rebuilding
of the admin panel as we extend it with our plugin. In the terminal, run the
following command:

yarn develop --watch-admin
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What Is the --watch-admin Flag?

The - -watch-admin flag is intended to be used when customizing

the admin panel. If you recall, the admin panel is built using React.js. The
--watch-admin flag runs a webpack server with hot reloading enabled
to help while developing the admin panel. The dev server can be accessed
using port 8080.

5. Now, if we log in again to the admin panel (it will be running in a different port since
it's in watch mode, likely http: //localhost : 8080), then we will see our plugin
showing in a list of plugins in the menu, as illustrated in the following screenshot:

Strapi Dashboard
Workplace

Wel

Z Content Manager

We hope
PLUGINS your fee
B3 content-Type Builder SEE MORE
K Media Library
#* Ims
©® Documentation
GENERAL
#* Plugins

Figure 8.11: Our local plugin now appears on the navigation menu in the admin panel
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Edit the name of the plugin from package . json in the plugin folder and
change the name and description, as illustrated in the following screenshot. Those
values are shown in the admin panel in the Plugins menu item:

"name": "1lms",

"version": "0.0.0",

"description": "A strapi plugin to help manage the LMS systen",
"strapi": {

"name": "LMS Dashboard",
"description": "Dashboard for the LMS system",
"kind": "plugin"

}l

"dependencies": {1},

Figure 8.12: We can update the plugin metadata from the package.json strapi section
Now, after updating the package . json file, we will see the entry on our menu
updating to the new name, and the plugin description appearing in the list of
plugins, as illustrated in the following screenshot:

n Strapi Dashboard
Workplace
w Content Manager

PLUGINS

g3 Content-Type Builder

K Media Library

%

LMS Dashboard

Documentation

GENERAL
#* Plugins

Figure 8.13: The custom name for our plugin is reflected in the admin panel menu
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Before starting to build our plugin, let's have an overview of which files were generated by
the CLI and briefly discuss their role.

Plugin development - frontend versus development

Looking at the files that were generated when we created our new plugin with the CLI, we
can see there are some familiar folders and files. Generally speaking, a plugin development
process is divided into two parts: the backend and the frontend. In the following
screenshot, you can see the folder structure of the plugin code:

v [ plugins/Ims
> B® admin
> IR server

(8 package.json
» README.md

strapi-admin.js

strapi-server.js

Figure 8.14: The folder structure of the plugin code

The backend components of our plugin live inside the server folder, which uses the
same concepts we've been using with building APIs so far: routes defined under the config
section, controllers to handle these routes, and services to encapsulate reusable logic.
Additionally, we can create models if our plugin API needs to interact with the database.
All these concepts are identical to what we have used before to build APIs. After all, the
content-types that we have been using to define and create our entities are themselves part
of a plugin built the same way.

The frontend components of our plugin live inside the admin folder and they are built
using the React library.

The admin folder contains the entry point for our plugin (admin/src/index. js) that
is responsible for showing our plugin in the navigation menu and registering it for use.
We're unlikely to change that file much, but one common scenario to update it would be
to set the permission required to view the plugin in the menu. For our scenario, the plugin
will be visible to anyone with access to the admin panel.
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The entry point for the actual frontend (what the user sees when they click on our plugin)
lives under admin/src/pages/App/index. js. This module defines the frontend
routes for the plugin (it uses the React Router v5 library). Initially, it only contains one
route and a fallback 404 page if we hit an unknown page. The one route points to a
HomePage component (under src/plugins/lms/admin/src/pages/HomePage/
index.js). Let's update this component so that it contains the following code:

/*
* HomePage (plugins/lms/admin/src/pages/HomePage/index.js)

*/

import React, { memo } from "react";

import pluginPkg from "../../../../package.json";

const HomePage = () => {
return (
<div>
<hl>{pluginPkg.strapi.name}</hl>
<h2>{pluginPkg.strapi.description}</h2>
<p>This is where our plugin will live...</p>
</div>
i
¥

export default memo (HomePage) ;

We just updated the component to get the component information from the package.
json Strapi section (not the most elegant way, but this seems to be the standard in other
plugins). Once we save the file, the admin panel should be refreshed automatically and
our changes should be reflected when we click on our plugin link, as depicted in the
following screenshot:
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. LMS Dashboard
Strapi Dashboard Dashboard for the LMS system
Workplace This is where our plugin will live...

w Content Manager

PLUGINS

B3 Content-Type Builder

Media Library

Documentation

2]
[ #* LMS Dashboard ]
e

GENERAL
#* Plugins

Figure 8.15: The plugin component shows in the dashboard

Note

You might have to refresh the page manually and log in again to the admin
panel every time you do a change. The Strapi team is aware of this issue, and
they are working on resolving it.

So far, so good. We have an entry to our plugin in the menu, and it points to our
component. Now, let's start building our plugin functionality.

Building our plugin

Let's imagine we have a user requirement as follows:

As an Admin,

I want to see a list of all classes with people enrolled in them
So that I can easily have an overview of the school.

While we can get this information by navigating through each classroom, it is nice to have
an overview page to see all of it at once. So, let's build a plugin to show this information.
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Updating the model
First things first—let's add the relationship between the classroom and students, as we

don't have this yet. This is similar to what we've done in the past, as outlined here:

1. We go to Content-Type Builder and add a one-to-many relationship between users
and the classroom.

2. Click Finish then Save and wait for the admin panel to restart. The process is
illustrated in the following screenshot:

% Classroom X
Add new Relation field BASE SETTINGS  ADVANCED SETTINGS
User (from: users-
Classroom permissions)
Field name —_— 0> — 00 — O% ™ %O ™ % Field name
students

Classroom has many Users

Cancel <+ Add another field m

Figure 8.16: Setting up the relationship between classrooms and users

3. Now, if we go to a classroom entity in the Content Manager plugin, we will see that
we can assign students to that classroom. Go ahead and create some users entities
and assign them to classrooms, as illustrated in the following screenshot:
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® AUTHENTICATION IN STRAPI -

Manager DETAILS

test X -

Students (2)

Select v

STUDENT1 -

STUDENT2 -

Figure 8.17: Assigning some students to classrooms

Now, let's build our plugin functionality to show all classrooms with their enrolled
students in one view.

Building the Enrollments component

Now that we have a model that reflects the relationship between a classroom and
its students, we will start building the user interface (UI) components to show this
information, as follows:

1. Create a placeholder component to show our classroom enrollments, as follows:

/*
* Enrollments (plugins/lms/admin/src/pages/Enrollments/
index.js)

*/
import React, { memo } from "react";

const Enrollments = () => {
return (
<div>
<p>List of classes with enrollments</p>
</div>
) 5
)i
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export default memo (Enrollments) ;

2. Now, go ahead and add a route for it under the plugins/1lms/admin/src/
pages/App/index. js file. The updated module will look like this:

// import the module in top of the file

import Enrollments from "../Enrollments";
const App = () => {
return (
<div>
<Switch>

<Route path={"/plugins/${pluginid}}
component={HomePage} exact />
<Route
path={"/plugins/${pluginIid}/enrollments”}
component={Enrollments}
exact
/>
<Route component={NotFound} />
</Switch>
</div>
) 5
}i

Note that all our routes should be prefixed with pluginId.
3. Now, we add a link in our plugin Home page to the Enrollments page, as follows:
/*
* HomePage (plugins/lms/admin/src/page/HomePage/index.js)
A

import React, { memo } from "react";

import { Link } from "react-router-dom";

import pluginId from "../../pluginId";

import pluginPkg from "../../../../package.json";
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const HomePage = () => {
return (
<div>
<hl>{pluginPkg.strapi.name}</hl>
<div>
<Link to={"/plugins/${pluginId}/enrollments”}>
Show all Enrollments
</Link>
</div>
</div>
) g
}i

export default memo (HomePage) ;

We use the Link component from the react -router-dom package to navigate to our
new component's route. Once the admin refreshes, then we can see a link, and when this
is clicked on, the placeholder for our Enrollments page will show.

Creating an API token

To communicate with the API from the admin panel, we will use the axios library to
send HTTP requests. Those requests will be treated as public requests, which means
the Public role permissions will be applied to those requests. If we want to get a list of
students in the classroom, we will have to make sure that the role has access to all the
content-types.

Luckily, we do not need to make all our endpoint public; instead, we can make use of a
Strapi API token. This token allows us to issue requests against the API endpoint as the
Authenticated role. Let's create a token, as follows:

1. Go to the Settings menu item, then click API Tokens.
2. Click the Add Entry button to create a new token.
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3.

Enter a name and a description for the token. Make sure to set the Token type value
to Read-only, as illustrated in the following screenshot:

Settings & BACK
Create API Token

GLOBAL SETTINGS

* Overview

* API Tokens | Details

« Documentation Name Description

 Internationalization [ Ims token LMS Plugin token

* Media Library
* Webhooks

ADMINISTRATION PANEL Token type
* Roles Read-only .

e Users

EMAIL PLUGIN

Figure 8.18: Creating an API token
Click the Save button to create the token.

Once you click the Save button, a token will be generated. Make sure to make note
of the token as this is the only time you will be able to retrieve the token.

Define a new API_TOKEN variable in the . env file, as follows:

# API Token
API TOKEN=ADD TOKEN HERE

We now have an API token and we have added it to our environment variables.
However, the environment variables defined in the . env file are only available for
the backend, not the frontend. This means our plugin will not be able to access the
process.env.API TOKEN variable out of the box.

We can use webpack to pass the variable to the frontend. The webpack
configurations can be found in the src/admin/webpack.config. js file. Let's
update this file, as follows:

'use strict!';

/* eslint-disable no-unused-vars */

module.exports = (config, webpack) => {
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// Note: we provide webpack above so you should not
“require” it
// Perform customizations to webpack config
// Important: return the modified config
config.plugins.push (
new webpack.DefinePlugin ({
ENV: {
API TOKEN: JSON.stringify (process.env.API TOKEN),
}
H
) ;
return config;

X

The preceding code will make the API_TOKEN variable available in the frontend
using the ENV.API TOKEN variable.

Now that we have the APT TOKEN variable available in the frontend and by extension to
our plugin, let's next see how we can display a list of students on the Enrollments page.

Displaying enrollments in the plugin

Now, we can update our Enrollments component to show the classrooms and the
students assigned to them in one view. Here is the code for the component:

/*
* Enrollments (plugins/lms/admin/src/pages/Enrollments/index.
js)
4

import React, { memo, useEffect, useState } from "react";

import axios from "axios";

const Enrollments = () => {
const [classes, setClasses] = useState([]);
useEffect (() => {
const fetch = async () => {
const axiosConfig = {

headers: { authorization: “Bearer ${ENV.API TOKEN}
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}l
¥
const { data } = await axios.get (“${strapi.backendURL}/api/
classrooms?populate=*", axiosConfig) ;

setClasses (data) ;
)i
fetch () ;
Yoo 01
return (
<div>
<hlsList of classes with enrollments</hl>

{classes.map ((classroom) => {

const { id, attributes } = item;
const students = attributes.students.data;
return (

<React.Fragment key={id}>
<div key={classroom.id}>
<h2>{attributes.name}</h2>
<p>{attributes.description}</p>
<br />
<table>
<thead>
<tr>
<th>#</th>
<th>name</th>
<ths>email</th>
</tr>
</thead>
{students.map ( (student, i) => {
return (
<tr key={student.id}>
<td>{i + 1}</td>
<td>{student.attributes.username}</td>
<td>{student.attributes.email}</td>
</tr>
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)i
1}
</table>
</div>
<hr />

</React.Fragment >

export default memo (Enrollments) ;

The preceding code is standard React code, which should be familiar to people with
exposure to React. We used the existing GET /api/classrooms API to get the
information we want then display it in a custom format. We could have also used a route
specific to the plugin that internally gets that data. Routes created within the plugin will
be prefixed by the plugin ID. We used the axios library to make the API calls since it's
included as a peer dependency for the strapi package, but we could have also used
fetch or installed a custom dependency.

We have access to a global strapi object that gives us access to properties such as
strapi.backendURL to get the Uniform Resource Locator (URL) of the backend so
that we can call the API in our component.
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Now, if we head to our plugin home page and click the Enrollments link, we should see
the results displayed in a tabular format, with all the classes and students enrolled in them
in a single view, as illustrated in the following screenshot. We can add more data and see it
reflected in the report:

List of classes with enroliments

Strapi Dashboard Strapi 101
Workplace Introduction to Strapi
# name email
@ contentMansger  Hatudentostudent2@etrapicom
classroom_1

PLUGINS Sz
Description of the classroom classroom_1

B content-Type Builder #nameemail

classroom_2

Media Library Description of the classroom classroom_2

]

s LMS Dashboard #nameemail
) classroom_3

© Documentation Description of the classroom classroom_3

#nameemail
GENERAL

classroom_4
#* Plugins Description of the classroom classroom_4

#nameemail

W Marketplace

classroom_5

£ Settings Description of the classroom classroom_5

#nameemail

classroom_6
Description of the classroom classroom 6

Figure 8.19: Our plugin now displays all classrooms with their students in a custom view

Using Strapi Design System
The plugin we have built is functioning correctly. However, the look and feel of it are
pretty basic and dull, and it does not match the rest of the admin panel. This is where

Strapi Design System and UI Kit come into play. The official page of the design system
can be found here: https://design-system.strapi.io.

Strapi Design System is an open-source design system for Strapi plugins, as well as
products and apps. It consists of pre-built reusable components that allow the user
to build a consistent UI faster. The components can be found at this Storybook link:
https://design-system-git-develop-strapijs.vercel.app/.


https://design-system.strapi.io
https://design-system-git-develop-strapijs.vercel.app/
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To start using it in our project, we first need to install it using the following command:
yarn add @strapi/design-system

Once we have installed it, we can then use the pre-built components to style the UI as we
feel fit. We will leave this part to you to implement. The following screenshot shows an
example of how the design system can be used to style the plugin interface:

Strapi Dashboard
Workplace

List of classes with enroliments

@ Content Manager

Strapi 101
PLUGINS Introduction to Strapi
B3 content-Type Builder
# Name Email
B Media Library
1 student1 student1@strapi.com
# LMS Dashboard
® Documentation 2 student2 student2@strapi.com
GENERAL
classroom_1
#* Plugins Description of the classroom classroom_1
-
® Marketplace # Name Email

£ Settings

classroom_2
Description of the classroom classroom_2

# Name Email

Figure 8.20: Example of using Strapi Design System

The source code in the preceding screenshot can be found in the book's GitHub repository.

Finally, before going back to running Strapi with yarn develop, we should run yarn
build to rebuild the admin panel so that the admin panel is served with our new plugin.
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Summary

In this chapter, we explored the Strapi plugin ecosystem. We started by explaining

the concept of a plugin in Strapi and how to install and configure a plugin from the
Marketplace. We gave an example of using the API Documentation plugin and saw how
can it be used to generate OpenAPI specifications for our API. Then, we explained how we
can find more community-based plugins from GitHub or via npm.

We then explored two popular plugins and use cases. First, we learned how to enable
GraphQL for our API and how to use GraphQL Playground to test it and explore the
generated schema. Next, we learned how to send emails from Strapi by using the Email
plugin. While configuring the Email plugin, we also explored the concept of a provider,
setting up a custom email provider for us to use in production.

Afterward, we dug deeper into the plugin architecture and created our own custom local
plugin with a frontend component to show in the admin panel. This opens up endless
capabilities for us to customize Strapi and its admin panel to our requirements. Finally, we
had a brief introduction to Strapi Design System and UI Kit.

This is the end of the second part of the book, where we took a deeper dive into Strapi's
concepts. In the next part of the book, we will be moving on to discuss Strapi in
production, starting with how we can deploy our API to the cloud.



Section 3:
Running Strapi
in Production

Section 3 of the book focuses on preparing and running Strapi in a production environment.
We will see how to use Postgres as a production database, use s3 for storing media files, keep
permission in sync between environments, seed the database with sample data, and use
multiple configurations for each environment. Afterward, we will learn how to deploy our
API to Heroku and AWS Fargate. The final chapter is dedicated to testing the APIL; we will
see how to write unit and integration tests for our APL

In this section, we will cover the following chapters:
o Chapter 9, Production-Ready Applications
o Chapter 10, Deploying Strapi
o Chapter 11, Testing the Strapi API
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Production-Ready
Applications

In this chapter, we will discuss some of the best practices, tips, and tricks, as well as
strategies that we can use to run a Strapi application in a production environment. First,
we will learn how to use the Strapi boot st rap function to seed the database. Then, we
will see how to keep permissions in sync between multiple environments. Afterward, we
will explain how to use Simple Storage Service (S3) to host our media files and assets.
Finally, we will explain the required changes to use a database other than SQLite.

Here are the topics we will cover in this chapter:

 Create a seeder function to populate the database with required data for the API.
« Sync permissions between multiple environments.
« How to set up Strapi to save media in an S3 bucket.

« How to configure Strapi to use a Postgres database.

As we have seen so far, most of the settings and configurations such as routes, policies,
and plugin settings live in code, which makes it easy to work with Strapi in different
environments. However, there are a couple of things that live in the database—namely, the
roles' and permissions’ configurations. This means if we moved our Strapi application to

a new environment or we dropped or changed the database, we would have to recreate all
the roles and set up the permissions again.
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Luckily, we do not need to do this manually—we can create a script that takes care of
seeding the database with the initial data required by the application we are developing.
Let's see how we can accomplish this task in the next section.

Seeding the database

Database seeding refers to the process of populating the database with data—this can

be data required for the initial application setup or just sample data for demonstration
purposes. This process is usually done when the application starts for the first time.
Luckily for us, Strapi comes with a boot strap lifecycle function that is executed every
time the server starts. This function is located in the src/index. js file. Let's open this
file and, for now, just print a simple hello world message, as follows:

Bootstrap (/*{strapi}=*/) {
strapi.log.info("Hello World") ;

¥

Once you have saved this simple change, the server will restart, and you should see a
simple Hello World message printed on the screen, as follows:

info The server is restarting

info Hello World

Project information

Mon Oct 25 2021 08:28:27 GMT+1100

Figure 9.1: Hello World from bootstrap function

In Chapter 7, Authentication and Authorization in Strapi, we created three roles for our API
(short for application programming interface): Teacher, Student, and Admin. Let's use
the boot strap function to ensure that these roles are persisted in the database all the
time, regardless of which database we are using or the environment we are on. In the src/
index. js file, let's create a new createRoleIfnotExists function, as follows:

/**

* Create role if it does not exist in the system
* @param {*} name The role name

* @param {*} type The role type

* @param {*} description The role description

*/
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const createRoleIfNotExist = async (name, type, description =
LD I {
const role = await strapi.db.query("plugin::users- w
permissions .role").findOne ({ where: { type }});

if (!role) {
await strapi

.db.query ("plugin: :users-permissions .role").create({ name,
type, description });

strapi.log.debug('Created role ${name}');
}
)5

The createRoleIfnotExists function takes three parameters: role name, role
type, and—optionally—description. To avoid having duplicate roles, we start by
making sure that the role does not exist in the system.

Note

Since we are running the query against the user-permissions plugin, we
prefixed the model name with plugin: : rather than api: :, and then we
specified the plugin name and the model name.

After we have ensured that the role does not exist in the database, we simply call the
create method to create the role and print our success message to the console. Let's
use this method to create the three roles needed for our API. We can remove the Hello
World message from the boot strap function and replace it with the following code:

async bootstrap (/*{strapi}*/) {

awalt createRoleIfNotExist ("Student", "student", "Student
role") ;

await createRoleIfNotExist ("Teacher", "teacher", "Teacher
role") ;

await createRoleIfNotExist ("Admin", "admin", "App admin
role") ;

s

Make sure to add the async keyword to the boot st rap function signature.
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To see the seeding function in action, let's delete one of the roles we have already created
previously, as follows:

1. Click Settings in Strapi's left sidebar menu.
2. Select Roles under the User & Permissions Plugin section.
3. Click the Delete button next to the Admin role and confirm you want to delete

the role.

Now that we have a role missing, let's restart the server to confirm the data will be seeded.
From the active terminal window; hit Ctrl + C to stop the server, then issue the yarn
develop command. Notice in the following screenshot that as the server starts, we can
seea Created role Admin message:

~/code/nyala/Building—APIs-with-Strapi ¥ main *+ ZRYETGIEETAL]]
yarn run v1.22.10

debug Created role Admin

Project information

Mon Oct 25 2021 @9:01:28 GMT+1100 (Australian E..

Figure 9.2: Admin role created on startup

If you refresh the Role page, you should see the Admin role is back in the role list.

Now that we can seed roles and make sure they are always in the database, let's see how we
can persist the permissions of each role in the next section.

Keepl ng permissions in sync

The permissions associated with each role are persisted in the database. This means we
will need to make sure that the permissions we created while developing the application
are kept in sync when we move to a new environment or when we seed the database with
a new role. For example, in the previous section, we dropped and recreated the Admin
role; by doing so, we lost all the previous permissions we configured for this role.
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To keep the permissions in sync, we will again make use of the boot st rap function. We
can add a new function that will enable permissions for a specific role when the server
starts up. Let's get coding, as follows:

1.

In the src/index. js file, let's create a new enablePermission function
that accepts three parameters, as follows: the roleType parameter for the role
for which we want to enable the permission, the controller parameter, and the
action parameter for the action we want to enable. The code is illustrated in the
following snippet:

/**
* Enable action on a controller for a specific role
* @param {*} type The role type

* @param {*} apiName The name of the api where the
controller lives

* @param {*} controller The controller where the action
lives

* @param {*} action The action itself

*/

const enablePermission = async (type, apiName,
controller, action) => {

b

2. First, we will get the role from the database and check the permissions associated

with the role, as follows:

try {

const actionId =
'api::${apiName}.${controller}.${action}"'

// Get the permissions associated with the role

const rolePermission = role.permissions.find(permission
=> permission.action === actionId) ;

} catch (e) {
strapi.log.error (

'Bootstrap script: Could not update settings.
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${controller} - ${action}"

) 7

}

3. 'Then, we will check if there are permissions associated with the role. If there are no
permissions, it means this is the first time we are running the server, so we create
those permissions, as follows:

if (!rolePermission) ({
// Permission not created yet (first time starting
// the server)
strapi.db.query ("plugin: :users-
permissions.permission") .create ({
data : {
action: actionId,

role: role.id

s

Here is the full code for the enablePermission function:
/**
* Enable action on a controller for a specific role
* @param {*} type The role type

* @param {*} apiName The name of the api where the
controller lives

* @param {*} controller The controller where the action
lives

* @param {*} action The action itself

*/

const enablePermission = async (type, apiName,
controller, action) => ({
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try {
// Get the role entity
const role = await strapi.db.query("plugin::users-
permissions.role")
.f£indone ({
where: { type },
populate: ["permissions"]

1)

const actionId =
'api::${apiName}.S${controller}.s${action}"'

// Get the permissions associated with the role

const rolePermission = role.permissions.find(permission

=> permission.action === actionId) ;

if (!rolePermission) ({
// Permission not created yet (first time starting
// the server)
strapi.db.query ("plugin: :users-
permissions.permission") .create ({
data : {
action: actionId,

role: role.id

K

} catch (e) {
strapi.log.error (
'Bootstrap script: Could not update settings.
${controller} - ${action}"
) 5
}
i
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4. To test this new function, let's update the boot st rap function as follows to enable
all actions on the Classroom controller:

async bootstrap (/*{strapi}*/) {
await createRoleIfNotExist ("Student", "student",
"Student role");
awalit createRoleIfNotExist ("Teacher", "teacher",
"Teacher role") ;
await createRoleIfNotExist ("Admin", "admin", "App

admin role") ;

// Admin Role Classroom permissions
await enablePermission ("admin",
"classroom", "classroom", "create") ;
await enablePermission ("admin",
"classroom", "classroom", "find") ;
awalit enablePermission ("admin",
"classroom", "classroom", "findOne") ;
await enablePermission ("admin",
"classroom", "classroom", "findTutorials") ;
await enablePermission ("admin",
"classroom", "classroom", "create") ;
await enablePermission ("admin",
"classroom", "classroom", "update") ;
await enablePermission ("admin",

"classroom", "classroom", "delete") ;

}i

5. Save the changes to restart the server. Once the server restarts, examine the Admin
role permissions. You should see that all classroom permissions are enabled, as
illustrated in the following screenshot:



Keeping permissions in sync 217

& BACK

Admin

App admin role

Role details
Name Description
Admin App admin rol
Permissions
Only actions bound by a route are listed below.
Classroom ) .
Define all allowed actions for the api::classroom plugin. )
CLASSROOM Select all
create delete
find findone
findTutorials update
Info
v

Define all allowed actions for the api::info plugin.

Figure 9.3: Admin role permissions enabled

This example enables all the permissions for the Admin role on the Classroom content-
type. We can do the same for the other content-types as well as other roles. However, we
have left out this part for you to do as an exercise.

So far, we have seen how to seed our database as well as keep permissions in sync. Both
are important steps when we are preparing our application for production deployment.
Another important step is to make sure we are serving media files and assets from a
reliable source. In the next section, we will discuss how to use Amazon S3 to serve our
images and media files.
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Serving media from an S3 bucket

Amazon S3 is a reliable and secure cloud-based storage service offered by Amazon Web
Services (AWS). We are going to configure our API to use S3 to store media files rather
than maintaining them on a server physical disk.

Because S3 is a cloud-based solution there are a few advantages of using it over the local
hard disk, one of which is having high scalability, as we are not going to be limited by the
physical disk space. Another advantage is having better disaster recovery (DR) capability
and availability. For example, with local disk storage, if the hard disk crashes, then our
API users will not be able to access their files. However, the risk is much lower with
Amazon S3.

Note

Creating an AWS account is beyond the scope of this book. We are going to
assume that you already have your account up and ready. If you do not have
an account, head tohttps://aws.amazon.com/free and create an
account. AWS offers a free 1-year trial when you sign up.

Before we configure Strapi to use S3, we will need to create an S3 bucket first, so let's do
that now. Proceed as follows:

1. Inthe AWS console, navigate to Amazon S3.

2. Click the Create bucket button.

3. Enter a bucket name and choose the region closest to you.

4

In the Access section, uncheck Block all public access.

A warning box might appear, to confirm that the bucket will be publicly accessible.
Check this to make it accessible to the public.

5. We can leave the remaining settings as they are. Scroll down and click the Create
bucket button, as illustrated in the following screenshot:


https://aws.amazon.com/free
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aWws  services ¥ Q

General configuration

Bucket name
building-api-with-strapi-data

Bucket name must be unigue and must not contain spaces or uppercase letters. See rules for bucket naming E

AWS Region

Asia Pacific (Sydney) ap-southeast-2 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Block Public Access settings for this bucket

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to
ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings apply enly to this bucket
and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use cases. Learn more [F}

Block all public access
Tuming this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

Block public access to buckets and objects granted through new access control lists (ACLs)

53 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access
ACLs for existing buckets and objects. This setting doesn't change any existing permissions that allow public access to 53 resources
using ACLs.

Block public access to buckets and objects granted through any access control lists (ACLs)
53 will ignore all ACLs that grant public access to buckets and objects.

Block public access to buckets and objects granted through new public bucket or access point policies
53 will block new bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any
existing policies that allow public access to 53 resources.

Block public and cross-account access to buckets and objects through any public bucket or access point

policies
53 will ignore public and cross-account access for buckets or access points with policies that grant public access to buckets and

Figure 9.4: Creating an S3 bucket

The next step is to install a plugin that allows us to upload media to S3. Let's go
ahead and install the plugin with the yarn add estrapi/provider-upload-
aws-s3 command.
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Once the plugin is installed, we can configure Strapi to use it as the default provider when
uploading images and media files. Similar to what we did in Chapter 8, Using and Building
Plugins, with the Email plugin, we will configure the upload provider to be used in a
production environment only. Open the config/env/production/plugins.js file
and add the following code to it:

upload:
config: ({

provider: 'aws-s3',

providerOptions:

accessKeyId: env('AWS ACCESS KEY ID'),
secretAccessKey: env ('AWS ACCESS SECRET'),
region: env ('AWS REGION'),

params: {
Bucket: env ('AWS BUCKET'),

There are four environment variables needed. AWS ACCESS KEY IDand AWS
ACCESS_SECRET can be obtained from your AWS account, AWS_ REGION is the region
where we created the bucket, and AWS BUCKET is the name of the bucket we created
earlier. The . env file should look similar to this:

AWS_ACCESS_KEY ID=ADD AWS KEY HERE

AWS ACCESS SECRET=ADD AWS SECRET HERE
AWS REGION=ap-southeast-2

AWS BUCKET=building-api-with-strapi-data

To test out the plugin, let's start the server with the NODE_ENV flag set to production
and then proceed as follows:
1. Make sure the development server is not running.

2. Issue the NODE ENV=production yarn develop command to start
the server.

3. In the Strapi admin panel, click the Media Library menu item from the
left-side panel.
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4. Click the Upload assets button to upload a new image.
5. Once the image is uploaded, click on it, then click the Copy link button.
6. Paste the link into a new tab—notice that the link is an AWS link. You can also

check the bucket we created earlier, and you will see the image file there. In the
following screenshot, you can see an example of an S3 bucket after uploading media:

Amazon S3 building-api-with-strapi-data

building-api-with-strapi-data

Objects Properties Permissions Metrics Management Access Points

Objects (5)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [} to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions.
Learn more [F

actions v | [ create fouder | R

Q U @
Name a Type v Last modified v Size v Storage class v
[ Book_Time_line_d2147943b6.png png October 26, 2021, 09:22:55 (UTC+11:00) 427.5 KB Standard
[ large_Book_Time_line_d2147943b6.png png October 26, 2021, 09:22:55 (UTC+11:00) 175.3 KB Standard
@ medium_Book_Time_line_d2147943b6.png png October 26, 2021, 09:22:56 (UTC+11:00) 115.0 KB Standard
@ small_Book_Time_line_d2147943b6.png png October 26, 2021, 09:22:56 (UTC+11:00) 62.5 KB Standard
@ thumbnail_Book_Time_line_d2147943b6.png png October 26, 2021, 09:22:55 (UTC+11:00) 10.3KB Standard

Figure 9.5: Example of an S3 bucket after uploading media

Troubleshooting

If you are having issues with the upload, make sure you are using the

correct access key identifier (ID) and secret, and also ensure that

these permissions are granted to the user in the AWS Identity and

Access Management (IAM) policy settings: "s3 : PutObject™",
"s3:GetObject", "s3:ListBucket", "s3:DeleteObject™",
"s3:PutObjectAcl".

Now that we have set up the upload function, let's shift our attention to the next item
in preparing our application for production—the database. So far, we have been using an
SQLite database, which is fine for development environments or low web traffic systems.
However, when we are working in a production environment with a large volume of
traffic, we will probably want to use a different database system. In the next section, we
will discuss how can we set up Strapi with PostgreSQL.
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Using PostgreSQL

You might recall from Chapter 1, An Introduction to Strapi, that Strapi is database-
agnostic, meaning that it can work with different database systems. We will configure
Strapi to use a PostgreSQL database in production and keep SQLite for development. Let's
get started, as follows:

1.
2.

The first thing to do is to install the PostgreSQL client.

From the terminal, navigate to the project root and run the yarn add pg
command. This will install the PostgreSQL Node.js client to the project.

Create a config/env/production/database. js file. This file will be used to
configure the database in the production environment.

Remember

Strapi uses the config/database. js file to load the database
configurations. However, since we want to use PostgreSQL in the production
environment only, we used the config/env/production/
database. js file instead.

Add the following content:

module.exports = ({ env }) => ({
connection:

client: 'postgres',

connection: {
host: env ('DATABASE HOST', 'localhost'),
port: env.int ('DATABASE PORT', 5432),
database: env ('DATABASE NAME', 'strapi'),
user: env ('DATABASE USERNAME', 'strapi'),
password: env ('DATABASE PASSWORD', 'password'),
ssl: env.bool ('DATABASE SSL', false),
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The following table explains each of the preceding configurations used:

Key Description Sample Value
client The name of the client to use. postgres

Possible values are postgres,

mysqgl, or sglite.
- port Database connection string values. | The values depend

on the database

-database configuration
-user
- password
ssl A flag to indicate whether to use False

Secure Sockets Layer (SSL) when

connecting to the database.

Our API is now ready to work with PostgreSQL when we deploy it to production.

However, it is always good to test settings and configuration first to avoid any surprises

later on.

Testing PostgreSQL locally

To test the database configurations locally, we will need to have PostgreSQL installed. We
will be using Docker to run PostgreSQL. Let's get started with the following steps:

1. At the root of the project, let's create a new file called docker-compose-dev.
yml. This file will hold the database configuration.

2. Open the file and add the following code to it:

version:

|I3'lll

services:

database:

container name: strapi api

image: postgres

ports:

5432:5432

environment :

POSTGRES DB: strapi
POSTGRES USER: strapi
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POSTGRES_ PASSWORD: password
volumes:
- strapi db:/var/lib/postgresgl/data
volumes:
strapi db: {}

3. Save the changes to the file. This docker-compose-dev.yml file will create a
service called database to run the postgres database. It will create a database
called strapi with a username of strapi and a password of password.

4. Next, let's add helper scripts to our project to allow us to start and stop the database.
Open the package. json file and locate the scripts section.

5. Add the following scripts at the end of the scripts section:

"db:start": "docker compose -f docker-compose-dev.yml up
_dll ,
"db:stop": "docker compose -f docker-compose-dev.yml
down",

"db:logs": "docker logs -f strapi api"

6. Save the changes and let's test out our scripts.

7. Runthe db:start command as follows: yarn db:start. If the command
is executed successfully, you will see a message on the console indicating that a
container named strapi_api has started.

Note

Running this command for the first time might take a minute or so as Docker
will pull the Postgres database image.

Once we have our PostgreSQL database up and running, let's start the server with the
NODE_ENV flag set to production. Issue the NODE_ENV=production yarn
develop command to start the server.

Since this is a new database, we will be asked to create a super admin user. Create an
admin account and log in to the dashboard. Everything should be exactly the same; also,
the database should have been seeded with the roles.

You can shut down the server now, and make sure to stop the database by running the
yarn db:stop command.
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Our API is now ready for production deployment. This will be the topic of our next chapter.

Summary

In this chapter, we explored best practices and strategies we can use to prepare and run
our application in a production environment. We started with database seeding and saw
how we can seed the database to have the data required for the initial application setup.
The database seeder we created always initializes the database with the required user roles
for the APL

Next, we discussed how can we keep permissions in sync across multiple environments,
and we created a helper function that will do this job for us. After that, we moved on to
media and assets and configured Strapi to use Amazon S3 to save media files instead of
saving them on the local hard drive.

Finally, we prepared our API to use the PostgreSQL database in production, and we also
tested it out locally with the help of Docker.

In the next chapter, we will explore how to deploy our API to a production environment
and we will discuss two deployment strategies: deployment to a software-as-a-service
(SaaS) provider and deployment as a Docker container.
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We have been adding functionality to our API in the past few chapters and we are finally
ready to deploy it to a production environment where it can see the light. In this chapter,
we will learn two of the most popular strategies or methods to deploy a Strapi application.
First, we will learn how to deploy the API to a Platform as a Service (PaaS). We will

use the Heroku platform for this example. Next, we will learn how to deploy the API as

a Docker container to AWS Fargate. By the end of this chapter, you will understand the
difference between two of the most popular platforms, Heroku and AWS, and be able to
deploy your code to secure, reliable platforms.

The topics we will cover in this chapter are the following:

« Deploying a Strapi app to Heroku
» Deploying a Strapi App to AWS Fargate
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Deploying to Heroku

Heroku is a popular Paa$ that enables developers to build, run, and operate applications
in the cloud. We are going to use Heroku to deploy our Strapi application. There are two
simple requirements:

o Have a Heroku account set up and the Heroku CLI installed.

« You need to have Git installed locally.

Important Note

Creating Heroku accounts is beyond the scope of this book, so we are going
to assume you already have an account set up. If you do not have an account
yet, you can take a pause here, head to the Heroku website, create your free
account, and configure the Heroku CLI for your operating system.

The first thing we need to do is to create an application on Heroku. There are two ways
to do so. The first one is using the Heroku dashboard, and the second one is using the
Heroku CLI. We are going to use the CLI, so let's get started:

1. Launch your terminal and log in to Heroku using the login command heroku
login. Press any key to open your browser and log in to Heroku.

2. Return to the terminal after you log in. You should see login success information on
the terminal.

~/code/nyala/Building-APIs-with-Strapi ¥ main # 0
heroku: Press any key to open up the browser to login or g
Opening browser to https://cli-auth.heroku.com/auth/cli/browser/

Logging in... done
Logged in as

Figure 10.1: Heroku login

3. Make sure you are in the root folder of the project. This is important because
when we create a Heroku app in the next step, it will also update the project's Git
configuration adding a new Git remote.

4. Next, we will use the create command to create a new app. We will give our
Heroku app a name and we will specify the region as well. The command will look
like this:

heroku create strapi-lms-api --region eu
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Note that you can use the create command without any parameters. If we did not
specify a name, then Heroku will use a randomly generated name and URL for our
app. The region parameter is completely optional and you can choose between us
and eu. We chose eu as it's the closest region to us.

Note

The app name must be unique across all Heroku apps. The strapi-1lms-api
name we chose here will not work for you as it has been taken already now.

5. Once you issue the create command, Heroku will reply with a success message
if the app was created, and two URLs. The first URL is the API URL. We can use
this one to access our API. The second URL is a Git repository URL on the Heroku
servers. We will use this URL to deploy our API to Heroku.

~/code/nyala/Building—APIs—with-Strapi = ¥ main + R I{VIN e CRa-RE-Raa-]eh N1 B =T R Lo =T

Creating ... done, region is eu
https://strapi-lms—api.herokuapp.com/ | https://git.heroku.com/strapi-lms-api.git

Figure 10.2: Creating a new Heroku app

If you clicked on the first URL to open the app. You will see the default Heroku
welcome message. This is fine for now. It will change later on when we deploy the API.

6. Make a note of the application URL as we will need it in a later step.

7. The next step is to install the Heroku Postgres add-on. The Postgres add-on will
allow us to use the Postgres database. Let's use the addons command as follows:

heroku addons:create heroku-postgresql:hobby-dev

The hobby-dev suffix in the addons command will set up the free Postgres
tier for us, which is more than enough for our demo purposes. However, it is

recommended to use one of the paid plans when you are deploying your API

to production.

You should see a message confirming that the database was created successfully in the
terminal as well as the database name and a link to view the database documentation.
~/code/nyala/Building-APIs-with-Strapi ¥ main = _ZETIEeIRVEETole[o]o ol d=r-R =R 1] ol {UE o T ER de T al=t:Ae R Te] o[} YBR[V

Creating heroku-postgresql:hobby—-dev aon «ss free
Database has been created and is available

! This database is empty. If upgrading, you can transfer
! data from another database with pg:copy
Created postgresql-aerodynamic-7617@ as DATABASE_URL
Use heroku addons:docs heroku—postgresql to view documentation

Figure 10.3: Creating a database on Heroku
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10.

The previous command will also add an environment variable called DATABASE
URL to our Heroku app. This variable holds the full connection string to our newly
created database. The format is as follows:

postgress://USER_NAME:PASSWORD@SERVER IP:PORT/DATABASE
NAME

If you open the database configuration file config/env/production/
database. js, you will notice that we need each of the database connection
configurations (host, user, password, port, and database name) as separate
environment variables. So we can either copy the needed values from the database
URL one by one or use a library that will parse the connection string for us. Let's

do the latter and install a package called pg-connection-string. From the
terminal, issue this command:

yarn add pg-connection-string

Once you have installed the package, let's update the database configuration in
config/env/production/database. js as follows:

const { parse } = require('pg-connection-string');
const dbConfig = parse (process.env.DATABASE URL) ;

module.exports = ({ env }) => ({
connection: {

client: 'postgres',

connection: {
host: dbConfig.host,
port: dbConfig.port,
database: dbConfig.database,
user: dbConfig.user,
password: dbConfig.password,
ssl: env.bool ('DATABASE SSL', false),
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11.

We started by requiring the parse function from the pg-connection-string
package. Then, we used the parse function with the DATABASE URL environment
variable to parse the database connection string and set the values in the dbConfig
variable. Finally, we updated all the database connection parameters to read the
values from the dbConfig variable.

We are going to make one more change to the database configuration. We will add
the rejectUnauthorized option to the database configuration. This is because
Heroku does not support client-side certificate validation to its Postgres database
unless we are using a Private or Shield Heroku Postgres database. The change should
look as follows:

const { parse } = require('pg-connection-string') ;
const dbConfig = parse (process.env.DATABASE URL) ;

module.exports = ({ env }) => ({
connection: {

client: 'postgres',

connection: {
host: dbConfig.host,
port: dbConfig.port,
database: dbConfig.database,
user: dbConfig.user,
password: dbConfig.password,
ssl: {

RejectUnauthorized: false

}
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12. The final change we need before deploying our API is to let Strapi know our public
Heroku domain. This should be the URL we got in step 5 after we used the create
command. Create a new server configuration file, config/env/production/
server.js, and add the following:

module.exports = ({ env }) => ({
url: env ("API HEROKU URL"),
1)
This will let Strapi use the URL defined in the API HEROKU URL variable as the
server URL.
13. Let's configure the APT HEROKU URL variable using the config:set command
as follows:

heroku config:set API HEROKU URL=YOUR HEROKU URL_ HERE

14. Make sure to replace YOUR_HEROKU URL_HERE with the actual URL for your
Heroku app.

e s N Y= T BT e e R Y e = [ L CELBEP heroku config:set API_HEROKU_URL=https://strapi-lms-api.herokuapp.com/
Setting API_HEROKU_URL and restarting ... done, vé

API_HEROKU_URL: https://strapi-lms—-api.herokuapp.com/

Figure 10.4: Setting a Heroku environment variable example

15. Finally, let's set all the required environment variables for our API. We will use the
config:set command again to set the required environment variables for our
API The following is a list of all heroku config:set commands:

heroku config:set NODE ENV=production

heroku config:set AWS ACCESS_KEY ID=VALUE HERE
heroku config:set AWS ACCESS SECRET=VALUE HERE
heroku config:set AWS BUCKET=VALUE HERE

heroku config:set AWS REGION=VALUE HERE

heroku config:set MAILGUN API KEY=VALUE HERE
heroku config:set MAILGUN DOMAIN=VALUE HERE
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16. We can check what environment variables are currently set using the heroku
config command. This can help you verify that all the required variables have
been set and we are ready for deployment.

~/code/nyala/Building—-APIs—with-Strapi ¥ main JIIReINTRIele]i}ikLs]
strapi-lms-api Config Vars

API_HEROKU_URL: https://strapi-lms—api.herokuapp.com/

AWS_ACCESS_KEY_ID:

AWS_ACCESS_SECRET:

AWS_BUCKET: building-api-with-strapi-data

AWS_REGION: ap-southeast-2
DATABASE_URL :

MAILGUN_API_KEY:

MAILGUN_DOMAIN:

NODE_ENV: production

Figure 10.5: Displaying environment variables on the Heroku app

17. To deploy the API to Heroku, all we need to do is simply push the changes to
the heroku Git remote using the git push command: git push heroku
MAIN BRANCH NAME where MAIN BRANCH NAME is the name of your main or
master branch:

git add
git commit -m "Deploying to heroku"

git push heroku main

18. Once you have pushed the changes, you should see a build message in the terminal.
It will take a couple of minutes for Heroku to build and deploy the app.

remote: warning Ignored scripts due to flag.
remote: Done in 13.75s.

remote:

remote: Caching build

remote: - yarn cache

remote:

remote Build succeeded!

remote: ! Unmet dependencies don't fail yarn install but may cause runtime issues
remote: https://github.com/npm/npm/issues/7494
remote:

remote: Discovering process types

remote: Procfile declares types -> (none)
remote: Default types for buildpack —> web
remote:

remote: Compressing...

remote: Done: 157.4M

remote: Launching...

remote: Released v19

remote: https://strapi-lms—api.herokuapp.com/ deployed to Heroku
remote:

remote: Verifying deploy... done.
To https://git.heroku.com/strapi-lms-api.git

+ 3cfcceb...d861f38 main —> main (forced update)
~/code/nyala/Building—-APIs—with-Strapi ¥ main

Figure 10.6: Deploying to Heroku success message
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19. If you open the Heroku app URL, you should see the page is now displaying the
Strapi main page, and the environment label is showing PRODUCTION.

[& s @ strapi-Ims-api.herokuapp.com

iiapps Mo & @ ©® B v BB 2 % 1 B Js Playground |A... @ ® B maiwind B Nyala BS

= strapi

PRODUCTION

The server is running successfully.

Figure 10.7: Heroku URL and Strapi PRODUCTION

Our API was successfully deployed to Heroku. You can navigate to the /admin page now
and log in to the dashboard. Remember that you will be asked to create the Super Admin
user the first time you log in to the dashboard.

Now that we have learned how to deploy a Strapi app to a PaaS platform, let's discuss
how can we use another strategy to deploy to a serverless infrastructure using AWS
Fargate and Docker.

Deploying to AWS Fargate

AWS Fargate is a service from AWS that allows users to run containers on the AWS platform
without the need to manage the underlying infrastructure. We will learn how to deploy our
Strapi API as a Docker container to AWS Fargate. The requirements are as follows:

o Have an AWS account and set up the AWS CLI
 Have the Docker CLI installed locally

There are a few steps involved in deploying our API to AWS Fargate. Here is an overview
of all the steps. First, we will create a containerized version of our API using Docker.
Next, we will use Amazon Elastic Container Registry (Amazon ECR) to create a Docker
repository. We will then push our Strapi API Docker image to this repository. Finally, we
will create a Fargate cluster that will use the Docker repository to run our API.
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Step 1 - Creating a Docker image for our API

The first step is to create a Docker image for our API, so let's get started:

1. Create a new file called Dockerfile at the root of our project.

2. Add the following to the newly created Dockerfile:

FROM node:16-alpine
# Our working directory
WORKDIR /app

# Set node env

ENV NODE ENV=production

# Copy the required files
COPY package.json

COPY yarn.lock

COPY favicon.ico

COPY api/ api/

COPY components,/ components/
COPY config/ config/

COPY extensions/ extensions/
COPY plugins/ plugins/

COPY public/robots.txt public/

# Install dependencies and run build
RUN yarn --production --frozen-lockfile
RUN yarn build

EXPOSE 1337

CMD ["yarn", "start"]

We started the Dockerfile by defining the base image node : 16-alpine. This
is a minimal Node 16 image running on Alpine Linux. We used this version to
match the node requirements specified in the package . json file.



236  Deploying Strapi

Then we specified the working directory of our container, and we set the NODE_ENV
variable to production. After that, we started copying the required files from our
project to the container.

Next, we installed the dependencies. Note that we specified the -frozen-
lockfile flag to indicate that we do not want to generate a yarn. lock file and
use the current lockfile instead.

Finally, we exposed port 1337 from the container to be accessible to the outside
world and specified that we want to run the yarn start command when the
container starts.

3. Next, let'sadd a . dockerignore file to specify folders and files that should be
ignored by the Docker client when building an image. Create a new file called
.dockerignore in the project root.

.dockerignore — Building-APIs-with-Strapi

EXPLORER .dockerignore X

> OPEN EDITORS

~ BUILDING-APIS-WITH-STRAPI «Env

® .cache
> o . tmp
> W8 api public/uploads
>
> It components
% config
- [ env/production
database.js
plugins.js
Server.js
# functions
P database.js
server.js
>
& extensions
> ™
% plugins
> @ public
.dockerignore
- _editorconfig

|
Tir

Figure 10.8: .dockerignore file
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4. We are ready to build the Docker image, but before we do that we will make a minor
change to the config/env/production/database. js file. Open the file and
change the parse line as follows:

const { parse } = require ("pg-connection-string") ;

const dbConfig = parse (process.env.DATABASE URL || "");

The reason for this change is that if we were to build the Docker image now, the
pg-connection-string parser we used before would expect the DATABASE
URL environment variable to be present during the yarn build step. If it is not
present, then the yarn build command will fail, which will cause the Docker
image build to fail.

5. Runthe docker build command to build the image. We will also tag the image,
giving it the name strapi-1ms. The build command is as follows:

docker build -t strapi-lms .

Note the dot at the end of the command is to let Docker know that the
Dockerfile is located in the current directory.

~/code/nyala/Building-APIs-with-Strapi ¥ main + _ZG[elelC={all IIRRE RES R d TR ER T I
Building 3.9s (19/19) FINISHED
> [internal build definition from Dockerfile
7B

transferr
[internal]
[auth] str
b73a31f@de@1082fefc8d430a6a2a571187d95841bf@a

g layers
ting image 20 f 121d0284449633d809%e47e94cbedac
naming to ¢ i i

Use 'docker scan' to run Snyk tests against images to find vulnerabilities and learn how to fix them

Figure 10.9: Building a Docker image
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The build command will take a couple of minutes to finish. Once the build is complete,
you can run the docker imagescommand to list the Docker images you have. You
should see a Docker image with the name strapi-1lms.

Step 2 - Creating a Docker repository on AWS ECR

Now that we have a Docker image, let's create a Docker repository on AWS ECR to push
our image to:

1. Log in to the AWS console and navigate to the Amazon Elastic Container Services
page (you can search for fargate in the search bar and then select Elastic
Container Service).

2. From the left-hand side menu, click on Repositories, then click the Create
repository button to create a new ECR repository.

3. Keep the visibility settings as Private and choose a name for the repository. We will
use strapi-1lms as the repository name.

Amazon ECR » Repositories » Create repository

Create repository
General settings

Visibility settings Info
Choose the visibility setting for the repository.

O Private

Access is managed by IAM and repeository policy permissions.
) Public

Publicly visible and accessible for image pulls.

Repository name
Provide a concise name. A developer should be able to identify the repository contents by the name.

3 5.dkr.ecr.ap-southeast- strapi-lms
2.amazonaws.com/

10 out of 256 characters maximum (2 minimum). The name must start with a letter and can only contain lowercase letters, numbers,
hyphens, underscares, and forward slashes.

Tag immutability info
Emable tag immutability to prevent image tags from being overwritten by subsequent image pushes using the same tag. Disable tag
immutability to allow image tags to be overwritten.

» Disabled

Figure 10.10: Creating an ECR repository
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4. Leave the rest of the settings as is, scroll down, and click the Create repository button.

5. Once the repository is created, you will be redirected to the repository list page.
Make note of the repository URI as we will need it in the next step.

6. Since this is a private repository, we will need to log in to it first. The login
command is this:

aws ecr get-login-password --region REGION NAME HERE |
docker login --username AWS --password-stdin REPO URL
HERE

Make sure to replace REGION NAME HERE with the region name you are working
on and REPO_URL_HERE with the URI we got from the previous step.

[ ] khalid@Khalids-iMac:~/code/nyala/Building-APIs-with-Strapi

~/code/nyala/Building-APIs—with-Strapi ¥ main £ s ecr get-login-password ——region ap-southeast-2 | docker login —-user

name AWS —-password-stdin 3' 5.dkr.ecr.ap-southeast-2.amazonaws.com/strapi-lms
Login Succeeded

Figure 10.11: Log in to AWS ECR
It will take a few seconds, then you should see the Login Succeeded message in
the terminal.

7. Next, let's tag the Docker image we created earlier with the repository URI so we
can push it to AWS. This is the command:

docker tag strapi-lms:latest REPO URL HERE:latest

Make sure to replace REPO_URL_HERE with your repository URI.

TIP

We are using latest as our Docker image tag. However, you might want

to use a better tag for the images along with the 1atest tag to indicate the
image version. One strategy to consider is using build numbers from a CI/CD
tool or a commit SHA as an image tag.
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8. Once we've tagged the Docker image, we can push it to AWS ECR using the
docker push command, so let's do that by running this command:

docker push REPO URL HERE:latest

Make sure to replace REPO_URL_HERE with your repository URL.

~/code/nyala/Building—APIs—with-Strapi ¥ main + _GOINIRETRERdE B aal SHIFL =1 k] i.dkr.ecr.ap-southeast-2.amazo
aws.com/strapi-lms:latest
~/code/nyala/Building-APIs-with-Strapi ¥ main = ISR ITE W} .dkr.ecr.ap-southeast-2.amazonaws.com/strapi-lms: 1

he push refers to repository [3 v.dkr.ecr.ap-southeast-2.amazonaws. com/strapi-lms
ca8127bd835¢: Push
672bf9e15278: Pushed
e47b622ee557: Pushed
38c5f2ffeda5: Pushed
d18157@fea5b: Pushed
bb9e16fb5863: Pushed
: Pushed

Pushed

: Pushed

: Pushed

: Pushed

: Pushed

22: Pushed

: Pushed

: Pushed

: Pushed

601f04856201: Pushed

846bd2f3b216: Pushed

2b3e667f5e92: Pushed

eB891bedc59b2: Pushed
: digest: sha256:837b895ee47b@8f37594362720bb8e26cb47fe8f0415a323c5cab8ced83T4d2ed size: 4719

Figure 10.12: Tagging and pushing the Docker image

Depending on your network connection speed, this process will take a couple of minutes
to push the image to AWS.

Now that we have the Docker image on AWS, let's create a Fargate cluster to use our image.

Step 3 - Creating an AWS Fargate cluster

Before we start creating the cluster and containers, let's briefly describe the overall process
and address some of the terminology that will be used in the process. The following
diagram lists all the components that we will interact with:
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ECS Cluster
Service |
Task Task Task
Container Container Container Container
Task Definition

Service

Task Task Task

Container
Container Container

v

Figure 10.13: ECS objects diagram

The first step is to create a Cluster. A Cluster is a regional group of containers that we
can use to run tasks. Next, we will create a Task Definition. You can think of the Task

Definition as a blueprint of our application container. We will define which Docker
image is to be used, the required amount of memory and CPU needed for the container,
as well as environment variables that we want to pass to our container. Finally, we create

a Service. The Service will use the Task Definition to run tasks. It will ensure that the

minimum number of required/configured tasks are running all the time. In short, a
Service is responsible for creating and running tasks.

Note

It is possible to skip the Service creation and run the tasks directly. However,
this is ideal for a short-running job only, such as a CRON or batch job. For a
long-running job, we should always use a service to manage and run the tasks.
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Now that we have an overview of the process and components, let's get started:

1.

Log in to the AWS console if you are not logged in, and navigate to the Amazon
Container Services page.

Click on Clusters from the left-hand side menu, then click the Create cluster button.

Since we are going to run a Fargate cluster, choose Networking Only from the
cluster template and then click the Next step button.

Choose a name for the cluster. We are going to use strapi-1ms. Leave the
remaining options as they are.

Create Cluster

Step 1: Select cluster template

Configure cluster

| step 2: Configure cluster

Cluster name*  strapi-Ims i}

Networking

Create a new VPG for your cluster to use. A VPC is an isolated portion of the AWS Cloud populated by AWS objects, such
as Fargate tasks.

Create VPC Create a new VPC for this cluster
Tags

Add key Add value

CloudWatch Container Insights

CloudWatch Gontainer Insights is a monitoring and troubleshooting solution for containerized applications and microservices.
It collects, aggregates, and summarizes compute utilization such as GPU, memory, disk, and network; and diagnostic
information such as container restart failures to help you isolate issues with your clusters and resolve them quickly. (' Learn
more

CloudWatch Container Insights Enable Container Insights

*Required Cancel Previous

Figure 10.14: Creating an ECS cluster

Click the Create button to create the cluster. Once the cluster is created, click the
View Cluster button to view the cluster information and return to the ECS page.

Next is the task definition. Click on the Task Definitions menu item from the left-
hand side menu, then click the Create new Task Definition button.

Choose FARGATE from the launch type options, then click the Next step button.

Enter a name for the task definition. We will use strapi-1lms-task-def. Leave
the remaining settings as is and scroll down to the Task execution IAM role section.
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9. 'This execution role allows you to pull images from ECR as well as publishing logs to
the CloudWatch service. Choose Create new role to have a new role automatically
created for us. The role name will be ecsTaskExecutionRole.

A task definition specifies which containers are included in your task and how they interact with each other. You can also specify data
volumes for your containers to use. Learn more

Task definition name* | strapi-Ims-task-def i ]

Requires compatibilities* FARGATE

Task role = None - o

Optional 1AM role that tasks can use to make API
requests to authorized AWS services. Create an
Amazon Elastic Container Service Task Role in the
IAM Console [

Network mode | awsvpc - O

If you choose <default=, ECS will start your
container using Docker's default networking mode,
which is Bridge on Linux and NAT on Windows.
Windows tasks support the <default> and awsvpc
network modes.

Operating system family = Select an operating system... v O

Task execution |IAM role

This role is required by tasks to pull container images and publish container logs to Amazon CloudWatch on your behalf. If you do not
have the ecsTaskExecutionRole already, we can create one for you.

Task execution role = Create new role AN i ]

Figure 10.15: Task definition configuration

10. Next, we will need to configure the required memory and CPU for the task. We
are going to use the minimum settings here with 0.5GB memory and 0.25 vCPU.
These settings work fine for a demo or a small app; however, you should choose
other options depending on your application requirements.

11. We will need to create the container definition now. Click on the Add container
button under the Container definitions section.

12. Enter a name for the container. We will choose strapi-1lms-api. For the Image
field, enter the Docker image URI and make sure to specify the tag. If you do not
have the Docker image URI, you can get it from the ECR page (refer to Step 2 -
Creating a Docker repository on AWS ECR).
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13. Scroll down to the Port mappings section and enter port 1337, which is Strapi's

default port.
Add container
~ Standard
Container name* | strapi-ims-api i
Image* .dkr.ecr.ap-southeast-2.amazonaws.com/strapi-Ims:latest [ ]
A
Private repository (i ]
authentication*

Memory Limits (MiB) | Softlimit w | 128 (i ]

© Add Hard limit

Define hard and/or soft memory limits in MiB for your container. Hard and soft limits correspond to the ‘'memory’ and
‘memoryReservation’ parameters, respectively, in task definitions.
ECS recommends 300-500 MIB as a starting point for web applications.

Port mappings (1]

1337 tcp v [x}

© Add port mapping

Figure 10.16: Container settings

14. Leave the remaining settings as is and scroll down to the Environment section. This
is where we can define the environment variables needed by our app.

15. Add the required environment variables. For DATABASE URL, we are going to
reuse the same database we used with Heroku. However, feel free to create a new
database on AWS if you prefer to.
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Environment variables

You may also designate AWS Systerns Manager Parameter Store keys or ARNs using the ‘valueFrom' field. ECS will inject the value into containers at run-time.

MAILGUN_API_KEY Value v 1 o
MAILGUN_DOMAIN Value - f o
AWS_REGION Value - ap-southeast-2 o
AWS_BUCKET Value - building-apl-with-strapi-data o
DATABASE_URL Value - postgres.//c o
Add key Value - Add value o
Add key Value - Add value
CONTAINER TIMEOUTS
Start timeout i ]

* Required Cancel m

Figure 10.17: Container env variables

Note

When entering env variables, you have two options. Either use Value and
enter the variable value directly or use ValueFrom to read the value from AWS
Systems Manager Parameter Store. If you decide to use Parameter Store, make
sure that the task execution role has permission to read from Parameter Store.

16. Click the Add button to add the container definition.

17. Leave the remaining settings as is, scroll down to the page bottom, and click the
Create button to create the task definition.

18. The final step is to create a service to run our task. Return to the ECS main page and
click on Clusters from the left-side menu.

19. Click on the cluster name we created earlier, in the Services tab, and click the
Create button to create and deploy a new service.

20. Choose FARGATE as the launch type and make sure the task definition we created
earlier is the selected one in the Task Definition list.

21. Revision should have only one value for now, 1 (latest). If we update the task
definition, we will have a new revision number. This comes in handy if we decide to
roll back our application to an older version, but for now, we will leave the value as is.
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22.

Enter a name for the service. We will use strapi-1lms-service. Set Number of
tasks to 1. This will ensure that we always have at least one task running all the time.

Configure service

A service lets you specify how many copies of your task definition to run and maintain in a cluster. You can optionally use an Elastic
Load Balancing load balancer to distribute incoming traffic to containers in your service. Amazon ECS maintains that number of
tasks and coordinates task scheduling with the load balancer. You can also optionally use Service Auto Scaling to adjust the number
of tasks in your service.

23.

24,

25.

26.

27.

Launch type @ FARGATE [i]
EC2
EXTERNAL
Switch to capacity provider strategy [i ]
Operating system family = Linux v O

Task Definition Family

strapi-Ims-task-def - Enter a value
Revision
1 (latest) -
Platform version = LATEST - O
Cluster | strapi-ims v O
Service name strapi-Ims-service Li]
Service type* REFPLICA [i]
Number of tasks | 1 [i]

Figure 10.18: ECS service deployment configurations

Leave the remaining settings as is and click the Next step button to configure
the network.

Choose your default VPC for the cluster VPC and select all available subnets.

By default, AWS blocks any inbound traffic. We will need to allow port 1337 to be
able to access the dashboard and our API. Click the Edit button next to Security
group name.

Make sure the Create new security group option is selected and update the name
and description if you want.

You can remove the default rule that allows port 80 as we are not using this port.
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28. Click the Add rule button, choose Custom TCP for the type, 1337 for the port
range, and choose Anywhere for the source.

Configure security groups

A security group s a set of firewall rules that control the traffic for your task. On this page, you can add
rules to allow specific traffic to reach your task, or you can choose to use an existing security group. Learn more.

Assigned security groups @  Create new security group

Select existing security group

Security group name*  strapl-ims-sg Li]

Description | Strapi LMS security group i)

Inbound rules for security group

Type Protocol Port range Source
CustomTCP = TCP 1337 Anywhere o 0.0.0.0/0, =:/0 o
5~ ' .
© Add rule

Figure 10.19: Networking settings
29. Click the Save button to save the security group settings.
30. Make sure the Auto-assign Public IP option is set to Enabled.
31. We will leave the remaining as is. Click the Next button.

32. We are not going to use a load balancer so we can skip this step by clicking the
Next button.

33. The last page lists the configurations we chose. You can review them if needed, then
click the Create Service button.

34. Once all the components are created, click the View Service button to view the
service details.
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35. Provisioning and running the task will take a few minutes. On the service detail
page, click on the Tasks tab to view the status, we will need to wait till the status has
changed to RUNNING.

Details Tasks Events Auto Scaling Deployments Metrics Tags Logs

Last updated on Navenber 5, 2021 2:57:18 PM (Om ago) | & | @

Task status: Stopped

T Fittar in this page < 1-1 ; Pagesize 50 ~
Task Task Definition Last status = Desired status Group Launch type Flatform version
§o0830e12221461G921e2bCI72...  strapli-Ims-task-defi1l RUNMING RUNMING service:strapl-ims-service  FARGATE 1.4.0

Figure 10.20: Task status

36. Once the task has the RUNNING status, click on the Task column to view the task
details. In the Details tab, we can see the Public IP of the container. We will use this
IP to access our API. Before we do that, we need to make sure that the Strapi app is
running. Use the Logs tab to see Strapi startup logs.

37. Once we confirm that Strapi is up and running, use Public IP to access the
dashboard. The URL should be http://public_ip here:1337/admin.

At this stage, the API was successfully deployed to Fargate. Since we are using the same
database that we used with Heroku, we should be able to log in to the dashboard using the
same Super Admin credentials we used before.

Troubleshooting

Often, an invalid environment variable name or a missing AWS permission might
cause our task to fail to start. If you have an issue running the container, you can
investigate the logs to see where things went wrong. You can use the Logs tab to view the
logs or use AWS CloudWatch. To use CloudWatch, do the following:

1. Navigate to the CloudWatch service page.

2. From the left-side menu, select Log groups.

3. There will be several log groups depending on how many services you are using
or running. You can enter the task definition name in the search bar to filter the
log groups.


http://public_ip_here:1337/admin
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4. Click on the task definition log group and select the most recent log stream or use
the last event time to find the relevant log stream:
Cloudwatch Log groups Jecs/strapi-lms-task-def ecs/strapi-lms-api/898838e1222146f6921e2bcf72e3b3

Log events
You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more abou

Q

B Timestamp Message

No older events at this moment. Retry

> 2021-11-95T14:57:11.003+11: 00 yarn run v1.22.5

> 2021-11-05T14:57:11.114+411: 0@ $ strapi start

» 2021-11-85T14:58:31.621+11:0@ Project information

> 2021-11-05T14:58:31.635+11: 0@ T T

> 2021-11-@5T14:58:31.635+11: 0@ | Time | Fri Nov @5 2021 @3:58:31 GMT+@@0@ (Coordinated . |
» 2021-11-05T14:58:31.635+11: 00 | Launched im | 77511 ms |

» 2021-11-05T14:58:31.635+11:00 | Environment | production |

> 2021-11-05T14:58:31.635+11: 00 | Process PID | 29 |

> 2021-11-@5T14:58:31.635+11:00 | Version | 3.6.1 (node v14.16.@) |

> 2021-11-@5T14:58:31.635+11: 00 | Edition | Community |

Figure 10.21: Task definition logs on CloudWatch

Once you have located the log stream, you can investigate the logs that went wrong.

Cleaning up

If you followed along and you do not need the task to be running anymore, it is better

to stop it to avoid any unnecessary costs. We configured the minimum number of tasks
when we created the service to be 1. This means if we stop the task manually, another one
will start in a few minutes. Instead, let's change the service configuration, adjusting the
minimum number of desired tasks to 0:

Open the strapi-lms Cluster details page.

Click on strapi-lms-service to view the service details.

Click on the Update button to update the service.

Change the number of tasks to 0.

M

Save the changes by clicking the Update service button.
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It will take a couple of minutes to stop the task. If you refresh the service details page, you
should see the number of running tasks went down to zero.

Summary

In this chapter, we discussed Strapi application deployment, learned about deploying an
API to a PaaS platform, as well as deploying it as a Docker container.

We started with a quick introduction to the Heroku platform. We then learned how to use
the Heroku CLI to create a new application as well as to add a database to the application.
Then we saw how simple it is to deploy to Heroku just by using the git command.

After that, we moved on to AWS and Docker container deployment. First, we talked about
creating a Docker image for our API. Then, we learned how to push our Docker image to
a private register we created on AWS ECR. Finally, we learned about ECS and saw how to
create a cluster and deploy our API to that cluster.

In the next and final chapter, we will talk about testing the Strapi API using Jest. We will
see how to prepare and configure the test environment, and how to write and run basic
tests for the APL
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Testing the
Strapi API

Software testing is an important aspect of the software development life cycle—it

helps in ensuring that the software is free from defects and that it meets the expected
requirements. In this final chapter of the book, we will discuss testing the Strapi
application. We will see which tools and libraries we need to test our Strapi API (short for
application programming interface) and how to set up the testing environment. Finally,
we will look at how to write and run tests against our code.

Here are the topics we will cover in this chapter:

« An overview of software testing
« Configuring test tools
o Setting up the test environment

 Writing and running tests
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An overview of software testing

Before shipping the application to the end users, we will want to ensure that there are no
bugs in it and that it will behave as expected. For example, we would not want to find out
that the API is returning a different response from the expected one or that the server
crashes when a specific input is used.

Ensuring that the application is bug-free is done through software testing. Software
testing is a process of evaluating that the software will function and operate as expected
without any surprises. The following diagram shows a testing pyramid. A testing pyramid
is an approach to structure the test suites:

End-to-End
Tests

Integration
Tests

Unit Tests

Figure 11.1: Example of software-testing pyramid

Unit testing focuses on testing small units of the application, such as a class, function, or
algorithm. Integration testing focuses on a small number of modules and tests how they
work together. End-to-end (E2E) testing, as the name suggests, focuses on testing the
entire application flow from beginning to end.

As the main focus of this book is not software testing, we will only focus on unit testing.
However, before we start testing our code, we will need to set up and configure tools to
help us achieve our task, so let's do so in the next section.
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Configuring test tools

The first thing we need to do is install the required tools necessary for testing our Strapi
application. The first library we need is Jest. Jest is a JavaScript library developed and
maintained by Facebook; it is mainly used for unit testing. Let's get started, as follows:

1. To install Jest, launch your terminal and execute the following command:
yarn add -D jest

This command will install Jest for us. Notice that we have used the -D flag when
installing the library. This flag is used to indicate that the library we are about

to install is a development library. We only need it while we are developing and
working on the application, but we do not need it in the production environment
since tests are run and executed before we package and ship the application.

Jest is great to test the functionality of our API components such as controller
logic or utility functions, but we cannot use it to test HyperText Transfer Protocol
(HTTP) requests.

2. To test our API endpoints using HTTP requests, we will need to install a library
called Supertest. In the terminal, execute the following command:

yarn add -D supertest

Supertest is an HTTP assertion library that allows us to test the Node.js HTTP
server; we will be using it together with Jest.

Note

If you have not been following along from the beginning, you will need to
install sglite3 if you do not have it. From your terminal, run the yarn
add -D sglite command toinstall sglite3.

3. After we have installed the required libraries, let's create a script that we will use to
run our tests later on, then open package . json, and add the following test script
to the scripts section. The test script simply calls Jest to run and execute all test
files in our project:

"test": "jest --detectOpenHandles"

The updated scripts section should now look like this:
"scripts": {
"develop": "strapi develop",

"start": "strapi start",
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"build": "strapi build",
"sStrapi": "strapi",
"db:start": "docker compose -f docker-compose-

dev.yml up -4d",

"db:stop": "docker compose -f docker-compose-
dev.yml down'",

"db:logs": "docker logs -f strapi api',
"test": "jest --forceExit --detectOpenHandles"

}

The test script we just added will execute jest in our project, which will try to find
all test files and execute the tests in them. If we run the yarn test command now,
we will have dozens of errors. The reason for those errors is that Jest will look for
any test files in the project, including the node_modules and the . cache folders.
We should exclude those folders from our tests because the packages in the node
modules folder should have been tested by their author before releasing them, and
the . cache folder contains files from Strapi itself that we do not need to test.

4. To exclude those folders from our test, add the following code to the end of the
package. json file:

"jest": {
"testPathIgnorePatterns": [
"/node modules/",

".cache"
1,
"testEnvironment": "node",

"testTimeout": 15000

}

This will let Jest know that we want to exclude the node_modules and .cache
folders from our tests; so, when Jest is run, it will not look inside those folders and
will simply ignore them. testEnvironment is there to let Jest know that we

are running a Node.js environment. The last line adjusts the default Jest timeout
from 5 seconds to 15 seconds (the value is expressed in milliseconds (ms)); this is
important to avoid timeout errors later on when we run our tests.

To test our setup, let's create a simple test file, as follows:

1. Create a new folder called tests at the root of the project. We will put all of our
tests in this folder later on.
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2. Create a simple app . test . js test file. Notice that we add . test to the filename
before the extension. This is to let Jest know that this is a test file and should be
treated as such.

3. Add a simple test to the file, as follows:

test ("Setup is working", () => {
console.log("Hello from test file");
K
This simple test file hasa "Setup is working" single test, and it does nothing
at the moment other than just print a message to the console.

4. Save the changes to the file, and then run the yarn test command from your
terminal, as illustrated in the following screenshot:

XX J
~Jcode/nyala/Building-APs-with-Strapi/build
EXPLORER
OPEN EDITORS
 BUILDING-APIS-WITH-STRAPI

% config

@ env/production
B database.js
B plugins.js
B serverjs

B admin.js

B apijs

B database.js

B middlewares.js

B plugins.js

B serverjs

v @ database/migrations

»

% public

% src

¥ tests

A app.test.js
.dockerignore
.editorconfig

fil .env.example
eslintignore
eslintrc
.gitignore
.prettierrc

{} .strapi-updater,json
docker-compose-devyml
Dockerfile

* favicon.ico
package.json

B query_helper.js

© README.md
yarn.lock

OUTLINE
TIMELINE
IPM SCRIPTS

72 main* O § Jira: Khalid Elshafie:

app.test.js — Building-APIs-with-Strapi
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Figure 11.2: Example of running tests
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You should see aHello from test file message in the console and that our
dummy test has passed.

Now that we have installed the required libraries to test our Strapi API, let's set up the
testing environment next.

Setting up the test environment

We have installed the required libraries to write and run the tests, so the next thing on
our list is to prepare the testing environment itself. There are two main things we need to
do here—the first is to prepare the database configurations for the test database, and the
second thing is to prepare the Strapi instance that is required for the tests.

Preparing the database configuration

When we are running our tests, we will often want to interact with the database. We will

not want to use the real database for sure to run our tests, and the development database
might contain old or dirty data that could potentially break the tests. Instead, we will set

up a temporary database for the tests that we can use while running the tests so that they
are run on a clean database, then remove it later on when it isn't needed.

When we use jest to run the tests, it will set the NODE _ENV variable value to test.
This means we can easily create a configuration for the test environment by placing the
configuration file in the config/env/test folder, so let's do that now, as follows:

1. Inthe config/env directory, create a new folder called test.

2. Create anew config/env/test/database. js file. We will use this file to set
up the test database information.

3. Add the following code to the file:

const path = require('path');

module.exports = ({ env }) => ({
connection: {
client: 'sqglite',
connection:
filename: env ('DATABASE FILENAME','.tmp/test.db'),
¥
useNullAsDefault: true,
pool: {
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This setting will use a test . db database whenever we are running the tests or whenever
the NODE_ENV environment variable value is set to test. Next, let's configure the
Strapi instance.

Preparing the Strapi instance

In order for us to be able to test anything that is Strapi-related, we will need to have a
Strapi instance defined in the test environment. Let's do that now, as follows:

1.
2.

Create a new helpers folder in the tests directory.

Create a new file called strapi . js. The full path to this file should be tests/
helpers/strapi.js.

Add the following code to it:

const Strapi = require ('@strapi/strapi') ;

let instance;

const setupStrapi = async () => {
if (!linstance) {
instance = await Strapi() .load() ;
instance.server.mount () ;

}

return instance;

%

module.exports = { setupStrapi };

The previous code declares a single function called setupStrapi. This function
uses a singleton design pattern to initialize the Strapi instance. This instance will be
available in our tests by simply calling strapi when needed.
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What is a Singleton?

A singleton is a software design pattern used for object creation. It ensures that
a class has only one instance.

Our setup is complete now, so let's create a simple test to ensure that everything is
properly configured, as follows:

1. Let's go backto our tests/app.test.js file.
2. Replace the test content with the following code:

const { setupStrapi } = require("./helpers/strapi") ;

/** this code is called once before any test is called */
beforeAll (async () => {

await setupStrapi () ;

) g

test ("strapi is defined", () => {
expect (strapi) .toBeDefined () ;

100

This simple test file exposes a single test titled strapi is defined. It makes use
of the setupStrapi helper we created earlier and tests that the strapi instance
is defined. In the beforeAl1 function, we call the setupStrapi function to
initialize the Strapi instance if it was not initialized.

What does the beforeAll function do?

beforeAll isa helper function provided by Jest to help in setting up tests.
As the name suggests, the beforeAll function is executed once by Jest
before running all tests. There is also an afterAl1l function that is executed
once after all the tests are run. Additionally, there are also beforeEach and
afterEach helpers, and those are executed before and after each test.

3. Save the changes to the file, then run the yarn test command from the terminal
to execute the tests, as illustrated in the following screenshot:
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o0 app.test.js — Building-APIs-with-Strapi

@ EXPLORER A app.testjs U X M -
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v @y test
P database.js
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7 17 hepee Time: 3.927 s, estimated 5 s
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Figure 11.3: Testing if the Strapi instance is defined

Windows Users

The following steps will not work for Windows users. The reason for that is
Windows will lock the SQLite database file (test . db), and if we attempt to
delete it, we will get an error. If you are running on Windows, you will need to
remove the file manually.
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4. 'The last thing we need to set up is a teardown script that will remove the test

5.

database for us after all tests are run. This will allow us to have a fresh and clean
database every time we run our tests. In the package . json file, add the
globalTeardown option to the jest block, as follows:

"jest": {
"testPathIgnorePatterns": [
"/node modules/",

" .cache"

1,

"testEnvironment": "node",
"testTimeout": 15000,

"globalTeardown": <rootDir>/tests/cleanup.js

}

The globalTeardown option allows us to specify a module that exports a
function that is triggered once after all test suites.

Next, create a cleanup. js file in the tests folder and add the following code
to it:

const fs = require('fs');

const os = require('os') ;

const { setupStrapi } = require('./helpers/strapi') ;
const cleanup = async () => {

await setupStrapi () ;
const dbSettings = strapi.config.get ('

database.connection.connection') ;

//close server to release the db-file

await strapi.destroy() ;

// Check if we are on windows

const isWindows = os.platform() === 'win32'
//delete test database after all tests

if (!isWindows && dbSettings &&

dbSettings.filename) {
if (fs.existsSync(dbSettings.filename))
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fs.unlinkSync (dbSettings.filename) ;

}
b

module.exports = cleanup;

6. Runthe yarn test command one more time. After the tests are run, the . tmp/
test . db file should be deleted automatically.

At this stage, we have everything configured and set up our Strapi API for testing, so let's
do that in the next section.

Writing and running tests

We are going to give a couple of examples of writing tests. First, we will use a public
endpoint and see how we can write a test against our public routes, then we will see how
to test a secure endpoint.

Testing a public endpoint

We will start by testing a public endpoint first; let's consider the GET /api/
classrooms endpoint. We want to test the endpoint is working as expected—that is, it is
accessible and returning the expected result.

Before we start writing the tests, let's make sure that we are allowing public access to this
endpoint by updating the permissions. Update the boot strap function in the src/
index. js file, allowing public access to the classroom's £ ind endpoint, as illustrated
in the following code snippet:

await enablePermission ("public", "classroom", "classroom",
"find") ;

We should be able to access the GET /api/classrooms endpoint without the need to
authenticate. Now that the permission is set up, let's write our test, as follows:

1. Create anew classroom.test.js file in the tests folder.
2. Add the following code to the file:

const request = require ("supertest") ;

const { setupStrapi } = require("./helpers/strapi");
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describe ("classroom controller test", () => {
beforeall (async () => {

await setupStrapi () ;

s

afterAll (() => {
Strapi.server.destroy () ;
)i
it ("should return list of classroom", async () => {

await request (strapi.server.httpServer)
.get ("/api/classrooms")
.expect (200)
.expect ("Content-Type", /json/) ;

1)
1)

We start by requiring the superset and setupStrapi helpers. Then, we use
beforeAll and afterAll to set up a Strapi instance before all tests are run

and destroy it once all tests are finished. We then defined a test titled should
return list of classroom. In our test, we used Supertest to issue a
GET request to the /api/classrooms endpoint and then used expect to assert
that the endpoint will return a 200 OK status code and that the content-type of
the response is JavaScript Object Notation (JSON), using the /json/ regular
expression (regex).

What Does describe("classroom controller test") Do?

The describe function allow us to group related test together. When
we use describe, we create a block that we can use to group all related
tests together. A single test file, referred to as a test suite, can have multiple
describe blocks, and each block can contain multiple tests.

3. Run the tests using the yarn test command:
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~/code/nyala/Building-APIs-with-Strapi } main + JCISIREELE
yarn run v1.22.17

| PASS | classroom.test.js

e Console

[2021-12-28 ©8:34:20.495] debug: Created role Student

[2021-12-28 ©8:34:20.504] debug: Created role Teacher

[2021-12-28 ©8:34:20.511] debug: Created role Admin

app.test.js

1 2 passed, 2 total
2 passed, 2 total
0 total
6.103 s

Done in 9.27s.
Figure 11.4: Running classroom controller test

If everything is set up correctly, we should see that two tests passed—one is for
testing if Strapi is defined, and the other test is the one we just created to test the
classroom endpoint.

Even though our classroom test endpoint passed, it is still missing something. Our test
is simply calling the endpoint and making sure that we get a 200 response, while our test
name indicates we are testing that we are getting a list of classrooms.

Let's update our test to check that we are getting the classrooms in the response. Update
the test file as follows:

const request = require ("supertest") ;
const { setupStrapi } = require("./helpers/strapi") ;
describe ("classroom controller test", () => {

beforeall (async () => {

await setupStrapi () ;
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s

afterall (() => {

Strapi.server.destroy () ;

N

it ("should return list of classroom", async () => {
await request (strapi.server.httpServer)
.get ("/api/classrooms")
.expect (200)
.expect ("Content-Type", /json/)
.then (response => {
const { body } = response;
expect (body) . toBeDefined () ;
expect (body) . toHaveProperty ("data") ;
const { data } = body;
expect (data.length) . toBe(5) ;
expect (data[0] .attributes.name) . toBe("classroom 1") ;
i
P
1)

The updated test now checks that the response body is defined, we have 5 classrooms
returned in the response, and that the first classroom name is classroom_ 1. If we
run this test now, it will fail because our test database is empty and we do not have any
records in the database yet.

To populate the test database with sample data for our tests, let's create a simple utility that
will seed the test database, as follows:

1. Create a new file called data.helper.jsinthe tests/helpers folder.

2. Create a createTestClasses function and add the following code to it:

const createTestClasses = async (numberOfClasses = 10) =>
try {
const classroomsPromise = [];

const min = 1;
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const max = 30;

Array (numberOfClasses)
.£111 (null)

.forEach((_item, index) => {
const name = “classroom ${index + 1}7;
const maxStudents = Math.random() * (max - min + 1)
+ min;
classroomsPromise.push (
strapi.services ("

api::classroom.classroom") .create ({

data: {
name,
description: "Description of the classroom
${name} ",

maxStudents: Math.floor (maxStudents)

await Promise.all (classroomsPromise) ;
} catch (e) {

throw new Error ("Failed to create mock data") ;
module.exports =

createTestClasses,

Iz

You might recognize this code from Chapter 6, Dealing with Content. We used this
code in our initial seed to create sample data in the database. We can use it here again
to populate the test database with sample data to work with while running the tests.
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3. Now that we have a helper class to generate sample data, go ahead and update
our classroom controller test by adding a beforeAll Hook to create data before
all tests are executed, as follows:

const request = require ("supertest") ;

const { setupStrapi } = require("./helpers/strapi") ;
const {createTestClasses} = require("../helpers/data.
helper") ;

const numberOfClasses = 5;

describe ("classroom controller test", () => {

// Run before all tests, create dummy classes
beforenAll (() => {
await setupStrapi () ;

await createTestClasses (numberOfClasses) ;

)

t ("should return list of classroom", async () => {
await request (strapi.server.httpServer)
.get ("/api/classrooms")
.expect (200)
.expect ("Content-Type", /json/)
.then (response => {
const { body } = response;
expect (body) .toBeDefined () ;
expect (body) . toHaveProperty ("data") ;
const { data } = body;
expect (data.length) . toBe (numberOfClasses) ;

expect (data[0] .attributes.name) .
toBe ("classroom 1") ;
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4. Run the tests again using the yarn test command. We should now see that our

tests are passing.

With this example, we were able to test that our classroom endpoint is accessible and
returning the correct response code. We were also able to test the response itself and validate
that we are getting data. However, the endpoint we were testing was public, but not all our
API's endpoints are public, and the majority of them require the user to be logged in. Let's
discuss in the next section how we can run our tests against a secure endpoint.

Testing a secure endpoint

In this example, we will see how we can test an endpoint that requires the user to be
logged in. We will use the create classroom endpoint to illustrate this scenario—this

will also help us see how we can send POST requests with a payload in our tests. Let's get
started, as follows:

1.
2.

Open the tests/classroom. test.js classroom test file.

Add a new test. Let's call it should create new classroom, with the

following body:

it ("should create new classroom", async () => {

// classroom we will create

const classroom = {

name: "Test classroom",

description: "Class room for unit tests",

maxStudents: 10,

b

const payload = {
data: {

...classroom

}
i

await request (strapi.server.httpServer)
.post ("/api/classrooms")
.set ("Content-Type", "application/json")
.send (payload)
.expect (200)
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.then ((response) => {
const { body } = response;
expect (body) .toBeDefined () ;
expect (body) . toHaveProperty ("data")

const { data } = body;
expect (data.id) .toBeDefined () ;
expect (data.attributes.name) . toBe (classroom.name) ;

expect (data.attributesdescription) . toBe (classroom.
description) ;

expect (data.attributes.maxStudents) .toBe (classroom.
maxStudents) ;

1)
1) 5

We started the test by defining an object called classroom that holds the
information of the classroom we want to create. Then, we send the POST request
to the /classrooms endpoint. Note that we set the Content - Type header to
application/json as our API expects that from us, and we used the send
method to set our request body.

Finally, we defined our expectations—that the API will return 200 and the body
will contain an id value for the new classroom, and the name, description, and
maxStudent classroom properties will match what we sent in the request body.

3. If we run the test now, it will fail with a 403 Forbidden response code. This is
expected since that endpoint expects a user to be logged in. You can see the output
in the following screenshot:
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@ classroom controller test > should create new classroom
expected 200 "OK", got 403 "Forbidden"

.set('Content-Type', 'application/json')
.send(payload)

A

.then(response => {
const { body } = response;
expect(body. id) . toBeDefined();

tests/classroom.test.js

node_modules/supertest/lib/test.js
node_modules/supertest/lib/test.js
node_modules/supertest/lib/test.js
node_modules/supertest/lib/test. js
node_modules/supertest/lib/test. js

[ PASS | app.test.js

Test Suites: 1 failed, 1 passed, 2 total
Tests: 1 failed, 2 passed, 3 total
Snapshots: 0 total
Time: 7.606 s

Command failed with exit code 1.
info Visit https://yarnpkg.com/en/docs/cli/run for documentation about this command.

Figure 11.5: Failed to create classroom when user is not authenticated
To solve this problem, we will need to send a JSON Web Token (JWT) in the
request header. Remember that our test database is created every time we run tests
and dropped at the end. We will start by creating a user in the database; then, we
can use that user to issue a JWT that we can use to access a secure endpoint.

4. Let'sadd a function called createUser to our tests/helpers/data.
helper. js file, as follows:

const createUser = async (type = 'admin', username =
'testuser') => {
try {

// Get the role from the database
const role = await strapi.db.query('plugin::users-

permissions.role') .findOne ({ where: { type } });

// Create the user

return await strapi.db.query ('

plugin: :users-permissions.user') .create ({
data: {



270  Testing the Strapi API

username,
email: ~S${username}@strapi.com’,
password: 'password',
provider: 'local',
confirmed: true,
role: role ? role.id : null,
¥
1) i
} catch (e) {
throw new Error ('Failed to create mock user');
}
Vi

Our createUser function accepts two optional parameters—a role defaulted to
admin and a username defaulted to testuser. This will give us a bit of flexibility
when we create users in the future when our tests evolve.

We started by querying the database for the role. Remember that the database is
seeded with three roles (covered in Chapter 9, Production-Ready Applications) every
time we run our tests. Then, we create a user with that role and return the result.

5. Don't forget to export the function so that we can use it in our tests. Here's the code
to achieve this:

module.exports = {
createTestClasses,

createUser,

¥

6. Now that we have a createUser helper, let's switch back to our tests/
classroom/index. js file. First, import the newly created function, as follows:

const { createTestClasses, createUser } = require("../
helpers/data.helper") ;

7. 'Then, let's update our should create new classroom test. Let's create a user
and issue a JWT, then add the following code right before our request call:

//Create user
const testUser = await createUser () ;
// issue JWT for that user
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const jwt = await strapi.plugins|["users-permissions"].
services.jwt.issue ({

id: testUser.id,

)

Now that we have the JWT, we can pass it in our request. Our updated test should
now look like this:

it ("should create new classroom", async () => {
// classroom we will create
const classroom = {
name: "Test classroom",
description: "Class room for unit tests",

maxStudents: 10,

Y

]
—

const payload
data: {

...classroom

}
i

const testUser = await createUser() ;
const jwt = await strapi.plugins["users-
permissions"] .services.jwt.issue ({

id: testUser.id

b

await request (strapi.server.httpServer)

.post ("/api/classrooms")
.set ("Content-Type", "application/json")
.set ("Authorization", “Bearer ${jwt}”)
.send (payload)
.expect (200)
.then ( (response) => {

const { body } = response;

expect (body) .toBeDefined () ;
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expect (body) .toHaveProperty ("data")

const { data } = body;
expect (data.id) .toBeDefined () ;
expect (data.attributes.name) . toBe (classroom.name) ;

expect (data.attributesdescription) .toBe (classroom.

description) ;
expect (data.attributes.maxStudents) .toBe (classroom.
maxStudents) ;
1) i
1)
it ("should create new classroom", async () => {

// classroom we will create

const classroom = {

name: "Test classroom",

description: "Class room for unit tests",

maxStudents: 10,

const testUser = await createUser() ;

const jwt = await strapi.plugins["users-permissions"].
services.jwt.issue ({

id: testUser.id,

F

await request (strapi.server)
.post ("/classrooms")
.set ("Content-Type", "application/json")
.set ("Authorization", “Bearer ${jwt})
.send (classroom)
.expect (200)
.then ( (response) => {
const { body } = response;
expect (body.id) .toBeDefined () ;

expect (body.name) . toBe (classroom.name) ;
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expect (body.description) . toBe (
classroom.description) ;
expect (body.maxStudents) . toBe (

classroom.maxStudents) ;
1)
1) ;

9. Let'sruntheyarn test command again. This time, our test will pass.

We are now able to test both public and secure endpoints. We will end this chapter with
the remark that software testing is a huge topic that probably needs a dedicated book on
its own rather than just a chapter in a book. However, we hope that this chapter helps you
in getting started with testing your application and code.

Summary

In this chapter, we explored how we can test our Strapi API, and started with a brief
introduction to software testing. Then, we started setting up our environment and
installed the required libraries for our test.

After we had our environment ready, we started by testing a public endpoint. We used the
GET /api/classrooms endpoint as an example and saw how we can issue an HT'TP
request to that endpoint and how we can assert that we are getting the expected result.

Finally, we explored how we can test a secure endpoint that requires the user to be
authenticated. We created a helper function that created a user with a specific role, then
we used that user to issue a JWT token. Afterward, we used the token in our tests, passing
it along in the request header, and we were able to test a secure endpoint.

We have covered a variety of topics in this book; technologies, techniques, and best practices,
as well as briefly touching on cloud-related topics. We do not expect anybody to take in all
of this in one read. Therefore, when setting forth to develop your own Strapi-based API and
backend, we hope this book will serve as a reference and a great foundation!






Appendix:
Connecting a React
App to Strapi

We will describe how we can connect a simple frontend app to the API we have built
throughout the book. We will use a sample React app as our frontend app.

About the React app

The sample app we will use here is a simple and minimal app built with React]S to
illustrate how can we hook our API to a frontend app.

Strapi LMS LOGOUT

Introduction to Strapi 2SlipoTeRE

An Introduction to Strapi How to setup and install strapi

Tutorlals: 4
Remaining Spots: 3
Total Spots: 6

Headless CMS

watch on 3 Youlube:

What is Strapi

A Introduction to Strapi. Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem
Ipsumm has been the Industry's standard dummy text ever since the 1500s, when an unknown printer
Setup Strapi

. p Strap

How 10 setup and install strapl

] Strapi Content types

>

Hands-on

8rough to you by nyala.dey

Figure 1: Example of the frontend app after startup
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The React app allows students to log in, see a list of classrooms, enroll in a classroom, and
see the classroom tutorials. The tech stack for the app is as follows:

o React]S (TypeScript)

« Reach Router: The routing component

o Material UI: Used to build the UI components

o Axios: HTTP library to communicate with our Strapi API
« ReactPlayer: A React library to work with YouTube videos

Understanding the React app folder structure

The React app is hosted on GitHub, and you can clone it from the following
GitHub repository:

https://github.com/NyalaDev/strap-lms-react

Once you have cloned it, you can open it with your text editor. The following is the
folder structure:

~ STRAPI-LMS
> ®
> @ public
v (& src
> fa common
> B components
> & context
> I8 hooks
v (g pages
ClassroomPage.tsx
HomePage.tsx
LoginPage.tsx
v [ services
api.ts
localStorage.ts
> 5 types
index.css
index.tsx

% logo.svg
react-app-env.d.ts

reportWebVitals.ts

Figure 2: Frontend app folder structure
The app uses a common React app structure. All components reside within the src
directory and are categorized into the following:

o common: The common directory contains constants files; it defines constants that
are used across the app.
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components: The components directory holds various UI components used in
the app.

context: The application uses React context to manage the application auth state.
hooks: Custom Hooks are used to handle authentication.

pages: A top-level component, this contains the login page, home page, and
classroom detail page.

services: There are two services used by the app: the local storage service is used
to work with the local storage and the API service is used to define all API calls to
our Strapi API.

types: Contains TypeScript type definitions used in the app.

index.tsx: index. tsx is the main entry point and it contains definitions for all
routes used in the app.

Running the app

To run the sample app, first we will need to create a configuration file to set the API URL,
then we can run the app using the start script:

Create a . env.local file in the project root.

2. Add the following to the new file: REACT APP STRAPI API URL=http://

localhost:1337.
.env.local —

EXPLORER

~ OPEN EDITORS il
X 1 REACT_APP_STRAPI_API_URL=http://localhost:1337
~ STRAPI-LMS
> m
> @ public
> BB src
fit

.gitignore

() package.json
README.md
= tsconfig.json

yarn.lock

Figure 3: Example of the .env.local file
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The REACT APP_STRAPI API URL env variable points to the Strapi API we
created in the book. This environment variable is referenced and used in services/
api.ts. If you are running your Strapi instance on a different machine, make sure to
adjust the value of this variable to point to your Strapi application.

3. Save the changes to the file, and then from the terminal run the command yarn
start to launch the development server. Once the server is up and running, a
new browser tab should atomically open. If not, open your browser and navigate to
http://localhost:3000. You will be presented with the login screen:

Student Login

{Emai} Address *

Password *
Forgot password? Don't have an account? Sign Up

Brough to you by nyala.dev

Figure 4: Frontend app login page

Make sure your Strapi instance is running. Use a student account to log in to the app and
explore the dashboard. Feel free to make any changes you want.
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