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Preface

With the increase in usage of cloud platforms and with many companies embracing a hybrid workforce,
new threat vectors are emerging and cyber-attacks are increasing.

A new security model mindset is required more than ever, a model that thinks beyond traditional
device-based and network-perimeter-based security. We need to adopt a holistic approach to security,
starting with insights and highlighting identity as the new control and security pane.

This book is a recipe-based guide to help you become well versed with Azure security features and tools.

You will start with learning important Azure security features such as identities, virtual machines,
networks, storage, databases, and remote access. Then, you will dive into Defender for Cloud, Microsoft
Sentinel, and other related tools to safeguard your identities, infrastructure, apps, and data.

Every chapter is independent, takes up important problems, and provides solutions, including those
related to implementing and operating security features and tools.

By the end of the book, you will have learned to secure Azure cloud platform resources and have a
guide you can use to solve specific day-to-day challenges.

Who is this book for

This book targets security-focused professionals looking to protect Azure resources using the native
Azure platform security features and tools.

A solid understanding of the fundamental security concepts and prior exposure to Azure will help
you understand the key concepts covered in the book more effectively.

This book also benefits those aiming to take the Microsoft certification exam with a security element
or focus.

What this book covers

Chapter 1, Securing Azure AD Identities, teaches users how to secure and protect Azure AD identities. We
will break down the chapter into sections on reviewing Azure AD identity secure scores, implementing
Identity and Access Management on Azure AD tenants, implementing Azure AD Password Protection,
implementing Self-Service Password Reset, implementing the Azure AD security defaults, implementing
Azure AD Multi-Factor Authentication, implementing Conditional Access policies, implementing
Azure AD Identity Protection, and implementing Azure AD Privileged Identity Management.
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Chapter 2, Securing Azure Networks, explains how to secure and protect Azure networks. We will break
down the chapter into sections covering implementing Network Security Groups, implementing Azure
Firewall, implementing Azure Web Application Firewall, and implementing Azure DDoS.

Chapter 3, Securing Remote Access, focuses on how to secure and protect remote access. We will break
down the chapter into sections covering implementing the Azure Bastion service, implementing Azure
Network Adapter, and implementing Just-in-Time (JIT) VM access.

Chapter 4, Securing Virtual Machines, takes securing and protecting Azure VMs as its subject. We will
break down the chapter into sections on implementing VM Update Management, implementing VM
Microsoft antimalware, and implementing Disk Encryption for Azure VMs.

Chapter 5, Securing Azure SQL Databases, discusses how to secure and protect Azure databases. We
will break down the chapter into sections on implementing a service-level IP firewall, implementing
a private endpoint, and implementing Azure AD authentication and authorization.

Chapter 6, Securing Azure Storage, breaks down how to secure and protect Azure storage. We will
break down the chapter into sections covering implementing security settings on storage accounts,
implementing network security, and implementing encryption.

Chapter 7, Using Advisor, explores how to secure and protect Azure environments using the Advisor
recommendations engine. We will break down the chapter into sections on the security recommendations
and secure scores and perform the implementation of recommendations.

Chapter 8, Using Microsoft Defender for Cloud, demonstrates the components of Defender for Cloud,
as well as how to enable the enhanced security features of Defender for Cloud, add a regulatory
standard to the regulatory compliance dashboard, and assess environment regulatory compliance
against the added standard.

Chapter 9, Using Microsoft Sentinel, walks through enabling Microsoft Sentinel and how to review the
components, create automation, set up a data connector, and create an analytics rule.

Chapter 10, Using Traffic Analytics, covers the implementation of Traffic Analytics.

To get the most out of this book
For this book, the following are required:

o A device with a browser, such as Edge or Chrome, to access the Azure portal at
https://portal.azure.com

o An Azure AD tenancy and Azure subscription; you can use an existing one or sign up for free:
https://azure.microsoft.com/en-us/free

o A Global Admin role for the Azure AD tenant

o An Owner role for the Azure subscription


https://portal.azure.com
https://azure.microsoft.com/en-us/free
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Download the color images

We also provide a PDF file that has color images of the screenshots and diagrams used in this book.
You can download it here: https://packt.link/fPcIW.

Conventions used

There are a number of text conventions used throughout this book.

Code in text: Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: A device
with a browser, such as Edge or Chrome, to access the Azure portal: https://portal.azure.com

Any command-line input or output is written as follows:
Get-AzVmDiskEncryptionStatus

Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words
in menus or dialog boxes appear in bold. Here is an example: “We will start by looking at Active
Directory (AD)”

Tips or important notes

Appear like this.
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Preface

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, email us at customercaree@
packtpub . com and mention the book title in the subject of your message.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you have found a mistake in this book, we would be grateful if you would report this to us. Please
visit www . packtpub . com/support/errata and fill in the form.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us at
copyright@packt .com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors.packtpub.com

Share your thoughts

Once you've read Functional Programming in Golang, wed love to hear your thoughts! Please click
here to go straight to the Amazon review page for this book and share your feedback.

Your review is important to us and the tech community and will help us make sure we’re delivering
excellent quality content.


http://www.packtpub.com/support/errata
https://authors.packtpub.com
https://packt.link/r/9781803238012
https://packt.link/r/9781803238012

Preface

Download a free PDF copy of this book

Thanks for purchasing this book!

Do you like to read on the go but are unable to carry your print books everywhere?

Is your eBook purchase not compatible with the device of your choice?

Don't worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical
books directly into your application.

The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content
in your inbox daily

Follow these simple steps to get the benefits:

1. Scan the QR code or visit the link below

https://packt.link/free-ebook/9781804617960

2. Submit your proof of purchase

3. That’s it! We'll send your free PDF and other benefits to your email directly
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Part 1:
Azure Security Features

In this part, we will go through recipes that provide complete coverage of the skills and knowledge
required to implement and operate native Azure platform security features.

This part includes the following chapters:

o Chapter 1, Securing Azure AD Identities

o Chapter 2, Securing Azure Networks

o Chapter 3, Securing Remote Access

o Chapter 4, Securing Virtual Machines

o Chapter 5, Securing Azure SQL Databases
o Chapter 6, Securing Azure Storage






1

Securing Azure AD Identities

Azure Active Directory (Azure AD) is a multi-tenant cloud-based identity and access management
solution that is part of Microsoft’s Entra Identity platform product family.

You can read more about Entra and its integrated hybrid and multi-cloud identity and access solutions
family at the following Microsoft site: https: //www.microsoft.com/en-us/security/
business/microsoft-entra.

In this chapter, you will learn how to secure and protect Azure AD identities.

We will break down this chapter into sections that cover how you can review your environments,
including security posture, tenant-level identity and access management, password management and
protection, security defaults, multi-factor authentication, and Conditional Access. We will then look
at implementing Identity Protection and Identity Management services.

By the end of this chapter, you will have covered the following recipes to create secure Azure AD identities:

o Reviewing Azure AD Identity Secure Score

o Implementing Azure AD tenant Identity and Access Management
o Implementing Azure AD Password Protection

o Implementing Self-Service Password Reset

o Implementing Azure AD security defaults

o Implementing Azure AD multi-factor authentication

o Implementing Conditional Access policies

o Implementing Azure AD Identity Protection

o Implementing Azure AD Privileged Identity Management


https://www.microsoft.com/en-us/security/business/microsoft-entra
https://www.microsoft.com/en-us/security/business/microsoft-entra
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Introduction to Azure Identity Services

Before we look at any recipes, we will first introduce some concepts surrounding Microsoft Identity
services. This will assist us in establishing a foundation of knowledge to build upon. We will start by
looking at Active Directory (AD).

What is AD?

AD provides Identity and Access Management (IAM) and Information Protection services for
traditional Windows Server environments. It was first included with Windows Server 2000 as an
installable service.

AD provides different services in its portfolio and is used as a generic and umbrella term in many cases.
These individual services in Azure AD include the following:

e AD Domain Services (AD DS)

o AD Federation Services (AD FS)

« AD Certificate Services

« AD Rights Management Services

In this next section, we will introduce Azure AD and look at its relationship with AD, a similar name
but with different functions, capabilities, and use cases.

When is AD not AD? When it is Azure AD!

Before we go any further, we should clear one thing up: there is a common misconception that Azure
AD must just be a cloud-based Software-as-a-Service (SaaS) version, but it is not!

It is easy enough why people (wrongly) think this may be the case; after all, Exchange Online and
SharePoint Online are indeed exactly that, Saa$ versions of their traditional infrastructure deployed
platforms; if only it were that simple, though.

In many ways, Azure AD is like AD on the surface; they are both Identity Providers (IDPs) and
provide IAM controls. Still, at the same time, they function differently and don’t yet provide a complete
parity of capabilities, although quite close.

It is worth noting that Azure AD is constantly evolving to meet the requirements and demands of
authentication and authorization of workloads and services to bring capabilities in line with those
available in AD, such as Kerberos realms within Azure AD.

At the time of publishing this book, you cannot use Azure AD to 100% replace the provided capabilities
of AD.
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Depending on the scenario, it may be the case that your environments will never be 100% cloud-based
for identity services. You may remain with Hybrid identity services — that is, both AD and Azure AD
coexist in a connected and synchronized state.

What is Azure AD?

Azure AD is a Saa$ identity management solution that is fully managed and provides functions such
as an IDP and IAM for managing and securing access to resources based on Role-Based Access
Control (RBAC).

As Azure AD is provided as a fully managed service, there is no installable component such as Windows
Servers and Domain Controllers (DC); zero infrastructure needs to be deployed by you.

The primary cloud authentication protocol used by Azure AD is based around using OpenID, OAuth,
and Graph, whereas AD uses Kerberos and NTLM.

What is Hybrid Identity?

The hybrid identity approach allows you to synchronize objects, such as user objects and their passwords,
between AD and Azure AD directories.

The main driver for hybrid identity within an organization is legacy AD-integrated applications that
do not support cloud identity authentication protocols.

This capability provides users access to AD authenticated, and Azure AD authenticated using a single
Common Identity and password.

The password synced to Azure AD is a hash of the stored hashed password; passwords are never stored
in Azure AD, only the password hash. This capability is referred to as same sign-on, meaning you
will be prompted each time to enter the same credentials when you wish to authenticate to resources.

This capability should not be confused with single sign-on (SSO), which does not prompt you again
when accessing resources. The following diagram shows the relationship between AD and Azure AD:

&

AD
Connect Azure
AD AD
Single

‘Common ldentity’

O
g

userl@milesbetter.solutions

Figure 1.1 — AD and Azure as a relationship
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Azure AD Connect is a free downloadable tool that synchronizes objects between AD and Azure AD’s
IDP directories; this establishes hybrid identities. Azure AD Connect provides additional functionality
and capabilities and allows for Self-Service Password Reset (SSPR) through additional configuration.

You can continue learning more, should you wish, about hybrid identities and Azure AD Connect,
by going to https://learn.microsoft.com/en-us/azure/active-directory/
hybrid/whatis-azure-ad-connect.

Technical requirements

For this chapter, the following are required for the recipes:

A machine with a modern browser such as Edge or Chrome and internet access; this machine
can be a client or server operating system. We will use a Windows 10 Microsoft Surface laptop
with a Chrome browser for the recipe examples.

An Azure AD tenancy; you may use an existing one or sign up for free: https://azure.
microsoft.com/en-us/free.

Access to the Global Administrator role for the tenancy.
Some cloud-only test user created accounts as part of the Azure AD tenancy.

You will require Azure AD Premium licenses or trial licenses. The following steps will guide
you on activating a free trial if you do not already have a license:

L From the Azure portal, go to Azure AD | Licenses | All products, then click Try/Buy
from the top toolbar.

II.  Select the AZURE AD PREMIUM P2 free trial and click Activate:


https://learn.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect
https://azure.microsoft.com/en-us/free
https://azure.microsoft.com/en-us/free

Reviewing Azure AD Identity Secure Score

Activate X

Browse available plans and features

o If you would like to purchase a subscription directly from Microsoft, please see the Purchase
services catalog.

ENTERPRISE MOBILITY + SECURITY ES

Enterprise Mobility + Security E5 is the comprehensive cloud solution to address your
consumerization of IT, BYOD, and Saa$S challenges. In addition to Azure Active Directory
Premium P2 the suite includes Microsoft Intune and Azure Rights Management.

v Free trial

AZURE AD PREMIUM P2

With Azure Active Directory Premium P2 you can gain access to advanced security features,
richer reports and rule based assignments to applications. Your end users will benefit from self-
service capabilities and customized branding.

~ Free trial

Azure Active Directory Premium P2 enhances your directory with additional features
that include multifactor authentication, policy driven management and end-user self-
service. Learn more about features

The trial includes 100 licenses and will be active for 30 days beginning on the activation
date. If you wish to upgrade to a paid version, you will need to purchase Azure Active
Directory Premium P2. Learn more about pricing

Azure Active Directory Premium P2 is licensed separately from Azure Services. By

confirming this activation you agree to the Microsoft Online Subscription Agreement
and the Privacy Statement.

Figure 1.2 — Azure AD Premium P2 free trial activation

Reviewing Azure AD ldentity Secure Score

Azure AD Identity Secure Score enables you to make informed decision-making to protect your
Azure AD tenancy.

This recipe will teach you how to monitor and improve your Azure AD Identity Secure Score.

We will take you through reviewing the Azure AD Identity Secure Score dashboard for your Azure AD
tenancy environments and look at the actionable insights available to improve your secure score and
security posture.
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Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o You should sign into the Azure portal with an account with the Global Administrator role

How to do it...
This recipe consists of the following tasks:

o Reviewing Identity Secure Score

o Updating the improvement actions status
Task - Reviewing Identity Secure Score
Perform the following steps:

1. From the Azure portal, go to Azure Active Directory | Security | Identity Secure Score.

Alternatively, in the search bar, type azure ad identity secure score;click on
Azure AD Identity Secure Score from the list of services shown.

2. You will now see the Identity Secure Score blade.

3. The top section of the Identity Secure Score screen represents your identity security posture:

Secure Score for Identity Comparison
tf 2 9 0/ milesbettersolutions.onmicrosoft.com 24.58%
I
4. 5 (o)
Typical 1-100 person company 54.66%
Last updated 9/28/2022, 10000 AM © I

View your Microsaft Secure Score.

Score history

C Tdays 30days 60days :I

25

2
: \

21

July 3 July 10 July 17 July 24 July 31 August 7 August 14 August 21 August 28 Septamber 4 Saptermber 18

Figure 1.3 — Secure Score screen


https://portal.azure.com
https://portal.azure.com
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This area of the screen shows three aspects to review:

* Secure Score for Identity is a percentage of your alignment with Microsoft’s best practice
security recommendations

= Comparison is your security posture management compared to other tenants of a similar size

* Score history is a trend graph over time

4. The lower section of the Identity Secure Score screen provides a list of recommended and
possible security Improvement actions.

Each recommended improvement action has a Score Impact, User Impact, Implementation
Cost, Max Score possible, and Current Score:

Improvement actions

i Download == Columns

MName T Score Impact T Current Score T} Max Score T UserImpact T,  Implementation C... T| Status T
Require multifactor authentication for administrative roles 1639% 0 10 Low Low To address
Ensure all users can complete multifactor authentication 14.75% 0 9 High High To address
Enable policy to block legacy authentication 13.11% 0 g Moderate Moderate To address
Do not expire passwards 13.11% & g Maoderate Low Completed
Protect all users with a user risk policy 11.48% 0 7 Moderate Moderate To address
Protect all users with a sign-in risk policy 11.48% 0 7 Moderate Moderate To address
Enable password hash sync if hybrid 8.20% 3 5 Low Low Completed
Do nat allow users to grant consent to unreliable applications  6.56% 0 4 Maoderate Low To address
Use least privileged administrative roles 1.64% 1 1 Low Low Completed
Designate more than one global admin 1.64% 1 1 Low Low Completed
Enable self-service password reset 1.64% 0 1 Moderate Moderate To address

Figure 1.4 — The Improvement actions screen

5. Click Download; you can access the improvement actions in a CSV file:

Improvement actions

i Download == Columns
Name tL [~
] Il AutoSave [H  ScorelmprovementActions.csv v £ search (Alt+Q)
Require muli]
Ensureallus|  File Home Insert Draw Page Layout Formulas Data Review View Help
Enable polic 615 v i \/ ﬁC
Do not expir A B c D E 3 | G
Protect all ug Score Current Max  User Implementation
b ] 1 |Name Impact Score  Score Impact  Cost Status
rotect A0S 2 |Require multifactor authentication for administrative roles 16.29 0 10 Low Low To address
Enable passy 3 |Ensure all users can complete multifactor authentication 14.75 i) 9 High High To address
4 |Enable policy to block legacy authentication 13.11 0 & Moderate Moderate To address

Donotallow 5 h, ot expire passwords 13.11 8 8 Moderate Low Completed
Use least 6 |Protect all users with a user risk policy 11.48 0 7 Moderate Moderate To address

Figure 1.5 — Improvement actions download



10 Securing Azure AD Identities

6. By clicking on an Improvement action, you can see further information:

Improvement action X

Enable self-service password reset

SCORE IMPACT @

+1.64%
CURRENT SCORE (O
0
MAX SCORE @
1
\ STATUS (@
July31  Aug
DESCRIPTION (@
With self-service password reset in Azure Active Directory, users no
longer need to engage help desk to reset passwords. This feature
i i . passwords, which
A measure of how much impact the action will have on users ng used.
Y 4
A measure of how difficult is to implement the improvement action
r 4

IMPLEMENTATION COST (@

Moderate

WHAT AM | ABOUT TO CHANGE? @

1. Follow our step-by-step guidance to enable self-service
password reset

2. If you have users that are synced from on-premises Active
Directory using Azure AD Connect, you may also need to
enable the password writeback feature. For more information,

enable the password writeback teature. For more intormation,
see this article

HOW WILL IT AFFECT MY USERS? (O
Users will be able to self-service password reset in Azure AD and no
longer need to engage help desk.

Get Started

Secure score updates can take up to 48 hours.

Figure 1.6 - Improvement actions information

With that, you have reviewed Identity Secure Score. In the next task, we will update the status
of improvement actions.
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Task - Updating the improvement actions status
Perform the following steps:

1. Select an Improvement action and click to open it.

2. From the Improvement action screen, on the STATUS section, select the status you wish to
update the action to and then click Save:

Improvement action X

Enable policy to block legacy authentication

»

SCORE IMPACT @
+13.11%

CURRENT SCORE @
0

MAX SCORE @
8

STATUS @
| Risk accepted ~

To address
" Risk accepted
Planned
Resclved through third party

Resolved through alternate mitigation

USER IMPACT @
Moderate

IMPLEMENTATION COST @
Moderate

WHAT AM | ABOUT TO CHANGE? @

1. We provide step-by-step guidance to select and enable
the right method to block legacy authentication for your
organization in the Microsoft 365 admin center (part of
the MFA wizard). Go to the Microsoft 365 MFA wizard

If you would like to perform the implementation yourself,
first check what Azure Active Directory license you have
under “Prerequisites” in Microsoft Secure Score or see
your license type under "Basic information” in the Azure

™~

Secure score updates can take up to 48 hours.

Save

Figure 1.7 — Improvement actions status options

With that, you have updated the status of improvement actions. This concludes the hands-on
tasks for this recipe.

11
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How it works...

In this recipe, we reviewed the information presented in the Azure AD identities Secure Score and
took action from available insights.

o The Azure ID Identity Secure Score overlaps with the identity score used for the Microsoft
secure score, which means the recommendations will be the same.

o The Azure AD Identity Secure Score provides a value of between 1% and 100%, representing how
well your Azure AD tenancy is secured based on Microsoft’s best practices and recommendations.

You can also see actionable improvement insights on how your score can be improved and each
improvement’s impact on the secure score.

The dashboard and a score history timeline show a comparison of your environments Azure AD
tenancy to a tenancy of the same size and industry average.

Your environments Azure AD tenancy identity settings are compared with best practice recommendations
once a day (approx 1:00 A.M. PST); changes made to an improvement action may not be reflected in
the score for up to 48 hours.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o What is the identity secure score in Azure Active Directory?: https://learn.microsoft.
com/en-us/azure/active-directory/fundamentals/identity-secure-
score

o Azure Active Directory fundamentals documentation: https://learn.microsoft.
com/en-us/azure/active-directory/fundamentals

Implementing Azure AD tenant Identity and Access
Management

Account compromise is one of the biggest threat vectors to protect against, and those with privileged
access roles will be the focus of attacks. There are often too many users assigned privileged accounts,
with more access than is required for a user to carry out their role. There is often insufficient RBAC in
place, and the principle of least privilege should be adopted for these privileged administrator roles.

While we need to limit the number of user accounts that have the Global Administrator role, there should
also not be a single point of compromise for the Global Administrator role. Having more than one account
with the Global Administrator role is important. It is crucial to have an emergency account in case of a
breach or conditional access lockout of a Global Administrator role assigned. Global Administrator role
accounts can use a buddy system to monitor each other’s accounts for signs of a breach.
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Implementing Azure AD tenant Identity and Access Management

This recipe will teach you to ensure you only have the users assigned with the least privileges required
for their role and ensure you have a minimum of two accounts assigned the Global Administrator role.

We will take you through the steps to implement these tasks.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o You should sign in with an account that has the Global Administrator role

How to do it...
This recipe consists of the following tasks:

o Implementing least privileged administrative roles

o Designating more than one Global Administrator
Task - implementing least privileged administrative roles
Perform the following steps:

1. From the Azure portal, go to Azure Active Directory | Roles and administrators.

2. From the All roles section, select the Global administrator role:

Home > milesbettersolutions.cnmicrosoft.com >

2 Roles and administrators | All roles x

milesbettersolutions.onmicrosoft.com - Azure Active Directory

«

1 New custom role E Delete custom role i Download assignments O Refresh [ Preview features ,ﬁ\j Got feedback?

& Allroles

X D d <ol bl ﬂ To create custom roles, your organization needs Azure AD Premium P1 or P2 Start a free trial. =
iagnose and solve problems

Activity D g Global administrator Can manage all aspects of Azure AD and Microsoft services that use Azure AD i... Built-in
%= Access reviews ] g Global reader Can read everything that a global administrator can, but not update anything. Built-in
[ . Grouos administrator Can mansae all aspects of aroups and arouo settings like namina and exoiratio... Built-in

Figure 1.8 — Azure AD Roles and Administrators screen

3. From the Assignments section, identify only the accounts required to have the Global
Administrators role; ensure you have at least two or no more than five accounts with the
Global Administrator role.

Select a user for users who no longer require the Global Administrator role and then click
Remove assignments from the top toolbar:
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+ Add assignments >< Remuowve assignments i Download assignments D Refresh +--

A You currently exceed the recommended number of Global administrator assignments, =

n Your delegated admin partner(s) can use this role to manage your tenant. See your Delegated admin

partner(s).
Search Type
| Search by name | | User hd

MName UserMame Type Scope
. Demo1l Demao]@milesbettersolutions.com User Directory
D milesbetter.solutions admin@MNETORGFTE723200.onmicrosoftcom  User Directory
D SMiles smiles@milesbettersolutions.com User Directory
. UserAdmin UserAdmin@milesbettersolutions.com User Directory

Fs

| v
Figure 1.9 — The Remove assignments screen

4. From Azure Active Directory | Roles and administrators | All roles | Global administrator,
we can now see that the user has been removed from the Global Administrator role:

Dashboard > milesbettersolutions.onmicrosoft.com | Roles and administrators > Roles and administrators | All roles > Global administrator

& Global administrator | Assignments

All roles

“ -+ Add assignments X Remove assignments 4 Download assignments () Refresh = Manage in PIM
# Diagnose and solve problems

Manage X X .
n Your delegated admin partner(s) can use this role to manage your tenant. See your Drelegated admin partner(sh

&8 Assignments
[ Description Search Type

| Search by name | | User ~
Activity

Name UserName Type Scope

&% Bulk operation results

D milesbetter.solutions admin@NETORGFTE723201.onmicr...  User Directory
Troubleshooti 5 rt
roubleshooting + suppol I:‘ SMiles il ilesbettersalutions.com User Directory

& New support request

Figure 1.10 — Global Administrator Assignments screen

5. To reassign least privileged admin users to roles required to complete their tasks, navigate to
Azure Active Directory | Users. Select and click the users to assign roles.
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6. From the User blade for the user selected to assign a directory role, go to Assigned roles from
the Manage section and click Add assignments:

Dashboard > Users » UserAdmin

s UserAdmin | Assigned roles

User
| 2 Search | # + Add assignments >< Remowve assignments O
& Overview Administrative roles
Audit logs Administrative roles can be used to grant access to Azur
3D Sign-in logs A5 Search by name or description +
¢? Diagnose and solve problems Rale 15,  Description
Manage Mo directory roles assigned.

« I

&t Assigned roles
Figure 1.11 — The Assigned roles screen

7. From the Directory roles pop-up screen, locate the directory role you wish to assign from the
list of all available roles; select the directory role to assign and click Add:

Dashbozr - Dijrectory roles X
&)

Use
2 Seard]

& Overv

T Sort

o To assign custom roles to a user, your organization needs Azure AD Premium P1 or P2,

Audit  Choose admin roles that you want to assign to this user. Learn more

D Sign-i

|2 user| % | Fg Add fiters

2 Diagn

I:‘ " External |0 user flow administrator Can create and manage all aspects of user flows,
Manage » . .

| I:‘ o External ID user flow attribute administrator Can create and manage the attribute schema available to all user flows.

& Assig » . o . . . . .

I:‘ o Privileged authentication administrator Allowed to view, set and reset authentication method infermation for
& Admi any user (admin or non-admin).
2 Grou I:‘ " User administrator Can manage all aspects of users and groups, including resetting

passwords for limited admins.

Figure 1.12 - The Directory roles assignment screen
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8. Your user will now have the required least privileged admin role assigned and no longer have

the highly privileged Global Administrator role:

Dashboard > milesbettersolutions.onmicrosoft.com | Roles and administrators > Roles and administrators | All roles > User administrator
Y User administrator | Assignments
All roles
“ + Add assignments > Remove assignments £ Download assignments O Refresh [7|' Manage in PIM
K Diagnose and solve problems

Search Type
Manage | Search by name | | All hd |
&8 Assignments Name UserMame Type Scope
é Description D UserAdmin UserAdmin@milesbettersolutions.c... User Directory
Activity

Figure 1.13 — User administrator | Assignments

With that, you have learned how to use least privileged roles. In the next task, we will designate more

than one Global Administrator for the tenancy.

Task - designating more than one Global Administrator

Perform the following steps:

1. From the Azure portal, go to Azure Active Directory | Roles and administrators | All roles

| Global Administrator.

2. From the Assignments blade, click Add assignments and locate the user(s) to add to the

Global Administrators role:

Dashboard > milesbettersolutions.onmicrosoft.com | Roles and administrator Add assignments
& Global administrator | Assignments

All roles
Search (0

& -+ Add assignments > Remove | D smiles

X Diagnose and sclve problems
SMil
Manage ) . es
@ Your delegated admin partner(s) smiles@milesbettersolutions.com
&2 Assignments
|2 Description Search
| Search by name |

Activity

Name
o Bulk operation results
|:| milesbetter.solutions

Troubleshooting + Support

& Mew support request

Figure 1.14 - Global administrator — the Add assignments screen

3. Select the user, and then click Add:
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Add assignments X

Search ()
| 2 smiles W

SMiles
smiles@milesbettersolutions.com

Selected

Selected items

Shiles

smiles@milesbettersolutions.com

Add

Figure 1.15 — Global administrator - The Add assignments screen

4. You will now see that the user(s) have been assigned the Global Administrator role:
Dashboard > milesbettersolutions.onmicrosoft.com | Roles and administrators > Roles and administrators | All role )
@ Successfully added assignment X

s Global administrator | Assignments - Successfully added assignment SMiles

All roles

“ + Add assignments >< Remove assignments i Download assignments O Refresh [f' Manage in PIM |

X Diagnose and solve problems

Manage . X .
0 Your delegated admin partnen(s) can use this role to manage your tenant. See your Delegated admin partner{sk
& Assignments
[2] Description Search Type
| Search by name | | User A%
Activity
Name UserMame Type Scope
#% Bulk operation results
I:‘ SMiles smiles@milesbettersolutions.com User Directary

Troubleshooti S rt

roublesfiooting = SUppo [] milesbettersolutions admin@NETORGFTE723201 onmicr...  User Directory

Figure 1.16 — Global administrator | Assignments

With that, you have created more than one Global Administrator role. This concludes the hands-on
tasks for this recipe.
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How it works...

In this recipe, we looked at limiting the number of users with the Global Administrator role and ensuring
you only had the users assigned with the least required privileges for their role. In our example, we
removed the Global Administrator role from a user and reassigned them to the User Administrator
role, which was the least privileges required for their tasks.

We then ensured you had a minimum of two accounts assigned the Global Administrator role by
adding a user to this role. The Microsoft recommendation is for a minimum of two users and no
more than five for this role.

There’s more...

Azure AD user accounts with the highest privileged role of Global Administrator will be the primary
goal for compromise by bad actors. This is because this role has access to every administrative setting
in your environment’s Azure AD tenancy at the read and modify permission level.

Microsoft recommends that you assign user accounts with less privileged roles. This limits the user’s
scope of permissions through RBAC to only be able to do what a user needs to do for their job function.

The following are some of the many roles that can be considered to reduce the use of the Global
Administrator role but still have enough access for a user to be able to perform their duties:

o Application Administrator

o Authentication Administrator

o Azure DevOps Administrator

o Azure Information Protection Administrator
« Billing Administrator

o Compliance Administrator

o Conditional Access Administrator
o Directory Readers

« Exchange Administrator

o SharePoint Administrator

o Privileged Role Administrator

o Security Administrator

o User Administrator
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Should you require further information on least privileged roles, you can refer to the following
Microsoft Learn articles:

o Assigning Azure roles using the Azure portal: https://learn.microsoft.com/
en-us/azure/role-based-access-control/role-assignments-portal

o Azure AD built-in roles: https://learn.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

o What are the default user permissions in Azure Active Directory?: https://learn.
microsoft.com/en-us/azure/active-directory/fundamentals/users-
default-permissions

o Least privileged roles by task in Azure Active Directory: https://learn.microsoft.
com/en-us/azure/active-directory/roles/delegate-by-task

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Best practices for Azure AD roles: https://learn.microsoft.com/en-gb/azure/
active-directory/roles/best-practices

o Restrict member users’ default permissions: https://learn.microsoft.com/
en-gb/azure/active-directory/fundamentals/users-default-
permissions#restrict-member-users-default-permissions

o Azure Active Directory fundamentals documentation: https://learn.microsoft.
com/en-us/azure/active-directory/fundamentals

Implementing Azure AD Password Protection

Users often make poor choices when creating passwords, making them easy targets and victims of
dictionary-based attacks.

This recipe will teach you how to implement Azure AD password protection in your environment’s
AD tenancy. We will take you through customizing your smart lockout threshold and creating a global
and custom banned password list.
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Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o You should sign in with an account that has the Global Administrator role

o We will use Azure AD Premium licenses for this and future recipes

How to do it...
This recipe consists of the following task:
« Configuring password protection

Task - configuring password protection
Perform the following steps:

1. From the Azure portal, go to Azure Active Directory and then click Security under the Manage

section from the side menu.
2. Select Authentication Methods under the Manage section from the side menu.

3. Select Password protection under the Manage section from the side menu.

4. From the Custom smart lockout section, set the Lockout threshold and Lockout duration in
seconds properties as required; review the information in the tooltips by clicking on the i symbol:

How many failed sign-ins are allowed on an account before its first lockout. If the first
sign-in after a lockout also fails, the account locks out again.

cckout threshold (1) | 10 |

on

Lockout duration in seconds (1) | &0 |

Figure 1.17 — Azure AD Premium P2 free trial activation

5. From the Custom banned password section, select Yes, enter strings that are to be banned,
and click Save; review the information in the tooltips by clicking on the i symbol. It can take
several hours to apply the band password list:


https://portal.azure.com
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1
When enabled, the words in the list below are used in the banned password system to |
prevent easy-to-guess passwords,

Enforce custom list (D I“ No )

Customn banned password list (0

il=

events

Figure 1.18 — Azure AD Premium P2 free trial activation

With that, you have configured password protection. This concludes the hands-on tasks for this recipe.

How it works...

You only need to add key terms such as password or contoso and the algorithm will automatically
consider and block all variants of common character substitutions, such as Pa$sw0rd1! or C@ntos0!.

The banned password list may have a maximum of 1,000 key terms. The minimum length of a term
string is 4 characters, where 16 characters is the maximum and are case-sensitive.

This recipe looked at customizing your smart lockout threshold to protect against brute-force attack
methods. We also looked at creating a global and custom banned password list to protect against
dictionary and password spray attacks and enforce the use of strong passwords.

Both of these measures, when implemented, can offer significant protection for your environment’s
Azure AD tenancy.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Eliminate bad passwords using Azure Active Directory Password Protection: https://
learn.microsoft.com/en-us/azure/active-directory/authentication/
concept-password-ban-bad

o Azure Active Directory fundamentals documentation: https://learn.microsoft.
com/en-us/azure/active-directory/fundamentals
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Implementing a Self-Service Password Reset

Users will sometimes forget their passwords; to prevent intervention by an Azure AD administrator,
a self-service password reset (SSPR) can be implemented. This allows users to click on the Can’t
access your account? link on the sign-in page for the portal or Microsoft Cloud service they are
trying to access.

This recipe will teach you how to implement SSPR in your environment’s AD tenancy. We will take
you through enabling SSPR for a selected scope and review the available settings, then carry out a
user registration for SSPR and test its operation to confirm the function is working.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o You should sign in with an account that has the Global Administrator role

o Optionally, pre-create an Azure AD Security group called SSPR-Test-Group and add members
to test with

How to do it...
This recipe consists of the following task:
o Configuring Self-Service Password Reset
Task - configuring Self-Service Password Reset
Perform the following steps:

1. From the Azure portal, go to Azure Active Directory and then click Password under the
Manage section from the side menu.

2. From Properties, under the Manage section from the side menu, choose Selected under
Self-service password reset enabled; review the information in the tooltips on this page by
clicking on the i symbol:
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Password reset | Properties

milesbettersolutions.onmicrosoft.com - Azure Active Directory
Designates whether users in this directory can reset their own password. Choose

“ "Selected” to restrict password reset to a limited group of users.

# Diagnose and solve problems
Self service password reset enabled @

Manage (None All :l
Il Properties
Select group @

© Authentication methods
No groups selected

Figure 1.19 - Password reset | Properties

3. Click on the No groups Selected hyperlink and then browse and select the group to enable
SSPR. Then, click Save:

soft.com | Password reset » Password reset Default password reset pollcy
rties
Active Directory

& save > Discard L2 s

Self service password reset enabled (@ SSPR-Test-Group

( None Al

Select group @
No groups selected
Selected group
@ Please select at least one group
No group selected
@ Ihese settings only appiy to end users in your organization. Admin
and are required to use two authentication methods to reset their
password policies.
Select

Figure 1.20 - Password reset selected groups

4. From Authentication methods, under the Manage section from the side menu, select as
required the Number of methods required to reset setting.

5. Then, select as required the Methods available to users setting:
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10.

11.

save X Discard
Number of methods required to reset®

- : )

Methods available to users

Mobile app notification

Mobile app code

s can register their mobile

rityinfo.

Email
[] mobile phone
|:| Office phone

|:] Security questions

o These settings only apply to end users in your organization. Admins are always enabled for self-service password reset
and are required to use two authentication methods to reset their password. Click here to learm more about
administrator password policies.

Figure 1.21 — Authentication methods

From Registration, under the Manage section from the side menu, select Yes for Require users
to register when signing in?.

Select the Number of days before users are asked to re-confirm their authentication
information setting as required.

From Notifications, under the Manage section from the side menu, select Notify users on
password resets? as required.

From Notifications, under the Manage section from the side menu, select the Notify users on
password resets? and Notify all admins when other admins reset their password? settings
as required.

From Customization, under the Manage section from the side menu, select the Customize
helpdesk link? and Custom helpdesk email or URL settings as required.

Review the settings configured from Administrator Policy in the Manage section from the
side menu.
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With that, you have configured SSPR. This concludes the hands-on tasks for this recipe.

How it works...

In this recipe, we looked at how we can implement SSPR when users forget their password for a
portal or Microsoft Cloud service they are trying to access.

This prevents intervention from an Azure AD administrator, which reduces the burden on these roles
and also protects against loss of productivity.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Tutorial: Enable users to unlock their accounts or reset passwords using Azure Active Directory
SSPR: https://learn.microsoft.com/en-us/azure/active-directory/
authentication/tutorial-enable-sspr

o Azure Active Directory fundamentals documentation: https://learn.microsoft.
com/en-us/azure/active-directory/fundamentals

Implementing Azure AD security defaults

The perimeter vanishes with the rise in hybrid working and a remote workforce on unsecured devices
outside of secure corporate networks. Now; it is commonplace to be targeted by identity-related attacks
such as password spray and phishing. However, with basic security adoption, such as blocking legacy
authentication and multi-factor authentication (MFA), 99.9% of these identity-related attacks can
be stopped. However, we must balance security with productivity.

Because security can require skills and money, Microsoft is providing no-cost preconfigured secure
settings by default to provide a basic level of security for everybody.

This recipe will teach you how to implement the Azure AD security defaults in your environment’s

AD tenancy.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o You should sign into the Azure portal with an account with the Global Administrator, Security
Administrator, or Conditional Access Administrator role
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How to do it....

This recipe consists of the following task:
 Enabling security defaults

Task - enabling security defaults

Perform the following steps:

1. From the Azure portal, go to Azure Active Directory and click Properties in the Manage
section from the side menu.

2. 'Then, click the Manage Security Defaults hyperlink, select Yes under Enable security defaults,
and click Save:

Home > milesbettersolutions.onmicrosoft.com Enable Security defau ItS W
in milesbettersolutions.onmicrosoft.com | Properties

:

Security defaults are basic identity security mechanisms
« save X Discard &7 Got feedback? recommended by Microsoft. When enabled, these recommendations
. *  lecnhicarcontact will be automatically enforced in your organization. Administrators
»a Licenses and users will be better protected from commaon identity-related
| steve miles70@outlook.com attacks.
B Azure AD Connect Learn moare o

Global privacy contact

= Custom domain names
e Enable security defaults

@ Mobility (MDM and MAM) ves (JEED
Privacy statement URL

Password reset

I company branding

& Usersettings Access management for Azure resources
. smiles@mileshettersolutions.com (smiles@milesbettersoluti
and management groups in this tenant. Learn more
9 Security Yes No
Monitoring Manage security defaults

Figure 1.22 - The Enable security defaults screen

With that, you have enabled security defaults. This concludes the hands-on tasks for this recipe.

How it works...
In this recipe, we looked at enabling security defaults in your environment’s Azure AD tenancy.

The security defaults are Microsoft-recommended security mechanisms with preconfigured security
settings that, once enabled, are automatically enforced in your tenant to protect against the most
common identity-based attacks.
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The following are the enforced settings:
o Azure MFA for all users and administrators

o Blocking of legacy authentication protocols

o Protection of privileged access activities, such as Azure portal access

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Security defaults in Azure AD: https://learn.microsoft.com/en-us/azure/
active-directory/fundamentals/concept-fundamentals-security-
defaults

o Azure Active Directory fundamentals documentation: https://learn.microsoft.
com/en-us/azure/active-directory/fundamentals

Implementing Azure AD multi-factor authentication

We must adopt a zero-trust strategy in the perimeter-less world of cloud services and hybrid working
more than ever. This means that we must assume breach and never trust, always verify.

Azure AD MFA provides an additional layer of defense; we never trust a single authentication method
and must assume that the traditional password method has been compromised. Microsoft studies show
that when you implement MFA, your accounts are more than 99.9% less likely to be compromised.

This recipe will teach you how to implement Azure AD MFA in your environment’s AD tenancy.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o You should sign into the Azure portal with an account with the Global Administrator role.
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o You will require Azure AD Premium licenses or trial licenses.

o Ifyou have Security Defaults enabled, you will automatically have MFA enabled for all users and
administrators using the free benefits of Azure AD. Using one of the paid Azure AD Premium
licenses provides additional capabilities, such as the additional authentication methods of
verification codes, text messages, or phone calls, as well as the following:

= Azure AD Premium P1: This license includes Azure Conditional Access for MFA

* Azure AD Premium P2: This license adds risk-based Conditional access to MFA through
Information Protection

How to do it...

This recipe consists of the following task:
« Configuring MFA

Task - configuring MFA

Perform the following steps:

1. From the Azure portal, go to Azure Active Directory, click Security in the Manage section
from the side menu, and then click Multifactor authentication.

2. From the Multifactor authentication | Getting started blade, click the Additional cloud-
based multifactor authentication settings hyperlink under the Configure section heading:

Home 1» milesbettersolutions.onmicrosoft.com | Security > Security | Multifactor authentication > [

L Multifactor authentication | Getting started X

« ,C'Rj Got feedback?

¥ Getting started

# Diagnose and solve problems Azure multifactor authentication
Use multifactor authentication to protect your users and data. There are many ways of deploying
Settings multifactor authentication with Azure AD. The best way is to use Azure multifactor authentication

in the cloud and to apply it to your users using Conditional Access.
ﬂ Account lockout

s Block/unblock users Configure
Additional cloud-based multifactor authentication settings
A Fraud alert
. Motifications Learn more ) .
Deploy cloud-based Azure multifactor authentication
£} OATH tokens Configure Azure multifactor authentication
What is Conditional Access in Azure Active Directory?
£} Phone call settings Best practices for Conditional Access in Azure Active Directory

Figure 1.23 — Multifactor authentication | Getting started
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3. Two tabs are available from the new multi-factor authentication page that opens; select the
user’s tab and then users to enable MFA:

multi-factor authentication
|' users service settings r

Before you begin, take a look at the multi-factor auth deployment guide,

View: | Sign-in allowed users v P Multi-Factor Auth status: Any - bulk update

[J DISPLAY NAME = USER NAME MULTI-FACTOR AUTH

STATUS
[J Demol Demol@milesbettersolutions.com Disabled
Select a user
[
O SMiles smiles@milesbettersolutions.com Disabled
[  Steve Miles steve.miles7T0@outlook.com Disabled
O UserAdmin UserAdmin@milesbettersolutions.com Disabled

Figure 1.24 — MFA configuration screen

4. From the user pane on the right, click on the Manage user settings hyperlink in the quick
steps section:

Demo1

Demol @milesbettersolutions.com

quick steps
Enable

Manage user settings

Figure 1.25 — MFA selected user pane

5. On the Manage user settings pop-up screen, select any of the three options as required and
then select save:
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()

Manage user settings

O Require selected users to provide contact methods again
O Delete all existing app passwords generated by the selected users

[ Restore multi-factor authentication on all remembered devices

S al"‘ E

Figure 1.26 — Manage user settings pop-up screen

6. Click Enable on the user pane screen from Step 4 of this recipe. From the About enabling
multi-factor auth pop-up screen that appears, read the provided links, click enable multi-
factor auth, and click close on the Updates successful screen.

7. To disable a user for MFA, select the user from the user pane, click Disable in the quick steps
section, select Yes on the pop-up screen, and click Close:

Demo1

Demol@milesbettersolutions.com

quick steps

Dizable

Manage user settings

Figure 1.27 - Disabling MFA for a user

8. You may bulk update enabling users for MFA by selecting the bulk update button and uploading
a CSV file; a template file will be provided that you can download.

9. Once the user tab configuration is complete, select the service settings tab in the multi-factor
authentication browser window:
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2% Microsoft |

-~

multi-factor authentication
users service settings

app passwords (ieam more)

® Allow users to create app passwords to sign in to non-browser apps
'O Do not allow users to create app passwords to sign in to non-browser apps

trusted ips (esm more

O Skip multi-factor authentication for req from users on my intranet

Skip multi-factor authentication for requests from following range of IP address subnets

verification options fieam more

z

ethods available to users:

Call to phone

Text message to phone
Notification through mobile app

RNRR®

Verification code from mobile app or hardware token

remember multi-factor authentication (eam more)

D Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate (1-60): | 14

save

Manage advanced settings and view reports Go to the portal

Figure 1.28 — The service settings tab’s settings

10. From the service settings screen, set the required options and click save. Note the verification
options section.

With that, you have configured MFA. This concludes the hands-on tasks for this recipe.

How it works...

In this recipe, we looked at how to enable Azure AD MFA in our environment’s Azure AD tenancy
to provide an additional layer of security for users to sign to protect their identity from compromise.

Azure AD MFA requires us to provide one or more additional factors as a method to authenticate in
addition to the password factor.
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We can use the following authentication factors:

o Something we know (password)
o Something we own (device)

o Something we are (biometrics)

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

« Secure Azure Active Directory users with Multi-Factor Authentication: https://learn.
microsoft.com/en-us/training/modules/secure-aad-users-with-mfa/

o Features and licenses for Azure AD Multi-Factor Authentication: https://learn.
microsoft.com/en-us/azure/active-directory/authentication/
concept-mfa-licensing

o Azure Active Directory fundamentals documentation: https://learn.microsoft.
com/en-us/azure/active-directory/fundamentals

Implementing Conditional Access policies

There must be a balance of protecting an organization’s resources while ensuring every user, wherever
they are, is empowered to be productive whenever.

To further strengthen our Azure AD identities, we can use insights from identity-driven signal data
to make informed access control decisions and then use those decisions to enforce access policies.

MFA works alongside Conditional Access to provide further granular control of access.

Conditional Access is based on an IF/THEN approach. This approach means that IF signal information
collected from the sign-in process matches certain criteria, THEN decisions are made based on the
information as to whether access will be allowed or blocked.

Conditional Access will also determine whether the user will be required to perform additional
authentication methods or take other actions, such as resetting their password. This is represented
in the following diagram:


https://learn.microsoft.com/en-us/training/modules/secure-aad-users-with-mfa/
https://learn.microsoft.com/en-us/training/modules/secure-aad-users-with-mfa/
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-licensing
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-licensing
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-licensing
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals
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signals ‘ verify each access attempt

O user &
|OCat]0n - deV|ce@E %@ allow access
\ \
II:——’THEN 4@ require MFA

/
/

/ \__/,/ @ > reset password

app real-time
risk L @ block access

Figure 1.29 - Conditional Access concept

The following are some common Conditional Access policies:

o Require MFA for all users

o Require MFA for Microsoft portals/services access
o Require password reset for risky users

o Block the use of legacy authentication protocols

o Require hybrid-joined or compliant devices

o Allow or deny from specific locations

This recipe will teach you how to implement Conditional Access policies in your environment’s AD
tenancy. We will take you through enabling conditional access policies and configuring them to restrict
user access to apps based on if a set of conditions have been met.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com.

o You should sign into the Azure portal with an account with the Global Administrator role.

o You will require Azure AD Premium licenses or trial licenses.
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o Ifyou have Security Defaults enabled, you will automatically have MFA enabled for all users and
administrators using the free benefits of Azure AD. Using one of the paid Azure AD Premium
licenses provides additional capabilities such as the additional authentication methods of

verification codes, text messages, or phone calls, as well as the following:

= Azure AD Premium P1: This license includes Azure Conditional Access for MFA

= Azure AD Premium P2: This license adds risk-based Conditional access to MFA

How to do it...

This recipe consists of the following task:

» Configuring Conditional Access

Task - configuring Conditional Access

Perform the following steps:

1. From the Azure portal, go to Azure Active Directory, click Security in the Manage section

from the side menu, and then click Conditional Access in the Protect section.

2. Click + New Policy from the top toolbar in the Conditional Access Policies blade:

Home > Security | Conditional Access > Conditional Access

y= Conditional Access | Policies - X

b
=

Azure Active Directory

O Overview (Preview)

= Policies I

@ Insights and reporting

X Diagnose and solve problems

Manage

“» Mamed locations

[®] Custom controls (Preview)

B Terms of use

# VPN connectivity

ss Authentication context (Preview)

= C(lassic policies

-+ New policy [+ New policy from template (Preview) 8 what it

What is Conditional Access?

Conditional Access gives you the ability to enforce access requirements when specific
conditions occur. Let's take a few examples

Conditions Controls
When any user is outside the They're required to sign in with multifactor
company network authentication
When users in the 'Managers’ They are required be on an Intune compliant or
group sign-in domain-joined device

Want to learn more about Conditional Access?

Get started
s Create your first policy by clicking "+ New policy”
* Specify policy Conditions and Controls

* When you are done, don't forget to Enable policy and Create

Interested in common scenarios?

Figure 1.30 — Conditional Access | Policies
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3. Select a Name for your policy from the New conditional access policy blade.

4. From the Assignments section, select which users and groups this policy will apply to:

New

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn maore

Mame *

CookBookDemoPalicy v |

Assignments

Users or workload identities (@)

0 users or workload identities selected

Control access based on who the policy will
apply to, such as users and groups, workload
identities, directory roles, or external guests.
Learn more

What does this policy apply to?

| Users and groups '

Include Exclude

@ Mone
O All users

O Select users and groups

Figure 1.31 - User settings

5. From the Cloud apps or actions section, select whether this policy will apply to Cloud apps

or Actions; we will select Cloud apps:

New
Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational pelicies.
Learn more

MName *

CookBookDemoPolicy ~ |

Assignments

Users or workload identities (@

0 users or workload identities selected

Cloud apps or actions ()

Mo cloud apps, actions, or authentication
contexts selected

Control access based on all or specific cloud
apps or actions. Learn more

Select what this palicy applies to

| Cloud apps ~

Include Exclude

@ None
O All cloud apps
@ Select apps

Figure 1.32 — Apps setting
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6. From the Include tab, we will click Select apps, search for Azure Management, tick the check
box next to Microsoft Azure Management app in the list, and click Select. Note the warning
dialog box about not locking yourself out:

Home > Security | Conditional Access > Conditional Access | Palicies > Select X
New Cloud apps
Conditional Access policy
X
| Uioua apps ‘ P azure management
*
Name - Microsoft Azure Management
i 707£4346-ba00-4fd7-bad3-dac1f3163013

| CookBookDemoPolicy \/| Include  Exclude <
Assignments O None
Users or workload identities (@ O All cloud apps

0 users or workload identities selected @ Select apps
Cloud apps or actions (@ Select

Mo cloud apps, actions, or authentication None

contexts selected Selected items

€ Sselect at least one app.
€ "Select apps™ must be configured _— Microsoft Azure Management
T97£4846-bal0-4fd7-bad3-dac1f8f63013

Conditions @

0 conditions selected

Figure 1.33 - App selection

7.  Click the Conditions settings, set any required conditions, or leave it unconfigured:

New
Conditional Access policy
Control access based on Conditional Access Control access based on signals from conditions
policy to bring signals together, to make like risk, device platform, location, client apps, or
decisions, and enforce organizational policies. device state. Learn more
Learn more
User risk level

MName * ©

demopolicy v Mot configured

. Sign-in risk level ©
Assignments 9

Mot configured
Users or workload identities (O

Specific users included Device platforms @

Mot configured
Cloud apps or actions (@

1 app included Locations @

Mot configured
Conditions ©

0 conditions selected Client apps @
Mot configured

Access controls , ,
Filter for devices @

Grant @ Not configured

0 controls selected

Figure 1.34 - Conditions settings
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8. From Grant, under the Access controls section, click on 0 controls selected, set it to Grant
access, tick Require multifactor authentication, and then click Select:

Home >

New
Conditional Access policy

decisions, and enforce organizational policies.
Learn maore

Mame *

demopolicy

Assignments

Users or workload identities (0

Specific users included

Cloud apps or actions ()

1 app included

Conditions @

0 conditions selected

Access controls

Grant (D

1 control selected

Session (@

0 controls selected

Enable policy

( Report-only on Off )

Grant X

Control access enforcement to block or
grant access. Learn mare

O Block access
(®) Grant access

Require multifactor @
authentication

|:| Require device to be marked @
as compliant

[ ] Require Hybrid Azure AD @
Joined device

|:| Require approved client app ©
See list of approved client apps

|:| Require app protection policy ©
See list of policy protected client
apps

|:| Require password change (@

For multiple controls

@ Require all the selected controls
O Regquire one of the selected controls

Figure 1.35 — Access settings

9. In the Enable policy section, leave it set to Report-only, then click Create.

10. Your policy will now appear in the policies list:
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i @

x e

Home > milesbettersolutions.onmicrosoft.com | Security > Security | Conditional Access > Conditional Access

;= Conditional Access | Policies

b S—

Azure Active Directory

« + Newpolicy —+ New policy from template (Preview) 2 what If

Overview (Preview)

policies | L Search policies T Add filters

Insights and reporting Policy Name Ty State Ty
Diagnose and solve problems demopolicy Report-only

Figure 1.36 — Access policies list

With that, you have configured Conditional Access. This concludes the hands-on tasks for this recipe.

How it works...

In this recipe, we looked at how we can implement Conditional Access policies in addition to MFA
to layer on an additional layer of defense while maintaining the users’ productivity needs.

We configured a Conditional Access policy to a set of selected users (or groups) that required MFA when
they accessed the Azure portal; this was enabled by selecting the Microsoft Azure Management app.

See also

Should you require further information, you can refer to the following Microsoft Learn articles:

What is Conditional Access?: https://learn.microsoft.com/en-us/azure/
active-directory/conditional-access/overview

Azure AD Conditional Access documentation: https://learn.microsoft.com/
en-us/azure/active-directory/conditional-access

Conditional Access: Cloud apps, actions, and authentication context: https://learn.
microsoft.com/en-us/azure/active-directory/conditional-access/
concept-conditional-access-cloud-apps

Azure Active Directory fundamentals documentation: https://learn.microsoft.
com/en-us/azure/active-directory/fundamentals
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Implementing the Azure AD Identity Protection service

We need solutions that provide remediation actions based on threat intelligence insights. Using policies,
we can detect and respond to identity-based threats automatically; this allows us to react quicker and
does not rely on human operator intervention.

This recipe will teach you how to implement Azure AD Identity Protection in your environment’s
AD tenancy.

We will take you through setting up risk policies, MFA registration policies, investigation, reports,
and how to remediate identified risks.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o You should sign in to the Azure portal with an account with the Global Administrator role

o You will require Azure AD Premium licenses or trial licenses

How to do it...
This recipe consists of the following task:
o Configuring Identity Protection
Task - configuring Identity Protection
Perform the following steps:

1. From the Azure portal, go to Azure Active Directory, click Security in the Manage section
from the side menu, and then click Identity Protection in the Protect section.

2. From the Identity Protection blade, click User risk policy:


https://portal.azure.com
https://portal.azure.com
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Home > milesbettersolutions.onmicrosoft.com | Security » Security | Identity Protection > Identity Protection

F. Identity Protection | User risk policy

| 2 Search

|<<

@ overview

# Diagnose

Protect

-

and solve problems

& User risk policy

Sign-in risk policy

@ Multifactor authentication
registration policy

Policy Name

User risk remediation policy

Assignments

& Users

Al users

£+ User risk @

Low and above

Figure 1.37 — User risk policy

3. From Assignments, click All users, review the available options, and select as required. You
can set it to include or exclude.

4. From User risk, select the risk level controls options to be enforced: High, Medium and above,
or Low and above. Then, click Done.

5. Click Block access from the Access section under Controls and select the controls to be enforced.
You can set it to Block or Allow access and Require password change. Then, click Done:

oft.com | Security > Security | Identity Protection Access X

| User risk policy

Policy Name
User risk remediation policy

Assignments

User risk remediation policy

Control access enforcement to block or
grant access.

Select the controls to be enforced.
@ Block access

O Allow access

& Users

1 user included

D Require password change

1 User risk (0]

Low and above

Controls

il Access ®

Block access

Figure 1.38

— User risk policy settings screen
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6. Select On under Enforce policy, and then click Save.

7. Complete the same steps but this time for Sign-in risk policy:

Identity Protection | Sign-in risk policy

P Searc

@ overview

# Diagnose and solve problems

Protect

s Userrisk policy

Sign-in risk policy

© Multifactor authentication
registration policy

Report

L ] .
pa Risky users

wa Risky workload identities
(preview)

Policy Mame

Sign-in risk remediation policy

Assignments

& Users

All users

4t sign-inrisk @

Low and above

Controls

§ Py
I Access 10}

Block access

Figure 1.39 - Sign-in risk policy settings screen

With that, you have configured Identity Protection. This concludes the hands-on tasks for this recipe.

How it works...

This recipe looked at how to implement Azure AD Identity Protection.

A risk policy will monitor for identity risks, which, when detected, enforce remediation measures,
which are the controls that have been set, such as blocking or allowing access and requiring a password

change by the user.

See also

Should you require further information, you can refer to the following Microsoft Learn articles:

o Manage Azure AD Identity Protection: https://learn.microsoft.com/en-us/
training/modules/manage-azure-active-directory-identity-protection

o Azure Active Directory fundamentals documentation: https://learn.microsoft.
com/en-us/azure/active-directory/fundamentals
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Implementing Azure AD Privileged Identity Management

To protect your environment’s Azure AD tenancy and improve your security posture, you should
implement a robust privileged identity protection strategy for roles and resources.

This recipe will teach you to implement Azure AD Privileged Identity Management (PIM) in your
environment’s AD tenancy.

We will take you through configuring a user to be assigned a privileged access role in your Azure AD
tenancy so that the user’s activity may be controlled.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

+ You should sign into the Azure portal with an account with the Global Administrator role

o You will require Azure AD Premium licenses or trial licenses

How to do it...
This recipe consists of the following task:
« Configuring Privileged Identity Management
Task - configuring Privileged Identity Management
Perform the following steps:

1. From the Azure portal, search for Azure AD Privileged Identity Management and select access.

2. From Azure AD Privileged Identity Management, select Azure Resources and click
Discover resources:


https://portal.azure.com
https://portal.azure.com
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Home > Privileged Identity Management

’ Privileged Identity Management | Azure resources =

Privileged Identity Management

(4 N ~ -
O Refrash /O Discover resources Activate role

B, Quick start - |

o Resources are only visible when you have an active role assignment,
Tasks resource access in PIM.
@
qoa My roles
o Y £ Search by resource name Resource type
& My requests
L" yreq Resource T4  Parent resource

EY Approve requests _ . - . .
Discover resources or activate an eligible role assignment to continu

Review access

51

Manage
B Azure AD roles

M privileged access groups (Preview)

2% Azure resources [

Figure 1.40 - The Privileged Identity Management screen

3. Select your Subscription from the Azure resources blade and click Manage resource from
the top toolbar. Click OK on the pop-up screen, then close the Discovery page:

O Refresh | 1] Manage resource

o Discover Azure resources that you have write permission to.

|/'“3' Search by resource name Resource -
Resource Resource type
D Azure subscription 1 Subscription
Microsoft Azure Sponsorship Subscription
|_| Microsoft Azure Sponsorship Subscription

Figure 1.41 —The Azure resources blade
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4.  Click the subscription listed on the Azure resources page; the Overview page will open. From
the left menu, click Roles in the Manage section:

Home > Privileged ldentity Management | Azure resources >

=22 Microsoft Azure Sponsorship | Overview =

am
Privileged Identity Management | Azure resources
4

. ) Admin view My view
s= Overview -

Tasks
Role activations in last 7 days Role assignment distribution

2 My roles o

L Pending requests

a0
EL Approve reguests

&0

i, Review access 0
GROURS
A0
Manage
,ﬁ:, Roles 2
&by Assignments 0

M ciigible M tiigible

Figure 1.42 - Manage resources screen

5. From the Roles blade, click + Add assignments from the top toolbar.

6. From the Select role drop-down menu, select a role you want to be controlled via PIM. In our
example, we will select the Azure Arc Kubernetes Admin role:

Selectrale @

Azure Arc Kubernetes Admin v

Figure 1.43 — Select role

7. Click the No member selected under Select member(s) hyperlink and search and select a user
from your Azure AD tenant to be assigned this role:
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10.

Selactrole @

Azure Arc Kubernetes Admin ~

Select member(s) * @
1 Member(s) selected

selected member(s) @

Demol

. ) Remave
Demol@milesbettersolutions.com

Figure 1.44 - Select member(s)*

Click Next >.

Select eligible under assignment type from the setting tab and set the assignment start and
end date/times properties. Then, click Assign.

You will now see information from the Overview page regarding this new assignment:
Home >

#5; Microsoft Azure Sponsorship | Overview  »

7 Privileged ldentity Management | Azure resources

Admin view My visw

Role activations in last 7 days Role assignment distribution
100 W Al roles.

[} Pending requests W Cwner

I User Access ...

M Contributor

& My roles

[l Approve requests

¥, Review access 0
MEMBERS GROUPS
40
Manage
% Roles =@
& Assignments 0
M cigivie M zigible
M Alerts September 23 Sepramber 27 N - . e s .
- - S A i — [ Permanent active assignments [l Permanent active assignments
I Access reviews 0 0 0 0 I Time based active zssignments Bl Time based active assignments
& Settings
Activity
B Resource sudit PIM Activities in last 30 days Roles by assignment (descending)
B My audit Title Count Role Member
Members with new eligible assignments 1 Owner 3
Tembers sesigned ot acive T User Access Administrator 1
Groups with new eligible assignments 0 l Azure Arc Kubernetes Admin 1 I
Groups assigned as active 0 Key Vault Administrator 0

Azure Arc Enabled Kubemetes Cluster Us... 0

Figure 1.45 — Assignments on the Overview page
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11. From Assignments, in the Manage section, you will see your assignment listed:

Add assignments = Review ’:::‘ Settings ‘1:' Refresh & Export ,Rj Got feedback?
Eligible assignments  Active assignments Expired assignments

2 Search by member name or principal name

MName Principal name Type Membership Condition Start time End time

Azure Arc Kubernetes Admin
9/30/2022, 6:48:20 PM 9/30/2023, 6:40:24 PM
4

Demol Demol@milesbettersol User Direct MNone

Figure 1.46 — Assignments

12. You should receive an email notification regarding this assignment; you can update or remove
this assignment and create an access review for ongoing governance:

PIM: Demo1 has the Azure Arc Kubernetes Admin
role

milesbettersolutions.onmicrosoft.com

Demol is assigned the Azure Arc Kubernetes
Admin role for Microsoft Azure Sponsorship
subscription

The details of this assignment appear below.
View the details of this assignment in the Privileged Identity Management {PIM)
portal.

Settings Value

User or Group Demol

Role Azure Arc Kubemetes Admin
Resource name Microsoft Azure Sponsorship
Resource type subscription

Updated by SMiles

Assignment type Eligible

Assignment start September 30, 2022 17:48 UTC
Assignment end September 30, 2023 17:40 UTC

Justification -
Privileged |dentity Management protects your organization from accidental or

malicious activity by reducing persistent access to Azure resources, providing just-
in-time or time-limited access when needed.

Figure 1.47 — Assignment notification email
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With that, you have configured Privileged Identity Management. This concludes the hands-on tasks
for this recipe.

How it works...

In this recipe, we looked at how to configure Privileged Identity Management. We assigned a user the
Azure Arc Kubernetes Admin role.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Plan and implement privileged access: https://learn.microsoft.com/en-us/
training/modules/plan-implement-privileged-access

o Azure Active Directory fundamentals documentation: https://learn.microsoft.
com/en-us/azure/active-directory/fundamentals
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Securing Azure Networks

In the previous chapter, we covered recipes that provided the foundation for securing Azure AD identities.

We should consider Zero Trust and defense in depth to be cornerstones of a cloud security strategy.
‘We must consider the network as untrusted and assume a breach.

In this chapter, we build on those foundations and go through recipes that will equip us with the skills
for securing Azure networks.

We will take a look at the protection of the network from the Open Systems Interconnection (OSI)
model perspective and focus on solutions to protect Layer 3 (Network), Layer 4 (Transport), and
Layer 7 (Application).

By the end of this chapter, you will have gained valuable skills for securing Azure networks through
the following recipes:

o Implementing network security groups
o Implementing Azure Firewall
o Implementing Azure Web Application Firewall

o Implementing Azure DDoS

Technical requirements

For this chapter, it is assumed that you have an Azure AD tenancy and an Azure subscription after
completing the recipes in the previous chapter of this cookbook. If you skipped straight to this chapter,
the information to create a new Azure AD tenancy and an Azure subscription for these recipes is
included in the following list of requirements.

For this chapter, the following are required for the recipes:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com


https://portal.azure.com
https://portal.azure.com
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o An Azure AD tenancy and Azure subscription; you may use an existing one or sign up for
free: https://azure.microsoft.com/en-us/free

o An Owner role for the Azure subscription

Implementing network security groups

As part of an in-depth defense strategy, you should implement measures to protect your workload
resources and filter network traffic between resources in your Azure virtual networks. Network
Security Groups (NSG) can offer protection against lateral movement threats.

This recipe will teach you how to implement NSGs to protect your Azure virtual network virtual
machine resources.

We will take you through creating a virtual network and a workload server virtual machine resource
to protect. Then, we will walk through creating an NSG and apply it to the virtual network subnet
where the test workload server virtual machine is located to demonstrate providing both allow and
deny controls.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o You should sign in with an account that has the Owner or Contributor role for the
Azure subscription

o An Azure virtual machine to use with this recipe; we will walk through creating this virtual
machine as a getting ready task:

= This will be created without an NSG attached to its network interface or the virtual
machine’s subnet

* This will not have a public IP address associated with its network interface
Continue with the following getting ready task of creating a virtual machine for this recipe.
Getting ready task - creating a virtual machine
Perform the following steps:

1. Inthe search box in the Azure portal, type virtual machines and select Virtual machines
from the listed Services results:


https://azure.microsoft.com/en-us/free
https://portal.azure.com
https://portal.azure.com
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Microsoft Azure 2 wirtual machines

= ices (2 ca (20) a : o —
Azure services All Services (23) Marketplace (20) Documentation (28) Re

_|_

Create a
resource KA virtual machines % virtual mach

Azure Active Directory (0)

Services

Figure 2.1 - Search for virtual machines

2. On the Virtual machines screen, click + Create and then select Azure virtual machine:

Home >
Virtual machines =
milesbettersolutions.onmicrosoft.com (milesbettersolutions.com)

+ Create ? Switch to classic @ Reservations @ Man

n Azure virtual machine

Create a virtual machine hosted by Azure l s =30

Azure virtual machine

Figure 2.2 - Virtual machines screen

3. From the Basics tab, under the Project details section, set the subscription as required.
4. For Resource group, select Create new.

5. Enter a name and click OK.

Project details

Subscription* (@ | Microsoft Azure Sponsorship (8de2e%ed-ded4-4feb-8295-35b48b593bb1) ~ |
Resource group * (D | (Mew) sm-azcookbook-recipes-nsg-rg e |
Create new

Figure 2.3 — Create a new resource group

6. Set the following:

* Virtual machine name: Type a name
* Region: Select a region
* Availability options: Select No infrastructure redundancy required

*  Security type: Select Standard
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* Image: Select Windows Server 2019 Datacenter - Gen2

* Size: Leave the default (or set it as required to reduce recipe costs)

* Username and Password: Set as required

Home > Virtual machines >

Create a virtual machine

Instance details

Virtual machine name * (@
Region * @

Awailability options
Security type @

Image * @

VM architecture @

Run with Azure Spot discount (D

Size* @

Administrator account

Username * @
Password * (@

Confirm password * (0

| sm-azcookbook-recipes-nsg-vm

7. Set Public inbound ports to None.

Inbound port rules

network access on the Metworking tab.

Public inbound ports * (@

/]
| (Europe) UK South s ‘
| Mo infrastructure redundancy required s ‘
| Standard o ‘
| ™ ]
See all images | Configure VM generation
() armea
® st
o Armb4 is not supported with the selected image.
| Standard_D2s_v3 - 2 vcpus, 8 GIB memory (£113.17/month) R
See all sizes
| vmadmin e ‘
| ............ v ‘

Figure 2.4 — Create a virtual machine
Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
@ MNone
O Allow selected ports
or more ports v

Select inbound ports

0 All traffic from the internet will be blocked by default. You will be able to
change inbound port rules in the VM > Networking page.

Figure 2.5 - Set Public inbound ports
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8. Click Next : Disks, leave the defaults, then click Next : Networking.
9. From virtual network, click Create new.

10. On the Create virtual network screen, enter a name:

Create virtual network %

The Microsoft Azure Virtual Network service enables Azure resources to securely communicate with each other in 3 virtuzl network which is 2
logical iselation of the Azure cloud dedicated to your subscription. You can connect virtual networks to other virtual networks, or your on-
premises network. Learn more

Name* | sm-azcookbook-recipes-nsg-vnet v

Figure 2.6 — Create virtual network

11. For Address space, leave the default.

12. Under Subnets, change the listed default subnet name from default to Workload-Subnet;
then, click OK:

Subnets

The subnet's address range in CIDR notation. It must be contained by the address space of the virtual network.

B Subnet name Address range Addresses

D | Workload-subnet /I | 10.1.0.0/24 /‘ 10.1.0.0 - 10.1.0.255 (256 addresses)

| | | ‘ (0 Addresses)

Figure 2.7 - Subnet settings

13. Set Public IP to None and NIC network security group to None, and tick to enable Delete
NIC when VM is deleted:

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (@O | (new) sm-azcookbook-recipes-nsg-vnet e |
Create new
Subnet* (0 | (new) Workload-Subnet {10.1.0.0/24) e |
Public IP (& | Mone v |
Create new
MIC network security group (@ @ None
O Basic
O Advanced
Delete NIC when VM is deleted (0

Figure 2.8 — Network interface settings
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14. Click Review + create.

15. Click Create on the Review + create tab.

A notification will display that the resource deployment succeeded.

Home >
@ Deployment succeeded X
» CreateVm-MicrosoftWindowsServer.WindowsServer oegloyment ‘createvim-
o Deployment MicrosoftwindowsServer.windowsServer-201-
’ 20221013203746' to resource group 'sm-azcookbook-
« i pelete © Cancel (M) Redeploy L Download "SCIPESTNSO-TY"Wes successTul
@ Your deployment is complete |
5 Inputs
. Deployment name: CreateV...  Starttime: 10/13/.. 3
o= Ouiputs Subscription: Microsoft Azur...  correlation ID: 2015 ‘s
N Resource group: sm-azcook...
B Template

Figure 2.9 — Deployment completed notification
This getting ready task to create a virtual machine for this recipe is complete.

You are now ready to continue on to the main tasks of this recipe for implementing an NSG.

How to do it...

This recipe consists of the following tasks:

1. Create an NSG.
Associate the NSG with a subnet.
Add and test an inbound rule.

Add and test an outbound rule.

AN

Clean up resources.
Task - creating an NSG

Perform the following steps:

1. In the search box in the Azure portal, type network security groups and select

Network security groups from the listed Services results:

2 roo oy o P5|

Home >

All Services (29) Marketplace (3) Documentation
Network security

) ) ) Azure Active Directory (0)
milesbettersolutions.onmicrosoft.cy

o
Create $03 Manage view Services

i.’ Network security groups (classic)

Filter for any fi

e Network security groups

Figure 2.10 — Search for network security groups
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2.

3.

Nk

On the Network security groups screen, click + Create.

Home >

Network security groups =

milesbettersolutions.onmicrosoft.com [milesbettersolutions.com)

Create 5&5.'3 Manage visw O Refresh & Exportto CS

| Filter for any field... | Subscription equals all Resol

Figure 2.11 — Network security groups screen

From the Basics tab, set Subscription and Resource group to the same values that you set for
your virtual machine in the Getting ready section.

Basics  Tags Review + create

Project details

Subscription * | Microsoft Azure Sponsorship (8de2e%e8-de94-4feb-8a95-35b48b593bb1) ~ |
Resource group * | sm-azcookbook-recipes-nsg-rg ~ |
Create new

Figure 2.12 - Project details

Set Name as required and Region to the same as you set for your virtual machine.
Click Review + create.
Click Create on the Review + create page.

Once the deployment is complete, click on Go to resource.

Home >

i Microsoft.NetworkSecurityGroup-20221013205150 | Overview
Deployment

|,-’j Search | < j Delete '3:3' Cancel : Redeploy < Download O Refresh

2% Overview

@ Your deployment is complete

E Inputs
L Deployment name: Microso...  Start time: 10/13/2...
= Outputs Subscription: Microsoft Azu...  Correlation ID: 500af ‘5
Resource group: sm-azcoo...
=| Template =l
~  Deployment details Get nc
prever
~ Next steps —
et up

o

Figure 2.13 - Deployment completed notification
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The task to create an NSG is complete. We will associate the created NSG with a subnet in the next task.

Task — associating the NSG with a subnet

Perform the following steps:

1. From the created NSG screen, click Subnets under the Settings section on the left menu.

Home > Microsoft.NetworkSecurityGroup-20221013205150 | Overview >

& sm-azcookbook-recipes-nsg-workload =

Network security group

|/'3 Search | « > Move v f Delete O Refresh ,Q? Give feedback

@ ovenview A Essentials

Resource group {maove)
sm-azcookbook-recipes-nsg-rg

Activity log
Ao Access control (IAM) Location

@ T UK South

Subscription (move)

& Diagnose and solve problems Microsoft Azure Spansorship

Subscription ID

Settings
N 8de2e9e8-ded4-4feb-8a95-35048b593bb1

= Inbound security rulas Tags (edit

= Qutbound security rules Click here to add tags

& Network interfaces £ Filter by name

Port == all Protocol == all Source == all
il Properties Priority Name Ty Port Ty

Figure 2.14 - NSG

2. Click + Associate from the top toolbar.

MNetwork security group

Destination == all

¢.» sm-azcookbook-recipes-nsg-workload | Subnets

Custom security rules
0 inbound, 0 outbound

Associated with
0 subnets, 0 network interfaces

Action == all

Protocol Ty Source

Home > Microsoft.NetworkSecurityGroup-20221013205150 | Overview > sm-azcookbook-recipes-nsg-workload

Fa e

Figure 2.15 — Subnets screen

|/'-_J Search | X - Associate

- )

& overview [ 2 Bearch subnets

Activity log Name T4 Address range
P Access control (|AM) Mo results.

N .

3. In the Associate subnet blade, select the virtual network and subnet of the virtual machine

created in the previous task, then click OK.
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Associate subnet X
sm-azcookbook-recipes-nsg-workload
Virtual network @
| sm-azcookbook-recipes-nsg-vnet % |
Subnet @

v

| Fl’lter subnets

Can be associated to network security group

Workload-Subnet

Figure 2.16 — Associate subnet

A notification will display that the changes were saved successfully.

The task to associate an NSG with a subnet is complete. In the next task, we add an inbound rule

and test it.

Task — adding and testing an inbound rule

Perform the following steps:

1. Navigate to the NSG created in this recipe. Notice that all inbound connections are denied unless
their source is VirtualNetwork or Azure LoadBalancer. We will address this in the next task.

2. In the Network security group blade, click Inbound security rules under Settings.

Home > Network security groups »

Network security g... <«

milesbettersolutions.onmicrosoft.com (milesbetter...

Create 532 Manage view

| Filter for any field...

Name T

;,.z sm-azB00-2408-nsg

;’ sm-az800-2408-ns

Metwork security group

|,-'3 Search (Ctrl+/) | <

Y

Q Overview

Activity log

R Access control (IAM)
& Tags

&2 Diagnose and solve problems

Settings
= Inbound security rules
+

— Qutbound security rules

& Network interfaces

Figure 2.17 — Network security group
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3. Inthe Inbound security rules blade, click + Add.

¢ sm-az800-2408-nsg | Inbound security rules = - X

Network security group

2 Search (Ctrl+/)

‘ «

@ Overview
E Activity log

Ra Access control [JAM)

Add €S Hide default rules ‘i‘,) Refresh (C'{j Give feedback

Network group security rules are evaluated by priority using the combination of source, source port,
destination, destination port, and protocol to allow or deny the traffic. A security rules can't have the same priority and
direction as an existing rule. You can't delete default security rules, but you can override them with rules that have a
higher priority. Learn more o

¢ Tags 2 Filter by name

& Diagnese and solve problems Port == all Protocal == all Source == all Destination == all Action == all

Settings Priority T Name Ty Port Ty Protocol T4 Source T
Inbound security rules 65000 AllowVnetinBound Any Any VirtualNety

*  outbound security rules 65001 AllowAzurel oadBalan.  Any Ay

@ Network interfaces 65500 DenyAllindound Any Any Any

<> Subnets '

I Properties

Figure 2.18 — Inbound security rules

4. Open a browser; in your chosen search engine, type what 's my IP and note your IP address.

5. Inthe Add inbound security rule blade, set the following:

= Source: Select IP Addresses

* Source IP addresses/CIDR ranges: Set this to your IP address as discovered in step 4 of
this task

* Source port ranges: Leave the default of * (asterisk symbol)

* Destination: Leave the default of Any

* Service: Select RDP

* Action: Ensure Allow is set

* Priority: Leave the default of 100

* Name: Provide a name, such as AllowInbound RDP_KnownIP

* Description: Type as required
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6.

. Add inbound security rule X

sm-az800-2408-nsg

Source (1)
| IP Addresses ~ |

. Source IP addresses/CIDR ranges * (D)
[ 90.152.127.205 7]

Source port ranges * O
: |

Destination &

| Any W |
| Service @
' [roe v |

Diestination port ranges (1)

) UDP

O icup

Action

(®) Allow

O Deny

Priority * (D

[ 100 |

Mame *
[ Allowinbaund_RDP_KnownlP ]

Description

Allows inbound RDP traffic from a Known IP to any Destination -

Figure 2.19 — Add inbound security rule

Click Add. You will receive a notification that the rule was successfully created.

@ Created security rule X

Successfully created security rule
'Allowlnbound_RDP_KnownlP'.

Figure 2.20 - Security rule created
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7. Navigate to the Virtual machines screen, click on your virtual machine, and from the Overview
blade of your virtual machine, click on Connect and then RDP.

Home > Virtual machines >

Virtual machines « P

milesbettersolutions.cnmicrosoft.com [milesbetter...

(¢ ] sm-az800-2408-vm1

Virtual machine

8.

&

Virtual machine

|;3 Search (Ctrl+/)

}- Create ~ & Switch to classic |P Search (Ctrl+/) | « & Connect ~ [ Start  Restart [] Ste
Overvi - RDP
| Filter for any field... & Overview
Activity lo SSH
Name + & y log
ame 12800-2408-rg
Access control (JAM Bastion
B3 <m-22800-2408-vm1 el R ) Siatus ]
¢ Tegs Location : UK South
B N e e bt

Figure 2.21 - Virtual machines

In the Connect blade, click the Download RDP File button.

sm-az800-2408-vm1 | Connect

A\ To improve security, enable just-in-time access on this VM, —

B Overview
E Activity log RDP  SSH  Bastion
Acc ontrol (JAM .
. Access contro ) Connect with RDP
¢ Tags .
. Suggested method for connecting
il Diagnose and solve problems
< Azure has checked the status for the most cemmon prerequisites when connecting using this method.
ettings
® Checking network security group for inbound access from your client's IP address. Learn more &'
& Networking @ The VM's network interface has a Public IP address. Learn more of
& Connect @ TheWMis running.
B Windows Admin Center To connect to your virtual machine via RDP, select an IP address, optionally change the port number, and download the
(preview) RDP file.
£ Disks P address *
B Sie | Public IP address (51.143.123.172) ~ |
Q' Microsoft Defender for Cloud Port number *
3389
@ Advisor recommendations | |
B Extensions + applications Download RDP File
Figure 2.22 - Connect blade
9. Open the RDP file from where it was saved.
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10. Click Connect to start an RDP session allowed by the inbound rule set in this task.
L Remote Desktop Connection X

[ '- The identity of the remote computer cannot be verified. Do you
\ want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. It may be unsafe to proceed.
Certificate name

Name in the certificate from the remote computer:
sm-az800-2408-v

B

Certificate errors

The following errors were encountered while validating the remote
computer's certificate:

L. The certificate is not from a trusted certifying authority.

Do you want to connect despite these certificate errors?

[:] Don't ask me again for connections to this computer

View certificate... Yes

Figure 2.23 - Remote Desktop Connection

In this task, we added an inbound rule and completed our test of it. In the next task, we will create
an outbound rule and test it.

Task - adding and testing an outbound rule
Perform the following steps:

1. Inthe Virtual machine blade, click Networking under Settings; you will see from the Outbound
port rules tab that all outbound connections are allowed to the internet.

2. From the Outbound port rules tab, click Add outbound port rule.
3. Inthe Add outbound security rule blade, leave all options as the defaults apart from the following:

= Destination: Select Service Tag

= Destination service tag: Select Internet

* Destination port ranges: Type the * symbol (the asterisk symbol)
= Action: Ensure Deny is set

* Priority: Leave the default value of 100
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= Name: Type a name, such as DenyOutbound_Internet

* Description: Type as required

Q DenyOutbound_Internet X
smi-azB00-2408-nsg

Source (@)

| Any — |

Source port ranges * O
: |

0] Destination O

al | Service Tag o |

Destination servics tag (O

| Internet e |
Service (0
| Custom A |

Destination port ranges * (0
: |
Protocol
® Aany
() e
) upp
) 1cmp

Action

() Allow
@ Deny

Pricrity * (@
| 100 -

Figure 2.24 — Add security rule

4. Click Add. You will receive a notification that the rule was created successfully.

5. From the virtual machine, open a browser again and confirm you can no longer reach the
internet by visiting a site such as https://learn.microsoft.com


https://learn.microsoft.com
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6. 'This time, you will see a message from the browser, such as can’t reach this page.

[ | &) docsmicrosoftcom x |+ = [u] X

<~ @) 3 https://docs.microsoft.com/en-us/ A T8 = -

Hmmm... can’t reach this page

docs.microsoft.com took too long to respond
Try:
+ Checking the connection

» Checking the proxy and the firewall

* Running Windows Network Diagnostics

ERR_CONNECTION_TIMED_OUT

Check your Internet connection

Check your network cables, modem, and routers.

Allow Microsoft Edge to access the network in your firewall or antivirus settings.
If it's already listed as a program allowed to access the network, try removing it from the list, and
adding it again.

If you use a proxy server:

Check your proxy settings. You might need to ask your organization if the proxy server is
waorking. If you don't think you should be using a proxy server, go to Settings > System > Open
your computer's proxy settings

Figure 2.25 — Internet access denied

The task to create an outbound rule is complete. In the next task, we will clean up the resources
created in this recipe.

Task - cleaning up resources
Perform the following steps:

1. Inthe search box in the Azure portal, type resource groups and select Resource Groups
from the listed Services results.

2. From the Resource groups page, select the resource group we created for this recipe and click
Delete resource group; this will delete all the resources created as part of this recipe.

Create ?33? Manage view f Delete resqurce group ':'_) Refresh + Export to CSV
- Essentials
Subscription fmove) Deplovments

Figure 2.26 — Delete resource group
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The task to clean up the resources created in this recipe is complete.

How it works...

In this recipe, we looked at creating an NSG and associated it at the subnet level. We then added rules
to allow RDP access on port 3389 from a specified source IP address to a Windows Server virtual
machine resource. We also added a rule to deny all outbound internet access. We also provided a
step-by-step guide on creating a virtual network and a virtual machine to test these rules.

NSGs act as traffic filters and can be used to control traffic flow out of resources in a virtual network.
NSGs contain rules like a traditional firewall that allow or deny inbound and outbound traffic; all
traffic is denied unless explicitly allowed by a rule.

An NSG can only be associated with resources in the same subscription and region. Azure Firewall
is better positioned for centralized protection across subscriptions and regions.

Each rule in an NSG is numbered; the lowest-numbered rule will be processed first. There is a set
of default rules for each NSG that cannot be removed or modified. To override these rules, you add
custom rules with a lower number, which are processed first. There is a deny-all final default rule that
will be processed. That is, if your connection request is not explicitly allowed by a lower-number rule,
then the connection will be denied.

Whether access is allowed or denied is based on the evaluation of the five-tuple method, which is
based on the following five data points:

o Traffic source

o Traffic source port

o Traffic destination

o Traffic destination port

o Traffic protocol

The following diagram represents a simple example of traffic control with an NSG:

RDP 3389
Remote n vM1
Network
@ Subnet 1
2
RDP 3389
RDP 3389 VM2
NSG ® Subnet 2 6>
VNet

Figure 2.27 — NSG traffic control
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In the preceding diagram, no NSG is associated with the subnet that VM1 is connected to. This allows
a connection with RDP on port 3389 for a Windows virtual machine (port 22 if Linux). An attacker
could brute-force attack this virtual machine using this unsecured management port.

VM2, however, has an NSG associated with the VMs subnet and, by default, will deny all inbound
traffic unless explicitly allowed; the virtual machine management port will be protected against
brute-force attacks.

To allow access, we must explicitly create a rule that specifies what connection traffic will be allowed.

If required, an NSG can be applied at the subnet or network interface level.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Azure security baseline for Virtual Network: https://learn.microsoft.com/en-us/
security/benchmark/azure/baselines/virtual-network-security-
baseline

o Network security groups: https://learn.microsoft.com/en-us/azure/virtual-
network/network-security-groups-overview

o How network security groups filter network traffic: https://learn.microsoft.com/
en-us/azure/virtual -network/network-security-group-how-it-works

o Diagnose a virtual machine network traffic filter problem: https://learn.microsoft.
com/en-us/azure/virtual-network/diagnose-network-traffic-filter-
problem

o Tutorial: Log network traffic to and from a virtual machine using the Azure portal: https://
learn.microsoft.com/en-us/azure/network-watcher/network-watcher-
nsg-flow-logging-portal

Implementing Azure Firewall

As part of our defense-in-depth strategy, we should implement measures to protect the perimeters of
our Azure virtual networks. In environments with many distributed workload resources that need
to communicate securely, we must ensure we protect these across many regions and subscriptions.

We must protect traffic entering our network from the internet (North/South), internal traffic from
spoke-to-spoke virtual networks (East/West), and cross-premises hybrid or partner edge connections.

This recipe will teach you how to implement Azure Firewall Premium to protect your resources in
an Azure virtual network.

We will take you through creating an Azure Firewall and policy, creating a default route, creating a
workload server virtual machine for testing, and configuring and testing firewall rules.
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Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o You should sign in with an account that has the Owner or Contributor role for the
Azure subscription

o An Azure virtual machine to use with this recipe; we will walk through creating this virtual
machine as a getting ready task:

= This will be created without an NSG attached to its network interface or the virtual
machine’s subnet

* This will not have a public IP address associated with its network interface
Continue with the following getting ready task of creating a virtual machine for this recipe.
Getting ready task — creating a workload server virtual machine
Perform the following steps:

1. Inthe search box in the Azure portal, type virtual machines and select Virtual machines
from the listed Services results.

Microsoft Azure 2 wirtual machines X '

c ces (2 ce (20) entation (28)
Azure services All Services (23) Marketplace (20) Documentation (28) Re

+

Create a
resource

Azure Active Directory (0)
Services

KX virtual machines R virtual mach

Figure 2.28 — Search for virtual machines

2. On the Virtual machines screen, click + Create and then select Azure virtual machine:

Home >
Virtual machines »
milesbettersalutions.onmicrosoft.com (milesbettersolutions.com)

5 . 0 } oo
- Create ~ 2 switchtoclassic (&) Reservations ~» {8} Mana
Azure virtual machine

Create a virtual machine hosted by Azure

| Type equ:

Azure virtual machine

P Azure virtual machine with nreset

Figure 2.29 - Virtual machines
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3. From the Basics tab, under the Project details section, select a subscription that will be used
for resources in this recipe.

4. For Resource group, select Create new.
Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources,

Subscription * @ | Microscft Azure Sponsership (8de2e9e8-ded4-4feb-5a95-350480593bb1) e ‘
Resource group * (i) | (New) sm-azcookbook-recipe-azfw-rg ~ ‘
Create new

Figure 2.30 - Set project details

5. Set Instance details as follows:

* Virtual machine name: Type a name

* Region: Select the same region used to create the Azure Firewall

* Availability options: Select No infrastructure redundancy required
* Security type: Select Standard

= Image: Select Windows Server 2019 Datacenter - Gen2

* Size: Leave the default (or select as required to optimize costs)

* Set Username and Password as required:

Instance details

Virtual machine name * @ ‘ sm-azcookbook-recipes-azfw-vm /|
Region * (@ ‘ (Europe) UK South v |
Availability options @ ‘ Mo infrastructure redundancy required v |
Security type (D ‘ Standard v |
Image * @ ,_n Windows Server 2019 Datacenter - Gen2 v |

See all images | Configure VM generation

VM architecture (@ () arme4

(®) x4
o Arm64 is not supported with the selected image.
Run with Azure Spot discount (& D
Size * @ ‘ Standard_D2s_v3 - 2 vcpus, 8 GIB memory (£113.17/month) v

Administrator account

Username * (D) vmadmin ~ |
Paszword * (& ‘ - |
Confirm password * (0 ‘ . " |

Figure 2.31 - Virtual machine settings
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6. Set Public inbound ports to None:

Inbound port rules

Select which virtual machine netwerk ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * @ ® None
O Allow selected ports

Select inbound ports

0 Al traffic from the internet will be blocked by default. You will be able to
change inbound port rules in the VM > Networking page.

Figure 2.32 - Set Public inbound ports

7.  Click Next : Disks, leave the defaults, then click Next : Networking.
8. In Virtual network, click Create new.

9. On the Create virtual network screen, enter a name:

Create virtual network X

The Microsoft Azure Virtual Netwark service enables Azure resources to securely communicate with each ather in a virtual network which is a
logical isolation of the Azure cloud dedicated to your subscription. You can connect virtual networks to other virtual netwarks, or your on-
premises network. Learn more o

MName * | sm-azcookbook-recipes-azfw-workload-vnet ~

Address space

Figure 2.33 - Create virtual machine

10. Inthe Address space section, under the Address range section, on the right-hand side of the
provided default Address range entry, click the trash can icon to delete the default address range.

11. Type a new address range of 10.10.0.0/16.

12. In the Subnets section, for the subnet name, type WorkloadSubnet, and for Address range,
type 10.10.1.0/24; then, click OK:
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Address space

The virtual network's address space, specified as one or mare address prefixes in CIDR notation (2.g. 192.168.1.0/24).

[] Address range Addresses overlap

1] 101000018 ~| 101000 - 10.10.255.255 (65536 addresses) Mone e

Subnets

The subnet's address range in CIDR notation. It must be contained by the address space of the virtual netwerk.

D Subnet name Address range Addresses
] | WorkloadSubnet v | [ 101010724 | 10.10.1.0 - 10.10.1.255 (256 addresses) -
| | | | (0 Addresses)

Figure 2.34 —Virtual networks

13. Set Public IP to None and NIC network security group to None, and tick to enable Delete
NIC when VM is deleted:

PubliciP (@ ‘ Mone hvs |
Create new

NIC network security group (@ O MNone
@ Basic
O Advanced

Public inbound ports * @ © MNone

O Allow selected ports

Select inbound ports

© Al traffic from the internet will be blocked by default. You will be able to
change inbound port rules in the VM > Networking page.

Delete NIC when VIV is deleted @

Figure 2.35 - Virtual network settings

14. Click Review + create.
15. Click Create on the Review + create tab.

16. On the screen that notifies you with Your deployment is complete, click on Go to resource
to get ready for the next step in this task.
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Home >
e CreateVm-MicrosoftWindowsServer.WindowsServer-201-20221014000109 | Overview
Deployment

< j Delete Cancel : Redeploy & Download O Refresh

2 Overview

@ Your deployment is complete
Inputs

o

. Deployment name: CreateVm-MicrosoftwindowsSer..,  Start time: 10/14/2022, 12:0652 A.. C
= Outputs s

Subscription: Microsoft Azure Sponsorship (8de2e8..  correlation ID; dd2f822a-5abe-d6ce
v Resource group: sm-azcookbook-recipes-azfw-rg
= Template
Cost Manay
~ Deployment details Get notifiec

prevent une
~  Next steps

Set up cost
Setup auto-shutdown Recommended
Monitor VM health, performance and network dependencies  Recommended O
Run a script inside the virtual machine Recommended Microsoft
Go to Micrc

Figure 2.36 — Deployment complete

17. For the upcoming task of creating a DNAT rule, we will need to take note of the virtual machine’s
private IP; this can be found in the virtual machine’s Overview blade under the Networking
section of the Properties tab:

K sm-azcookbook-recipe-azfw-vm =

Virtual machine
« & comnect v [> stat ' Restart [ stop & capture [@ pelete () Refresh [0 openinmobile [E cuLises
A\ sm-azcockbook-recipe-aziw-vm virtual machine agent status is not ready. Troubleshoot the issue —>

Activity log
Monitoring Capabilities (8) Recommendations Tutorials

A Access control (IAM)

€ Tags K3 virtual machine & Networking
& Diagnose and solve problems Computername  sm-azcookbook-r Public IP address
Health state - Public IP address
Settings TPvS:
Operating system ‘Windows
Private IP address 10.10.1.4
& Networking Publisher MicrosoftwindowsServer "’
o Windowss. PrivatetP-acress
& connect er indowsServer 1PvE)
By Windows Admin Center Plan 2019-datacenter-gensecond Virtual sm-azcookbook-recipe-azfu-
VM generation V2 network/subnet workload-vnet/WorkloadSubnet

& Disks

Figure 2.37 - Virtual machine blade

This getting ready task to create a virtual machine for this recipe is complete.

You are now ready to continue to the main tasks for this recipe for implementing Azure Firewall.

How to do it...
This recipe consists of the following tasks:

e Create an Azure Firewall.

o+ Create a workload server virtual machine for testing.
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o Create virtual network peering.

o Create a User-Defined Route (UDR) to the workload subnet.

o Create a DNAT rule to allow RDP access to the workload server virtual machine.
o Create an application rule.

o Clean up resources.
Task - creating an Azure Firewall
Perform the following steps:

1. In the search box in the Azure portal, type £irewall and select Firewalls from the listed
Services results:

All Services (4) Marketplace (20) Documentation [

Azure

Azure Active Directory (0)

Services

L= | . Firewalls L]

Figure 2.38 — Search for Azure Firewall

2. On the Firewalls screen, click + Create or Create firewall:

Home >

Firewalls »

milesbettersolutions.onmicrosoft.com (milesbettersolutions.com)

+ Create 52 Manage view () mefresh Export to CSV =5 Open query @ Assign tags

| Filter for any field... | Subscription equals Microsoft Azure Sponsorship J“? Add filter
Mo grouping
Name T Type TL Resource group T4 Location Ty

No firewalls to display

Cloud-native network security to protect your Azure Virtual Metwork resources
Create firewall

Figure 2.39 - Firewalls screen
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3.

4.
5.

6.

From the Basics tab, under the Project details section, set Subscription as required:

Home » Firewalls >

Create a firewall

Basics  Tags Review + create

Azure Firewzll is a managed cloud-based network security service that protects your Azure Virtual Network resources. It is a
fully stateful firewall as a service with built-in high availability and unrestricted cloud scalability. You can centrally create,
enforce, and log application and network connectivity policies across subscriptions and virtual networks. Azure Firewall uses a
static public IP address for your virtual network resources allowing outside firewalls to identify traffic criginating from your
virtual network. The service is fully integrated with Azure Monitor for logging and analytics. Learn more.

Project details

Subscription * | Microsoft Azure Sponsorship (8de2e9e8-ded4-4feb-8a05-35b48b593bb1)

Figure 2.40 - Create a firewall

For Resource group, click Create new.

Enter a name and click OK:

Project details

Subscription * | Microsoft Azure Sponsorship (8de2efeB-dedd-4feb-8395-35b48b593bb1) |

- |

Resource group *

v

Create new

Instance details A resource group is a container that holds related

Name * resources for an Azure selution.
Region * Name * ~

| sm-azcookbook-recipes-azfw-rg e |

Availability zone @ N
(o

Figure 2.41 - Create a new resource group

Under the Instance details section, set a name and region as required and set Availability
zone to None:
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Instance details

Mame * | sm-azcookbook-recipes-azfw
Region * | East US
Availability zone (@& | Mone

Figure 2.42 — Create firewall settings

7. Ensure the Firewall SKU is set to Premium.
8. For Firewall policy, click Add new.

9. Type a policy name and region as required; ensure Policy tier is set to Premium. Then, click OK:

Home » Firewalls >

Create a firewall

O Standard

@ Premium

Firewall management (8)

Firewall policy * | Select
Add new

Choose a virtual network . .
Create a new Firewall Policy

This will create a new firewall policy with default

Virtual network name * settings. You can customize your policy after creation.

Address space * Policy name * | azcookbook-recipes-azfw-policy \./| b
Region | UK South ~ |
Subnet
Policy tier O Basic

O Standard F

@ Premium 1

-_ )

Subnet address space *

Public IP address *

Figure 2.43 — Create a new Firewall Policy
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10. For Choose a virtual network, leave it as Create new.

11. Type a virtual network name as required:

Choose a virtual network @ Create new

O Use existing

Virtual network name * | sm-azcookbook-recipes-azfw-vnet e

Figure 2.44 - Create a new virtual network

Note

We must ensure we do not overlap any address space used for the workload server virtual
machine virtual network.

12. For Address space, type 10.0.0.0/16.
13. For Subnet address space, type 10.0.0.0/24:

Cheose a virtual network @ Create new

O Use existing

Virtual network name * | sm-azcookbook-recipes-azfw-vnet e ‘

Address space * | 10.0.0.0/16 v ‘
10.0.0.0 - 10.0.255.255 (65536 addresses)

Subnet AzureFirewallSubnet

Subnet address space * | 10.0.0.0/24 e
10.0.0.0 - 10.0.0.255 (256 addresses)

Figure 2.45 - Virtual network settings

14. For Public IP address, click Add new; type a name as required, then click OK:

Virtual network name * .
Add a public IP i
Address space * MName * | Ookbook-recipes-azﬂu-pid\/ |
SKU [:} Basic '@} Standard
Subnet
N - P -
Assignment () Dynamic (@) Static

Subnet address space *

Public IP address *

o [
1~

Add new

Figure 2.46 — Add a public IP
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15. Click Review + create.
16. Click Create on the Review + create tab.

17. On the screen that notifies you with Your deployment is complete, click on Go to resource
ready for the next step in this task:

Home >

@ Microsoft.AzureFirewall-20221013234325 | Overview =
e Deployment

|P Search | « E[ Delete 'S' Cancel |I| Redeploy i Download O Refresh

we Overview

@ Your deployment is complete

& Inputs
o Deployment name: Microsoft.AzureFirewall-20221013234325 Start time:
¥= Outputs P ; . .
Subscription: Microsoft Azure Sponsorship (8de2e9e8-ded4-4feb-8..  cgrralation
B Templat Resource group: sm-azcookbook-recipes-azfw-rg
emplate

~ Deployment details

~  Next steps

Go to resource

Figure 2.47 - Deployment complete

18. For the upcoming tasks of creating a default route and a DNAT rule, we will need to take note
of the firewall’s public and private IPs:

* The private IP can be found from the firewall’s Overview blade:
Home >

sm-azcookbook-recipes-azfw-fw = =*

Firewall

« W o B Lo
3 N
@ Visit Azure Firewall Manager to configure and manage this firewall. =
L |
& Activity log
# Essentials
Pp, Access control (JAM)
Resource group {move) : sm-azcookbook-recipes-azfw-rg Firewall SKU : Premium
® Tags
“ Location : UK South Firewall subnet : AzureFirewallSubnet
Settings Subscription (move : Microsoft Azure Sponsorship Firewall public IP : sm-azcookbook-recipes-azfw-fw-ip
B public IP configuration Subscription ID : 8de2e9es-de94-4feb-5a95-35b48b593bb1 | Firewall private 1P ;101014 |

Figure 2.48 - Private IP

* The public IP can be found by clicking on the hyperlinked name for the public IP on the
Overview blade, or by clicking on Public IP configuration under the Settings section:



76

Securing Azure Networks

Home >

sm-azcookbook-recipes-azfw-fw =

Firewall

‘P Search | « EI Delete E] Lock
& Ovenview @ Visit Azure Firewall Manager to configure and manage this firewall. —»
Activity log
~ Essentials
PR Access control (IAM)
Resource group {move) : sm-azcookbook-recipes-azfw-rg Firewall SKU : Premium
Tags
@ T Location : UK South Firewall subnet : AzureFirewallSubnet
Settings Subscription (move) : Microsoft Azure Sponsorship Firewall public IP H sm-azcookbook-recipes-azfw-fw-ip ||
B Ppublic IP configuration | Subscription ID : 8de2e9eB-de94-4feb-8a95-35b48b593bb1 Firewall private IP 1101014
Virtual network : sm-azcookbook-recipes-azfw-vnet Management subnet : -

Figure 2.49 — Public IP

The task to create an Azure Firewall is complete. In the next task, we create peering between our two
virtual networks.

Task - creating virtual network peering
Perform the following steps:

1. Navigate to the Virtual networks screen and you should see both virtual networks we created
in this exercise; note that they are in the same subscription and region for this recipe.

Home >

Virtual networks =

milesbettersolutions.onmicrosoft.com (milesbettersolutions.com)

+ Create 53 Manage view () Refresh < Export to CSV = Open query %) Assign tags

| Filter for any field... | Subscription equals all Resource group equals all < Location equals al
D MName T Resource group T4 Location Ty

D %> sm-azcookbook-recipe-azfw-workload-vnet sm-azcookbook-recipe-azfw-rg UK South

D %> sm-azcookbook-recipes-azfw-vnet sm-azcookbook-recipes-azfw-rg UK South

Figure 2.50 - Virtual networks blade

2. Click your Azure Firewall virtual network, sm-azcookbook-recipes-azfw-vnet.

3. From the Virtual networks blade, click Peerings under the Settings section of the left-hand menu:
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Home >

<.»|Sm-azcookbook-recipes-azfw-vnet| =
Virtual network

| 2 Search | «

- Move ™ Iil Delete O Refresh F'l? Give feedback

-

Settings

~~ Essentials

> Address space
Resource group (move) @ sm-azcookbook-recipes-azfw-rg

& connected devices

Location (move) : East Us
<> Subnets - e .

Subscription (move) : Microsoft Azure Sponsorship
X Bastion Subscription ID . Bde2ele8-de94-4feb-8a95-35b48b593bb1
@ DDos protection
& Firewall Tags (edit) : Click here to add tags
@ Microsoft Defender for Cloud Topology Capabilities (5) Recommendations Tutori
“& Network manager
& DNS servers DDoS protection . Azur
“& Peerings Configure additional protection Prote

from distributed denial of service statef

& Service endpaints

Figure 2.51 - Virtual networks blade

4. Click + Add from the top menu:

Home » sm-azcookbook-recipes-azfw-vnet

<.> sm-azcookbook-recipes-azfw-vnet | Peerings

Virtual network

B Search | 4 = add (D Refresh (D sync

-

Settings

2 Filter by name... Peering status == all

4% Address space

. MName TJ Peering status Ty
5 Connected devices

Add a peering to get started
<> Subnets P greg

Figure 2.52 - Peerings blade

5. Enter a peering link name under the This virtual network section:
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Home > Virtual networks > sm-azcookbook-recipes-azfw-vnet | Peerings >

Add peering

sm-azcookbook-recipes-azfw-vnet

o For peering to work, two peering links must be created. By selecting remaote virtual network, Azure will create both peering

links.

This virtual network

Peering link name *

azfwvnet-to-workloadvnet 4
Figure 2.53 — Peering name for this virtual network
6. Enter a peering link name under the Remote virtual network section:
Remote virtual network
Peering link name *
v

workloadvnet-to- azf‘wuneﬂ

Figure 2.54 — Peering name for remote virtual network

7. Select the same subscription used for previous tasks in this recipe; for Virtual network, select
the workload virtual network we created that contains our workload server virtual machine,

then click Add:

Subscription * (D
| Microsoft Azure Sponsorship (8de2eges-ded4-4feb-8a95-35b48b593bb1) v |

Virtual network *
| v

sm-azcookbook-recipes-azfw-vnet

sm-azcookbook-recipes-azfw-workload-vnet

Figure 2.55 — Add peering

You will see a notification that the peering was successfully added:
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& Added virtual network peering >
Successfully added virtual network peering
"WokloadVNet' to 'sm-azcookbook-recipes-azfw-
workload-vnet',

@ Added virtual network peering *

Successfully added virtual network peenng 'AZFWWMet-
to-WorkloadvNet' to 'sm-azcookbook-recipes-azfw-
vnet'.

Figure 2.56 — Peering added

The task to create peering between virtual networks is complete. In the next task, we create a UDR.
Task - creating a user-defined route

Perform the following steps:

1. Inthe search box in the Azure portal, type route table and select Route tables from the
listed Services results:

_ Microsoft Azure A route table

Home >

All Services (12) Marketplace

.’ Microsoft.Azt Azure Active Directory (0)

v Deployment

2 sparch Services

%% Overview “& Route tables

Figure 2.57 — Search for route table

2. On the Route tables screen, click + Create or Create route table:
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Home >
Route tables =
milesbettersolutions.onmicrosoft.com (milesbettersolutions.com)

Create @3 Manage view v O Refresh « Export to CSV %‘? Open query ¥ As

N

| Filter for any field... I Subscription equals Microsoft Azure Sponsorship +? Add filter

Mo grouping ~ | | == List view

Name T Resource group T Location T4 Subscription T,

No route tables to display

Create 3 route table when you need to override Azure's default routing. For example, you can route traffic to a
network virtual appliance or to your on-premises network for inspection. A route table contains routes and is
associated to one or more subjects.

Create route table

Learn more f
& i

Figure 2.58 — Route tables screen

3. From the Basics tab, in the Project details section, select the same subscription used for the

previous tasks in this recipe.

4. For Resource group, select the same one used for the previous tasks in this recipe:

Basics  Tags Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage zll your resources.

Subscription* @ | Microsoft Azure Sponsorship (8de2e9e8-ded4-4feb-8395-35048b52... |

Resource group * (O | sm-azcookbook-recipes-azfw-rg v |
Create new

Figure 2.59 - Set project details
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5.  Select the same region as used for the previous tasks in this recipe; then, type a name as required:

Instance details

Region* (& | East US ~ |

Mame* (@ | sm-azcookbook-recipes-azfw-rt /l

Figure 2.60 - Set instance details

6. Click Review + create.

7. Click Create on the Review + create tab.

8. Click Go to resource on the Deployment screen that notifies you that the deployment is complete:
Home >

& Microsoft.RouteTable-20221010100317 | Overview =

g Deployment

|P Search | &« ]i] Delete & Cancel |I| Redeploy i Download O Refresh

wa Overview

@ Your deployment is complete
E Inputs

. PP Deployment name: Microsoft...  Start time: 10/10/202...
7= Outputs @l Subscription: Microsoft Azure .. cgorrelation ID: 2899d5:
Resource group: sm-azcookb...

% Template

v Deployment details

~  MNext steps
Figure 2.61 — Deployment completed

9. Click Subnets under the Settings section on the Route table screen, then click + Associate:
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Home > Microsoft.RouteTable-20221010100317 | Overview > sm-azcookbook-recipes-azfw-rt

<.» sm-azcookbook-recipes-azfw-rt | Subnets

Route table
P Search | < = Associate
& Overview |/O Eearch subnets
Activity log Name T4 Address range T
Pp. Access control (LAM) Mo results,
L 4 Tags

¥ Diagnose and solve problems

Settings
B Configuration
A Routes

<> Subnets
Figure 2.62 - Associate route table

10. For Virtual network on the Associate subnet blade, select your workload virtual network
created for this recipe; then, select Workload-Subnet from the Subnet list and click OK:

Associate subnet X

sm-azcookbook-recipes-azfw-rt

Virtual network (@

| sm-azcookbook-recipes-azfw-workload-vnet ~ |

Subnet (@

| v ]

| Filter subnets |

Can be associated to route table

Workload-Subnet

Figure 2.63 - Associate subnet
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11. Select Routes under the Settings section on the Route table screen and click + Add:

de sm-azcookbook-recipes-azfw-rt | R

Route table

R Search | « b add (D Refresh

ouey oy

-—
D EBearch routes
fa Access control (IAM) |/ IS

6 T Mame T
ags

. Mo results.
Z? Diagnose and solve problems

settings

B Configuration

‘4 Routes

Figure 2.64 — Add route

12. In the Add route blade, add a route name to represent the default gateway for the workload
subnet and select IP Addresses for Address prefix destination:

Add route X

sm-azcookbook-recipes-azfw-rt

Route name *

| azfw-dgw v |

Address prefix destination* (D

| IP Addresses A4 |

Figure 2.65 — Add route

13. For Destination IP addresses/CIDR ranges, type 0.0.0.0/0.
14. For Next hop type, select Virtual appliance:

Destination IP addrasses/CIDR ranges * (1)
| 0:0.00/0

Mext hop type * @

Select next hop type

Virtual network gateway
Virtual network

Internet

Virtual appliance

MNone

Figure 2.66 — Route table configuration
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15. For Next hop address, type Azure Firewall’s private IP that we noted at the beginning of this
task; for reference, this can be found in the Overview blade of your firewall. Then, click Add:
Mext hop addrass * (D)

[ 1010.14 -]

Figure 2.67 — Route table configuration

16. A notification will display that you successfully added a route:

@ successfully added route X

Successfully added route 'azfw-dgw' to route table 'sm-
azcookbook-recipes-azfw-rt'.

Figure 2.68 — Added route

The task to create a UDR is complete. In the next task, we create a Destination Network Address
Translation (DNAT) rule.

Task - creating a DNAT rule
Perform the following steps:

1. Navigate to your created Azure Firewall in the Azure portal, and in the Overview blade of your
firewall, under Firewall policy, click your policy to open the Firewall Policy screen:
Home >

sm-azcookbook-recipes-azfw-fw &

Firewsall

P Search ‘ S ] Delete O Lock

@ Overview @ Visit Azure Firewall Manager to configure and manage this frewall. =

& Activity log
# Essentials
9}1 #Access control (IAM)

L 4 Tags
Settings

B Public IP configuration

Resource group (move) :
Location
Subscription (move)
Subscription ID

Virtual network

: sm-azcookbook-recipes-

sm-azcookbook-recipas-azfw-rg

: UK South

1 Microsoft Azure Sponsorship

: Bde2efeB-ded4-4feb-8205-35b48b593bk1

fw-vnet

E% Firewall Manager
Firewall policy 1 azcookbook-policy:
e .
I roperties .
Provisioning state ¢ Succeeded
ﬂ Locks
Tags (edit] : Click here to add tags
Monitoring
. B8 Firewall polic
il Metrics = P ¥

& Diagnostic settings

£ Logs

Visit Azure Firewall Manager at the link below to edit the Firewall Policy on this firewall

Policy azcookbook-policy(change)

Figure 2.69 — Azure Firewall
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On the Firewall Policy screen, click DNAT rules under the Settings section:

Home > sm-azcockbook-recipes-azfw-fw >

gm azcookbook-policy = » - >
Firewall Policy
‘/’3 Search | < > Move ~ [i] Delete (3 Lock
B Oyerview - A Essentials
Activity log Resource group (mave) Policy name
sm-azcookbook-recipes-azfw-rg azcookbook-policy
R Access control (IAM) Location Policy tier
€ Tags UK South Premium
Subscription (move) TLS inspection (Premium)
settings Microsoft Azure Spansorship Disabled
= t poli Subseription 1D IDPS mode (Premium)
arent policy Bdla2e0e3-ded4-4feb-8205-35b48b593bb off
B= Rule collections Provisioning state

Succeeded
= DNAT rules

— Tags (edit
Network rules Click here to add tags

B2 application rules

B DNs

Figure 2.70 — Azure Firewall policy

Click + Add a rule collection:

Home » sm-azcookbook-recipes-azfw-fw » azcookbook-policy

g azcookbook-policy | DNAT rules - X

Firewall Policy

2 Search | X 1= Add a rule collection b addrule &7 Edit j Delete

-
E= DNAT rules . . .

Rules are shown in the order of execution below. Network rules take precedence over application rules
B=  Network rules regardless of priority. Within the same rule collection type, inherited rules take precedence over rule

o collection group priority and rule collection priority.
E=  Application rules

|;) bearch to filter items...

= DnNs

Threst Intelligence \:| Rule Collection P.. Rule collection n... Rule name Source Pc

No DNAT rule collections found

2

@ innc

TLS inspection

[

1 r

Figure 2.71 - Add rule

On the Add a rule collection blade, set the following:

* Type a name as required for the rule collection
* For Rule collection type, ensure DNAT is selected
* For Priority, type 200

= For Rule collection group, select DefaultDnatRuleCollectionGroup:
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" Add a rule collection

1
- MName* | sm-azcookbook-rc-dnat
1
Rule collection type * | DNAT
(
,  Priority * | 200

! Rule collection action | Destination Network Address Translation (DNA

Rule collection group * | DefaultDnatRuleCollectionGroup

Figure 2.72 - Add a rule collection

5. In the Rules section, set the following:

* Type a name as required for the first rule in the rule collection

* For Source type, ensure IP Address is selected

* For Source, type *

* For Protocol, select TCP

* For Destination Ports, type 3389

* For Destination Type, ensure IP Address is selected

* For Destination, enter the Firewall public IP address we noted in an earlier task in this recipe

= For Translated address, enter the workload server virtual machine private IP address we
noted in an earlier task in this recipe

* For Translated port, type 3389

You should now have a rule that looks like the following:

Name * Source type Source Protocol * Destination Ports * Destination Type *

l am-azcookbook-r...« | | IP Address v | [ * / ‘ I TCP ~ | 3389 /| ‘ 10 Address Vv
Destination Type * Destination * Translated address * Translated port *

[ 1P Address v | [2068.27.149 -] [101014 HEE v | & e

Figure 2.73 - Firewall rule
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6. Click Add. You will be notified that the rule collection was successfully added in a few minutes:

@ Successfully added rule collection

s

Successfully updated rule collection group 'DefaultDnatRuleCollectionGroup!

Figure 2.74 - Added

rule collection

The task to create a DNAT rule is complete. In the next task, we create an application rule.

Task - creating an application rule

Perform the following steps:

1. Navigate to the created Azure Firewall in the Azure portal, and in the Overview blade of your
firewall, under the Firewall policy section, click your Firewall policy to open the Firewall

Policy screen:

Home >

sm-azcookbook-recipes-azfw-fw = x

Firewall

!D Search

& Overview

=1 Activity log
fa Access control (JAM)

¢ Tags

Settings

B Public IP configuration
Firewall Manager

il Properties

B Locks

Monitoring

il Metrics

& Diagnostic settings

# Logs

Delete & Lock

© visit Azure Firewall M

A Essentials
Resource group (move) :
Location
Subscription (move)
Subscription ID
Virtual network
Firewall policy

Provisioning state

Tags (edit)

anager to configure and manage this firewall. =

sm-azcookbook-recipes-azfw-rg

: UK South

: Microsoft Azure Sponsorship

: 8de2e8ed-ded4-4feb-8395-35b48b593bb1

: sm-azcookbook-recipes-azfw-vnet

: azcookbook-policy

: Succeeded

: Click here to add tags

E=&. Firewall policy

Visit Azure Firewall Manager at the link below to edit the Firewall Policy on this firewall

Policy azcookbook-policy(change)

Figure 2.75 - Azure Firewall
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2. On the Firewall Policy screen, click Application rules under the Settings section:

Home » Firewalls > sm-azcookbook-recipes-azfw-fw >

gm azcookbook-policy = »

Firewall Policy

|/'-7 Search | « > Move ~ [i] Delete O Lock
B Overview . A Essentials
Activity log Resource group:mc.-ve] Policy name .
sm-azcookbook-recipes-azfw-rg azcookbook-policy
Aa Access control (IAM) Location Policy tier
€ Tags UK South Premium
Subscription (move) TLS inspection (Premium)
Settings Microsoft Azure Sponsorship Dizabled
= t noli Subscription 1D IDPS mode (Premium)
srentpoley Bdle2e9e8-dedd-4fab-5395-35b48b503bb1 off
E= Rule collections Provisicning state
Succeeded
E= DNAT rules
= Tags (edif)
Netwark rules Click here to add tags
E=  application rules
B DNS

Figure 2.76 - Firewall Policy

3. Click + Add a rule collection.
4. On the Add a rule collection blade, set the following:
* Type a name as required for the rule collection
= For Rule collection type, ensure Application is selected
* For Priority, type 200
* For Rule collection action, select Allow

= For Rule collection group, select DefaultApplicationRuleCollectionGroup:

Add a rule collection

Name * | azcookbook-rc-app

Rule collection type * | Application

Priority * | 200

Rule collection action | Allow

Rule collection group * | DefaultApplicationRuleCollectionGroup

Figure 2.77 — Add rule collection
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5. In the Rules section, set the following:

* Type a name as required for the first rule in the rule collection
= For Source type, ensure IP Address is selected

* For Source, type *

= For Protocol, select https

* For Destination Type, select FQDN

For Destination, type learn.microsoft.com

* You should now have a rule that looks like the following example:

Name * Source type Source Protocol *
| k-rl-allow-MsLearn./ | | ip Address IE | | https
TLS inspection Destination Type * Destination *

TLS ingpection FQDN v | [ learn.microsoft.co....« [ [ =

Figure 2.78 - Firewall rule

6. Click Add. You will be notified that the rule collection was successfully added in a few minutes:

@ Successfully added rule collection X

Successfully updated rule collection group
'DefaultApplicationRuleCollectionGroup’

Figure 2.79 — Added rule collection

The task to create an application rule is complete. In the next tasks, we test the firewall rules.
Task - testing the firewall DNAT rule
Perform the following steps:

1.  Open Remote Desktop Connection and set it to the firewall’s public IP address:
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L Remote Desktop Connection — X

Remote Desktop
"»¢ Connection

Computer: ‘20.25.28.245 o

Username:  None specified

You will be asked for credentials when you connect.

¥ ' Show Options Help

Figure 2.80 - Remote Desktop Connection

2. You will be prompted with the workload server virtual machine login credentials:

== Windows Security

LS
L Remote Desktop
*»9 Connection Enter your credentials

These credentials will be used to connect to 20.117.129.86.
20.117.129.86

Username:  None specified

Email address
You will be asked for credentials when you conne

Password

Figure 2.81 — Access to workload server virtual machine

3. Logon to the workload server virtual machine with the credentials used when it was created:

& 20.117.129.86 - Remote Desktop Connection — O X

Figure 2.82 - Logged on to workload server virtual machine via RDP
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The task to test the firewall DNAT rule is complete. In the next task, we test the firewall application rule.

Task - testing the firewall application rule
Perform the following steps:

1. From the desktop of the workload server virtual machine, open a browser and go to www .
google.comor www.microsoft.com, and ensure your connection is blocked:

@ @& http://www.google.com/ v~ & | Search...

& google.com ]

Action: Deny. Reason: No rule matched. Proceeding with default action.

Figure 2.83 — Access denied

2. From Server Manager, set IE Enhanced Security Configuration to Off.

3. From abrowser, goto https://learn.microsoft.comand ensure your connection

is allowed:

=i

eo = https://learn.microsoft.com/en-us/ v @ & Search..

8" Microsoft Learn: Build skills ... [ 7

Microsoft Learn. Spark
possibility.

Build skills that open doors. See all you can do with documentation, hands-on

training, and certifications to help you get the most from Microsoft products.

Search Microsoft Learn Rsearch

Figure 2.84 - Access allowed

The task to test the firewall application rule is complete. In the next task, we clean up the resources
created in this recipe.

Task - cleaning up resources

Perform the following steps:

1. Inthe search box in the Azure portal, type resource groups and select Resource Groups
from the listed Services results.

91


http://www.google.com
http://www.google.com
http://www.microsoft.com
https://learn.microsoft.com

92 Securing Azure Networks

2. On the Resource groups page, select the resource group that we created for this recipe and
click Delete resource group. This will delete all the resources created as part of this recipe:

Home > Resource groups >

Resource groups ¢ (4] Sm-azcookbook-recipes-azfw-rg =
milesbettersolutions.onmicrosoft.com (milesbetter... Resource group
T Create ?§€ Manage view ~ - A Search ‘ € T~ Create ?f,,ﬂ&? Manage view v i Delete resource group _:‘ Re
4] Overview v Essentials
Filter for any field... ST
Name "y =1 Activity log Subscription {move)

Microsoft Azure Sponsorship

'C‘R Access control (I1AM) Subseription D

8de2e9e8-de94-4feb-8395-35b48b593bb1

['4] sm-azcookbook-recipes-azfw-rg

¢ Tags
(%] NetworkwatcherRG N

Figure 2.85 - Delete resource group

The task to clean up the resources created in this recipe is complete.

How it works...

In this recipe, we looked at implementing an Azure Firewall instance and created a virtual machine
to use as a workload server to test our rules.

We implemented a hub-and-spoke virtual network topology. Azure Firewall was deployed into the
Hub virtual network. The virtual machine server was deployed into a Spoke virtual network (within
the same region) and was connected via virtual network peering.

The Azure Firewall network topology we created is represented in the following diagram:

e © @[

Azure Firewall
-
4—»:
© |

VNet

i 7Y !
i . i UDR n i
' | Peering ! i

Internet

Firewall Subnet <'>
-------------------------- Spoke VNet D

Hub VNet oo

Figure 2.86 — Azure Firewall deployment topology

We created UDRs through a route table, associated it with the workload subnet, and created a new
route to direct traffic with a destination of 0.0.0.0/0 to Azure Firewall as the next hop.
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As part of the recipe for configuring Azure Firewall, we created a DNAT rule that allowed RDP access
to our test virtual machine. We created outbound application rules to block and allow specified URLs.

Azure Firewall is a fully stateful Microsoft-managed firewall and an Azure-hosted firewall-as-a-service
platform solution. It provides Layers 3-7 centralized control policies and consumes threat-intelligence
feeds directly from Microsoft’s cybersecurity platforms, providing real-time insights and protection.

Segmentation of networks can be used with hub-and-spoke network topologies. The traffic flow and
control from the spoke networks are provided through UDRs.

Azure Firewall can provide the following capabilities:

o Intrusion Prevention System (IDS)

o Transport Layer Security (TLS) inspection

o Uniform Resource Locator (URL) filtering

o Source Network Address Translation (SNAT)

o Destination Network Address Translation (DNAT)

It is important to note that TLS inspection is only supported for outbound (North) and lateral (East/
West) traffic, that is, an inspection of traffic from an internal Azure-hosted client to the internet and
sent from within Azure and to/from on-premises.

Azure Firewall Manager provides centralized policy configuration and management for multiple
Azure Firewall instances.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Azure Firewall documentation: https://learn.microsoft.com/en-us/azure/
firewall

o Azure Firewall FAQ: https://learn.microsoft.com/en-us/azure/firewall/
firewall-faqg

o Hub-spoke network topology in Azure: https://learn.microsoft.com/en-us/
azure/architecture/reference-architectures/hybrid-networking/
hub-spoke

o Azure Firewall web categories: https://learn.microsoft.com/en-us/azure/
firewall/web-categories

o FQDN tags overview:https://learn.microsoft.com/en-us/azure/firewall/
fgdn-tags
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Implementing Azure Web Application Firewall

As we continue with our defense-in-depth strategy, we should look at the different types of traffic on
the network, their protocols, and their direction, such as inbound/outbound and lateral traffic flows;
this can be referred to as north/south and east/west traffic.

We should evaluate the most appropriate defense mechanism based on our desired outcomes. If we
allow any HTTP(s) protocols into our Azure networks, such as to allow access to web applications,
we need to implement measures to protect against Layer 7 web protocol attacks, such as cross-site
scripting and SQL injection.

This outcome can be achieved by implementing a Layer 7 Web Application Firewall (WAF), rather
than a Layer 4 network firewall.

It is important to note that a traditional Layer 4 network firewall will not offer protection against these
inbound Layer 7 attacks; an Intrusion Detection and Prevention System (IDPS) solution will also
be ineffective in detecting attacks in encrypted traffic.

Regarding inspecting encrypted traffic, we saw in the previous section that Azure Firewall could
provide TLS inspection; however, this only supports outbound (North) internet traffic and lateral
(East/West) traffic that stays within the Azure network or traverses cross-premises. Inbound (South)
TLS inspection needs a WAF.

In this section, we will look at a recipe to implement a WAF using the Azure Application Gateway
service to protect exposed HTTP(s) web services from Layer 7 web protocol attacks.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o You should sign in with an account that has the Owner or Contributor role for the
Azure subscription

o An Azure virtual machine; we will walk through creating this virtual machine as a getting
ready task:

= This will be created without an NSG attached to its network interface or the virtual
machine’s subnet

* This will not have a public IP address associated with its network interface

Please continue with the following getting ready task of creating a workload server virtual machine
with IIS installed to act as our application server for testing access through the application gateway.


https://portal.azure.com
https://portal.azure.com

Implementing Azure Web Application Firewall 95

Getting ready task — creating a workload server virtual machine with IIS to

test access

Perform the following steps:

In the search box in the Azure portal, type virtual machines and select Virtual machines

1.
from the listed Services results:
= Microsoft Azure P virtual machines X
Azure services All Services (23) Marketplace (20) Documentation (28) Re
Azure Active Directory (0)
Services
Create a
Ll K3 virtual machines ﬁ Virtual mach
Figure 2.87 - Search for virtual machines
2. On the Virtual machines screen, click + Create and then select Azure virtual machine:
Home
Virtual machines =
milesbettersolutions.onmicrosoft.com (milesbettersolutions.com)
-+ Create v 2 Switch to classic @ Reservations v @ Manz
Azure virtual machine | T ]
Create a virtual machine hosted by Azure ype equ:
I Azure virtual machine
WP Azure virtual machine with nreset
Figure 2.88 - Virtual machines screen
3. From the Basics tab, under the Project details section, set the subscription as required.
4.  Select the resource group we will use to create the application gateway in this recipe:

Project details
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

YOur resources,

| Microsoft Azure Sponsorship (8de2eSe8-ded4-4feb-8295-35b48b593bb1) ~ |

Subseription* @

| sm-azcookbook-recipes-waf-rg A |

Resource group * (D)
Create new

Figure 2.89 - Set project details
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5.

Set the following:

* Virtual machine name: Type a name

* Region: Select a region

* Availability options: Select No infrastructure redundancy required

* Security type: Select Standard

* Image: Select Windows Server 2019 Datacenter - Gen2

* Size: Leave the default (or set it as required to reduce recipe costs)

= Set Username and Password as required:

Home » Virtual machines >

Create a virtual machine

Instance details

Virtual machine name * (@
Region* @

Availability options @
Security type @

Image * (@

VM architecture (@

Run with Azure Spot discount @

Size* @

Administrator account

Username * @
Password * @

Confirm password * (@

| sm-azcookboaok-recipes-waf-vm /|

| (Europe) UK South e |

| Mo infrastructure redundancy required ~ |

| Standard ~ |

| ] windows Server 2019 Datacenter - Gen2 R |

See all images | Configure VM generation

® e

o Arm64 is not supported with the selected image.

| Standard_D2s_v3 - 2 vcpus, 8 GIB memory (£113.17/month) e

See all sizes

| vmadmin /|
sssssssssnes /|
7]

Figure 2.90 - Create a virtual machine
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6. Set Public inbound ports to None:

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * @ @ None
O Allow selected ports

Select inbound ports

o All traffic from the internet will be blocked by default. You will be able to
change inbound port rules in the VM > Networking page.

Figure 2.91 - Set inbound port rules

7. Click Next : Disks, leave the defaults, then click Next : Networking.
8.  Select the virtual network we created earlier in this recipe when we created the application gateway.

9. Select WorkloadSubnet for this virtual network:

MNetwork interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (&) | smazcookbook-recipes-waf-vnet N |
Create new
Subnet* (D | workloadsubnet (100.1.0/24) v

| Filter subnets |

Public IP @
WorkloadSubnet (10.0.1.0/24)

NIC network security group @

Figure 2.92 - Configure the network interface

10. Set Public IP to None.

11. Set NIC network security group to None.

12. Tick to enable Delete NIC when VM is deleted.
13. Click Review + create.

14. Click Create on the Review + create tab.
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A notification will display that the resource deployment has succeeded:

Home >
@ Deployment succeeded x

w» CreateVm-MicrosoftWindowsServer.WindowsServer-201-20221 oeployment ‘crestevm-

’ MicrosoftwindowsServer.WindowsServer-201-
20221013181548' to resource group ‘sm-azcookbook-
recipes-waf-rg' was successful.

@ Your deployment is complete |

Deployment

‘;’3 Search | 3 i Delete \ Cance : Redeploy + Download O Refresh

ol Overview

=

= Inputs
. Deployment name: CreateVm-Microsoft..  Start time: 10/13/2022, 6:...
= Outputs Subscription: Microsoft Azure Sponsors...  ¢coprelation ID: 1439bcb5-12 e
B Template Resource group: sm-azcookbook-recipe...
Cost Management

Figure 2.93 — Deployment completed

15. To install IIS on the virtual machine, open Cloud Shell from the top navigation bar of the
Azure portal:

smiles@milesbettersolu... @

MILESBETTERSOLUTIONS.ONMIC . P

Figure 2.94 — Launch Cloud Shell

16. If this is the first time you have run Cloud Shell, you will be prompted to create a storage
account; select your subscription, then click Create storage:

You have no storage mounted

Azure Cloud Shell reguires an Azure file share to persist files, Learn more
This will create a new storage account for you and this will incur a small monthly cost. View pricing

* Subscription

| Microsoft Azure Sponsorship {8de2e9e3-| Show advanced settings

Create storage | Close

Figure 2.95 - Create Cloud Shell storage
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17. In Cloud Shell, select PowerShell:

e lo 7 00 0D

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

MOTD: Customize your experience: save your profile to $HOME/.config/PowerShell

VERBOSE: Authenticating to Azure ...
VERBOSE: Building your Azure drive ...
PS fhome/smiles> D

Figure 2.96 — Launch PowerShell

18. Using your environment values for ResourceGroupName, VMName, and Locat ion, run
the following PowerShell command:

Set-AzVMExtension

~

-ResourceGroupName sm-azcookbook-recipes-waf-rg

~

-ExtensionName IIS

~

-VMName sm-azcookbook-recipes-waf-vm
-Publisher Microsoft.Compute
-ExtensionType CustomScriptExtension

-TypeHandlerVersion 1.4

-SettingString '{"commandToExecute":"powershell
Add-WindowsFeature Web-Server; powershell Add-Content
-Path \"C:\\inetpub\\wwwroot\\Default.htm\" -Value
$($env:computername)“}' =

-Location WestEurope

99
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The preceding code is represented in the following figure:

PS /home/smiles> Set-AzVWExtension ~
> - g Na sm-azcookbook-recipes-waf-rg ~
T1s -~
m-azcookbook -recipes-waf-vm ~
\icrosoft.Compute ~
tomScriptExtension ~

L.

on WestEurope

RequestId IsSuccessStatusCode StatusCode ReasonPhrase

Figure 2.97 — Install web server feature

This getting ready task was for creating a workload server virtual machine with IIS installed to act as
our application server for testing access through the application gateway.

You are now ready to continue to the main tasks for this recipe for implementing a WAF-enabled
application gateway.

How to do it...
This recipe consists of the following tasks:

o Create an application gateway with WAF enabled.
o Add a server to the backend pool.
o Test the application gateway with WAF enabled.

o Clean up resources.
Task - creating an application gateway with WAF enabled
Perform the following steps:

1. Inthe search box in the Azure portal, type application gateway and select Application
gateways from the listed Services results:
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“ e gatewaﬂ . l

Azure ser All Services (21) Marketplace (3) Documentation (28) Resources (0) Res
Azure Active Directory (0)
Services
Create a
resource | b Application gateways @ Application Insights

Figure 2.98 — Search for application gateway

2. On the Application Gateway screen, click + Create or Create application gateway:

Home > Load balancing

® Load balancing | Application Gateway = - X
|/’3 Search | < Create 03 Manage view () Refresh - Exporttocsv 55 Open query
& Overview | Filter for any field.. | T Add filter ~ More (3
Load Balancing Services | N grouping - | | == List view -
¢ application Gateway

MName T Public I.. T Private.. T. Resource group T. Location Ty
@ Front Door and CON profiles

4 b

4 Load Balancer

& Traffic Manager

No application gateways to display

Azure Application Gateway gives you application-level routing and load balancing services that let you builc
a scalable and highly-available web front end in Azure. You control the size of the gateway and scale your
deployment based on your needs.

Create application gateway

Learn more about Application gateway ol

Figure 2.99 — Application Gateway screen

3. From the Basics tab, under the Project details section, set Subscription as required.

4. For Resource group, click Create new.
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5. Enter a name and click OK:
Home > Load balancing | Application Gateway >

Create application gateway

o Basics

An application gateway is 3 web traffic load balancer that enables you to manage traffic to your web application. Learn more
about application gateway
Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOur resgurces,

Subscription* (@D | Microsoft Azure Sponsorship (8de2e%eB-dedd-4feb-8295-35b48b593bb1) |
Resource group * (@ | ~ |
Create new
Instance details A resource group is a container that holds related

application gateway name * resources for an Azure solution.
Region * MName * v

| sm-azcookbook-recipes-waf-rg o |

Tier @ ~
o | -

Enable autoscaling
Figure 2.100 — Set project details

6. Set the following information under the Instance details section:

* Application gateway name: Enter as required

* Region: Enter the same region selected for the workload virtual machine we created
* Tier: Select WAF V2

* Enable autoscaling: Leave the default

* Minimum instance count: Leave the default

* Maximum instance count: Leave the default

* Availability zone: Leave the default

* HTTP2: Leave the default

* WAF Policy: Click Create new; in the Create Web Application Firewall Policy blade, enter
a name and select Add Bot Protection if required:
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10.

Create application gateway

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUF resources.

Subscription * (@ | Microsoft Azure Spansorship (8de2e9e8-ded4-4feb-8293-35b480593bb1) |
Resource group * (@) | (New) sm-azcookbook-recipes-waf-rg ~ |
Create new

Instance details

Application gateway name * | smazcookbook-recipes-waf-ag /|
Region * | West Europe ~ |
Tier (O | WAF V2 v |
Enable autoscaling @ Yes O No

Minimum instance count * @ | o |
Maximum instance count | 10 |
Availability zone © | Mone R |
HTTPZ (@ @ Disabled O Enzbled

WAF Policy * (@ | (new) smazcookbook-recipes-waf-ag-pol s |

Create new

Figure 2.101 - Create application gateway

In the Configure virtual network section, click Create new to create a new virtual network
for this recipe.

On the Create virtual network screen, enter a name.
In the ADDRESS SPACE section, leave the default.
In the SUBNETS section, set the following:

= Rename the default subnet to WAF - Subnet.

* In the second row of the table, type a subnet name of WorkloadSubnet, and for Address
range, type 10.0.1.0/24. Click OK:

SUBNETS

The subnet's address range in CIDR notation. It must be contained by the address space of the virtual network.

D Subnet name Address range Addresses
[] waF-Subnet 10.0.0.0/24 10.0.0.0 - 10.0.0.255 (256 adldresses)
] | WorkloadSubnet - | | 10.0.1.0/24 - | 10.0.1.0 - 10.0.1.255 (256 addresses)

Figure 2.102 - Create a virtual network
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11. Your Configure virtual network section of the Basics tab should now look like the following:

Configure virtual network

Virtual network * (3 | (new) smazcookbook-recipes-waf-vnet ~ |
Create new
Subnet* (@ | (new) WAF-Subnet {10.0.0.0/24) ~ |

Figure 2.103 - Configure virtual network

12. Click Next : Frontends.

13. Ensure Frontend IP address type is set to Public.
14. For Public IP address, click Add new.

15. In Add a public IP, enter a name and click OK:

 Basics @ Frontends

Traffic enters the application gateway via its frontend IP address(es). An application gateway can use a public IP address,
private IP address, or one of each type.

Frontend IP address type (@ ® public () private () Both
Public IP address * | Choose public IP address ~
Add new
Add a publicIP
Mame * | (book—recipes-wa#ag-p\d/l
SKU () Basic (@) Standard
Assignment (U Dynamic {
Availability Mone
zone

Figure 2.104 - Add a public IP

16. Click Next : Backends.
17. Click Add a backend pool.
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18. In Add a backend pool, enter a name, select Yes for Add backend pool without targets, and
then click Add:

Add a backend pool. X

A backend pool is a collection of resources to which your application gateway can send traffic.
A backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain
names, or an App Service.

Name * | sm-azcDokbook-recipes-waf-ag-bep| e
Add backend pool without g U

|- ™ |
targets -y Mo )

Figure 2.105 — Add a backend pool

19. Click Next : Configuration.
20. Click Add a routing rule under Routing rules:

s o Configuration

ind backend(s). You can also add more backend pools, add a second frante

v

Routing rules

+

Add a routing
rule

Figure 2.106 — Add a routing rule

21. Inthe Add a routing rule blade, enter a name and set Priority as 1:

Add a routing rule X

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must contain a
listener and at least one backend target.

Rule name * | sm-azcookbook-recipes-waf-ag-rrl v |

Priority * (@ | 1

Figure 2.107 - Configure a routing rule
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22. Inthe Listener tab, set the following:

= Enter a name for Listener name

* Ensure Frontend IP is set to Public
= Ensure Protocol is set to HTTP

= Ensure Port is set to 80

* Ensure Listener type is set to Basic
* Ensure Error page url is set to No

*Listener *Backend targets

A listener “listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met, the application
gatewsy will apply this routing rule.

-azc -recipes-waf-ag- o
Listener name * (@ | sm-azcookbook-recipes-waf-ag-lst |
- | Public Ry |
Frontend IP* @
Protocal @ (® wrre (O HTTRS
[0 -]
Port* (L)
Additional settings
Listener type (@ @ Basic O Multi site
Error page url O es @ Na

Figure 2.108 — Configure routing rule listener

23. In the Backend targets tab, ensure Backend pool is set for Target type; for Backend target,
select the backend pool you created earlier in this recipe:

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of Backend settings that define the
behavior of the routing rule.

Target type @ Backend pool O Redirection
| sm-azcookbook-recipes-waf-ag-bep e
Backend target* @ Add new

Figure 2.109 - Configure routing rule backend target

24. For Backend settings, click Add new.
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25. In the Add Backend setting blade, enter a name for Backend settings name; leave all other
settings at the defaults, and then click Add:

Add Backend setting X

& Discard changes and go back to routing rules

Backend settings name * | am—azcookbook-recipes-waf-ag—besi \/l
Backend protocol @ HTTP O HTTPS
Backend port * | 80 |

Additional settings

Cookie-based affinity @ O Enable @ Disable
Connection draining @ O Enable @ Disable
Request time-out (seconds) * @ | 20 |

Override backend path @ | |

Host name

By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header unaltered to the
backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI extension to resolve to the correct
endpoint. Change these settings to overwrite the incoming HTTP host header.

Override with new host name -
(_} Pick host name from backend target
'@} Override with specific domain name
Host name override

Host name | e.g. contoso.com

Yes No

Create custom probes

Figure 2.110 — Add routing rule backend setting
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26. Once you are returned to the Add a routing rule screen, click Add:

Add a routing rule bt

Priority * (@

*Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of Backend settings that define the
behavior of the routing rule.

Target type @ Backend pool O Redirection

| sm-azcookbook-recipes-waf-ag-bep ~ |
Backend target * @ Add new

| am-azcookbook-recipes-waf-ag-bes A4 |
Backend settings * (@ Add new

Path-based routing

1 You can route traffic from this rule's listener to different backend targets based on the URL path of the request. You can also apply a
different set of Backend settings based on the URL path.

Path based rules
Path Target name Backend setting name Backend pool

Mo additional targets to display

Add multiple targets to create a path-based rule

Figure 2.111 - Add a routing rule

27. Once you have returned to the Configuration tab, click Next : Tags:

Home » Load balancing | Application Gateway >

Create application gateway - X

~/ Basics ' Frontends /" Backends o Configuration '::5::' Tags '::5::' Review + create

Create routing rules that link your frontend(s) and backend(s). You can also add more backend pools, add a second
frontend IP configuration if you haven't already, or edit previous configurations.

= e L

o — | F———

Frontends Routing rules Backend pools
+ Add a frontend IP + Add a routing rule + Add a backend pool
Public: (new) sm-azcookbook- r!-l sm-azcookbook- r!-l
smazcookbook-recipes- recipes-waf-aa-rrl recipes-waf-aa-bep
IEEmee— - <IN

Manage Backend settings

| Previous || Next : Tags > |

Figure 2.112 - Configuration screen
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28. Enter any tags if required, then click Next : Review + create.

29. Click Create on the Review + create tab:

Home > Load balancing | Application Gateway >

Create application gateway

o Validation passed

~/ Basics ~/ Frontends  ~/ Backends  ~/ Configuration ~/ Tags elleview + create

Basics

Subscription

Resource group

Microsoft Azure Sponsorship

(new) sm-azcookbook-recipes-waf-rg

MName smazcookbook-recipes-waf-ag
Region West Europe

Tier WAF_v2

Enable autoscaling Enabled

Minimum instance count 0

Maximum instance count 10

WAF status Enabled

WAF mode Detection

Availability zone MNone

HTTP2 Disabled

Virtual network
Subnet

Subnet address space

(new) smazcookbook-recipes-waf-vnet
(new) WAF-Subnet (10.0.0.0/24)

10.0.0.0/24

| Previous || Next | Download a template for automation

Figure 2.113 - Create application gateway

30. A notification will display that the resource deployment succeeded:

Home >

% Microsoft.ApplicationGateway-20221013134442 | Overview = oeployment wicrosoftApplicationGatewsy-

Deployment

:

Overview
Inputs
Qutputs

Template

[ pelete () cancel (T Redeplo Download Refresh =
- B — Poy = o < Pin to dashboard Go to resource group
1

@ Your deployment is complete

Deployment name: Microsoft.Applicati..  Start time: 10/13/2022, 5:5...
Subscription: Microsoft Azure SpONsors..  Correlation ID: 1820862f-327 ‘S

Resource group: sm-azcookbook-recip...

~  Deployment details

A Next steps

‘Go to resource group

@ Deployment succeeded X

20221013134442' to resource group ‘sm-azcookbook-
recipes-waf-rg’ was successful.

Cost Management

Get notified to stay within your budget and
prevent unexpected charges on your bill.
Set up cost alerts »

o

Figure 2.114 — Deployment succeeded
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The task to create an application gateway with a WAF enabled is complete. We add our workload
server to a backend pool in the next task.

Task - adding a server to the backend pool

Perform the following steps:

1.

2.

——  Settings

Navigate to your application gateway in the Azure portal, click on Backend pools under the
Settings section, and click on your backend pool:

smazcookbook-recipes-waf-ag || Backend pools » - X

= Application gateway

£ Search | « + add () Refresh

|/r) Search backend pools

MName Rules associated Targets
B Configuration

. sm-azcookbook-recipes-waf.. 1 0 e

@ web application firewall

Backend pools

7= Backend settings

Figure 2.115 - Configuring application gateway

From the Edit backend pool blade, under Backend targets, for Target type, select Virtual
machine, and for Target, select the virtual machine we created as part of this recipe. Click Save:

Home » Load balancing | Application Gateway > smazcookbook-recipes-waf-ag | Backend pools >

Edit backend pool

A backend poal is 3 collection of resources to which your application gateway can send traffic. A
backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain names, or
an App Service.

Name

sm-azcookbook-rec

Add backend pool without targets
(e @D

Backend targets

1item

Target type Target
| Virtual machine e | | sm-azcookbook-rec365_z1 (10.0.1.4) e | ]i[ ven
| IP address or FQDN ~ | | |

Figure 2.116 - Edit backend pool
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3. You will receive a notification that the deployment succeeded:
@ Deployment succeeded X
| Deployment ‘ApplicationGatewayUpdate-

20221013200212" to resource group ‘sm-azcookbook-
recipes-waf-rg' was successful,

Figure 2.117 - Deployment succeeded

The task to create a workload server virtual machine with IIS installed is complete. In the next task,
we test access to the web server through the WAF-enabled application gateway.

Task - testing the application gateway with WAF enabled
Perform the following steps:

1. From your application gateway, find your public IP address:

smazcookbook-recipes-waf-ag | « - X
Application gateway
P Search | 3 ] pelete () Refrash
& Overview # Essentials JSON View
B Activity log Resource group (move) : sm-azcookbook-recipes-waf-rg
8 Access control (AM) Location : West Europe
Subscription (move’ 1 Microsoft Azure Sponsorship
€ Tags
Subscription ID : 8de2e9e8-ded4-4feb-8a95-35b48b59...
/2 Diagnose and solve problems i
Virtual network/subnet : smazcookbook-recipes-waf-wnet/\WAF...
Settings Frontend public IP address i 20.8.117.190 fsmazcookbook-recipes-..

Figure 2.118 — Application gateway public IP address

2. Copy and paste the public IP address into a browser, and ensure you receive a page served by
your virtual machine using IIS. This confirms the successful configuration of the application
gateway and your enabled WAF:

6 20.8.117.190 X =+
< C A Notsecure | 20.8.117.190

sm-azcookbook-r

Figure 2.119 - Successful web server page access
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The task to test access to the web application is complete. In the next task, we clean up the resources
created in this recipe.

Task - cleaning up resources
Perform the following steps:

1. Inthe search box in the Azure portal, type resource groups and select Resource Groups
from the listed Services results.

2. On the Resource groups page, select the resource group we created for this recipe and click

Delete resource group; this will delete all the resources created as part of this recipe.

The task to clean up the resources created in this recipe is complete.

How it works...

We looked at implementing a WAF as an integrated Azure Application Gateway service component in
this recipe. We created a virtual machine with IIS installed as a workload server to test application access.

The WAF uses the Open Web Application Security Project (OWASP) ModSecurity (ModSec)
core rule for application protection. This provides application protection against the OWASP Top
10 vulnerabilities, such as cross-site scripting and injection attacks; an injection attack example is
SQL injection.

Further information can be found at the following URL: https: //owasp.org/www-project-
modsecurity-core-rule-set.

The Azure WAF deployment topology, when enabled as a component of the Azure Application Gateway
service, is represented in the following diagram:

® _____________________________________________________

XSS WAF enabled
VM Server
Attacks
+—>
saL

0.0 ! o ; ;
(‘(oﬁ’ﬁ Injection E ‘ ‘E Ve n

Application Gateway Valid

Internet @

—>

Valid
Requests

. VNet
WAF Subnet <> Workload Subnet <> PN

Figure 2.120 — Azure WAF deployment topology
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There’s more...

WAF protection can also be implemented using the Azure Front Door service to provide centralized
cross-region protection for your web applications from vulnerabilities.

We can also protect web application resources in other cloud environments or on-premises networks
using the WAF as the entry point to access these applications.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Azure Application Gateway documentation: https://learn.microsoft.com/en-us/
azure/application-gateway

o Web Application Firewall documentation: https://learn.microsoft.com/en-us/
azure/web-application-firewall

o Web Application Firewall (WAF) on Azure Front Door: https://learn.microsoft.
com/en-us/azure/frontdoor/web-application-firewall

o Tutorial: Create a Web Application Firewall policy on Azure Front Door using the Azure
portal: https://learn.microsoft.com/en-us/azure/web-application-
firewall/afds/waf-front-door-create-portal

Implementing Azure DDoS

In the previous section on implementing a WAF-enabled application gateway, we looked at protecting
our web applications that are vulnerable to Layer 7 inbound web protocol attacks.

We continue, in this section, with our defense-in-depth strategy and look at additional protection
methods for the protection of the network.

We will look at protecting Layers 3 and 4 of our network against Distributed Denial of Service
(DDoS) attacks using the Azure DDoS Protection Standard service.

This recipe will teach you how to implement an Azure DDoS protection plan to protect your Azure
virtual network(s).

We will take you through creating a DDoS protection plan and enabling protection for new and
existing virtual networks, and provide information on how you may perform validation testing using
Microsoft-supported third-party tools.
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Getting ready

This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://

portal.azure.com

o You should sign in with an account that has the Owner or Contributor role for the

Azure subscription

-

Pricing caution!
You should be aware that the DDoS Protection service has a fixed monthly price.

You will be charged the monthly fee regardless of usage if the service is active for the whole
month. However, you will be prorated if only used for a portion of the month.

This is important to consider for this recipe as the service is $2,944 for an active month at the
time of writing. We have included steps for removing this resource so that you do not receive
a bill for longer than it was active in your environment.

Author disclaimer: It is strongly recommended that you do not leave this service running for
any longer than required to implement and test this service as part of this recipe in a testing
and evaluation scenario, due to the cost implications.

Further information on pricing can be found at this URL: https://azure.microsoft.
com/en-gb/pricing/details/ddos-protection.

How to do it...

This recipe consists of the following tasks:

o Create a DDoS protection plan.

o Enable DDoS protection for a new virtual network.

o Enable DDoS protection for an existing virtual network.
« View protected resources.

o Clean up resources.

Task - creating a DDoS protection plan

Perform the following steps:

1. From the top left of the Azure portal, click Create a resource:



https://portal.azure.com
https://portal.azure.com
https://azure.microsoft.com/en-gb/pricing/details/ddos-protection
https://azure.microsoft.com/en-gb/pricing/details/ddos-protection
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Microsoft Azure A Search resources, s

Azure services

+ B

Create a Virtu
resource machi

Figure 2.121 - Create a resource

2. 'Type DDosS in the search box and select DDoS protection plan from the results:

Home >

Create a resource

Get Started [ .© ppos

Azure DDoS Protection solution for Sentinel

Recently created

DDoS protection plan
Categories

Figure 2.122 - Search for DDoS

3. Select Create on the DDoS protection plan page:

Home > Create a resource >

DDoS protection plan =

Microsoft

DDoS protection plan © add o ravorites

Microsoft

Plan

| DDoS protection plan v |

Figure 2.123 — Create a DDoS protection plan
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4. From the Basics tab, under the Project details section, set Subscription as required:

Home » DDoS protection plans »

Create a DDoS protection plan

Basics  Tags Review + create

Azure DDoS protection can help defend against DDoS (distributed denial of service) attacks directed at your resources. Your
resources automatically receive a basic level of protection at no additional charge. Create a DDoS protection plan to enable
DDaoS standard protection for an advanced level of protection. Learn more about DDoS protection plans

Project details

Subscription * (@ | Microsoft Azure Sponsorship (8de2e%e8-ded4-4feb-8305-35b48b593bb1) 7

Figure 2.124 - Set Subscription

5. For Resource group, click Create new.

6. Enter a name and click OK:

Project details

Subscription * (& | Microsoft Azure Sponsorship (3de2e9eB-ded4-4feb-8395-35b48b593bk 1) o ‘

Resource group* (@ | ~ ‘
Create new

Instance details A resource group is a container that holds related

Mame * resources for an Azure solution. :
Region * Name * ~

| sm—azcoukbouk—rec\pes'lddos—rg /l

resources in all of

Figure 2.125 — Create a resource group

7. Type in a name and select a region as required:

Instance details

Name * l sm-azcookbook-recipes-ddos-ProtectionPlan \/l

Region * [ UK South v ]

o You can create a single DDoS protection plan and apply it to resources in all of
your subscriptions.

Figure 2.126 - Set instance details
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8. Click Review + create.
9. Review the important pricing information and then click Create:

Terms

By clicking create, you agree that you are aware of the cost and pricing structure of a DDoS protection plan and are willing to
accept the charges.

Read more about DDoS protection plan pricing

< Previous l l Next > l Download a template for automation

Figure 2.127 — Create a plan

The task to create a DDoS protection plan is complete. We will enable DDoS protection for a new
virtual network in the next task.

Task - enabling DDoS protection for a new virtual network

Perform the following steps:

1. Inthe search box in the Azure portal, type virtual network and select Virtual networks
from the listed Services results:

= Microsoft Azure £ virtual network

Services
Azur . Virtual networks

2 Virtual network gateways

Figure 2.128 - Search for virtual networks

2. On the Virtual networks screen, click + Create:

= Microsoft Azure O Search resot

Home >

Virtual networks =

milesbettersolutions.onmicrosoft.com (milesbettersolt

~+ Create f‘?} Manage view v O Refrest

‘ Filter for any field... ’ Subscription eqt

Figure 2.129 - Create a virtual network
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7.

From the Basics tab, set Subscription and Resource group to the same values we set in the
previous task in this recipe to create the virtual machine.

Type a name and region as required, then click Next : IP Addresses.
Leave the settings as the default on the IP Addresses tab and click Next : Security.

From the Security tab, click Enable, and also read the information pop-up screen by hovering
the mouse over the i information symbol:

A DDoS protection plan is a paid service that offers enhanced DDoS mitigation
capabilities via adaptive tuning, attack notification, and telemetry to protect against the
impacts of a DDoS attack for all protected resources within this virtual network. Basic
DDoS protection is integrated into the Azure platform by default and at no additional
cost. Learn more &

DDoS Protection Standard © O Disable

@ Enable

Figure 2.130 — Enable protection plan

Select the DDoS protection plan you created in the previous task:

DDoS protection plan * | Choose a DDoS protection plan. v

Firewall ®

8.

sm-azcookbook-recipes-ddos-ProtectionPlan

Figure 2.131 — Select the protection plan

Click Review + create, then click Create once the validation has passed.

The task to set DDoS protection for a new virtual network is complete. In the next task, we enable
DDoS protection for an existing virtual network.

Task - enabling DDoS protection for an existing virtual network

Perform the following steps:

1.

If you do not have an existing virtual network without DDoS protection enabled, create a new
virtual network to use this recipe as a getting ready task.

Within the Azure portal, navigate to an existing virtual network on which you wish to enable
DDoS protection.

On the Virtual network screen, select DDoS protection under the Settings section.
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4. In the DDoS protection blade for the virtual network, select Enable and select the DDoS
protection plan to use for this virtual network, then click Save

Home > sm-azcookbook-recipes-ddos-2

(5] sm-azcookbook-recipes-ddos-2 | DDoS protection

Virtual network

[,O Search ‘ « save X Discard
Settings - Protect your public IP resources in the virtual network from distributed denial of service
4> Add .
ress space DDoS Protection Standard * © O Disable
& Connected devices @ Enable

<> Subnet:
ubnets [:| | know my resource ID

X' Bastion
A
DDoS protection plan *

DIDJafS siiEcifen | Choose a DDoS protection plan. v

<)
& Firewall sm-azcookbook-recipes-ddos-ProtectionPlan
o

Microsoft Defender for Cloud

Figure 2.132 - Enable a DDoS protection plan

The task to enable DDoS protection for an existing virtual network is complete. In the next task, we
view the protected resources in the DDoS protection plan.

Task — view protected resources
Perform the following steps:

1. Navigate to the DDoS protection plans screen; you can use the search box or select All services
and filter to locate DDoS protection plans:

= Microsoft Azure £ Search resources, services, and docs (G+/)

All services

-~
All | ddos X Release Status == All
Favorites .
DDoS protection plans
Keywords: DDoS; Resource type: Microsoft.Network/ddosProtectionPlans
Recents

‘ﬁ Web Application Firewall policies (WAF)

Figure 2.133 - Search for DDoS protection plans
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2. On the DDoS protection plans screen, click on your DDoS protection plan:

All services >

DDoS protection plans =

milesbettersolutions.onmicrosoft.com (milesbettersolutions.com)

+ Create €{§; Manage view v O Refresh Export to CSV 3 Open query

‘ Filter for any field... | Subscription equals all Resource group equals all X Location equals
D Name T Type Ty
D e sm-azcookbook-recipes-ddos-ProtectionPlan DDoS protection plan

Figure 2.134 — DDoS protection plan

3. Click on Protected resources under the Settings section, and you will see the virtual networks
that we enabled to be protected.

The task to view the protected resources in our protection plan is complete. In the next task, we clean
up the resources created in this recipe.

Task - cleaning up resources
Perform the following steps:

1. Inthe search box in the Azure portal, type resource groups and select Resource Groups
from the listed Services results.

2. On the Resource groups page, select the resource group we created for this recipe and click
Delete resource group; this will delete all the resources created as part of this recipe.

The task to clean up the resources created in this recipe is complete.

How it works...

In this recipe, we looked at implementing Azure DDoS Protection using the DDoS Protection
Standard SKU and linking it to a virtual network.

A DDoS protection plan is created when DDoS Protection Standard is enabled. To get full protection,
you can link virtual networks from multiple subscriptions of the same Azure AD tenant.

Azure as a platform has inherent DDoS network protection; however, this is there to protect at the
infrastructure level, not at the individual customer-workload level.
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By implementing this protection using the cost-based DDoS Protection Standard SKU at your specific
workload layer, you can ensure targeted protection that is tuned to your web application traffic patterns.
This provides much tighter protection than the generic volumetric infrastructure-level protection.

The following table shows a features comparison between the Azure platform-provided no-cost DDoS
infrastructure protection and the cost-based DDOS Protection Standard:

Feature DDoS$S DDoS Protection
Infrastructure Protection | Standard SKU
Automatic attack mitigation Yes Yes
Active traffic monitoring and always-on detection | Yes Yes
Application-based mitigation policies No Yes
Availability guarantee No Yes
Cost protection No Yes
DDoS rapid response support No Yes
Metrics and alerts No Yes
Mitigation flow logs No Yes
Mitigation policy customizations No Yes
Mitigation reports No Yes

Table 2.1 - Azure DDoS Protection capabilities comparison

The public IPs will be protected when associated with virtual machines (including Network Virtual
Appliances (NVAs)), load balancers, application gateways, Azure Firewall, Azure Bastion, and VPN
gateways. Customers’ own custom IP prefixes brought into Azure are also protected.

The DDoS Standard Protection service can mitigate the following types of attacks:

o Volumetric attacks
o Protocol attacks (Layers 3 and 4)

o Resource-layer attacks (Layer 7)

Azure DDoS

Attack Protection

Traffic

a| €

Public
IPs

Figure 2.135 — Azure DDoS Protection
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There’s more...

It is important to note that should you wish to validate that the DDoS service will protect your
resources from a DDoS attack, Microsoft will only allow the simulation of attacks using the following
penetration testing partners:

o BreakingPoint Cloud: https://www.keysight.com/us/en/products/network-
security/breakingpoint-cloud

o RedButton: https://www.red-button.net

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Azure DDoS Protection documentation: https://learn.microsoft.com/en-us/
azure/ddos-protection

o Azure DDoS Protection reference architectures: https://learn.microsoft.com/en-us/
azure/ddos-protection/ddos-protection-reference-architectures


https://www.keysight.com/us/en/products/network-security/breakingpoint-cloud
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Securing Remote Access

In the previous chapter, we covered recipes that provided security for Azure networks.

Before implementing resources in Azure, we should consider how we provide remote access in a
secure, controlled, and auditable manner.

This chapter looks at how we can provide this protection for our networks and the resources they access.

We will follow on from the network security aspects of the previous chapter, breaking down the chapter
into recipes to securely extend an on-premises site into Azure through an encrypted virtual network
gateway service using Azure Network Adapter.

We will look at the Azure Bastion service, which allows us RDP and SSH access without needing to
open these management ports or provide public IPs for resources on the virtual network.

Finally, we will cover how to minimize exposure for our Azure Virtual Machines (VMs) by locking
down inbound traffic and restricting access to the management ports through Just-in-Time (JIT) access.

By the end of this chapter, you will have learned about the following aspects of secure remote access:
o Implementing Azure Network Adapter

o Implementing the Azure Bastion service

o Implementing JIT VM access

Technical requirements

For this chapter, it is assumed that you have an Azure AD tenancy and an Azure subscription from
completing the recipes in previous chapters of this cookbook. If you skipped straight to this section,
the information to create a new Azure AD tenancy and an Azure subscription for these recipes is
included in the following list of requirements.
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For this chapter, the following are required for the recipes:

A device with a browser, such as Edge or Chrome, to access the Azure portal at https://
portal.azure.com.

An Azure AD tenancy and Azure subscription; you may use existing ones or sign up for free
athttps://azure.microsoft.com/en-us/free.

An Owner role for the Azure subscription.

An on-premises Windows Server 2019 machine (physical or virtual) with local administrator
privilege and internet access. This server should have Windows Admin Center (WAC) installed
and be registered with your Azure subscription; the following Microsoft Learn articles will
assist you if you do not have WAC installed on a server in your environment or registered
with an Azure subscription:

* https://learn.microsoft.com/en-us/windows-server/manage/
windows-admin-center/overview

* https://learn.microsoft.com/en-us/windows-server/manage/
windows-admin-center/azure/azure-integration

Implementing Azure Network Adapter

As part of a hybrid cloud strategy;, it is important to consider how you will implement secure and

protected cross-premises connectivity without public IP addressing and exposing vulnerable management
ports and protocols to the internet.

This recipe will teach you to implement Azure Network Adapter to securely connect your on-premises
Window Server to your Azure virtual network using a Point-to-Site encrypted Virtual Private Network
(VPN) connection.

Getting ready

This recipe requires the following:

A device with a browser, such as Edge or Chrome, to access the Azure portal at https://
portal.azure.com.

Access to an Azure subscription, where you have access to the Owner role for the
Azure subscription.

An on-premises or non-Azure hosted Windows 2019 server where we will enable Azure
Network Adapter; this server will be used to establish the connection to the Azure target
VM. If this server has any network filtering, such as a firewall, you should allow RDP (port
3389) outbound.


https://portal.azure.com
https://portal.azure.com
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https://portal.azure.com
https://portal.azure.com
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Access to WAGC, registered with an Azure subscription, will be used for this recipe. Note that
WAC does not have to be on the server you are connecting to Azure; it must, though, be able
to connect to the server you wish to connect to Azure.

A Windows Server Azure VM to use with this recipe; we will walk through creating this virtual
machine as a Getting ready task:

= This will be created without an NSG attached to its network interface or the VM’s subnet.
* This will not have a public IP address associated with its network interface.

* The virtual network that the VM is connected to will not have a VPN gateway service; we
will create this as part of the main recipe.

Continue with the following Getting ready task for this recipe:

Creating a virtual machine

Getting ready task — creating a virtual machine

Perform the following steps:

1.
2.

N

Sign in to the Azure portal: https://portal .azure.com.

From the search box in the Azure portal, type virtual machines and select Virtual
machines from the listed Services results.

Click + Create from the top-left menu bar on the Virtual machine screen and select Azure
virtual machine.

From the Basics tab, under the Project details section, set the Subscription as required.
For Resource group, click Create new.
Enter a Name value and click OK.

Under Instance details, set the following:

* Virtual machine name: Type a name.

* Region: Select a region.

* Availability options: Select No infrastructure redundancy required.
* Security type: Select Standard.

* Image: Select Windows Server 2019 Datacenter - Gen2.

* Size: Leave the default (or set it as required to reduce recipe costs).

Under Administrator account, set Username and Password details as required.

Under Inbound port rules, set Public inbound ports to None.


https://portal.azure.com
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10. Click on Next : Disks leave the defaults and then click on Next : Networking.
11. Under Network interface, leave the defaults for Virtual network and Subnet.
12. Set Public IP to None from the dropdown.

13. Set NIC network security group to None.

14. Check the Delete NIC when VM is deleted checkbox.

15. Click Review + create.

16. Click Create on the Review + create tab once validation has passed.

17. A notification will display that the resource deployment succeeded.

The Getting ready task for this recipe is complete.

You are now ready to continue the main tasks for this recipe of adding Azure Network Adapter.

How to do it...
This recipe consists of the following tasks:

« Adding Azure Network Adapter to a Windows server

o Connecting to our target Azure VM with RDP
Task - adding Azure Network Adapter
Perform the following steps:

1. Login to the server where WAC is installed and locate the Windows server on which you wish
to enable Azure Network Adapter.

2. From Tools, navigate or search for Networks, and select Add Azure Network Adapter:

Windows Admin Center | Server Manager

win-eecqdmOoerr
Tools < Networks
networks 0 -+ Add Azure Network Adapter (Preview)
§ Name Description
< — Embedded LOM 1 Port 1 HPE Etherne
Embedded LOM 1 Port 4 HPE Etherne

Figure 3.1 — Add Azure Network Adapter
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From the Add Azure Network Adapter blade, enter the following, and then click on Create:

* Subscription: Set as required.
* Location: Set as required.
* Virtual Network: Set as required.

* Accept the defaults for Gateway Subnet, Gateway SKU, Client Address Space, and
Authentication Certificate.

Note

Your virtual network should not have an Azure VPN gateway service or a gateway subnet; if
they do, remove these and let the Add Azure Network Adapter wizard configure these in this step.

Networks Add Azure Network Adapter

User

Name admin@NETORGFT8723201.onmicrosoft.com

Embedded LOM 1 P...

Subscription *
Embedded LOM 1P...

Embedded LOM 1 P... ’ Microsoft Azure Sponsorship v ‘
PCle Slot 1 Port 1

Location *
vEthernet (HPE Ethe...

’ UK South v ‘

PCle Slot 1 Port 2

Embedded FlexibleL... g
Virtual Network *

Embedded FlexibleL...

\ sm-azcookbook-recipes-azurenetworkadapter-vnet v ‘
Embedded LOM 1P...

View selected Virtual Network in Azure Portal

Gateway Subnet*

\ 10.0.1.0/24 ‘

Gateway SKU* @

VpnGw1 Vv ‘

Client Address Space™ @

’ 172.16.128.0/24 ‘

Authentication Certificate™ (@)
@ Auto-generated Self-signed root and client Certificate

O Use own root and client certificate
@ How much will this cost? %

Figure 3.2 — Add Azure Network Adapter settings
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4. You will see a confirmation that the creation is taking place and could take up to 35 minutes:

5.

6.

@ Vvirtual Network Gateway Creation submission X
Microsoft Azure Virtual Network Gateway WAC-Created-
vpngw-86 Create Request submitted successfully: It could
take up to 35 minutes for Azure to create the Virtual
Network Gateway. You will get a notification when it is
completed.

Figure 3.3 - Creation notification
You will be notified when the configuration has succeeded:

Notifications

More

Clear All

Q Point to Site VPN Client Configuration is Succeeded

Point to Site VPN Client Configuration for WAC-Created-vpngw-86 finished successf
win-eecqgdmOoerr 0:21:30 AM

@ Point to Site VPN Client Configuration Started

Point to Site VPN Client Configuration started for WAC-Created-vpngw-86. It will tal
win-eecqgdmDoerr Q-20:08 AM

@ Microsoft Azure Virtual Network Gateway WAC-Created-vpngw-86 status

Microsoft Azure Virtual Network Gateway WAC-Created-vpngw-86 now is ready. The
win-eecqdmOoerr 9:20:08 AM

@ virtual Network Gateway Creation submission

Microsoft Azure Virtual Network Gateway WAC-Created-vpngw-86 Create Request s
win-eecqdmOoerr £:54:49 AM

Figure 3.4 — Configuration succeeded notification

From the Azure portal, navigate to the virtual network gateway, and click on Point-to-site
Sessions under the Monitoring section. You will see the connection from your on-premises
server. Note the private IP address:
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Home > sm-azcookbook-recipes-azurenetworkadapter-rg » WAC-Created-vpngw-86

® WAC-Created-vpngw-86 | Point-to-site Sessions

Virtual network gateway

setngs

. o Session status is updated every five minutes,

B Configuration

() Connections

|P Search by User Name Clear all filters
“» Point-to-site configuration
Il Properties Page:
B Locks
D Vpn User Name Private Ip Address Public Ip Address Connection Time Duration (Seconds)
Monitoring [J wac-crested-vpngw... 172.16.1282 185.85.6220:17365  2022-10-18T0821:30 690
P Logs
B Alerts
il Metrics

@ Point-to-site Sessions

Figure 3.5 — Point-to-site Sessions

This task of creating a VM is complete. In the next task, we will connect to our target server with RDP
over the Point-to-Site VPN.

Task - connecting to an Azure Server VM with RDP
Perform the following steps:

1. Navigate to your target VM in the Azure portal that you will connect to from your on-premises
server and note the private IP address:

sm-azcookbook-recipes-azurenetworkadapter-vm = »

Virtual machine

|,D Search | « & connect ~ [> stat ' Restart [ stop & Capture [H]
B overview = ﬁ MNetworking
Activity log Public IP address -

Public IP address (IPv&) -

Ra  Access control (IAM) _
Private IP address 10.0.0.4

€ Tags Private IP address -

Z? Diagnose and solve problems (1Pve)

Virtual network/subnet sm-azcookbook-recipes-
Settings azurenetworkadapter-vnet/default

Figure 3.6 — Azure VM private IP address
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2. From your on-premises server, open a ,Command Prompt (or PowerShell) and enter the
ipconfig command.

You will see Azure Network Adapter listed because we enabled it; we can identify it by the private
IP address we saw in the Point-to-site Sessions blade in the Azure portal. This is represented
in the following figure:

ific DNS Suffix

Figure 3.7 — ipconfig command result

3. From your on-premises server, launch an RDP connection and enter the private IP address of
the Azure VM you noted. When prompted, enter the virtual machine credentials and click OK:

"_ Remote Desktop
*>¢) Connection

Username:  None specified Windows Security

You will be asked for credentials when you connect

Enter your credentials

These credentials will be used to connect to 10.0.0.4.

D Remember me

QK Cancel

Figure 3.8 — Launching an RDP connection to the Azure VM
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4. You will now be successfully logged on to the desktop of your Azure VM:

& 10.0.0.4 - Remote Desktop Connection

Figure 3.9 — Successful RDP connection login to the Azure VM

We have completed the task of connecting to our Azure VM via RDP from our on-premises server.
In the next task, we will clean up the resources created in this recipe.

Task - cleaning up resources
Perform the following steps:

1. From the search box in the Azure portal, type resource groups and select Resource
Groups from the listed Services results.

2. From the Resource groups page, select the resource group we created for this recipe, and click
Delete resource group; this will delete all the resources created as part of this recipe:

. - Ay —
Create Manage view |8 Delete resource group () Refresh  + Export to CSV

7 Essentials

Subscription (movel Deplovments

Figure 3.10 — Delete resource group

This task of cleaning up the resources created in this recipe is complete.
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How it works...

For this recipe, we looked at implementing Azure Network Adapter for an on-premises Windows
server to provide a cross-premises hybrid connectivity solution for our Azure virtual networks.

We set up an Azure VM and a virtual network as our Azure resources to connect to, and then from
our on-premises server, we installed WAC, which was registered to our Azure subscription. Once we
had confirmed that it was in place, we could configure Azure Network Adapter on our on-premises
server, and then we established an RDP connection to an Azure VM using the Point-to-Site VPN
created. The following figure represents the topology that we created with this recipe:

Virtual Network Private IP

; Gateway E I_é_’ <_,n

Azure Network
Adapter

L
.

L@J e Target VM
Server with WAC ' <'> Gateway Subnet

On-Premises
Network

40D Tenants Azure virtual Network

Figure 3.11 — Azure Network Adapter reference topology

Using a Site-to-Site VPN and ExpressRoute circuit are two ways to provide a cross-premises (east/
west traffic) hybrid connectivity solution, allowing you to connect your on-premises servers to Azure
virtual networks. However, both of these can add significant complexity to implementing and operating
what may be a very simple use case scenario.

Azure Network Adapter was introduced with Windows Server 2019 as a hybrid connectivity
solution that was simple to implement, easy to operate, and cost-effective where a full enterprise-scale
connectivity solution was not required.

Through a one-click solution using WAC, Azure Network Adapter can provide a solution that connects
your on-premises servers to Azure virtual networks using a Point-to-Site VPN.

The following URL provides information on the alternative options for creating a cross-premises
hybrid connectivity solution:

e https://learn.microsoft.com/en-us/azure/architecture/reference-
architectures/hybrid-networking


https://learn.microsoft.com/en-us/azure/architecture/reference-architectures/hybrid-networking
https://learn.microsoft.com/en-us/azure/architecture/reference-architectures/hybrid-networking
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There’s more...

In this recipe, we simplified the steps to focus on implementing Azure Network Adapter’s core steps.
We did not use an NSG for the VM subnet or network interface. Regarding network security in a
non-lab environment, we should add an NSG to the VM subnet and the network interface for the
target VM(s) as appropriate.

In this recipe, as shown in the preceding figure, we installed WAC on the same server where we enabled
Azure Network Adapter for simplicity. However, in a real-world scenario, you will have WAC installed
on another server on the network.

See also
Should you require further information, you can refer to the following Microsoft Learn article:

e https://learn.microsoft.com/en-us/windows-server/manage/windows -
admin-center/azure/use-azure-network-adapter

Implementing the Azure Bastion service

Azure Bastion is a Microsoft fully managed RDP/SSH secure remote access connectivity solution
for your Azure VM resources. It protects your Azure VMs’ vulnerable RDP/SSH management ports
without exposing them to the internet or requiring public IP addressing in your virtual network.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o You should sign in with an account that has the Owner role for the Azure subscription.

o A Windows Server Azure VM to use with this recipe; we will step through creating this VM
as a Getting ready task:

* To keep this recipe simple, the VM will be created without an NSG attached to its network
interface or the VM’s subnet. We will discuss this further in the Theres more section of
this recipe.

* This will not have a public IP address associated with its network interface.

* The virtual network that the VM is connected to will not have a VPN gateway service.
Continue with the following Getting ready task for this recipe:

o Creating a virtual machine
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Getting ready task - creating a virtual machine
Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com

2. From the search box in the Azure portal, type virtual machines and select Virtual
machines from the listed Services results.

3. Click + Create from the top-left menu bar on the Virtual machine screen and select Azure
virtual machine.

From the Basics tab, under the Project details section, set the Subscription details as required.
For Resource group, click Create new.

Enter a Name value and click OK.

NS noe

Under Instance details, set the following:

* Virtual machine name: Type a name.

* Region: Select a region.

* Availability options: Select No infrastructure redundancy required.
= Security type: Select Standard.

* Image: Select Windows Server 2019 Datacenter - Gen2.

* Size: Leave the default (or set it as required to reduce recipe costs).

8.  Under Administrator account, set Username and Password details as required.
9. Under Inbound port rules, set Public inbound ports to None.

10. Click Next : Disks, leave the defaults, and then click Next : Networking.

11. Under Network interface, leave the defaults for Virtual network and Subnet.
12. Set Public IP to None from the dropdown.

13. Set NIC network security group to None

14. Check the Delete NIC when VM is deleted checkbox.

15. Click Review + create.

16. Click Create on the Review + create tab once validation has passed.

17. A notification will display that the resource deployment succeeded.

This Getting ready task to create a VM for this recipe is complete.

You are now ready to continue the main tasks for this recipe of adding the Azure Bastion service.


https://portal.azure.com
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How to do it...
This recipe consists of the following tasks:

o Creating a Bastion

o Connecting to our target Azure VM with a Bastion
Task - creating a Bastion
Perform the following steps:

1. From the search box in the Azure portal, type bast ion and select Bastions from the listed
Services results.

All Senices (3) Resources (3) Reso

Azure servic

_|_

Azure Active Directory (1)

Services
Create a
resource }-( Bactions
0 Azure Maps Accounts
Resources Resources

Figure 3.12 — Search for Bastions
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2. On the Bastions screen, click + Create or Create Bastion:

Home >

Bastions =

X
milesbettersolutions.cnmicrosoft.com (milesbettersolutions.com)
~+ Create 5 Manage view v () Refresh L Export to C5V = Open guery B Ass gn tags
I Filter for any field.. | Subscription equals Microsoft Azure Sponsorship *o Add filter * Mare (2)
| No grouping ~ | | == List view ~
Mame T Type T Resource group T Location Ty Subseription T

\
AN

No Bastions to display
‘You can use Bastions to configure web based access to your vnet vm.

Create Bastion

Learn more about Bastion o'

Figure 3.13 - Create a bastion

3. From the Basics tab, under the Project details section, set the Subscription details as required.

4. For Resource group, click Create new.
5. Enter a Name value and click OK:

Home > Bastions >

Create a Bastion

Basics Tags  Adwanced  Review + create

Bastion allows web based RDP access to your vnet VM. Learn more

Project details

Subscription *

L

Resource group *

| Microsoft Azure Sponsorship (8delefe8-dedd-4Afeb-8295-35b48b593bb1) |

| (New) sm-azcookbook-recipes-bastion-rg

~ |
Create new

Figure 3.14 - Setting the project details
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6.

7.

Set the following information under the Instance details section:

* Name: Enter as required.
* Region: Enter the same region selected for our workload VM we created.
* Tier: Select Standard.

= Instance count: Leave the default:

Instance details

Mame * | sm-azcookbook-recipes-bastion v |
Region * | UK South e |
Tier* (0 | Standard e |

Instance count* (3 O -----------------------------------------------

Figure 3.15 - Setting the instance details

From the Configure virtual networks section, from Virtual network, select the virtual network
we created for the VM in the Getting ready tasks. If you cannot see your network, ensure you
select the same region:

Configure virtual networks

Virtual network * () | vy |

| Filter virtual networks |

Public IP address sm-azcook-recipes-bastion-rg

Public IP address * (D) sm-azcook-recipes-bastion-rg-vnet

Figure 3.16 — Configure virtual networks

Note the message about the requirement for a subnet for a Bastion instance; click Manage
subnet configuration under Subnet:
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Configure virtual networks

Virtual network®* (D | sm-azcook-recipes-bastion-rg-vnet R

Create new
€3 To associate a virtual network with a Bastion, it must contain a subnet with
name AzureBastionSubnet and a prefix of at least /26

Subnet * | v

Manage subnet configuration
Figure 3.17 — Configuring the Bastion subnet

9. From the Subnets screen, click + Subnet:

Home » Bastions » Create a Bastion » sm-azcook-recipes-bastion-rg-vnet

s~ sm-azcook-recipes-bastion-rg-vnet | Subnets

Virtual netwoark

|,O Search | # + Subret -+ Gateway subnet O Refresh Q'.J Manage

. Fe
&3 Cherview

|,O Search subnets

Activity log
fa. Access control (IAM) Mame Ty, IPvd T IPv6 T
$ Tags default 10.0.0.0/24 -

L]
#? Diagnose and solve problems

Figure 3.18 — Adding a Bastion subnet

10. From the Add subnet blade, enter AzureBastionSubnet; you must use this exact name:

Add subnet X

Mame *

ArureBastionSubnet “

Figure 3.19 — Naming the Bastion subnet
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11. Leave all other settings as their defaults and click Save:

Add subnet X

Mame *
| AzureBastionSubnet v |

Subnet address range* (O
[ 100.1.0/24 |
10,0.1.0 - 10.0.1.255 (251 + 5 Azure reserved addresses)

[[] Add IPv6 address space @

NAT gateway (O

| MNone o |

Network security group

| MNone o |

Route table

| None ~ |

SERVICE ENDFPOINTS

Create service endpoint policies to allow traffic to spedific azure resources from your virtual
network over service endpoints. Learn more

Services (D

0 selected v

SUBMET DELEGATION

Delegate subnet to a service (0

None ~

MNETWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet. To use network security groups,
application security groups, or user defined routes to control traffic geing to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Private endpoint network policy
| Disabled ~

L |

BT ]

Figure 3.20 - Saving the Bastion subnet settings
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12. You will see a notification that the subnet has been created:

» sm-azcook-recipes-bastion-rg-vnet
pe 9 @ Successfully added subnet X

S'bastion'rg -vhet | SU bnets o Successfully added subnet 'AzureBastionSubnet’ to
| virtual network ‘sm-azcook-recipes-bastion-rg-vnet'.

T —
“ -+ Subnet -+ Gateway subnet O Refresh | ’Q}J. Manage users E[ Delete

3

| 2 Search subnets |

MName T IPvd T IPv6 T Available IPs 1, Delegated to T Security group T
default 10.0.0.0/24 - 250 - -
AzureBastionSubnet 10.0.1.0/24 - 251 - -

4

Figure 3.21 — Bastion subnet added

13. Close the Subnets blade using X in the top-right corner:

> sm-azcook-recipes-bastion-rg-vnet

s-bastion-rg-vnetl Subnets | % - X

k4 + Subnet -+ Gateway subnet l:_) Refresh | P)’-!, Manage users EI Delete

| 2 Search subnets

Name T, IPvd Ty IPv6 Ty Available IPs T, Delegated to T,
default 10,0.0.0/24 - 250 -
AzureBastionSubnet 10.0.1.0/24 - 251 -

. | v

Figure 3.22 - Closing the Subnets blade
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14. Leave the settings under the Public IP address section as their defaults and click Review + create:

Public IP address

Public IP address * (O @ Create new O Use existing

Public IP address name * | sm-azcook-recipes-bastion-rg-vnet-ip e
Public IP address SKU Standard

Assignment O Dynamic @ Static

| Previous || Next : Tags = |Downloadatemplaheforautomation

Figure 3.23 — Set public IP address settings

15. Click Create on the Review + create tab:

Home » Bastions >

Create a Bastion
@ vaiidation passed

Basics  Tags  Advanced  Review + create

Summary
Basics
MName sm-azcookbook-recipes-bastion
Subscription Microsoft Azure Sponsorship
Resource group sm-azcookbook-recipes-bastion-rg
Region UK South
Virtual network sm-azcook-recipes-bastion-rg-vnet
Subnets AzureBastionSubnet
Public IP address sm-azcook-recipes-bastion-rg-vnet-ip
Tier Standard
Instance count 2
Copy and paste Enabled
IP-based connection Disabled
Kerberos authentication (Preview) Disabled
Mative client support Disabled

Previous | | Next Download a template fer automation

Figure 3.24 - Create a Bastion
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16. A notification will display that the resource deployment succeeded:

Home >

@ Microsoft.BastionHost-20221025144847 | Overview

v Deployment

|}T-" ISearch | # ]i] Delete 'S' Cancel Iil Redeploy i Download
s Overview
o .
. @ Your deployment is
X Inputs
A complete
= Cutputs _
< Deployment name:... Start time: 10/,
= Template . Subscription: Micros...  Correlation ID: 0

Resource group: sm-...

“ Deployment details

~~  Mext steps

Go to resource

Give feedback

& Tell us about your experience with deployment

Figure 3.25 — Deployment succeeded

17. Click Go to resource and review the settings on the Bastion screen you have created:
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Home > Microsoft.BastionHost-20221025144847 | Overview >

K sm-azcookbook-recipes-bastion # *

Bastion

| e Eearch I &«

< Overview

Activity log

An, Access control (IAM)
¢ Tags

pa Diagnose and solve problems

Settings

3 Sessions

B Configuration

i Properties

B Locks

Monitoring

44 Metrics

® logs

Diagnostics settings
B2 Connection Troubleshoot
Automation

.—E. Tasks (preview)

] Export template
Help

% Resource health

B New Support Request

X
[i] Delete (O Refresh
# Essentials JSON View
Resource group (move) Virtual network/subnet
sm-azcookbook-recipes-bastion-rg sm-azcook-recipes-bastion-rg-vnet/AzureBastionSubnet
Location Public DNS name
UK South bst-dd82c4e0-3927-4aff-acb8-febicf07ea 4. bastion.azure.com
Subscription (move) Public IP address
Microsoft Azure Sponsorship sm-azcook-recipes-bastion-rg-vnet-ip
Subscription 1D Tier
8delefed-deld-4feb-8a05-35b48b593bb1 Standard
Provisioning state
Succeeded
Tags (edit)
Click here to add tags
Sessions  Tutorials
Sessionld StartTime (UTC) TargetSubscriptionld ResourceType  TargetHostName TargetResourceGrou... UserName
No results.
< B

Figure 3.26 — The Bastion screen

This task of creating a Bastion resource is complete. In the next task, we will connect to our target
VM with our Bastion.

Task — connecting to our target Azure VM with a Bastion resource

Perform the following steps:

1. Logintohttps://portal.azure.comand navigate to the VM to connect via Bastion;
ensure it has the Running status.


https://portal.azure.com
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2. From the VM Overview page, click on Connect, and from the dropdown, select Bastion:

e sm-azcook-recipes-bastion-vm »

Virtual machine

|,0 Search | « ﬁf Connect [} Start Q" Restart |:| Stop Eﬂz Capture ]i[ Delete
“ = ROP nit protection solution on virtual machines =
Activity log S5H

%o Access control (JAM) Bastion

& Togs

. Diagnose and solve problems Properties  Monitoring Capabilities (8) Recommendations (3)

Figure 3.27 - Connecting the VM
3. From the Bastion page, click Connection settings and make any changes as required, or leave
them as their defaults:

K sm-azcook-recipes-bastion-vm | Bastion

Virtual machine

|,0 Search | “

Azure Bastion Service enables you to securely and seamlessly RDP 8 55H to your VMs in your Azure virtual network,
B Overview -~ without exposing a p_ublic IP on the VM, directly from the Azure portal, without the need of any additional
client/agent or any piece of software. Learn more

Activity log Using Bastion: sm-azcookbook-recipes-bastion, Provisioning State: Succeeded

fa, Access control (IAM) 3 i . .
Please enter username and password to your virtual machine to connect using Bastion.

 J Tags

Di d solve probl . i
¢ Diagnose and solve problems ~  Connection Settings

Settings Protocol * (O

£ Networking @ rop O ssH

& Connect Port @

B Windows Admin Center | 3389 |
® Disks Keyboard Language @

B s [ English (US) v

© Microsoft Defender for Cloud

Figure 3.28 — Bastion connection settings

4. Enter the Username and Password details as required for the VM in question, and then
click Connect:
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\¢ sm-azcook-recipes-bastion-vm | Bastion
”~

Virtual machine

Azure Bastion Service enables you to securely and seamlessly RDP & S5H to your YMs in your Azure virtual network,

B Overview +  without expesing a public IP on the VM, directly from the Azure portal, without the need of any additional client/agent
or any piece of software. Learn more

Activity log Using Bastion: sm-azcookbook-recipes-bastion, Provisioning State: Succeeded

. Access control (IAM) X . X
Please enter username and password to your virtual machine to connect using Bastion,

L4 Tags

/2 Diagnose and solve problems « Connection Settings

Settings

Username © I ‘AzureUser N |
£ Networking
)§f Connect Authentication Type (O | Password = |
B Windows Admin Center Password (D) e |
o T
B Size

H Open in new browser tab
© Microsoft Defender for Cloud

@ Advisor recommendations

Figure 3.29 - Bastion authentication settings

5. You will be logged onto the VM through the browser using port 443:

(im} ‘ M sm-azcook-recipes-bastion-vm - X | Hl sm-azcook-recipes-bastion-vm X | o

G @ El https://bst-ddB82cde0-3927-4aff-ac68-febcb97eal4c.bastion.azure.com/#/

Windows Server
Microseft Edge

> g

B Windows Windows.
Search Server Manager ~ PowerShell PowerShell ISE

Server Manager

Settings #- g

Windows.
Administrativ... Task Manager Contral Panel

Windows Accessories
Windows Administrative Tools g -

Windows Ease of Access Event Viewer File Explorer
Windows PowerShell

Windows Security

Figure 3.30 - VM logged on
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This task of connecting to our Azure VM with a Bastion resource is complete. In the next task, we
clean up the resources created in this recipe.

Task - cleaning up resources
Perform the following steps:
1. From the search box in the Azure portal, type resource groups and select Resource

Groups from the listed Services results.

2. From the Resource groups page, select the resource group we created for this recipe, and
click on Delete resource group; this will delete all the resources created as part of this recipe:

+ Create @ Manage view v EI Delete resource group O Refresh ~f_r Export to CSV
A Essentials
Subscription (move) Deplovments

Figure 3.31 - Delete resource group

This task of cleaning up the resources created in this recipe is complete.

How it works...

For this recipe, we looked at implementing the Azure Bastion service, which provides a remote access
solution fully managed by Microsoft that protects the vulnerable RDP/SSH management ports of
your Azure VMs.

We set up an Azure VM and a virtual network as our Azure resources that needed protection for
remote access. We then deployed Azure Bastion into the virtual network containing the VM we
wished to connect securely. Azure Bastion provides a TLS-secured connection and only supports
traffic through TCP port 44 3 without implementing public IP addresses in our virtual network or
exposing our vulnerable management ports to the internet.

Azure Bastion provides the remote access connectivity implementation process as follows:

1. Deploy Azure Bastion into an Azure virtual network.

2. Only TCP port 443 communication is allowed to Azure Bastion from the internet; all
communication is TLS protected.

3. No public IP addressing is required for the Azure virtual network, and no VM management
ports are required to be open or exposed to the internet, significantly improving our security
posture and minimizing our threat surface area.
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The following illustration represents the Azure Bastion implementation topology:

- /.« Tenants virtual

S
I TS E_ _____________________ i Private IP n
TLS E @ i Target VM(s)

RDP/SSH VM Subnet >

NSG ' Azure Bastion <.>
443, Internet ! Subnet

Figure 3.32 — Azure Bastion reference topology

For this recipe, we used an account that had the Owner or Contributor role for the Azure subscription.

The subnet used for Azure Bastion must be named AzureBastionSubnet; the minimum size is /26
or larger - for example, /24.

There’s more...

In this recipe, we simplified the steps to focus on the core steps of implementing the Azure Bastion
service. This meant we did not use an NSG for the VM subnet or network interface, and we carried
out the recipe and accessed the VM via the Bastion service with a user that had an Owner role for the
subscription. This section will address additional information related to both aspects: the required
roles to access a VM.

To access a VM, you will need the following roles, working based on the least privileges:

o The Reader role on the VM resource
o The Reader role on the network interface with the private IP address of the VM
o The Reader role on the virtual network of the target VM(s)

o The Reader role on the Azure Bastion resource

In our recipe, both roles were assigned and inherited from the Owner role for our subscription; as
mentioned, working based on the principle of least privilege, you should assign roles to users with
the lowest level of access required to perform their tasks in production environments.

Regarding network security, as appropriate, we should add an NSG to the VM subnet or the network
interface for the target VM(s).
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The following figure represents an NSG added to the VM subnet:

- Z.+ Tenants virtual
VY Network 3389/22 i NSG

I TLs E— _____________________ ; N7 Private IP n
TLS E @ E E Target VM(s)
— @ S fe—i] :

NSG Azure Bastion < > i RDP/SSH VM Subnet <’>

Subnet

443, Internet

Figure 3.33 — Azure Bastion reference topology with an NSG for target VM subnet

When establishing the RDP connection with a target VM with an NSG associated with the VM subnet
or VM network interface, you must ensure that inbound rules are created for the RDP protocol - port
3389 for Windows VMs and the SSH protocol and port 22 for Linux VMs.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

e https://azure.microsoft.com/en-us/products/azure-bastion/#overview

e https://learn.microsoft.com/en-us/training/modules/intro-to-
azure-bastion

e https://learn.microsoft.com/en-us/training/modules/connect-vm-
with-azure-bastion

e https://learn.microsoft.com/en-us/azure/bastion

e https://learn.microsoft.com/en-us/azure/bastion/tutorial-create-
host-portal

Implementing JIT VM access

As we continue our defense-in-depth journey, in this section, we will look at another solution to increase
your security posture, reduce exposure to attacks, and disrupt and block the path of threat actors.

This recipe looks at limiting access to vulnerable management ports on a VM using the JIT VM feature.

We will cover how to enable JIT access for VMs from within the Virtual machines blade using the
Azure portal, requesting access for a JIT-enabled VM, and activity auditing.
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Getting ready

This recipe requires the following:

A device with a browser, such as Edge or Chrome, to access the Azure portal at https://
portal.azure.com

You should sign in with an account that has the Owner role for the Azure subscription

Microsoft Defender for Servers Plan 2 must be enabled on the subscription used for this exercise;
we will step through this process in the following Getting ready tasks if not already enabled

An Azure VM; we will walk through this process in the following Getting ready tasks

Continue with the following Getting ready task for this recipe:

Creatinga VM

Getting ready task — creating a VM

Perform the following steps:

1.
2.

Nk

8.
9.

Sign in to the Azure portalat https://portal.azure.com.

From the search box in the Azure portal, type virtual machines and select Virtual
machines from the listed Services results.

Click + Create from the top-left menu bar on the Virtual machine screen and select Azure
virtual machine.

From the Basics tab, under the Project details section, set the Subscription details as required.
For Resource group, click Create new.
Enter a Name value and click OK.

Under Instance details, set the following:

Virtual machine name: Type a name.

Region: Select a region.

Availability options: Select No infrastructure redundancy required.
Security type: Select Standard.

Image: Select Windows Server 2019 Datacenter - Gen?2.

Size: Leave the default (or set it as required to reduce recipe costs).

Under Administrator account, set the Username and Password details as required.

Under Inbound port rules, set Public inbound ports to Allow selected ports.
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10.

For Select inbound ports, check RDP (3389):

Inbound port rules

Select which virtual machine network ports are accessible from the public intemet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * (D O None

@ Allow selected ports

Select inbound ports * | ROP (3389) N

11.
12.
13.
14.
15.
16.
17.
18.
19.

[ ] HTTP (80)
[ ] HTTPS (443)

[ []ssH2

RDP (3389)

Figure 3.34 — Inbound port rules

Click Next : Disks, leave the defaults, and then click Next : Networking.
Under Network interface, leave the defaults for Virtual network and Subnet.
Leave the default for Public IP.

Ensure NIC network security group is set to Basic.

Ensure the RDP (3389) inbound port is selected.

Check the Delete public IP and NIC when VM is deleted checkbox.

Click Review + create.

Click Create on the Review + create tab once validation has passed.

A notification will display that the resource deployment succeeded

The Getting ready task for this recipe is complete.

You are now ready to continue the main tasks for this recipe of implementing JIT access for a VM.

How to do it...

This recipe consists of the following tasks:

Enabling JIT access for a VM

Requesting JIT-enabled VM access
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Task - enabling JIT access for a VM
Perform the following steps:

1. Loginto the portalathttps://portal.azure.comand navigate to the VM to connect
via Bastion.

2. Click Configuration from your Virtual machine page under the Settings section of the
left-hand menu:

= oo ORI

Home > CreateVm-MicrosoftWindowsServer. WindowsServer-201-20221027162518 | Overview >

[« | sm-azcookbook-recipes-jit-vm| #

Virtual machine

|}3 Search | « ﬁ( Connect ~» [> Start Q' Restart |:| Stop ﬂ Capture @I Delete O Refresh E Cpen in mobile ET\ CL/PS
W Avalability + scaling a
— B ﬂ sm-azcookbook-recipes-jit-vm virtual machine agent status is not ready. Troubleshoot the issue =

» Identity
 Essentials

i Properties
Resource group (move) Qperating system

ﬁ Locks sm-azcookbook-recipes-jit-rg Windows (Windows Server 2019 Datacenter)

) Status Size
Operations Running Standard D25 v3 (2 vcpus, 8 GiB memory)

Figure 3.35 - VM configuration

3. Click on Upgrade your Microsoft Defender for Cloud subscription to enable a just-in-time access:

Home > CreateVm-MicrosoftWindowsServer.WindowsServer-201-20221027162518 | Overview > sm-azcookbook-recipes-jit-vm

== sm-azcookbook-recipes-jit-vm | Configuration #

Virtual machine

-

& Configuration Just-in-time VM access
denti To improve security, enable just-in-time VM access.

» Identi

' &4 Upgrade your Microsoft Defender for Cloud subscription to enable a just-in-time access
HE Properties
B Locks

ﬂ A just-in-time access enables you to lock down inbound traffic to your VM by allowing access for only a limited time, The just-

Operations in-time feature is available as part of the Microsoft Defender for Cloud standard tier. Learn more about just-in-time access o

Figure 3.36 — Upgrading your Defender for Cloud subscription

4.  For this next step, we will enable a 30-day free trial of Defender for Cloud. Ensure the subscription
for which to enable Defender for Cloud is checked, and click on Upgrade:
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Home > CreateVm-MicrosoftWindowsServerWindowsServer-201-20221027162518 | Overview > sm-azcookbook-recipes-jit-vm | Configuration > Microsoft Defender for Cloud

Microsoft Defender for Cloud | Getting started %

Showing subscription ‘Micresoft Azure Sponsorship’

|,0 Search | « Upgrade

General
@ Overview
&b Getting started

%= Recommendations

‘i Enable Microsoft Defender for Cloud's enhanced security features on your
subscriptions.

o Security alerts . .

Get started with a 30-day free trial

Upgrade to get advanced capabilities including hybrid support, networking, security policies,

i# Inventory

&, Cloud Security Explorer (Preview)
just-in-time administration and adaptive application cantrols. Learn more >

@ Workbooks
Cloud workload
& Community ) .
Cloud security protection for
2 Diagnose and solve problems posture machines Advanced threat
management Harden workloads protection for PaaS
Cloud Security

Prevent threats and
detect unusual activities
on Paas workloads

Get continuous running on Azure,
@ Security posture ° assessment and Bl hybrid, and multi-cloud

N prioritized security &‘2 environments,
@ Regulatory compliance A

recommendations with Protections include including App Service
@ Workload protections secure scare, and verify server EDR, plans, Storage accounts,
_ compliance with wvulnerability scanning, and SQL servers
™% Firewall Manager )
regulatory standards workload hardening,
=] DevOps Security (Preview) and more.
Management
Il Environment settings
L . Enable Defender for Cloud on 1 Total: 2 resources
# Security solutions subscriptions
£5 Workflow automation e N/A Defender CSPM Resources FFEE(prEViEW] Resource/Month
E Name T
' ' Microsoft Azure Sponsarshi n
v pon: P 1 Servers (Plan 2) $15 Server/Month

Microsoft Defender rates will be automatically charged on supported resource types, with a 30-day free trial if no
U pg rad (3 Remind me later previousty used. Virtual machines, SQL Servers, App Service instances and Kubemetes Service instances plans are
billed hourly. For more information on pricing, visit the pricing page>
Figure 3.37 - Enabling your free trial

5. You will receive a notification that your trial has started:

smiles@milesbettersolu... @

MILESBETTERSOLUTIONS ONMIC_. S0P

igurati
g @ Trial started x

Successfully started Azure Defender trial on 1
subscriptions

Figure 3.38 —Trial started notification

6. Close the Microsoft Defender for Cloud page to return to the virtual machine configuration page.
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7. From the virtual machine configuration page, click on the Enable just-in-time button; you
may need to refresh the browser to reload the page to view:

Home » sm-azcookbook-recipes-jit-vm

== sm-azcookbook-recipes-jit-vm | Configuration

Virtual machine

|,O Search ‘ “ Save X Discard

B Overview = Just-in-time VM access

Activity log To improve security, enable a just-in-time access,
Ao Access control (IAM)

[ 4 Tags

o Just-in-time VM access secures your VM's management ports and grants access on-demand, for a limited time pericd, to pre-

f Diagnose and solve problems approved |P addresses. Leam more about just-in-time access &

Figure 3.39 — Enabling access

8. You will receive a notification that access was enabled:

smiles@milesbettersolu... @

MILESEETTERSOLUTIONS.ONMIC . 9

@ Just-in-time access successfully enabled X

& just-in-time access was successfully enabled for "sm-
azcookbook-recipes-jit-vm',

Figure 3.40 — Access enabled notification

9. Click Open Microsoft Defender for Cloud:

Home > sm-azcookbook-recipes-jit-vm

<= sm-azcookbook-recipes-jit-vm | Configuration «#

Virtual machine

| 2 Search | “ Save >< Discard
Bl Overview = Just-in-time VM access
Activity log Just-in-time VM access (JIT) is enabled. To disable JIT, modify the configuration, or request access.

Open Microsoft Defender for Cloud
Ao, Access contral (IAM)

Figure 3.41 — Opening Defender for Cloud
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10. You will now see the Just-in-time VM access page, showing your VMs under the Configured tab:

Home > sm-azcookbook-recipes-jit-vm | Configuration >

Just-in-time VM access #» - X
Last week

> What is just-in-time VM access?

> How does it work?

Virtual machines

Configured  Not Configured  Unsupported

VMs for which the just-in-time VM access control is already in place. Presented data is for the last week.

1 vms

| 2 Search to filter items... |

Virtual machine T, Approved T Last access T Connection details Last user T

|:| Bl sm-azcookbook-recipes... 0 Requests MN/A e - N/A e

Figure 3.42 — Access screen

11. You can view and edit the settings by clicking on the three dots at the end of the VM row.
Click on Edit:

Wis for which the just-in-time VM access control is already in place. Presented data is for the last week.

1 vms

| 2 Search to filter items... |

Virtual machine 1) Approved T Last access T Connection details Last user T
[] EX  sm-azcookbook-recipes... 0Requests N/A @ - . _ e
5= Properties
A Activity Log
& Edit
[i] Remove

Figure 3.43 - Editing the configuration
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12. From the JIT VM access configuration screen, you view the default configuration settings:

Home > Just-in-time VM access >

JIT VM access configuration - X

sm-azcookbook-recipes-jit-vm
+ Add Save X Discard
Configure the ports for which the just-in-time VM access will be applicable
Port Protocol Allowed source IPs IP range Time range (hours)

3389 Any Per request N/A 3 hours

Figure 3.44 — Access configuration

13. Click on the configuration line item, which will open the Add port configuration page. Set it
as required and then click OK:

Home > Just-in-time VM access > Add port configuration x
JIT VM access configuration

sm-azcookbook-recipes-jit-vm

) Port *
 add [E] save < Discarc |3389
Configure the ports for which the just-in-time VM access will be applicable P.r'otocol .
Port Protocal Allowed source IPs IP I: P uop _,]
3380 Any Per request h Allowed source IPs

I::. Per request JESIN Nt .:]

IP addresses ()
Max request time

-C-

Figure 3.45 - Editing access configuration

This task of enabling JIT access for a VM is complete. For the next task, we will request access to a
JIT-enabled VM.

Task - requesting JIT-enabled VM access

Perform the following steps:

1. Logintohttps://portal.azure.comand navigate to the VM to access; ensure it has
the Running status.
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2. From the VM Overview page, click Connect, and from the dropdown, select RDP.

3. From the Connect page, click on the Request access button:

You need to request access to connect to your virtual machine, Select an IP address, optionally change
the port number, and select "Request access”. Learn more

IP address *

| Public IP address (20.0.249.23) R |

Port numkber *
| 3389 |

Source IF (0

@R 2 configured 1Ps )
Download RDP file anyway

Figure 3.46 — VM connection page

4. You will receive a notification that the access request has been approved:

@ Request approved e

Access to sm-azcookbook-recipes-jit-vm on port 3389
from the selected IPs has been approved,

Figure 3.47 — Request approved notification

5. You will now see a message that access has been approved, and you will be able to download
the RDP file for access to the VM:



Implementing JIT VM access 157

cipes-jit-vm | Connect - X
o Access approved on port 3389 from the selected IPs, You can now connect.

RDP  SSH  Bastion

Connect with RDP

v @suggested method for connecting

Just-in-time access approved. To connect to your virtual machine via RDP, download the RDP file.

|P address *
| Public IP address (20.0.249.23) o |

Port number
[ 3389 |

Source IP (D

(TR IS All configured IPs
Dewnload RDP File

Figure 3.48 — Access approved

6. From the Just-in-time VM access page, under the Configured tab, click on the three dots at
the end of the VM row, click on Activity Log, and view the listed operations; you may also
click Download as CSV.

VMs for which the just-in-time VM access control is already in place. Presented data is for the last week.

1wt

| P Search to filter items... |

Virtual machine Ty Approved T Last access Ty Connection details Last user Ty
|:| Bl sm-azcookbook-recipes... 0 Reguests N/A Q- 25 Properties E*
{5 Activity Log
£ Edit
[i] Remove

Figure 3.49 - Auditing access

This task of enabling JIT access for a VM is complete. In the next task, we will clean up the resources
created in this recipe.
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Task - cleaning up resources
Perform the following steps:

1. From the search box in the Azure portal, type resource groups and select Resource
Groups from the listed Services results.

2. From the Resource groups page, select the resource group we created for this recipe, and
click on Delete resource group; this will delete all the resources created as part of this recipe:

+ Create 52 Manage view v ] Delete resource group () refresh L Export to CSV
A Essentials

Subscription (movel Deplovments

Figure 3.50 - Delete resource group

3. Navigate to Defender for Cloud in the Azure portal, and click on Environment settings under
the Management section:

Home >

0 Microsoft Defender for Cloud | Overview

Showing subscription '‘Micresoft Azure Sponsorship'

‘ 5 Search ‘ “ Y Subscriptions \j' What's new
General o One subscription doesn't have the default policy assigned. To review the list of subscripti
O Overview
@ Getting started 71 45 =
#= Recommendations Azure subscriptions Assessed resources Active reco
v Security alerts
# Inventory
& Cloud Security Explorer (Preview) ©  security posture
@ Workbooks
—

& Community & 6/6 o 0/0 @ 0
/& Diagnose and solve problems Unassigned recommendation Overdue recommendations Attack p
Cloud Security Secure score
Q' Security posture

& Azure
@ Regulatory compliance
O Workload protections 0= AWS

SECURE SCORE

"% Firewall Manager

¢ GCP

a DevOps Security (Preview)

Management
I Explore your security posture >
Il Environment settings

# Security solutions

]
5 Workflow automation

g Regulatory compliance

Figure 3.51 — Defender for Cloud
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4.  Click on the subscription you enabled for Microsoft Defender for Cloud earlier in this recipe:

Home > Microsoft Defender for Cloud

Microsoft Defender for Cloud | Environment settings

Showing subscription ‘Microsoft Azure Sponsorship”

| & Search

General

O Overview

&b Getting started

7= Recommendations

o Security alerts

4 Inventory

B Cloud Security Explorer (Preview)
@ Workbooks

4 Community

£? Diagnose and solve problems
Cloud Security

@ Security posture

@ Regulatory compliance

| « + Add environment ~~

() Refresh & Guides & Feedback

g o0 o0 0o

Azure subscriptions AWS accounts ‘GCP projects GitHub connectors

30

AzureDevOps connectors

@ Welcome to the new multi-cloud account management page. To switch back to the classic cloud connectors experie

£ Search by name
Collapse all

Environments == All Standards == All Coverage == All

Name T Total resources T, Defender coverage T
&3 Azure
 [#] Tenant Root Group (1 of 3 subscriptions) 2

% Microsoft Azure Sponsorship 2 12/12 plans

Figure 3.52 - Environment settings

5. From the Defender plans page, from the Status column, select Off for each Plan item:

ft Defender for Cloud | Environment settings >

s | Defender plans - x
re Sponsarship

« Save 2 Settings & monitoring
free, covering Multi-Cloud and hybrid with cc
unified Secure Score.

Enable the below plans to get extended Security Posture and Detection and Response for cloud workloads, Leam

security recc ions, and @ 4

more.
ons
~ Select Defender plan Enable all
mation
Plan | Pricing ‘ Resource quantity | Monitoring coverage | Status
ort ) —_——
Free (preview) . ‘ On
@ Defender csom i NA =
n Plan 2 ($15/Server/Ma On
Servers Dservers
Change plan > Off
les (preview]
=9} $15/Instance/Month ‘ On
ol C
[l appsenice iy Dinstances &
= Selected: 174 [ on )
© : 0/
B atabases Select types > Protected: 0/0 instance ‘ o
= Storage $0.02/10K transactions 1 storage accounts ‘, o
- 9 Details » 9 [ of
ST/VM core/Month oy : ! [ ©On
Ay containers AR 0 container registries; ‘ o
$0.02/10k transactions
@ ey Vault Detai 0 key vaults

$4/1M resource manag
Details >

-,

Resource Manager

50.7/1M DNS queries
Details >

DNS

Figure 3.53 — Defender for Cloud plans
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6. From the top menu bar, click Save, and click Confirm to downgrade:
Save £ Settings & monitoring
Are you sure you want to downgrade?

Disabling Defender CSPM, Servers, App Service, Storage, Containers, Key Vault, Resource Manager, DS plan puts your
existing and newly-created resources at risk and susceptible to threats.

We appreciate your feedback - let us know how we could improve

ﬂ Microsoft may contact me about my feedback

Figure 3.54 — Confirming the downgrade

7. You will receive a success notification:

smiles@milesbettersolu... @

MILESBETTERSOLUTIONS ONMIC._.

@ Defender plans x

Data Collection settings for subscription Microsoft Azure
Sponsorship were saved successfully!

Figure 3.55 - Success notification

This task of cleaning up the resources created in this recipe is complete.

How it works...

For this recipe, we looked at implementing JIT VM access to limit access to a VM’s vulnerable
management ports.

We set up an Azure VM resource that needed protection for remote access. We then enabled JIT
access on our VM, looked at how to request access to a JIT access-enabled VM, and looked at auditing
the activities.
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There’s more...

In this recipe, we covered enabling JIT VM access from within the Virtual machines blade in the
Azure portal. We will look at enabling JIT VM access using Defender for Cloud (before November
2021, this was known as Azure Security Center) in Chapter 8, Using Microsoft Defender for Cloud.

The permissions needed to use and configure JIT access are covered in the following Microsoft
Learn article:

e https://learn.microsoft.com/en-us/azure/defender-for-cloud/
just-in-time-access-overview?tabs=defender-for-container-arch-
aksf#what-permissions-are-needed-to-configure-and-use-jit

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

e https://learn.microsoft.com/en-us/azure/defender-for-cloud/
just-in-time-access

¢ https://learn.microsoft.com/en-us/azure/defender-for-cloud/
defender-for-servers-introduction#tdefender-for-servers-plans
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Securing Virtual Machines

In the previous chapter, we covered recipes that allow you to provide secure remote access to Azure
resources and minimize exposure to management ports on Azure Virtual Machines (VMs).

When we create Azure VMs or any Azure resource, we should take a defense-in-depth (DiD) approach.
This means we should not rely on just the identity or network and remote access layers to secure our
resources. We should, in addition, also apply protection controls at the resource layer, often referred
to as workload protection.

This chapter will teach you how to secure and protect Azure VMs. We will break down the chapter
into sections, covering using the VM Update Management service and protection through the Microsoft
Antimalware service and disk encryption.

By the end of this chapter, you will have gained skills for securing Azure VMs through the following recipes:
o Implementing VM Update Management

o Implementing VM Microsoft Antimalware

o Implementing VM Azure Disk Encryption

Technical requirements

For this chapter, it is already assumed that you have an Azure AD tenancy and an Azure subscription
from completing the recipes in previous chapters of this cookbook. If you skipped straight to this
chapter, the information to create a new Azure AD tenancy and an Azure subscription for these recipes
is included in the following list of requirements.
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For this chapter, the following is required for the recipes:

A device with a browser, such as Edge or Chrome, to access the Azure portal (https://
portal.azure.com)

An Azure AD tenancy and Azure subscription; you may use an existing subscription or sign
up for free: https://azure.microsoft.com/en-us/free

An Owner role for the Azure subscription

Implementing VM Update Management

Prevention is always better than cure. And so, it is always important to ensure the continued integrity
of the software running on our VMs and to minimize the risk of a vulnerability being exploited.

Azure’s VM Update Management is part of the Azure Automation solution and can aid in managing
the complex operations of tracking and remediating software patching for Azure and non-Azure VMs.

This recipe will teach you how to implement VM Update Management as part of Azure Automation
for your Azure VMs.

Getting ready

This recipe requires the following:

A device with a browser, such as Edge or Chrome, to access the Azure portal (https://
portal.azure.com).

Access to an Azure subscription, where you have access to the Owner role for the
Azure subscription.

An Azure Automation account to manage VMs; we will step through creating an Automation
account as a Getting ready task.

A Windows Server Azure VM to use with this recipe; we will step through creating this VM
as a Getting ready task.

Continue with the following Getting ready tasks for this recipe:

Creating an Automation account

Creatinga VM

Getting ready task - creating an Automation account

Perform the following steps:

1.

Sign in to the Azure portal: https: //portal .azure.com.
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2. From the top menu of the Azure portal, click Create a resource:

+ Create a resource

ﬁ Home
Dashboard
= All services
J  FAVORITES
EEE All resources

[ Resource groups

3. Onthe Create a resource screen, in the search box, type automat ion, select the Automation

I X Search resources, services, and docs (G+/) -

(%)

Resource
groups

9

More services

— ?

Virtual

machines

Figure 4.1 — Create a resource

tile from the results, click Create, and click Automation:

= e R

Home > Create a resource >

Marketplace

Get Started

Service Providers

Management

Private Marketplace
Private Offer Management

My Marketplace

Favorites
Recently created
Private products
Categories
Compute (2695)

IT & Management Tools
(2059)

3

C

Subseriptions Cost
Management ...

2 automation Y

Pricing : All ><
Publisher Type : All 2

Publisher name : All

Showing 1 to 20 of 986 results for "automation’. Clear search

Automation

Microsoft

Azure Service

Autocmate the management of your

cloud and on-premisss resources

Create vl

Automation & Control

Microsoft

Azure Service

Operating Systern : All >

Product Type : All >

Increase control with automation and

configuration management

Create

Figure 4.2 - Creating an Automation account

T
Azure AD
Identity Secur...

B Tile view

3
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7.
8.

From the Basics tab of the Create an Automation Account page, under the Project details
section, set the Subscription type as required; and for the Resource group type, select Create
new, enter a Name value, and click OK.

Under the Instance details section, set as required the Automation account name and
Region values.

Click Review + create.
Click Create on the Review + create tab.

A notification will display that the resource deployment succeeded.

This Getting ready task is complete. Next, we will create a VM for use with this recipe.

Getting ready task - creating a VM

Perform the following steps:

1.

5.
6.
7.

In the search box in the Azure portal, type virtual machines,and select Virtual machines
from the listed Services results.

Click + Create from the top-left menu bar on the Virtual machine screen and select Azure
virtual machine.

From the Basics tab, under the Project details section, set the Subscription type as required. For
the Resource group type, select the same resource group we created for the Automation account.

Under Instance details, set the following:

+ Virtual machine name: Type a name.

* Region: Select a region. VMs can exist in any region, irrespective of the Automation
account region.

+ Availability options: Select No infrastructure redundancy required.
+ Security type: Select Standard.
+ Image: Select Windows Server 2019 Datacenter - Gen2.
+ Size: Leave the default (or set it as required to reduce recipe costs).
Under Administrator account, set Username and Password values as required.

Click Review + create.

Click Create on the Review + create tab once validation has passed.
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8. A notification will display that the resource deployment succeeded.

9. Click on Go to resource to open the VM page ready for the first task in this recipe.

The Getting ready tasks for this recipe are complete.

You are now ready to continue the main task for this recipe of enabling VM Update Management.

How to do it...
This recipe consists of the following task:
o Enabling Update Management from a VM
Task - enabling Update Management from a VM
Perform the following steps:

1. If you have not done so, navigate to the VM we created in the Getting ready task.

2. From the VM page, click Updates under the Operations section:

[ sm-azcookbook-recipes-um-vm 2 *

Virtual machine

|,O Search | %« 5 Connect - [ZZ> Start Q' Restart D Stop ﬂ Capture @I Delete O Refresh ﬂ Open in mobile
— " Running Standard D2s v3 (2 vepus, 8 GiB memory)
Location Public IP address
UK South -
< Basti
% Bastion Subscription (move) Virtual network/subnet
@ Auto-shutdown Microsoft Azure Sponsorship sm-azcookbook-recipes-um-rg-vnet/default

£ Back Subscription 1D DNS name
acp 8de2e0e8-de94-4feb-8205-350480393bb1 -
& Disaster recovel Tags (edit
I & Updates Click here to add tags

& Inventory o . )
Properties  Monitoring ~ Capabilities (8) Recommendations  Tutorials

% Change tracking

B3 Automanage n Virtual machine
- Computer name
B Epijz:?tlon management I erm-azcoakbooker

Figure 4.3 — Created VM page
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3.

From the Updates page, under the Updates using Automation section, click Go to Updates

using automation:

sm-azcookbook-recipes-um-vm | Updates

i Virtual machine

| 52 Search

| « a2 Try new Update Management Center

Operations

3 Bastion

(=)

2 ® b b O

Auto-shutdown
Backup

Disaster recovery
Updates

Inventory

% Change tracking

Automanage

Configuration management
(Preview)

¢ Policies

EY Run command

M

lonitoring

-

Updates

Customize how and when you receive guest and host updates for your virtual machine,

Bl Guest OS updates
Updates using Update management center (Preview)

Apply OS updates for or check compliance of your Azure and Arc virtual machines instantly. Leverage
rebootless update capabilities as available for your Windows Server VM on Azure.

| Go to Updates using Update management center |

Updates using Automation

The current version of Update Management uses Azure Automation to manage updates and patching
for virtual machines.

Go to Updates using automation

Figure 4.4 - VM Updates page

4. From the Update Management page, leave Log Analytics settings as the default, then select
your Automation account subscription type as required. For the Automation account setting,
please select the Automation account we created in the Getting ready task, then click Enable:
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recipes-um-vm | Update Management (s

«

a sm-azcookbook-recipes-um-vm | Update Management (sm-azcookbook-reci...

Virtual machine

| 2 Search

| «

Operations

x

2 ® b & 0

&

O
Lo

Bastion
Auto-shutdown
Backup

Disaster recovery
Updates
Inventory
Change tracking
Automanage

Configuration management
{Preview)

Palicies

Run command

Monitoring

L4

m
i

Insights
Alerts

Metrics

s

E Update Management

Enable consistent control and compliance of this VM with Update Management.

This service is included with Azure virtual machines and Azure Arc machines. You only pay for logs
stored in Log Analytics.

This service requires a Log Analytics workspace and an Automation account. You can use your
existing workspace and account or let us configure the nearest workspace and account for use,

Log Analytics workspace location @

[ UK South v |
Log Analytics workspace (D
| Create default workspace... e |

Automation account subscription (@

| Microsoft Azure Sponsorship (8de2efe8-d... |

Automation account (3

| sm-azcookbook-recipes-um-aa ~ |

Figure 4.5 — Update Management settings

The Update Management solution will now begin the deployment:

sss Submitting deployment... bt

Submitting the deployment template for resource group
'DefaultResourceGroup-SUK.

ﬂ The "Update Management’ solution is being enabled on this virtual machine. This can take a few minutes. You can do other
wark while this is in progress.

g Update Management

The "Update Management' solution is being enabled on this virtual machine, This can take from a few minutes up to 15

minutes.

While this is in progress you can take the opportunity to leam more about Update Management and about other Azure
solutions like Backup, Secunty Center, and Monitoring that are useful for managing your virtual machines,

Figure 4.6 — Update Management deployment
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6. You will receive a notification that the deployment succeeded:

Notifications X
Update
More events in the activity log = Dismiss all ~~
machines
— @ Deployment succeeded *
Missing upd . . .
Deployment "AutomationControl.1739372083.1494031913" to resource group
Critical 'DefaultRescurceGroup-5SUK" was successful.
Security

— |

2 minutes ago

Figure 4.7 — Deployment succeeded

7. You can now start operating the Update Management solution:

sm-azcookbook-recipes-um-vm | Update Management (sm-azcookbook-recipes-um-... # - x

Wirtual machine

|}) Search | “« #i Manage multiple machines Schedule update deployment &2 Switch to Update using update center 57 Feedback
Compliance @ Missing updates (0) Update agent readiness  Failed update Learn more
Operations
pe o Critical 0 o] deployments (O Update
X Bastion Security o a Oo Management for
Others 0 Not configured out of 0 in the past thil

@ Auto-shutdown (llouhlat?oot) days past thirty Windows

& Badup Manage machines
Troubleshooting

& Disaster recovery X
documentation

# Updates Configure alerts

&8 Inventory

%) Change tracking x

& Update classification shown and reported for Linux by Update Management may be incorrect. Click to learn more.
B3 Automanage
B Configuration management . .
{Preview) Missing updates (0)  Deployment schedules History
@ Polici
@ Policies [ Filter by name | [ ctasstfications: Al

B3 Run command

Monitoring Update name Classification Published date Information link

@ Insights No updates missing

Figure 4.8 — Update Management solution page

This task to enable Update Management from a VM is now completed. In the next task, we'll clean
up the resources created in this recipe.
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Task - cleaning up resources
Perform the following steps:

1. Inthe search box in the Azure portal, type resource groups and select Resource Groups
from the listed Services results.

2. From the Resource groups page, select the resource group we created for this recipe, and click
Delete resource group; this will delete all the resources created as part of this recipe:

+ Create @ Manage view EI Delete resource group O Refresh i Export to CSV
~ Essentials

Subscriotion (movel Deplovments

Figure 4.9 — Delete resource group

This task, to clean up the resources created in this recipe, is complete.

How it works...

For this recipe, we looked at enabling the Update Management service, which provides a fully automated
and monitored software update solution for Azure VMs. We looked at the scenario for enabling Update
Management directly from an Azure VM.

Alternatively, if you need to enable Update Management at scale across many VMs, you can use an
alternative method of enabling it from an Automation account. This method is described in the following
Microsoft Learn article: https://learn.microsoft.com/en-us/azure/automation/
update-management /enable-from-automation-account.

There’s more...

To operate the implemented Update Management solution, you can refer to the following Microsoft
Learn articles:

o Manage updates and patches for your VMs: https://learn.microsoft.com/en-us/
azure/automation/update-management /manage-updates-for-vm

o Troubleshoot Update Management issues: https://learn.microsoft.com/en-us/
azure/automation/troubleshoot/update-management

In our recipe, all required permissions were assigned and inherited from the Owner role for our
subscription. Working on the least privileges principle, you should only assign users the least access
to perform their tasks in real-world environments.
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Please refer to the following Microsoft Learn articles for more information:

Permissions for enabling Update Management, and Change Tracking and Inventory from a VM:
https://learn.microsoft.com/en-us/azure/automation/automation-
role-based-access-control#feature-setup-permissions

Azure Automation account authentication overview: https://learn.microsoft.com/
en-us/azure/automation/automation-security-overview

See also

Should you require further information, you can refer to the following Microsoft Learn articles:

Security best practices for IaaS workloads in Azure: https://learn.microsoft.com/
en-us/azure/security/fundamentals/iaas

Azure Virtual Machines security overview: https://learn.microsoft.com/en-us/
azure/security/fundamentals/virtual-machines-overview

Azure Automation documentation: https://learn.microsoft.com/en-us/azure/
automation

Manage updates and patches for your VMs: https://learn.microsoft.com/en-us/
azure/automation/update-management/manage-updates-for-vm

Configure Update Management: https://learn.microsoft.com/en-us/training/
modules/host-security/7-update-management

Implementing VM Microsoft Antimalware

In implementing our DiD strategy, we have looked at recipes to protect our identities and networks
and remediate any unpatched Azure VMs on the network.

Our next level of defense is a need for a security capability that will protect our VMs in real time from
malicious software (malware) such as viruses, worms, and Trojans.

Microsoft Antimalware is a free built-in solution that offers a protection capability that alerts and
remediates these malware threats in real time.

Getting ready

This recipe requires the following:

A device with a browser, such as Edge or Chrome, to access the Azure portal (https://
portal.azure.com)
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Access to an Azure subscription, where you have access to the Owner role for the
Azure subscription

How to do it...

This recipe consists of the following task:

Enabling Antimalware when creating a VM

Task - enabling Antimalware when creating a VM

Perform the following steps:

1.
2.

N

Sign in to the Azure portal: https://portal .azure.com

In the search box in the Azure portal, type virtual machines and select Virtual machines
from the listed Services results.

Click + Create from the top-left menu bar on the Virtual machine screen and select Azure
virtual machine.

From the Basics tab, under the Project details section, set the Subscription type as required.
For the Resource group type, click Create new.
Enter a Name value and click OK.

Under Instance details, set the following:

= Virtual machine name: Type a name

* Region: Select a region

* Availability options: Select No infrastructure redundancy required
* Security type: Select Standard

* Image: Select Windows Server 2019 Datacenter - Gen2

* Size: Leave the default (or set it as required to reduce recipe costs)

Under Administrator account, set Username and Password values as required.

Click the Advanced tab to skip through the wizard to the configuration step we need for
this recipe:
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Create a virtual machine

Basics  Disks  Metworking  Management  Monitoring | Advanced | Tags  Review + create

Add additional configuration, agents, scripts or applications vigas machine extensions or cloud-init.

Extensions

Extensions provide post-deployment configuration and automation.

Extensions (0 Select an extension to install

Figure 4.10 — Advanced tab

10. From the Advanced tab, from the Extensions section, click Select an extension to install:
Create a virtual machine
Basics Disks  MNetworking  Management  Monitoring  Advanced Tags  Review + create

Add additicnal configuration, agents, scripts or applications via virtual machine extensions or cloud-init.

Extensions
Extensions provide post-deployment configuration and automation. /
Extensions () Select an extension to install

Figure 4.11 — Selecting extensions to install

11. From the Install an Extension page, type microsoft antimalware in the search box,
select Microsoft Antimalware from the results, and then click Next:
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Install an Extension

| O microsoft antimalware

@ KeyVault for Windows
Microsoft Corp.

KeyVault Virtual Machine Extension

n Microsoft Antimalware

Microsoft Corp.

Microsoft Antimalware for Azure Virtual
Machines

Network Watcher Agent for
Windows
Microsoft Corp.

Jc

Azure Metwork Watcher is a network
performance monitoring, diagnostic
and analytics service that enables you
to monitor your network in Azure

@4 NVIDIA GPU Driver Extension
nVIDIA

Mext

Microsoft Antimalware
Publisher: Microsoft Corp.
Overview

Microsoft Antimalware for Azure Virtual Machines is a real-time
protection capability that helps identify and remove viruses, spyware,
and other malidous software, with configurable alerts when known
malicious or unwanted software attempts to install itself or run on
your system. The solution can be enabled and configured from the
Arure Portal, Service Management REST AP, and Microsoft Azure
PowerShell SDK cmdlets.

To enable antimalware with the default configuration, dick Create
on the Add Extension blade without inputting any configuration
setting values.

To enable antimalware with a custom configuration, input the
supported values for the configuration settings provided on the Add
Extension blade and click Create. Please refer to the tooltips
provided with each configuration setting on the Add Extension blade
to see the supported configuration values.

To enable antimalware event collection for a virtual machine, click
any part of the Monitoring lens in the virtual machine blade, click
Diagnostics command on Metric blade, select Status ON and check
Windows Event systemn logs. The antimalware events are collected
from the Windows Event system logs to your storage account. You can
configure the storage account for your virtual machine to collect the
antimalware events by selecting the appropriate storage account.

Legal Terms

By clicking the Create button, | acknowledge that | am getting this
software from Microsoft Corp. and that the legal terms of Microsoft
Corp. apply to it. Microsoft does not provide rights for third-party
software, Also see the privacy statement from Microsoft Corp.

Figure 4.12 — Selecting an extension

12. From the Configure Microsoft Antimalware Extension page, make the appropriate selections

or leave the defaults, then click Create:
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Configure Microsoft Antimalware Extension

Create
Excluded files and locations (1)

Excluded file extensions (0

Excluded processes (0

Real-time protection (O

(@) Enable

(O Disable

Run a scheduled scan (0
() Enable

(@) Disable

Scan type (0

@ Cuick

(O Fun

Scan day (0
| Saturday e |

Scan time (0
| 120 |

Figure 4.13 - Configuring the extension

13. Click Review + create.
14. Click Create on the Review + create tab once validation has passed.
15. A notification will display that the resource deployment succeeded.

This task to install Antimalware when creating a VM is now completed. In the next task, we'll clean
up the resources created in this recipe.
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Task - cleaning up resources

Perform the following steps:

1.

In the search box in the Azure portal, type resource groups and select Resource Groups
from the listed Services results.

From the Resource groups page, select the resource group we created for this recipe, and click
Delete resource group; this will delete all the resources created as part of this recipe:

-+ Create @ Manage view v ]il Delete resource group O Refresh Export to CSV

~ Essentials

Subscrintion {move) Deplovments

Figure 4.14 - Delete resource group

This task, to clean up the resources created in this recipe, is complete.

How it works...

For this recipe, we looked at implementing Microsoft Antimalware, which offers real-time protection
against malware threats. The solution runs without human intervention as an automated and monitored
background service.

We deployed the protection capabilities with the secure-by-default basic configuration; you may also
implement more advanced custom configurations and Microsoft Defender for Endpoint for an even
greater depth of protection.

See also

Should you require further information, you can refer to the following Microsoft Learn articles:

Security best practices for InaS workloads in Azure: https://learn.microsoft.com/
en-us/azure/security/fundamentals/iaas

Azure Virtual Machines security overview: https://learn.microsoft.com/en-us/
azure/security/fundamentals/virtual-machines-overview

Understand the malware threat: https://learn.microsoft.com/en-us/training/
modules/secure-vms-with-azure-security-center/4-malware-protection

Microsoft Antimalware for Azure Cloud Services and Virtual Machines: https://learn.
microsoft.com/en-us/azure/security/fundamentals/antimalware
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Azure Disk Encryption (ADE) provides encryption of data on VM disks at rest in Azure Storage.
The solution uses an integrated Azure Key Vault to store and manage the encryption keys.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal (https://
portal.azure.com)

o You should sign in to an Azure subscription with the Owner role
Continue with the following Getting ready task for this recipe:

o Creatinga VM
Getting ready task — creating a VM
Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com

2. Inthe search box in the Azure portal, type virtual machines and select Virtual machines
from the listed Services results.

3. Click + Create from the top-left menu bar on the Virtual machine screen and select Azure
virtual machine.

From the Basics tab, under the Project details section, set the Subscription type as required.
For the Resource group type, click Create new.

Enter a Name value and click OK.

NS e

Under Instance details, set the following:

+ Virtual machine name: Type a name

+ Region: Select a region

+ Availability options: Select No infrastructure redundancy required
+ Security type: Select Standard

+ Image: Select Windows Server 2019 Datacenter - Gen2

* Size: Leave the default (or set it as required to reduce recipe costs)

8. Under Administrator account, set Username and Password values as required.
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9.  Click Next: Disks, then Next : Networking, then Next : Management, and finally, Next: Monitoring.

10. From the Monitoring tab, check the Enable OS guest diagnostics box, and accept the default
name for the new Diagnostics storage account entry:

Create a virtual machine

Basics  Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create

Configure monitoring options for your VM.

Alerts
Enable recommended alert rules (0 I:‘
Diagnostics
Boot diagnostics @ Enable with managed storage account (recommended)
O Enable with custom storage account
() Disable
Enable OS5 guest diagnostics (0 \
Diagnostics storage account* (1) | (new) smazcookbookrecipesaderg 4

Figure 4.15 - Enabling guest diagnostics

11. Click Review + create.
12. Click Create on the Review + create tab once validation has passed.
13. A notification will display that the resource deployment succeeded.

14. Click on the Go to resource button once you are ready to start the task of encrypting a VM:

179



180 Securing Virtual Machines

@ CreateVm-MicrosoftWindowsServer.WindowsServer-201-202

ve Deployment

|,O Search | “ ] Delete ) Cancel [Ty Redeploy | Download () Refresh
v Overview .

@ Your deployment is complete
& Inputs
L g Deployment name: CreateVm-Micr...  Start time:
¥= Outputs Subscription: Microsoft Azure Spon...  Correlation ID: &53a7449
B Template Resource group: sm-azcookbook-r...

~ Deployment details
-~ Mext steps

Setup auto-shutdown Recommended

Maniter VM health, performance and network
dependencies  Recommended

Run a script inside the virtual machine Recommended

Figure 4.16 — Deployment complete

This Getting ready task, to create a VM for this recipe, is complete.

You are now ready to continue the main tasks for this recipe of encrypting a Windows VM using ADE.

How to do it...

This recipe consists of the following tasks:
o Encryptinga VM

Task - encrypting a VM

Perform the following steps:

1. From the screen of your VM in the Azure portal, click on Disks on the left-hand sidebar under
the Settings section:
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e ] sm-azcookbook-recipes-ade-vm » x

Virtual machine

|}3' Search | # ).‘Fr Connect s [}“‘ Start Q‘ Restart |:| Stop
- -

g #~ Essentials

& Networling Resource group (move)

& Connect sm-azcookbook-recipes-ade-rg

B Windows Admin Center ifr::?rg

I' Disks H-F—- Location
UK South

B size
Subscription (mowve)
) Microsoft Defender for Cloud Microsoft Azure Sponsorship

Figure 4.17 - VM page: disk selection

2. From the top bar, click Additional settings:

e sm-azcookbook-recipes-ade-vm | Disks

Virtual machine

|,O Search | # Save >< Discard O Refresh ‘@3 Additional settings R_" Feedback ﬁ Troubleshoot
Settings *  osdisk

£ Networking & Swap OS disk

& Connect Disk name Storage type Size (GiB) Max IOPS

B Windows Admin Center sm-azcookbook-recipes-ade-  Premium S5D LRS 127 500

® Disks « I

Figure 4.18 - Disks | Additional settings

3. From the Disks settings page, under the Encryption settings section, click the dropdown for
Disks to encrypt and select OS and data disks:
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Encryption settings
Azure Disk Encryption (ADE) provides volume encryption for the OS and data disks. Learn more about Azure Disk

Encryption.

isks to encrypt (0

Mone

None

05 disk

05 and data disks

Figure 4.19 - Encryption settings

4. From the Key Vault setting, click Create a key vault:

Encryption settings
Azure Disk Encryption (ADE) provides volume encryption for the OS and data disks, Learn more about Azure Disk

Encryption.

Disks to encrypt (0
05 and data disks

Azure Disk Encryption is integrated with Azure Key Vault to help manage encryption keys. As a prereguisite, you need to
have an existing key vault with encryption permissions set. For additional security, you can create or choose an optional

key encryption key to protect the secret,
|Eey Vault* (D | Select a key vault R |
|| Create a key vault |'|

Key @ | Select a key

Version (D) | Select a key version

Figure 4.20 — Create a key vault

5. From the Create a key vault page, on the Basics tab, under Instance details, enter as required
a Key vault name value; this must be a unique name:
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Create a key vault

Basics  Accesspolicy  Metworking  Tags  Review + create

Azure Key Vault is a cloud senvice used to manage keys, secrets, and certificates. Key Vault eliminates the need for developers
to store secunity information in their code. It allows you to centralize the storage of your application secrets which greatly
reduces the chances that secrets may be leaked. Key Vault also allows you to securely store secrets and keys backed by
Hardware Security Modules or HSMs. The HSMs used are Federal Information Processing Standards (FIPS) 140-2 Level 2
validated. In addition, key vault provides logs of all access and usage attempts of your secrets so you have a complete audit
trail for compliance.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUF resources.

Subscription | Microsoft Azure Sponsorship (8de2ele8-ded4-4feb-8205-35b48b593bb1)  ~ |
|_ Resource group * | sm-azcookbook-recipes-ade-rg hd |
Create new

Instance details

Key vault name* (D | Enter the name |
Region | UK South v |
Pricing tier * (@ | Standard ~ |

Figure 4.21 — Key vault settings

6. Click Next to move to the Access policy tab.

7. From the Access policy tab, under the Resource access section, check the Azure Disk Encryption
for volume encryption box:
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» sm-azcookbook-recipes-ade-vm | Disks > Disk settings >

Create a key vault
Basics  Access policy  Metworking  Tags  Review + create

Access configuration

Assign access policy and determine whether a given service principal, namely an application
certificates. Learn more

Permission model @ Vault access policy (O
O Azure role-based access contral @O

Resource access

Choose among thedfBllowing options to grant access to specific resource types

D Azure
n

. Azure Disk Encryption for volume encryption ©

| Machines for deployment @
Resource Manager for template deployment @

Figure 4.22 — Access policy

8. Click Review + create.

9. Click Create on the Review + create tab.

10. Once the key vault has been successfully created, you will be returned to the Disk settings page.
11. For the Key setting, click Create a key:

Disks to encrypt (D
| 0 and data disks v

Azure Disk Encryption is integrated with Azure Key Vault to help manage encryption keys. As a prerequisite, you need to
have an existing key vault with encryption permissions set, For additional security, you can create or choose an optional
key encryption key to protect the secret.

Key Vault* @ | sm-ade-ky e |
Manage selected vault
\ Create a key vault
Key @ | Select a key s |
Create a key

Figure 4.23 - Create a key
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12. From the Create a key page, enter the required Name value, then click Create:

Home > CreateVm-Micros Create a key
Disk settings

sm-azcookbook-recipes-ade-vn

Name * (0 | sm-ade-vm-key o
Ultra disk Key type @ (®) Rsa
Enable Ultra disk compatibilit O e
RSA key size @® 2048
O 2072
Encryption at host
Typ Q) 4096
Encryption at host ©
Set activation date (D H
Activation date | 11/05/2022 m| [ e:0419 PM |
Encryption settings | (UTC+00:00) Dublin, Edinburgh, Lisbon, London A% |
Azure Disk Encryption (ADE)
Encryption. Set expiration date (D O
Disks £ £
isks to encrypt © Enabled =
OS and data disks

Azure Disk Encryption is inte

have an existing key vault wit

key encryption key to protec
Figure 4.24 - Key settings

13. Once the key has been successfully created, you will be returned to the Disk settings page.
14. Click Save.
15. A notification will display that the disk encryption settings succeeded:

Notifications X
More events in the activity log — Dismiss all ~~
@ Successfully updated disk encryption settings *

Successfully updated disk encryption sethings for sm-azcookbook-recipes-ade-
VL

a few seconds ago

Figure 4.25 - Settings succeeded
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16. The encryption status of the VM disk volumes can be verified by running the following
PowerShell command from Azure Cloud Shell:

Get-AzVmDiskEncryptionStatus -VMName MyVM
-ResourceGroupName MyResourceGroup

The following screenshot shows the output of this command:

L Search resources, services, and docs (G+/)

PowerShel ~ | ¢y 2 @S b I O — O

PS /home/smiles> Get-AzWmDiskEncryptionStatus -\VIMName sm-azcookbook-recipes-ade-vm -
sm-azcookbook-recipes-ade-rg

OsWolumeEncrypted : Encrypted
DataVolumesEncrypted : NoDiskFound
OsVolumeEncryptionSettings : Microsoft.Azure.Management.Compute.Models.DiskEncryptionSettings

ProgressMessape : [2.2.8.44]

Figure 4.26 - Encryption status

This task of encrypting a Windows VM using ADE is complete. In the next task, we'll clean up the

resources created in this recipe.
Task - cleaning up resources

Perform the following steps:
1. From Azure Cloud Shell, run the following PowerShell command:

Remove-AzResourceGroup -Name "myResourceGroup"

2. Type Y or click Enter to accept removing the resource group:

Microsoft Azure KL Search resources, services, and docs (G+/)

PowerShell & | v 2 & [ [ ¥ [

PS [home/smiles» Remove-AzResourceGroup -Name

Confirm
Are you sure you want to remove resource group 'sm-azcookbook-recipes-ade-rg”
[¥] Yes [N] Mo [5] Suspend [?] Help (default is "¥"):

Figure 4.27 - Deleting a resource group

This task to clean up the resources created in this recipe is complete.
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How it works...

For this recipe, we looked at implementing ADE using the Azure portal to provide encryption of data
on VM disks at rest in Azure Storage. We created a VM and a key vault configured to store encryption
keys and then encrypted the OS disk of the VM. We verified the OS disk had been encrypted with
ADE using the following PowerShell command run from Cloud Shell:

Get-AzVmDiskEncryptionStatus

ADE provides volume-level encryption for all OSs and data disks attached to a VM and is zone resilient.
ADE uses the Windows BitLocker feature, but you do not directly interact with BitLocker or use
BitLocker to decrypt a VM that used ADE to perform the encryption.

The supported VMs and OSs are listed as follows:

o Generation 1 and 2 VMs

o VMs with SSD premium storage are also supported

o VMs with more than 2 GB of memory

o Client OS: Windows 8 and newer, including Windows 10 Enterprise multi-session

o Server OS: Windows Server 2008 R2 and newer

Please refer to the following Microsoft Learn article for unsupported scenarios:

https://learn.microsoft.com/en-us/azure/virtual -machines/windows/
disk-encryption-windows#unsupported-scenarios

You must ensure the following for the Windows VM to have ADE configured:

o Must be able to connect to the login.microsoftonline.com Azure AD endpoint

o Must be able to connect to the Azure Key Vault endpoint; please refer to https://learn.
microsoft.com/en-us/azure/key-vault/general/access-behind-firewall

o Must be able to connect to an Azure Storage endpoint that hosts the Azure VM

There’s more...

In addition to ADE as a type of encryption available for managed disks, there are other options
available, as follows:

o Azure Storage Service Encryption (SSE)
o Encryption at the host

o Confidential disk encryption
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The core difference between ADE and SSE is that ADE operates at the VM virtual hard disk (VHD)
level, and only the VM that owns the disk can access the encrypted disk image. SSE operates at the
physical disk level when the data is decrypted and loaded into memory when the data on the disk

is accessed.

Further information on these additional encryption capabilities can be found in the following Microsoft
Learn articles:

Security best practices for IaaS workloads in Azure: https://learn.microsoft.com/
en-us/azure/security/fundamentals/iaas

Azure Virtual Machines security overview: https://learn.microsoft.com/en-us/
azure/security/fundamentals/virtual-machines-overview

Overview of managed disk encryption options: https://learn.microsoft.com/en-us/
azure/virtual-machines/disk-encryption-overview

Encryption options for protecting Windows and Linux VMs: https://learn.microsoft.
com/en-us/training/modules/secure-your-azure-virtual-machine-
disks/2-encryption-options-for-protecting-windows-and-linux-vms

See also

Should you require further information, you can refer to the following Microsoft Learn articles:

Azure Disk Encryption for Windows VMs: https://learn.microsoft.com/en-us/
azure/virtual-machines/windows/disk-encryption-overview

Secure your Azure virtual machine disks: https://learn.microsoft.com/en-us/
training/modules/secure-your-azure-virtual-machine-disks
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In the previous chapter, we covered recipes for protecting the integrity of Azure VMs by ensuring that
they were updated, antimalware was enabled, and disks were encrypted disks.

With public cloud provider platforms, the shared responsibility model means that while the provider
is responsible for providing security and control mechanisms of the platform hosting that data that
can be enabled, the customer is always responsible for correctly implementing and configuring those
controls and ensuring appropriate governance and operations.

To avoid doubt, it is critical to call out that the customer is always responsible for the data stored on
those platforms and its operation.

We can use an analogy of a rented property and your relationship with the landlord. While the landlord
will be responsible for providing doors and windows and the controls such as locks, alarms, and a
gated entrance for vehicle access with CCTV to monitor the property, you are responsible for ensuring
that you have shut the doors, set the alarm, closed the gates, and operated the CCTV.

If you are not enabling and configuring these controls from the platform provider to secure your data,
you are negligent in your duty of care for that data.

This chapter will teach you how to secure and protect Azure databases.

By the end of this chapter, you will have covered the following recipes to secure Azure databases:
o Implementing a service-level IP firewall
o Implementing a private endpoint

o Implementing Azure AD authentication and authorization
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If you wish to have a primer on securing databases or learn additional functionality, you can read the
following Microsoft articles:

What is database security?: https://azure.microsoft.com/en-us/resources/
cloud-computing-dictionary/what-is-database-security/#what-is-
database-security

Configure and manage SQL database security: https://learn.microsoft.com/
en-us/training/modules/sgl-database-security

Auditing for Azure SQL Database and Azure Synapse Analytics: https://learn.microsoft.
com/en-us/azure/azure-sql/database/auditing-overview

Always Encrypted documentation: https://learn.microsoft.com/en-us/azure/
azure-sqgl/database/always-encrypted-landing

Technical requirements

For this chapter, it is already assumed that you have an Azure AD tenancy and an Azure subscription
from completing the recipes in previous chapters of this cookbook. If you skipped straight to this
section, the information to create a new Azure AD tenancy and an Azure subscription for these recipes
is included in the following list of requirements.

For this chapter, the following are required for the recipes:

A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

An Azure AD tenancy and Azure subscription; you may use an existing one or sign up for
free: https://azure.microsoft.com/en-us/free

An Owner role for the Azure subscription

Implementing a service-level IP firewall

In many workload scenarios, the first line of protection in a defense-in-depth approach to security is
a network layer firewall to act as a layer 3 network traffic packet filter.

This recipe will teach you how to restrict network access to your Azure SQL database. We will configure
rules for the native Azure service-level IP firewall service to protect your Azure databases.
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Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role for the
Azure subscription

o Access to an Azure SQL database; we will step through this process in the following Getting
ready tasks

Continue with the following Getting ready tasks for this recipe:

o Creating an Azure SQL database
Getting ready task — creating an Azure SQL database
Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com

2. From the top menu of the Azure portal, in the Search box, type SQL databases, and click
on SQL databases from the results:

Micrc-suft Azure | £ sql databases|

All Services (24) Resources
Welcome to A Resource Groups Marketplace (9)
Don't have a subscripti
Documentation (30) Azure Active Directory
Services See all

B sQL databases

Figure 5.1 — Searching for a resource

3. Click + Create from the top toolbar from the SQL databases page.

4. From the Basics tab of the Create SQL Database page, under the Project details section,
set your Subscription as required. Then, under Resource group, select Create new, enter a
Name, and click OK.


https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
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5. Under the Database details section, enter a Database name as required, and for Server, click
Create new.

6. From the Create SQL Database Server page, under the Server details section, set a Server
name (this must be globally unique) and Location as required:

Create SQL Database Server
Microsoft

Server details

Enter required settings for this server, including providing a name and location. This server will be created in the same
subscription and resource group as your database.

Server name * l sm-azsecuritycookbook-azsqldb-server v l

database.windows.net

Location * I (Europe) UK South ~ I

Figure 5.2 - Create SQL Database Server

7. Under the Authentication section, set Authentication method to Use SQL authentication,
and then enter a Server admin login and Password as required. Then, click OK:

Authentication

Select your preferred authentication methods for accessing this server. Create a server admin login and password to
access your server with SQL authentication, select only Azure AD authentication Learn more & using an existing Azure AD
user, group, or application as Azure AD admin Learn more &, or select both SQL and Azure AD authentication.

Authentication method O Use only Azure Active Directory (Azure AD) authentication
O Use both SQL and Azure AD authentication
@ Use 5QL authentication

Server admin login * l azsecuritycookbook v I
Password * l [ o l
Confirm password * l assenscannen o I

Figure 5.3 — Setting up authentication

8. Set Workload environment to Development to reduce running costs for this recipe:
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Workload environment @ Development
O Production

Figure 5.4 — Setting the environment

9. From the Networking tab, under the Network connectivity section, set Connectivity method
to Public Endpoint:

Create SQL Database

Microsoft
Basics Networking Security  Additional settings Tags Review + create

Configure network access and connectivity for your server. The configuration selected below will apply to the selected
server 'gtftyutgtyuieTh' and all databases it manages. Learn more &

Metwork connectivity

Choose an option for configuring connectivity to your server via public endpoint or private endpoint. Choosing no access
creates with defaults and you can configure connection method after server creation. Leam more &

Connectivity method * (& O Mo access
@ Public endpoint

O Private endpoint

Figure 5.5 — Setting network connectivity

10. For this recipe, no other configuration needs to be reviewed or required; click Review + Create.
11. Click Create on the Review + create tab.
12. A notification will display that the resource deployment succeeded.

13. Click on Go to resource so that you're ready for the first task for this recipe.

This Getting ready task is complete. You are now ready to continue the main tasks for this recipe,
which involve setting a service-level IP firewall.

How to do it...
This recipe consists of the following tasks:

o Setting server-level firewall rules
o Setting database-level firewall rules

o Cleaning up resources
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Task - setting server-level firewall rules

Perform the following steps:

1. From the created Azure SQL database page, click Overview from the top of the left toolbar:

‘P Search ‘ «

Start working with your database

Activity log Connect to your database and start working with data with a few simple steps. Learn more 3

® Tags

p Diagnose and solve problems ﬁ ‘ a

& Getting started

. Configure access Connect to application Start developing
/3 Query editor (preview)
Configure network access to your SQL Use connection strings to connect to your SQL  Work in your database by using tools to add,
Settings server, Learn more (2 database from your applications and favorite maodify and query data. Compare tools =
tools.

@ compute + storage
See connection strings Open Azure Data Studio

& Connection strings
Open in Visual Studio

Il Properties

Figure 5.6 — Configuring access

2. From the Overview page, click Set server firewall from the top toolbar:

sm-azsecuritycookbook-azsqldb-db1 (sm-azsecuritycookbook-azsqldb-server/sm-azsecuri... = % - X
SQL database

Do O mmoe T opn

@ This database was just created. Do you need any help getting started?

[ Delete 2 Connectwith.. v & Feedback

Activity log

A Essentials JSON View
L 4 Tags
Resource group (move) Server name
£ Diagnose and solve problems sm-azsecuritycookbook-azsqldb-rg sm-azsecuritycookbook-azsqldb-server.database.windows.net
& Getting started status Connection strings )
Online Show database connection strings
A Query editor (preview) Location Pricing tier
UK south General Purpose - Serverless: Standard-series (Gens), 1 vCore

Figure 5.7 - Set server firewall

3. From the Public access tab, under Public network access, click Selected networks:

Networking
A& Feedback

Public access Private access Connectivity

Public network access
Public Endpoints allow access to this resource through the internet using a public IP address. An application or resource that is granted access with the following network rules still requires proper
authorization to access this resource. Learn more@

Public network access O Disable
© Selected networks

(D Connections from the IP addresses configured in the Firewall rules section below will have access to this database. By default no public IP addresses are allowed.
Learn more[?

Figure 5.8 — Selected networks
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4. Under Firewall rules, click + Add a firewall rule:

Firewall rules

Allow certain public internet IP addresses to access your resource. Learn more@

-+ Add your client IPv4 address (90.152.127.206)} —+ Add a firewall rule

Rule name Start IPv4 address End IPv4 address

ClientlPAddress_2022-11-18_10-52-50 | | 90.152.127.206 | | 90.152.127.206 | ]E

Figure 5.9 — Add a firewall rule

5. Add Rule name, Start IP, and End IP for your scenario:

Firewall rules

Allow certain public internet IP addresses to access your resource, Learn more3

—+ add your client IPv4 address (90.152.127.206) —+ Add a firewall rule

Rule name Sta .
Add a firewall rule

ClientiPAddress_2022-11-18.10-52-50 | E Rule name Start 1P End IP

| | | |
Exceptions OK

|:| Allow Azure services and resources to access this server ©

Figure 5.10 — Setting the firewall information

6. Click Save.

With that, you have set a server-level firewall rule. In the next task, we will set a database-level
firewall rule.

Task - setting database-level firewall rules
Perform the following steps:

1. From the created Azure SQL database page, click Query editor from the left menu:
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sm-azsecuritycookbook-azsqldb-db1

SQL database

| P Search

‘ « [ copy 'O Restore T

@ Overview

Activity log

Diagnose and solve problems

Getting started

s

0 This database was just created.

# Essentials

Resource group (move)
sm-azsecuritycookbook-azsgldb-rg

Status

$ Tags
2
&
J -

Query editor (preview) I

Online

Location

Settings

UK South
Subscription {move)

Figure 5.11 — Query editor

2. Enter your SQL server authentication credentials from the Query Editor page, then click OK:

& Getting started

ﬂ Query editor (preview)

Settings

L

@ Compute + storage
;‘9‘ Connection strings
ii Properties

E] Locks

Data management

Welcome to SQL Database Query Editor

SQL server authentication

Login *

‘ azsecuritycookbook |

Password *

@ Replicas

[#) Sync to other databases

Integrations

Figure 5.12 -

Authenticating to the database
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3. From the Query Editor area, enter EXECUTE sp set database firewall rule
N'Example Cookbook DB Rule', '<your-device publicIP>', '<your-
device publicIPs>'; asa queryand hit Run:

8 Login + New Query T Open query &7 Feadback

Query 1

P> Run [ cancel query L Savequery v Exportdataas ~ Ei Show only Editor

1 EXECUTE sp_set database firewall rule N'Example Cookbook DB Rule', "98.152.127.286',°'98.152.127.286";

Figure 5.13 - Running a query

4. From the top toolbar of the Query Editor area, click on + New Query.

5. From the newly opened Query pane, enter SELECT * FROM sys.database firewall
rules ORDER BY name; asa query and hit Run:

2 Login  —+ New Query T Open query A Feedback

Query 1 Query 2

D rRun [ cancel query v Save guery v Export dataas ~~ 558 Show only Editor
1 SELECT-*- FROM- sys.database_firewall rules- ORDER-BY-name;
Figure 5.14 - Running a query

6. You will see the rule you created in the Results pane:

Results  Messages

| 2 search to filter items...

id name start_ip_address end_ip_address
1 Example Cookbook DB Rule 90.152.127.206 90.152.127.206

Figure 5.15 - Viewing the query’s result

With that, you have set a database-level firewall rule. In the next task, we will clean up the resources
that were created in this recipe.
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Task - cleaning up resources
Perform the following steps:

1. From the Search box area in the Azure portal, type resource groups and select Resource
Groups from the listed Services results.
2. From the Resource groups page, select the resource group we created for this recipe and click
Delete resource group; this will delete all the resources that were created as part of this recipe:
~+ Create @ Manage view E] Delete resource group C_) Refresh ir Export to CSV

A Essentials

Subscription (movel Deplovments

Figure 5.16 - Delete resource group

With that, you have cleaned up the resources that were created in this recipe.

How it works...

For this recipe, we looked at implementing a service-level IP firewall. This allowed us to remove access
from all networks and then explicitly define the public internet IP addresses where we wish to access
our SQL servers and databases for remote access purposes by administrators.

As a getting ready task, we created an Azure SQL database to illustrate the public Paa$ service we
want to restrict network access to.

We wanted to show you how to ensure that connections can only be made from those networks and
specific IPs we explicitly allow.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

 An overview of Azure SQL Database and SQL Managed Instance security capabilities: ht tps://
learn.microsoft.com/en-us/azure/azure-sql/database/security-
overview

o Outbound firewall rules for Azure SQL Database and Azure Synapse Analytics: https://
learn.microsoft.com/en-us/azure/azure-sqgl/database/outbound-
firewall-rule-overview

o Azure SQL Database and Azure Synapse IP firewall rules: https://learn.microsoft.
com/en-us/azure/azure-sqgl/database/firewall-configure
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https://learn.microsoft.com/en-us/azure/azure-sql/database/firewall-configure

Implementing a private endpoint

o Exercise - Restrict network access: https://learn.microsoft.com/en-us/training/
modules/secure-your-azure-sgl-database/2-restrict-network-access

o Azure SQL Database and Azure Synapse Analytics network access controls: https://
learn.microsoft.com/en-us/azure/azure-sql/database/network-
access-controls-overview

o Quickstart: Use SSMS to connect to and query an Azure SQL database or Azure SQL Managed
Instance: https://learn.microsoft.com/en-us/azure/azure-sql/database/
connect-query-ssms

Implementing a private endpoint

One of the foundations of securing resources is to reduce the attack surface area and minimize
exposure to public network access.

Azure PaaS$ services’ inherent nature and concern are that they have public endpoints, which means
any vulnerabilities are exposed and can be exploited. One of the best practices we should follow in our
security model for cloud services is to limit public access to resources wherever possible and adopt a
network model where private IP addressing is used wherever possible.

Azure Private Link is an Azure service that enables you to connect to public endpoint Paa$ services
such as Azure SQL database and Azure Storage from an Azure virtual network.

Using the Private Link capability, you can privately connect to a Paa$ service by creating a private
endpoint (in place of a public endpoint) to connect to.

The PaaS service endpoint is never exposed to the internet, and traffic to and from the service never
traverses the public internet. As such, traffic stays private on the Microsoft backbone network.

This recipe will teach you how to implement a private endpoint to provide non-public secure endpoint
access to your Azure databases.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role for the
Azure subscription

o Access to an Azure SQL database instance; we will step through creating this as a Getting
ready task

o An Azure Virtual Network; we will step through creating this as a Getting ready task
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Continue with the following getting ready tasks for this recipe:

Creating an Azure Virtual Network

Creating an Azure SQL database

Getting ready task - creating an Azure Virtual Network

Perform the following steps:

1.
2.

5.
6.

Sign in to the Azure portal: https://portal.azure.com

In the search bar, type virtual networks; click on Virtual networks from the list of
services shown.

From the Virtual networks blade, click on the + Create option from the top menu of the
blade, or use the Create virtual network button at the bottom of the blade. Set the Project
and Instance details settings as required on the Basics tab.

No further configuration is required for this recipe. Click Review + create.
On the Review + create tab, click Create.

You will receive a notification that the deployment succeeded.

This getting ready task is complete.

Getting ready task - creating an Azure SQL database

Perform the following steps:

1.
2.

Sign in to the Azure portal: https://portal.azure.com

Navigate to the SQL databases page or from the top menu of the Azure Portal; in the Search
box, type SQL. databases, and click on SQL databases from the results.

Click + Create from the top toolbar from the SQL databases page.

From the Basics tab of the Create SQL Database page, under the Project details section,
set your Subscription as required. Then, under Resource group, select Create new, enter a
Name, and click OK.

Under the Database details section, enter a Database name as required, and for Server, click
Create new.

From the Create SQL Database Server page, under the Server details section, set a Server
name (this must be globally unique) and Location as required.

Under the Authentication section, set Authentication method to Use SQL authentication,
and then enter a username and password as required. Then, click OK.

Set Workload environment to Development to reduce running costs for this recipe.


https://portal.azure.com
https://portal.azure.com
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9. No additional configuration is required for this recipe; click Review + Create.
10. Click Create on the Review + create tab.

11. A notification will display that the resource deployment succeeded.
This getting ready task is complete. You are now ready to continue the main tasks for this recipe of
implementing a private endpoint.
How to do it...
This recipe consists of the following tasks:

o Creating an Azure SQL private endpoint

o Cleaning up resources
Task - creating an Azure SQL private endpoint

Perform the following steps:

1. From the created Azure SQL database page, click Configure under Configure access from
the Getting started page:

sm-azsecuritycookbook-azsqldb2 (sm-azsecuritycookbook-azsqldb2-server/sm-azsecuritycoo...
SQL database

‘ P Search | «
B Ovenview Start working with your database
Activity log Connect to your database and start working with data with a few simple steps. Learn more 2
L Tags
&2 Diagnose and solve problems ri ‘ a
b Getting started ’

m " Configure access Connect to application Start developing
/i Query editor (preview)

Configure network access to your SQL Use connection strings to connect to your SQL  Work in your database by using tools to add,
Settings server. Learn more 3 database from your applications and favorite modify and query data. Compare tools

9 toals.

© Compute + storage

See connection strings ‘Open Azure Data Studio
,6’ Connection strings

Open in Visual Studio

Figure 5.17 — Configuring access

2. From the Networking page, ensure that, from the Public access tab, Public network access
is set to Disable:
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book-azsqldb2-server | Networking
R'j Feedback

Public access Private access Connectivity

Public network access
Public Endpoints allow access to this resource through the internet using a public IP address. An application or resource that is granted access with the

following network rules still requires proper authorization to access this resource. Learn more®

Public network access @ Disable
O Selected networks

® Only approved private endpoint connections will be accepted by this resource. Any existing firewall rules or
wvirtual network endpoints will be retained, but disabled. Learn more@

Figure 5.18 - Disabling public network access

3. Navigate to the Private access tab and, under Private endpoint connections, click Create a

private endpoint:

e

book-azsqgldb2-server | Networking

R'j Feedback

Public access Private access Connectivity

Private Access
Private endpoints allow access to this resource using a private IP address from a virtual network, effectively bringing the service into your virtual network.

Learn more@

Private endpoint connections

-+ Create a private endpaint () Refresh  Approve > Reject [i] Remove

| ~ Filter by name... |

Connection state Description

l:l Private endpoint Connection name

Figure 5.19 — Create a private endpoint

4. From the Basics tab of the Create a private endpoint page, set the Project Details and Instance

details properties as required:
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Create a private endpoint

o Basics | F—' ) Resource |, 3 ) Virtual Network [ 4 JDNS | 5 JTags | 5 ) Review + create

Use private endpoints to privately connect to a service or resource. Your private endpoint must be in the same region as your
virtual network, but can be in a different region from the private link resource that you are connecting to. Learn more

Project details

Subscription* (3D | Microsoft Azure Sponsorship (8de2e9e8-ded4-4feb-8205-35b48b593bb1) ~ |
\— Resource group * (@D | sm-azsecuritycookbook-azsagldb4-rg v |
Create new

Instance details

Mame * I sm-azsecuritycookbook—azsqldb—PrivateEndPoinﬂ \/ |
Metwork Interface Mame * | sm-azsecuritycookbook-azsqgldb-PrivateEndPoint-nic w |
Region * | UK South ~ |

Figure 5.20 — Setting information for the private endpoint

5. Click Next : Resource, and then click Next: Virtual Network.

6. From the Virtual Network tab, ensure that you have selected the Virtual network and Subnet
properties you want to deploy the private endpoint:

~/ Basics ~ Resource o Virtual Network | 4 JDNS 5 JTags | 5 ) Review + create

MNetworking

To deploy the private endpoint, select a virtual network subnet. Learn more

Virtual network * (@) | sm-azsecuritycookbook-azsgldb4-vnet s |

Subnet* (@ | sm-azsecuritycookbook-azsgldb4-vnet/default (10.1.0.0/24) ~~ |

Figure 5.21 - Setting up a virtual network

7.  Click Next: DNS, click Next: Tags, and then click Review + create.

8. From the Review + create tab, click Create.

With that, you have implemented a private endpoint. In the next task, we will clean up the resources
that were created in this recipe.
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Task - cleaning up resources
Perform the following steps:
1. From the Search box area in the Azure portal, type resource groups and select Resource
Groups from the listed Services results.
2. From the Resource groups page, select the resource group we created for this recipe and click

Delete resource group; this will delete all the resources that were created as part of this recipe:

+ Create @ Manage view v EI Delete resource group O Refresh ¥ Export to CSV

A Essentials

Subscriotion (move) Deplovments
Figure 5.22 - Delete resource group

With that, you have cleaned up the resources that were created in this recipe.

How it works....

In this recipe, we looked at implementing Azure Private Link to create a private endpoint that can
connect to our PaaS services from an Azure virtual network. The benefit is that we do not expose
our PaasS services to the public internet, and traffic can remain private over the Microsoft backbone.

As a getting ready task, we created an Azure Virtual Network Azure SQL database to illustrate the
public Paa$ service we want to connect to privately.

We wanted to demonstrate the ability to configure a public PaaS service to ensure that the connection
traffic stays on the Microsoft backbone so that it bypasses the public internet.

There’s more...

Now that we understand the concepts of private connectivity for public Paa$S services such as Azure
SQL database, we can explore this capability further. In the following Microsoft Learn article, you will
learn how to privately connect a PaaS web application to a database’s private endpoint; this ensures
traffic only passes via the virtual network to the database and never over the internet:

o Web app private connectivity to Azure SQL Database: https://learn.microsoft.
com/en-us/azure/architecture/example-scenario/private-web-app/
private-web-app


https://learn.microsoft.com/en-us/azure/architecture/example-scenario/private-web-app/private-web-app
https://learn.microsoft.com/en-us/azure/architecture/example-scenario/private-web-app/private-web-app
https://learn.microsoft.com/en-us/azure/architecture/example-scenario/private-web-app/private-web-app
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See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o An overview of Azure SQL Database and SQL Managed Instance security capabilities: ht tps: //
learn.microsoft.com/en-us/azure/azure-sqgl/database/security-
overview

e What is Azure Private Link?: https://learn.microsoft.com/en-us/azure/
private-link/private-link-overview

o Azure Private Link for Azure SQL Database and Azure Synapse Analytics: https://learn.
microsoft.com/en-us/azure/azure-sqgl/database/private-endpoint-
overview

o Azure SQL Database and Azure Synapse Analytics network access controls: https://
learn.microsoft.com/en-us/azure/azure-sql/database/network-
access-controls-overview

Implementing Azure AD authentication and authorization

With cloud-based implementations of databases such as Azure SQL, we can centrally manage, control,
and protect the identities of users who access the databases when we use the Azure Active Directory
(Azure AD) Cloud Identity Provider service.

Microsoft provides Azure AD as a fully managed Identity Provider (IDP) platform provided as
Software-as-a-Service (SaaS). Its primary function is to manage and control resource access through
Authentication and Authorization.

Azure AD provides a mechanism to centrally authenticate users/groups for admin access to an Azure
SQL database, without requiring local database accounts.

This recipe will teach you how to implement a centralized, controlled, and secure access management
method for connecting to your Azure SQL databases using Azure AD authentication in place of local
database accounts.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role for the
Azure subscription
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e Access to an Azure AD account that has a Global Administrator role

o Access to an Azure SQL database; we will step through this process in the following Getting
ready tasks

Continue with the following getting ready tasks for this recipe:

o Creating an Azure SQL database
Getting ready task - creating an Azure SQL database
Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com

2. Navigate to the SQL databases page or from the top menu of the Azure portal; in the Search
box, type SQL. databases, and click on SQL databases from the results.

3. Click + Create from the top toolbar of the SQL databases page.

4. From the Basics tab of the Create SQL Database page, under the Project details section, set
a Subscription as required. Then, under Resource group, select Create new, enter a Name,
and click OK.

5. Under the Database details section, enter a Database name as required, and for Server, click
Create new.

6. From the Create SQL Database Server page, under the Server details section, set a Server
name (this must be globally unique) and Location as required.

7. Under the Authentication section, set Authentication method to Use SQL authentication
and enter a username and password as required. Then, click OK.

8. Set Workload environment to Development to reduce running costs for this recipe.
9. No additional configuration is required for this recipe; click Review + Create.
10. Click Create on the Review + create tab.

11. A notification will display that the resource deployment succeeded.

This getting ready task is complete. You are now ready to configure Azure AD authentication for
accessing Azure SQL.

How to do it...
This recipe consists of the following tasks:

o Configuring authentication to Azure AD for Azure SQL databases

« Cleaning up resources


https://portal.azure.com
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Task - configuring authentication to Azure AD for Azure SQL databases

Perform the following steps:

1.
2.

Sign in to the Azure portal: https://portal.azure.com

Navigate to the SQL Servers page or from the top menu of the Azure portal; in the Search box,
type SQL server, and click on SQL servers from the results.

Open the page for your created SQL server and click Azure Active Directory under the

Settings section:

ol sm-azsecuritycookbook-azsqldb2-server

SQL server

| £ Search ‘ «

-~

B Overview

Activity log

Access control (IAM)
Tags

Diagnose and solve problems

E S e X O

Quick start

Settings

|.-..'. Azure Active Directoryl

B SQL databases

-+ Create database -+ New elastic
 Essentials

Resource group (move)
sm-azsecuritycookbook-azsqldb2-rg
Status

Available

Location
UK South

Subscription (move)
Microsoft Azure Sponsorship

Subscription 1D
8de2e9e8-de94-4feb-8a95-35b48b593bb1

Tags (edit)
Click here to add taas

Figure 5.23 — Azure Active Directory settings

207


https://portal.azure.com

208 Securing Azure SQL Databases

4. From the Azure Active Directory page, click Set admin from the top toolbar:

.2 sm-azsecuritycookbook-azsqldb2-server | Azure Active Direct... X
u SQL server
|P Search | “@ ;} Set admin | &% Remove admin Save

B Overview

Activity log

Ao Access control {IAM)

L Tags

£? Diagnose and solve problems

& Quick start
Settings

s Azure Active Directory

Azure Active Directory admin

Azure Active Directory authentication allows you to centrally manage identity and access to your
Azure SQL Database. Learn more &

Admin name: (S) No Active Directory admin

Azure Active Directory authentication only

Cnly Azure Active Directory will be used to authenticate to the server. SQL authentication will be
disabled, including SQL Server administrators and users. Learn more &

|:| Support only Azure Active Directory authentication for this server

Figure 5.24 — Setting an Azure Active Directory admin

5. Search for a user identity as required from your directory:

Azure Active Directory X

Azure Active Directory

|}3 admin x |
admin -
admin @milesbettersolutions.com I
Selected

. admin I

Selected item

admi——
3 B . Remove
adminEEEEE milesbettersolutions.com
Select

Figure 5.25 - Selecting a user

6. Click the user identity and click Select.

7. From the Azure Active Directory page, under Azure Active Directory authentication section
only, check the Support only Azure Active Directory authentication to this server box.
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8. From the pop-up dialog box, click Yes:

§| Set admin &% Remove admin [E| Save
Azure Active Directory admin
Azure Active Directory authentication allows you to centrally manage identity and access to your Azure SQL Database. Leamn more &

Admin name: @ adminabarseseller1 @milesbettersolutions.com (Admin Object/App ID: 5eb84081-508b-4647-af5b-61624ch820c6)

Azure Active Directory authentication only

Only Azure Active Directory will be used to authenticate to the server, SQL authentication will be disabled, including SQL Server administrators
and users. Learn more o

Support only Azure Active Directory authentication for this server

Enable Azure AD authentication only

Enabling "Azure AD authentication only” will disable SQL authentication. Would
you like to continue?

Figure 5.26 — Enable Azure AD authentication only

9. From the top toolbar, click Save:

uritycookbook-azsqldb2-server | Azure Active Directory

&« ;1 Set admin % Remove admin [E% Save
Figure 5.27 - Saving your settings
This task is completed. In the next task, we will clean up the resources that were created in this recipe.
Task - cleaning up resources
Perform the following steps:

1. From the Search box area in the Azure portal, type resource groups and select Resource
Groups from the listed Services results.

2. From the Resource groups page, select the resource group we created for this recipe and click
Delete resource group; this will delete all the resources that were created as part of this recipe:
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+ Create @ Manage view v ]El Delete resource group C_) Refresh L Export to CSV

 Essentials

Subscription (movel Deplovments

Figure 5.28 — Delete resource group

With that, you have cleaned up the resources that were created in this recipe.

How it works...

In this recipe, we looked at centrally managing the identity of database users using Azure AD
authentication and removing access from local SQL authentication accounts.

As a getting ready task, we created an Azure SQL database to configure the Azure AD
authentication mechanism.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Anoverview of Azure SQL Database and SQL Managed Instance security capabilities: https: //
learn.microsoft.com/en-us/azure/azure-sql/database/security-
overview

o Use Azure Active Directory authentication: https://learn.microsoft.com/en-us/
azure/azure-sqgl/database/authentication-aad-overview

« Exercise - Control who can access your database: https://learn.microsoft.com/
en-us/training/modules/secure-your-azure-sql-database/3-manage-
authentication


https://learn.microsoft.com/en-us/azure/azure-sql/database/security-overview
https://learn.microsoft.com/en-us/azure/azure-sql/database/security-overview
https://learn.microsoft.com/en-us/azure/azure-sql/database/security-overview
https://learn.microsoft.com/en-us/azure/azure-sql/database/authentication-aad-overview
https://learn.microsoft.com/en-us/azure/azure-sql/database/authentication-aad-overview
https://learn.microsoft.com/en-us/training/modules/secure-your-azure-sql-database/3-manage-authentication
https://learn.microsoft.com/en-us/training/modules/secure-your-azure-sql-database/3-manage-authentication
https://learn.microsoft.com/en-us/training/modules/secure-your-azure-sql-database/3-manage-authentication
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Securing Azure Storage

In the previous chapter, we covered recipes for securing Azure databases.

We introduced the concept of the shared responsibility model for public cloud platform service providers.
The same approach and model applies to this chapter; the customer is responsible for the security of
storage held in Azure and enabling and configuring the appropriate level of protection and security
controls for the customer’s needs.

This chapter concludes Part 1 of this cookbook, in which we have been looking at Azure’s security
features and capabilities.

In this final chapter of this part, the recipes we look at will cover the security settings that can be
configured and data protection through encryption.

By the end of this chapter, you will have learned the following skills to carry out the following recipes
to secure Azure Storage:

o Implementing security settings on storage accounts
o Implementing network security

o Implementing encryption

Technical requirements

For this chapter, it is already assumed that you have an Azure AD tenancy and an Azure subscription
from completing the recipes in previous chapters of this cookbook. If you skipped straight to this
section, the information to create a new Azure AD tenancy and an Azure subscription for these recipes
is included in the following list of requirements.

For this chapter, the following are required:

o A device with a browser, such as Edge or Chrome, to access the Azure portal at https://
portal.azure.com


https://portal.azure.com
https://portal.azure.com
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o An Azure AD tenancy and Azure subscription; you may use existing ones or sign up for
free: https://azure.microsoft.com/en-us/free.

o An Owner role for the Azure subscription.

Implementing security settings on storage accounts

Azure Storage accounts, by default, have an internet-accessible public endpoint, the same as we learned
about with Azure SQL databases from the last chapter. Therefore, we must provide security and access
control layers for our defense-in-depth strategy.

This recipe will teach you to secure and control access to your Azure storage accounts.

We will look at the security settings that can be configured when creating storage accounts, network
security, and encryption.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role for the
Azure subscription

How to do it...
This task consists of the following tasks:
o Reviewing the security settings when creating a storage account
Task - reviewing the security settings when creating a storage account
Perform the following steps:

1. Signinto the Azure portal athttps://portal.azure.com.

2. Inthe search bar, type storage accounts; click on Storage accounts from the list of
services shown:


https://azure.microsoft.com/en-us/free
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
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NP storage accounts] X"
All Services (19) Marketplace (3)
Documentation (30) Resources (0)

} Resource Groups (0)
)

| | Azure Active Directory (0)

Services See all

—
== Storage accounts

Figure 6.1 — Searching for Storage accounts

3. On the Storage accounts blade, click on the + Create option from the top menu, or use the
Create storage account button at the bottom of the blade.

Home >

Storage accounts = - X

milesbettersolutions.onmicrosoft.com

-+ Create '9 Restore @ Manage view v O Refresh + Exportto CSV ‘%’ Open query

| Filter for any field... | Subscription equals all T Add filter > More (2)
| Mo grouping ~ | | =E List view ~
Name T Type TL Kind Ty Resource group Ty Location T
-+ ’
]

No storage accounts to display

Create a storage account to store up to 500TE of data in the cloud. Use a general-purpose storage account to store
object data, use a MoSQL data store, define and use queues for message processing, and set up file shares in the
cloud. Use the Blob storage account and the het or cool access tiers to optimize your costs based on how frequently
your object data is accessed.

storage account

Learn more o

Figure 6.2 - Create a storage account
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4. Set the Project and Instance details settings as required on the Basics tab:

Create a storage account

Basics Advanced Metworking Data protection Encryption Tags Review

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Diata Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below. Learn more about Azure
storage accounts

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources,

Subscription * | Microsoft Azure Sponsorship (8de2e9e8-ded4-4feb-8a95-35b48b593bb1)  ~ |
Resource group * | (Mew) sm-azcookbook-recipes-storagesecurity-rg v |
Create new

Figure 6.3 - Setting the project details
5.  Under Instance details, set the Storage account name and Region details as required:

Instance details

If you need fo create a legacy storage account type, please click here,

Storage account name (G ¢ | smazcookbookrecipessal |

Region @ * | {Europe) UK South \/|

Figure 6.4 — Setting the instance details

6. Leave the Performance and Redundancy settings at their defaults for this recipe.
7. Click on Next : Advanced.

8. On the Advanced tab, in the Security section, we can now review the security settings configured
at creation time:
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Home > Storage accounts >

Create a storage account - X
Basics Advanced Networking Data protection Encryption Tags Review

@ Certain options have been disabled by default due to the combination of storage account performance,
redundancy, and region.

Security

Configure security settings that impact your storage account.

Require secure transfer for REST API
operations &

Allow enabling public access on
containers ©

Enable storage account key access @

Default to Azure Active Directory D
authorization in the Azure portal ©®

Minimum TLS version & I Version 1.2 N l
Permitted scope for copy operations l From any storage account v l
(preview) ©

! »

< Previous l I Next : Networking >

Figure 6.5 — Security settings for the storage account

* Require secure transfer for REST API operations: This setting ensures that only HTTPS
requests can be made to the storage account. Learn more here: https://learn.
microsoft.com/en-us/azure/storage/common/storage-require-
secure-transfer.

= Allow enabling public access on containers: This setting permits anonymous public endpoint
access to a storage account container. Unchecking this checkbox disables anonymous public
endpoint access to a storage account container. Learn more here: https://learn.
microsoft.com/en-us/azure/storage/blobs/anonymous-read-access-
prevent.


https://learn.microsoft.com/en-us/azure/storage/common/storage-require-secure-transfer
https://learn.microsoft.com/en-us/azure/storage/common/storage-require-secure-transfer
https://learn.microsoft.com/en-us/azure/storage/common/storage-require-secure-transfer
https://learn.microsoft.com/en-us/azure/storage/blobs/anonymous-read-access-prevent
https://learn.microsoft.com/en-us/azure/storage/blobs/anonymous-read-access-prevent
https://learn.microsoft.com/en-us/azure/storage/blobs/anonymous-read-access-prevent
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10.

11.
12.
13.
14.

* Enable storage account key access: This setting allows authorization of access to the storage
account using a shared key or shared access signatures (SAS). Unchecking this checkbox
disables and denies key access. Learn more here: https://learn.microsoft.com/
en-us/azure/storage/common/shared-key-authorization-prevent.

* Default to Azure Active Directory authorization in the Azure portal: This setting allows
the authorization of access to the storage account to a default of using identity-based
authentication, such as Azure AD. Learn more here: https://learn.microsoft.
com/en-us/azure/storage/blobs/authorize-data-operations-
portal#tdefault-to-azure-ad-authorization-in-the-azure-portal.

Minimum TLS version: This setting allows you to specify the default minimum TLS version.
When set to the default of Version 1.2, requests are rejected when made using TLS 1.0 or TLS 1.1.

Learn more here:

https://learn.microsoft.com/en-us/azure/storage/common/transport -
layer-security-configure-minimum-version

Permitted scope for copy operations: This setting implements the limits of the copy operations
for lateral movement and data breach.

No further configuration is required for this recipe.
Click Review.
On the Review tab, click Create. You will receive a notification that the deployment succeeded.

Click on Go to resource ready for the next task for this recipe.

This task of reviewing the security settings that can be implemented when creating a storage account

is complete. In the next task, we will clean up the resources created in this recipe.

Task - cleaning up resources

Perform the following steps:

1.

In the search box in the Azure portal, type resource groups and select Resource Groups
from the listed Services results.

On the Resource groups page, select the resource group we created for this recipe, and click
Delete resource group; this will delete all the resources created as part of this recipe.
+ Create 5% Manage view [0 Delete resource group () mefresh L Export to CSV
# Essentials
Subscrintion (movel Deplovments

Figure 6.6 — Delete resource group


https://learn.microsoft.com/en-us/azure/storage/common/shared-key-authorization-prevent
https://learn.microsoft.com/en-us/azure/storage/common/shared-key-authorization-prevent
https://learn.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal#default-to-azure-ad-authorization-in-the-azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal#default-to-azure-ad-authorization-in-the-azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal#default-to-azure-ad-authorization-in-the-azure-portal
https://learn.microsoft.com/en-us/azure/storage/common/transport-layer-security-configure-minimum-version
https://learn.microsoft.com/en-us/azure/storage/common/transport-layer-security-configure-minimum-version
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This task of cleaning up the resources created in this recipe is complete.

How it works...

For this recipe, we looked at reviewing the security setting options available when creating a storage
account. We saw the default security settings that are applied and the optional security settings that
can be applied.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Implement storage security: https://learn.microsoft.com/en-us/training/
modules/storage-security

o Create a storage account: https://learn.microsoft.com/en-gb/azure/storage/
common/storage-account-create

o Storage account overview: https://learn.microsoft.com/en-us/azure/storage/
common/storage-account-overview

o Azure Storage redundancy: https://learn.microsoft.com/en-us/azure/
storage/common/storage-redundancy

Implementing network security

We must secure not only the storage account itself but also the network we use for access; this enforces
our defense-in-depth strategy.

This recipe will teach you to secure network access to your storage accounts.

We will look at the network access settings that can be configured when creating storage accounts,
virtual network access, and implementing a storage IP firewall.

This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal at https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role for the
Azure subscription.
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How to do it...
This task consists of the following tasks:

o Implementing network access settings when creating a storage account
« Implementing virtual network access
o Implementing a storage IP firewall

Task - implementing network access settings when creating a storage
account

Perform the following steps:

1. Signin to the Azure portal at https://portal.azure.com.

2. Inthe search bar, type storage accounts; click on Storage accounts from the list of
services shown.

I 2 storage accounty e |

-

All Services (19) Marketplace (3)
Documentation (30) Resources (0)

Resource Groups (0)

Azure Active Directory (0)

Services See all

= Storage accounts
Figure 6.7 — Searching for storage accounts

3. On the Storage accounts blade, click on the + Create option from the top menu, or use the
Create storage account button at the bottom of the blade.


https://portal.azure.com
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Home >

Storage accounts = - X

milesbettersolutions.onmicrosoft.com

~+ Create '7 Restore @ Manage view ~ O Refresh - Export to CSV qﬁ Open query

| Filter for any field... | Subscription equals all F Add filtar ~ More (2]
| No grouping v | | =E List view v
Name T Type T. Kind T4 Resource group TJ Location TJ
R —— ’
|

No storage accounts to display

Create a storage account to store up to 500TE of data in the cloud. Use a general-purpose storage account to store
object data, use 2 NoSQOL data store, define and use queues for message processing, and set up file shares in the
cloud. Use the Blob storage account and the hot or cool access tiers to optimize your costs based on how frequently
your object data Is accessed.

Create storage account

Learn more of

Figure 6.8 — Create a storage account

4.  Set the Project and Instance details settings as required on the Basics tab.

Create a storage account

Basics Advanced MNetworking Data protection Encryption Tags Review

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below. Learn more about Azure
storage accounts

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * | Microsoft Azure Sponsorship (8de2e%e8-ded4-4feb-8385-35b48b593bb1) |
Resource group * | (New) sm-azcookbook-recipes-storagesecurity-rg ~ |
Create new

Figure 6.9 — Setting the project details
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5. Under Instance details, set the Storage account name and Region details as required.

Instance details

If you need to create a legacy storage account type, please click here.

Storage account name @ * | smazcookbookrecipessa2 |

Region @ * | (Europe) UK South v |

Figure 6.10 - Set instance details

6. Click Next : Advanced and click Next : Networking.

7. On the Networking tab, under the Network connectivity section, we can now review the
following Network access settings that can be configured at the time of creation.

Create a storage account

Basics Advanced Networking Data protection Encryption Tags Review

Network connectivity

You can connect to your storage account either publicly, via public IP addresses or service endpoints, or privately, using a
private endpoint.

Network access * .
@ Enable public access from all networks

O Enable public access from selected virtual networks and IP addresses

O Disable public access and use private access

i ] Enabling public access from all networks might make this resource available
publicly. Unless public access is required, we recommend using a more restricted
access type. Learn more

Figure 6.11 — Network connectivity settings for the storage account

* Enable public access from all networks: This setting is the default; the storage account’s
public endpoint will allow traffic to be routed from all networks. Consider the security
implications of this “any network” public access.

* Enable public access from selected virtual networks and IP addresses: This setting requires
all access to the storage account to be routed via a virtual network; only the selected virtual
network will be able to access the storage account.
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* Disable public access and use private access: This setting will remove public access. Access
to the storage account can only be provided through a private connection; a private endpoint
must be created.

For this recipe, we will leave the setting as the default of Enable public access from all networks.

8. In the Network routing section, you can determine the Routing preference setting; there are
two options:

* Microsoft network routing: This setting will direct traffic to the Microsoft backbone (private)
network as close to the source as possible

* Internet routing: This setting will direct traffic to enter the Microsoft backbone (private)
network closer to the Azure endpoint

For this recipe, we will leave the setting as the default of Enable public access from all networks.

9. Click Review.
10. On the Review tab, click Create.
11. You will receive a notification that the deployment succeeded.

12. Click on Go to resource ready for the next task for this recipe.

@ Your deployment is complete

Deployment name: smazcookbookrecipessa2...  Start time:
Subscription: Microsoft Azure Sponsorship (8...  Correlation
Resource group: sm-azcookbook-recipes-stor...

v Deployment details

~  Next steps

Go to resource

Figure 6.12 — Resource deployment complete

This task of reviewing the network access settings that can be implemented when creating a storage
account is complete. In the next task, we will look at implementing virtual network access options.
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Task - implementing virtual network access
Perform the following steps:

1. On the created storage account page, click on Networking under the Security + networking
section from the left toolbar.

Home » Storage accounts >

== smazcookbookrecipessa2 =

Storage account

L Search | « T Upload :;. Open in Explorer [il Del
) . - ~ Essentials
Security + networking
) Resource group (move)

& Networking ) )
sm-azcookbook-recipes-storagesecurity-rg

o Azure CDN -
Location

Access keys UK South

Figure 6.13 - Storage account page

2. On the Firewalls and virtual networks tab on the Networking page, select the Enabled from
selected virtual network and IP addresses option in the Public network access section.

Home » Storage accounts > smazcookbookrecipessa2

smazcookbookrecipessa2 | Networking

Storage account

|P Search | “

Firewalls and virtual networks Private endpoint connections Custom domain

Security + networking
save X Discard () Refresh

& Networking
Public network access
# Azure CDN © Enabled from all networks
Access keys I O Enabled from selected virtual networks and IP addresses I
% Shared access signature () Disabled
. . o All networks, including the internet, can access this storage account. Learn more o
& Encryption

Figure 6.14 - Public network settings

3. In the Virtual networks section, you can select Add existing virtual network.
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Add networks X
pessa2 | Networking
Subscription *
0 Configure network security for your storage accounts. Learn mo
l Microsoft Azure Sponsorship (8de2e9e8-de94-4feb-8a95-3... Vv ‘
Virtual networks Virtual networks * ©
+ Add existing virtual network + Add new virtual network l 0 selected v I
Virtual Network Subnet Address ra | Select virtual networks |
No network selected. D Select all
A sm-azcookbook-recipes-storagesecurity-rg
Firewall
Add IP ranges to allow access from the internet or your on-premises
Figure 6.15 — Add existing virtual network
4.  Alternatively, you can select Add new virtual network.
essa2 | Networking - Create virtual network X
Name *
o Configure network security for your storage accounts. Learn l l
Virtual networks Address space * ©
v]

10.1.0.0/16
+ Add existing virtual network + Add new virtual network l

Virtual Network Subnet Addr  Subscription *

10.1.0.0 - 10.1.255.255 (65536 addresses)

l Microsoft Azure Sponsorship (8de2e9e8-de94-4feb-8a95-35b48b593bb 1)

No network selected.

Resource group *

Firewall

sm-azcookbook-recipes-storagesecurity-rg

Add IP ranges to allow access from the internet or your on-premis ~ Create new

Address range Location *
46.69.6.10 [ uk south
IP address or CIDR Subnet
Name *
Resource instances l default

Specify resource instances that will have access to your storage ac

Address range * ©

Resource type [10.1.00/24

v]

‘ Select a resource type

10.1.0.0 - 10.1.0.255 (256 addresses)

DDosS protection ©®

Standard

Exceptions
Allow Azure services on the trusted services list to access this  gepyice endpoint @
D Allow read access to storage logging from any network Microsoft.Storage
D Allow read access to storage metrics from any network .

Firewall ©
Network Routing Enabled

Determine how you would like to route your traffic as it travels fro

Routing preference * ©

@ Microsoft network routing O Internet routing

Figure 6.16 — Add new virtual network

This task is complete. In the next task, we will implement a storage IP firewall.
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Task - implementing a storage IP firewall
Perform the following steps:

1. On the created storage account page, click Networking in the Security + networking section
from the left toolbar.

Home » Storage accounts >

== smazcookbookrecipessa2 =

Storage account

& Search | i T Upload 25 Open in Explarer i Del

s

. . ~ Essentials
Security + networking

. Resource group (move)
& Netwarking ] )
sm-azcookbook-recipes-storagesecurity-rg
b Azure CDN .
Location
Access keys UK South

Figure 6.17 - Storage account page
2. On the Firewalls and virtual networks tab on the Networking page, select the Enabled from
selected virtual network and IP addresses option in the Public network access section:

Home » Storage accounts > smazcookbookrecipessa2

smazcookbookrecipessa2 | Networking

Storage account

|P Search | «

Firewalls and virtual networks  Private endpoint connections Custom domain

Security + networking
Save >< Discard O Refresh

®  Networking
Public network access
# Azure CON @ Enabled from all networks
Access keys I O Enabled from selected virtual networks and |P addresses I
@ Shared access signature () Disabled
- i 0 All netwaorks, including the internet, can access this storage account. Learn more
& Encryption

Figure 6.18 — Public network settings

3. In the Firewall section, check the Add your client IP address (‘Your-IP’) checkbox.
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ipessa2 | Networking

< @ Enabled from selected virtual networks and IP addresses
- O Disabled
@ configure network security for your storage accounts. Learn more o
Virtual networks
-+ Add existing virtual network —+ Add new virtual network
Virtual Network Subnet Address range Endpoint Status Re

Mo network selected.

4

Firewall
Add IP ranges to allow access from the internet or your on-premises networks. Learn more.
|:| Add your client IP address (46.69.6.100 @

Address range

| IP address or CIDR

Resource instances

Specify resource instances that will have access to your storage account based on their system-assigned mana

Figure 6.19 — Storage firewall settings

4. In Address range, add any IP address or CIDR IP block that you wish to allow to access the
storage account.

5. Click Save from the top toolbar of the Firewalls and virtual networks tab.

This task of setting a storage firewall rule is complete. In the next task, we will clean up the resources
created in this recipe.

Task - cleaning up resources
Perform the following steps:

1. Inthe search box in the Azure portal, type resource groups and select Resource Groups
from the listed Services results.

2. On the Resource groups page, select the resource group we created for this recipe, and click
Delete resource group; this will delete all the resources created as part of this recipe.

-+ Create i’éﬁ Manage view v Delete resource group O Refresh Export to CSV
/\ Essentials
Subscriotion (move) Deplovments

Figure 6.20 — Delete resource group

This task of cleaning up the resources created in this recipe is complete.
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How it works...

For this recipe, we looked at implementing the available network security capabilities for a storage
account. We saw the security settings that can be set when creating a storage account. We looked at
the options to restrict access to the storage account from selected virtual networks. We concluded
with how to implement a storage IP firewall to restrict access by IP address or CIDR address block.

There’s more...

This recipe covered tasks including controlling network access through virtual networks and a storage
IP firewall. In addition, you can also create private endpoints, so access via the internet is not possible
and connections are only possible via a virtual network. A private endpoint works by assigning the
storage account a network interface and private IP address for your virtual networK’s private IP address
space; this allows the service to be brought into the virtual network for secure private access.

The Private endpoint connections page for a storage account is represented in the following figure.

Home > smazcookbookrecipessa2

@& smazcookbookrecipessa2 | Networking

Storage account

Firewalls and virtual networks Private endpoint connections | Custom domain
Security + networking -
2@ Networking + Private endpoint /" Approve >< Reject ]E Remove O Refresh
#® Azure CDN l Filter by name... | | All connection states v |
' Access keys \:\ Connection name Connection state Private endpoint Description

@ Shared access signature No results

£ Encryption O

Figure 6.21 - Storage private endpoint connections

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o What is a private endpoint?: https://learn.microsoft.com/en-gb/azure/
storage/common/storage—network—security

o Configure Azure Storage firewalls and virtual networks: https://learn.microsoft.
com/en-gb/azure/storage/common/storage-network-security

o Network routing preference for Azure Storage: https://learn.microsoft.com/en-gb/
azure/storage/common/network-routing-preference

o Virtual Network service endpoints: https://learn.microsoft.com/en-us/azure/
virtual-network/virtual-network-service-endpoints-overview


https://learn.microsoft.com/en-gb/azure/storage/common/storage-network-security
https://learn.microsoft.com/en-gb/azure/storage/common/storage-network-security
https://learn.microsoft.com/en-gb/azure/storage/common/storage-network-security
https://learn.microsoft.com/en-gb/azure/storage/common/storage-network-security
https://learn.microsoft.com/en-gb/azure/storage/common/network-routing-preference
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https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-overview
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-overview
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Implementing encryption

When implementing a Zero Trust approach to cloud resource security, we must adopt the stance
of Assumed Breach. This means assuming that bad actors have already compromised our perimeter
defenses, and we are at risk of data integrity breaches and data exfiltration. Therefore, we must provide
mechanisms that ensure our data’s integrity remains and our data is unreadable and unusable in the
case of exfiltration.

This recipe will teach you to secure your storage account data at rest through encryption using Azure
Storage Service Encryption.

In this task, we will look at the customer-managed keys encryption type; by default, storage accounts
are encrypted by Microsoft-managed keys with no configuration required.

We will look at how encryption can be set for existing storage accounts.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal at https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role for the
Azure subscription

o Access to an Azure storage account; we will step through this process in the following Getting
ready tasks

Continue with the following Getting ready tasks for this recipe:

o Creating an Azure storage account
Getting ready task — creating an Azure storage account
Perform the following steps:

1. Signin to the Azure portal at https://portal.azure.com.

2. Inthe search bar, type storage accounts; click on Storage accounts from the list of
services shown.
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wp storage accounty X
N
All Services (19) Marketplace (3)
Documentation (30) Resources (0)
} Resource Groups (D)
)
u Azure Active Directory (0)

Services See all

—
&= Storage accounts

Figure 6.22 - Searching for Storage accounts

3. On the Storage accounts blade, click on the + Create option from the top menu, or use the
Create storage account button at the bottom of the blade.
Home >

Storage accounts » - X

milesbettersolutions.onmicrosoft.com

=+ Create ? Restare @ Manage view O Refresh  + Export to CSV q%’ Open query

| Filter for any field... | Subscription equals all T Add filter ™ More (2)
| No grouping v | | =E List view v
MName T Type T4 Kind Ty Resource group TL Location T
< I —— »
]

No storage accounts to display

Create a storage account to store up to 500TB of data in the cloud. Use a general-purpose storage account to store
object data, use a NoSQL data store, define and use queues for message processing, and set up file shares in the
cloud. Use the Blob storage account and the hot or cool access tiers to optimize your costs based on how frequently
your object data is accessed.

Create storage account

Learn more &

Figure 6.23 - Create storage account
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4.  Set the Project and Instance details settings as required on the Basics tab.

Create a storage account

Basics  Advanced Networking Data protection Encryption Tags Review

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below. Learn more about Azure
storage accounts

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * | Microsoft Azure Sponsorship (8de2e9e8-dedd-4feb-8a95-35b48b593bb1)  ~ |
Resource group * | {Mew) sm-azcookbook-recipes-storagesecurity-rg w |
Create new

Figure 6.24 — Setting the project details

5. Under Instance details, set the Storage account name and Region details as required.

Instance details

If you need to create a legacy storage account type, please click here.

Storage account name O * | smazcookbookrecipessa4 ’

Region @ * | (Europe) UK South v

Figure 6.25 - Setting the instance details

No further configuration is required for this recipe.
Click Review.

On the Review tab, click Create.

o % N

You will receive a notification that the deployment succeeded.

10. Click on Go to resource ready for the main task for this recipe.

This Getting ready task is complete. You are now ready to continue the main tasks for this recipe of
setting encryption for an existing storage account.
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How to do it...
This task consists of the following tasks:
o Implementing encryption for an existing storage account
Task - implementing encryption for an existing storage account
Perform the following steps:

1. On the created Azure storage account page, click on Encryption in the Security +
networking section.

Home > smazcookbookrecipessad 1669451377093 | Overview >

== smazcookbookrecipessad = *

Storage account

[;3 Search l & 1 Upload :; Open
| Security + networking I - ~ Essentials

& Networking Resource group (move)

4 Azure CDN Location

Access keys Primary/Secondary Locati

Subscription (move)

> Shared access signature
Subscription ID
£ Encryption
Disk state
Microsoft Defender for Cloud
Tags (edit) : Clic

Figure 6.26 — Storage account page

2. On the Encryption page, select Customer-managed keys in the Encryption selection section
of the Encryption tab.
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essa4 | Encryption

Encryption  Encryption scopes

Storage service encryption protects your data at rest. Azure Storage encrypts your data as it's written in our datacenters, and automatically

decrypts it for you as you access it.

Please note that after enabling Storage Service Encryption, only new data will be encrypted, and any existing files in this storage account
will retroactively get encrypted by a background encryption process. Learn more about Azure Storage encryption o'

Encryption selection

Enable support for customer-managed Blobs and files only

keys ©

Infrastructure encryption © Disabled

Encryption type @ Microsoft-managed keys

| O Customer-managed keys

Figure 6.27 — Encryption page

3. In the Key selection section, click Select a key vault and key.
Key selection
Encryption key @ Select from key vault

O Enter key URI

Key vault and key * Select a key vault and key

Figure 6.28 — Customer-managed keys

4. On the Select a key page, select Key vault for the Key store type option:

Home > smazcookbookrecipessa4_1669451377093 | Overview > smazcookbookrecipessa4 | Encryption >

Select a key

Subscription * I Microsoft Azure Sponsorship (8de2e9e8-de94-4feb-8a95-35b48b59... Vv

Key store type © O Key vault
O Managed HSM

Figure 6.29 — Key store type
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5. For the Key vault selection, click on Create new key vault.

Home > smazcookbookrecipessad_1669451377093 | Overview > smazcookbookrecipessad | Encryption >

Select a key

Subscription * I Microsoft Azure Sponsorship (8de2e9e8-de94-4feb-8a95-35b48b59... v

Key store type © @ Key vault
O Managed HSM

Key vault * I v l
| Create new key vaultl

Key I v l

Create new key

Figure 6.30 — Key vault selection

6. On the Create a key vault page, enter the following:

= For Project details, select the same Subscription and Resource group details used to create
the storage account in the Getting ready task for this recipe

* For Instance details, enter the Key vault name details as required, and select the same
Region option used to create the storage account in the Getting ready task for this recipe
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Home > smazcookbookrecipessad_1669451377093 | Overview > smazcookbookrecipessa4 | Encryption > Select a key >

Create a key vault

Azure Key Vault is a cloud service used to manage keys, secrets, and certificates. Key Vault eliminates the need for developers
to store security information in their code. It allows you to centralize the storage of your application secrets which greatly
reduces the chances that secrets may be leaked. Key Vault also allows you to securely store secrets and keys backed by
Hardware Security Modules or HSMs. The HSMs used are Federal Information Processing Standards (FIPS) 140-2 Level 2
validated. In addition, key vault provides logs of all access and usage attempts of your secrets so you have a complete audit
trail for compliance.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * I Microsoft Azure Sponsorship (8de2e9e8-de94-4feb-8a95-35b48b593bb1) v l
Resource group * I smazcookbookrecipes-rg v l
Create new

Instance details

Key vault name * © I smazcookbookkeyvault \/l
Region * | UK South v |
Pricing tier * © I Standard v l

Recovery options

Soft delete protection will automatically be enabled on this key vault. This feature allows you to recover or permanently delete
a key vault and secrets for the duration of the retention period. This protection applies to the key vault and the secrets stored
within the key vault.

o] e ) R

10.

Figure 6.31 — Key vault creation

No further configuration is required for this recipe.
Click Review + create.
On the Review + create tab, click Create.

You will receive a notification that the deployment succeeded; wait to be returned to the Select
a key page.

Once you have returned to the Select a key page, click Create a new key for the Key value.
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Select a key

Subscription * [ Microsoft Azure Sponsorship (8de2e9e8-de94-4feb-8a95-35b48b59... v

Key store type © @ Key vault
O Managed HSM

Key vault * [ smazcookbookkeyvault v |

Create new key vault

Key * I v |

| Create new key |

Figure 6.32 — Key selection

11. On the Create a key page, enter a Name value as required, and then click Create.

Home > smazcookbookrecipessa4_1669451377093 | Overview > smazcookbookrecipessa4 | Encryption > Select a key >

Create a key

Options I Generate v l
Name * © | smazcookbookvaultkey \/l
Key type © @ RSA
O e
RSA key size @ 2048
QO 3072
O 4096
Set activation date ©® D
Set expiration date © D
Enabled Yes No
Tags 0 tags
Set key rotation policy Not configured

Figure 6.33 — Creating a new key

12. Once you have returned to the Select a key page, click Select.
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Home > smazcookbookrecipessa4_1669451377093 | Overview > smazcookbookrecipessa4 | Encryption >

Select a key

o The key ‘'smazcookbookvaultkey' has been successfully created.

Subscription * l Microsoft Azure Sponsorship (8de2e9e8-de94-4feb-8a95-35b48b59... Vv

Key store type © @ Key vault
O Managed HSM

Key vault * [ smazcookbookkeyvault v I

Create new key vault

Key * [ smazcookbookvaultkey v I

Create new key

Figure 6.34 — Select a key

13. Once you have returned to the main Encryption settings page, click Save.

sa4_1669451377093 | Overview > smazcookbookrecipessa4

recipessa4 | Encryption

7 «

a

Encryption selection

Enable support for customer-managed Blobs and files only

keys @

Infrastructure encryption @ Disabled

Encryption type O Microsoft-managed keys

@ Customer-managed keys

o When customer-managed keys are enabled, the storage account named 'smazcookbookrecipessa4' is gr
access to the selected key vault. Both soft delete and purge protection are also enabled on the key vault
be disabled. Learn more o
Key selection

Encryption key @ Select from key vault
O Enter key URI

Key vault and key * Key vault: smazcookbookkeyvault
Key: smazcookbookvaultkey
Select a key vault and key

Identity type © (®) System-assigned
O User-assigned

v Advanced

Figure 6.35 — Save the settings
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14. You will receive a notification that the encryption of the storage account was successful.

@ Successfully updated X
‘smazcookbookrecipessa4’

Successfully updated server side encryption for
'smazcookbookrecipessad'.

Figure 6.36 — Encryption successful

15. You can now close the Encryption page.

16. Click on Go to resource or navigate to your storage account.

Home >

@ smazcookbookrecipessa4_1669451377093 | Overview =

Deployment

« ]ﬁ[ Delete ® Cancel |1| Redeploy \l/ Download O Refresh

o Overview .

@ Your deployment is complete
&l Inputs
Deployment name: smazcookbookrecipessad_16694513...  Start time: 11/26/2022, 8:29:39 AM
Subscription: Microsoft Azure Sponsorship (8de2e9e8-d...  Correlation ID: 121a770e-735e-4f50-b855
Resource group: smazcookbookrecipes-rg

Y= Outputs
2 Template

v Deployment details

A Next steps

Go to resource

Figure 6.37 — Encryption complete

17. From your storage account, click on Encryption in the Security + networking section and
review your customer-managed key information.
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Home > smazcookbookrecipessad_1669451377093 | Overview > smazcookbookrecipessa4

n smazcookbookrecipessa4 | Encryption - X

Storage account

will retroactively get encrypted by a background encryption process. Learn more about Azure Storage encryption
Search «

Security + networking -

Encryption selection
2 Networking

Enable support for customer-managed  Blobs and files only
& Azure CDN keys @
T Access keys . .
Infrastructure encryption © Disabled
@ Shared access signature
Encryption type O Microsoft-managed keys
& Encryption (® Customer-managed keys
© Microsoft Defender for Cloud @ When customer-managed keys are enabled, the storage account named ‘smazcookbookrecipessad' is granted

access to the selected key vault. Both soft delete and purge protection are also enabled on the key vault and cannot

Data management be disabled. Learn more &

@ Redundancy Key selection
@ Data protection Current key [nttp: azre) D)
@ Object replication Automated key rotation © [ Enabled - Using the latest key version ]
& Blobinventory
Key version in use @ [ c98d6fc991304ce4a098be1b270784c3 B
B static website
& Lifecycle management Identity type © System-assigned
& Azure search System-assigned identity [11952037-3c8d-4029-a33c-8d681264ec02 B
Change key

Settings

Figure 6.38 — Encryption settings

This task is complete. In the next task, we will clean up the resources created in this recipe.
Task - cleaning up resources
Perform the following steps:

1. Inthe search box in the Azure portal, type resource groups and select Resource Groups
from the listed Services results.

2. On the Resource groups page, select the resource group we created for this recipe, and click
Delete resource group; this will delete all the resources created as part of this recipe.
+ Create @ Manage view EI Delete resource group O Refresh i Export to CSV
A Essentials
Subscriotion (move) Deplovments

Figure 6.39 — Delete resource group

The task of cleaning up the resources created in this recipe is complete.
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How it works...

In this final recipe task for this chapter, we looked at implementing encryption for the storage account.

As a Getting ready task, we created an Azure storage account for the recipe task to illustrate setting
encryption on an existing storage account.

We used Azure Storage Service Encryption using the customer-managed keys encryption option; by
default, storage accounts are encrypted by Microsoft-managed keys with no configuration required.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Configure customer-managed keys in an Azure key vault for an existing storage account: https: //
learn.microsoft.com/en-gb/azure/storage/common/customer-managed-
keys-configure-existing-account

o What is Azure Key Vault Managed HSM?: https://learn.microsoft.com/en-gb/
azure/key-vault/managed-hsm/overview

o Prevent Shared Key authorization for an Azure Storage account: https://learn.microsoft.
com/en-gb/azure/storage/common/shared-key-authorization-prevent

o Manage storage account access keys: https://learn.microsoft.com/en-us/azure/
storage/common/storage-account-keys-manage

o Assign a Key Vault access policy: https://learn.microsoft.com/en-gb/azure/
key-vault/general/assign-access-policy
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Part 2:
Azure Security Tools

In this part, we will go through recipes that provide complete coverage of the skills and knowledge
required to implement and operate native Azure platform security tools.

This part includes the following chapters:
o Chapter 7, Using Advisor
o Chapter 8, Using Microsoft Defender for Cloud
o Chapter 9, Using Microsoft Sentinel
o Chapter 10, Using Traffic Analytics






7
Using Advisor

In the previous chapter, we looked at securing the available storage services in Azure. We looked at
how the shared responsibility model for public cloud platform providers requires the customer to have
implemented the appropriate solutions and controls to ensure their storage is secure and protected.

This previous chapter concluded part one of this cookbook, where we looked at Azure’s security features
and capabilities as a first-party solution. We covered recipes that provided security for identities,
networks, remote access, VMs, databases, and storage.

This first chapter in Part 2 of the cookbook, which covers Azure Security Tools, looks at the first of
these tools, Advisor.

In this chapter, you will learn how to secure and protect Azure environments using the security aspects
of the Advisor recommendations engine. Advisor can also provide recommendations for reliability,
performance, cost, and operational excellence, although these are beyond the scope of this book.

This section will break down the chapter into sections on security recommendations and secure
scores, how to configure security recommendations, configure alerts, and perform remediation
of recommendations.

By the end of this chapter, you will have gone through the following recipes and gained the skills to
make the most effective use of Advisor:

o Reviewing the security recommendations

o Implementing the security recommendations

Technical requirements

For this chapter, it is already assumed that you have an Azure AD tenancy and an Azure subscription
from completing the recipes in previous chapters of this cookbook. If you skipped straight to this
section, the information to create a new Azure AD tenancy and an Azure subscription for these recipes
is included in the following list of requirements.
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For this chapter, the following are required:

o A device with a browser, such as Edge or Chrome, to access the Azure portal at https://
portal.azure.com.

o An Azure AD tenancy and Azure subscription; you may use existing ones or sign up for
free: https://azure.microsoft.com/en-us/free.

o An Owner role for the Azure subscription.

o The following access permissions: https://learn.microsoft.com/en-us/azure/
advisor/permissions.

Reviewing the security recommendations

With the eagerness and excitement of moving workloads onto a cloud platform, unfortunately, things
can get overlooked, and often governance and control can take a back seat. This can lead to less than
optimal deployment, configuration, and operation practices and use of resources, resulting in a security
breach and negatively impacting trust in adopting a cloud platform’s capabilities. We must not forget
the shared responsibility we have, along with the cloud platform providers.

This recipe will teach you how to review the security recommendations provided by Advisor to improve
your security posture and workload protection.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal at https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role for the
Azure subscription

How to do it...
This task consists of the following tasks:

o Accessing Advisor

» Reviewing Advisor’s reccommendations
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Task - accessing Advisor
Perform the following steps:

1. Signin to the Azure portalat https://portal.azure.com.

2. In the search bar, type advisor; click on Advisor from the list of services shown:

Microsaft Azure ‘ £ azure advisor|

All Services (94) Marketplace (1) Documentat

Azure services

_I_

Resource Groups (0}

Services
Create a
resource @ advisor
; % Azure Cosmos DB

Figure 7.1 — Searching for Advisor

3. When Advisor opens, it will load the Advisor score page.

This task of accessing Advisor in the Azure portal is complete. In the next task, we will review the
security recommendations provided through Advisor.

Task - reviewing Advisor’s recommendations
Perform the following steps:

1. From the Advisor score page, you will see your Advisor score, reflecting Microsoft’s best
practices. You will also see your Score by category information; the Security category is of
interest for this recipe.

2. 'There are several Advisor category tiles on the at-a-glance view of your Microsoft best practices
posture; our focus is the Security tile here:
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Advisor score ()

22%

Score history

10086
Advisor score can be filtered by subscription
and tag filters only and refreshes every 24 508
hours.
Leam mare O
0%
Ot Mow Dec

Score by category (0
Cost: Mo data
Security: 0%
Reliability: Mo data
Operational excellence: I 100%
Performance: I 100%

Cost Security Reliability Operational excellence

Performance All recommendations

Q To see more about secure score and security recommendations, visit Microsoft Defender for Cloud

Is Advisor score experience helpful?

Figure 7.2 - Recommendations dashboard

In the preceding figure, a category score of 100% indicates that all Advisor-assessed resources
follow Advisor’s best practices; a category score of 0% indicates that none of the Advisor-assessed
resources follow the Advisor’s best practices. The Security category tile shows that there are 10
recommendations that we are not following.

3. Ifyouclick on the Security tile, you will see that it lists these recommendations.
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4.

Cost Security Reliability
Q- Qw0 Q-
Operational excellence Performance All recommendations

Q- Q- i 10

@ To see more about secure score and security recommendations, visit Microsoft Defend

Description T Impacted resourc... TJ

External accounts with owner permissions should be

o 3 Subscriptions
removed from subscriptions P

MFA should be enabled on accounts with owner permissions

ipti 3 Subscripti
on subscriptions upscnptons

Accounts with owner permissions on Azure resources should 3 subscriptions
be MFA enabled

Guest accounts with owner permissions on Azure resources
should be removed

3 Subscriptions
Microsoft Defender for DMS should be enabled 2 Subscriptions

Microsoft Defender for Resource Manager should be

2 Subscriptions
enabled P

Email notification to subscription owner for high severity

alerts should be enabled 1 Subscription

Email notification for high severity alerts should be enabled 1 Subscription

Figure 7.3 — Recommendations at a glance

If we click on the first listed recommendation, we will be taken to a blade with further information.
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All services > Advisor | Advisor score >

External accounts with owner permissions should be removed from subscripti... ~ X

@ Exempt G view policy definition v Open guery

n Multiple changes to identity recommendations will be available scon. Leam more =

b

~ Deseription

Accounts with owner permissions that have different domain names (external accounts), should be removed from your subscription. This prevents unmonitored access.

These accounts can be targets for attackers looking to find ways to access your data without being noticed.
~ Remediation steps
» Affected resources

Unhealthy resources (3) Healthy resources (0) Mot applicable resources (0}

|,O Search subscriptions

|:| Name T4 Subscription Owner 4 Duedate +4  Status Ty
l:‘ ¢ 9e890d3f-416a-481e-bat Microsoft Azure Sponsors...
I:‘ ? 8de2ede8-de94-4feb-8a Microsoft Azure Sponsors...

¢ 8123c407-998a-4ace-afe Azure subscription 1

| Trigger logic app ‘ ‘ Exempt ‘ ‘ Assign owner ‘ ‘ Change owner and set ETA

Was this recommendation usefulz O Yes O No

Figure 7.4 — Recommendation detail

5. You can also view the Security recommendations in the Recommendations section in the
left-hand menu bar:
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All services > Advisor

0 Advisor | Security #

Feam ] «

& Overview
¥ Getting started

° Advisor score

Recommendations

& Cost

o Security

@ Reliability
§ Operational excellence
i1 Performance

B Al recommendations
Monitoring

BB Alerts (Preview)

|#1 Recommendation digests
Settings

= Configuration

Support + troubleshooting

& support + troubleshooting

.,Q,'7 Feedback

Subscription equals all

L Download as csv

Recommendation Status equals Active

Reserved Instances Configuration equals 3 years, 30 days

‘f Your security experience may be limited. Click here to learn more —

Total recommendations

10

Security alerts

(O

Recommendations by impact

Medium

Low
impact 3

6 High 1

impact

View in Microsoft Defender for Cloud

impact

L Download as PDF [ Try Advisor score

% Add Filter

No gro

Impacted resources

e D

Learn more
What is Microsoft Defend
Explore Defender for Clo

© To see more about secure score and security recommendations, visit Microsoft Defender for Cloud

Impact T4

High

High

High

High

Description Ty

External accounts with owner permissions should be
removed from subscriptions

MFA should be enabled on accounts with owner
permissions on subscriptions

Accounts with owner permissions on Azure resources
should be MFA enabled

Guest accounts with owner permissions on Azure
resources should be removed

Figure 7.5 — Security blade

Impacted resourc... Ty

3 Subscriptions

3 Subscriptions

3 Subscriptions

3 Subscriptions

6. In the Security blade, you can view Total recommendations, Recommendations by impact,
Impacted resources, Security alerts, and the listed recommendations:
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All services > Adviscr

(&) Advisor : Security #
&« }5.7 Feedback i Download as CSV i Download as PDF '-E Try Advisor score

BB Alerts (Preview)

® Overview Total recommendations) | Recommendations by impact mpacted resources
i |
¥ Getting started 10 3 ’
High Medium Low
@ Advisor score 6 impact 1 impact 3 impact
Recommendations -
Security alerts Learn more
Cost 0 0 ‘What is Microsoft Defender
Explore Defender for Cloud
Security View in Microsoft Defender for Cloud
' Reliability © To see more about secure score and security recommendations, visit Microsoft Defender for Cloud
Operational excellence Impact Ty Description Ty Impacted resourc... 4 Las
Performance High External accounts with owner permissions should be 3 Subscriptions o8/
removed from subscriptions
All recommendations
o . MFA should be enabled on accounts with owner 3 Subscriptions 08/
Monitering High permissions on subscriptions P
1

Figure 7.6 — The Security blade

This task of reviewing the security recommendations made available through Advisor is complete.

How it works...

For this recipe, look at how to access the security recommendations available through Advisor to
improve your security posture and workload protection.

See also
Should you require further information, you can refer to the following Microsoft Learn articles:

o Advisor Microsoft landing page: https: //azure.microsoft .com/en-us/products/
advisor/

o Advisor documentation: https://learn.microsoft.com/en-gb/azure/advisor/

e Permissions in Azure Advisor: https://learn.microsoft.com/en-us/azure/
advisor/permissions

o Microsoft Learn training - Get started with Advisor: https://learn.microsoft.com/
en-us/training/modules/get-started-azure-advisor/

o Security recommendations - a reference guide: https://learn.microsoft.com/en-gb/
azure/defender-for-cloud/recommendations-reference
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Implementing the security recommendations

This recipe will teach you how to apply the security recommendations provided by Advisor to improve
your security posture and workload protection.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal at https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role for the
Azure subscription

How to do it...
This task consists of the following tasks:
o Implementing Advisor’s recommendations
Task - implementing Advisor’s recommendations
Perform the following steps:

1. Signin to the Azure portal at https://portal.azure.com.

2. In the search bar, type advisor; click on Advisor from the list of services shown.

Microsoft Azure | £ azure advisor]

All Services (94) Marketplace (1) Documentat

Azure services

_|_

Resource Groups (0)

Services
Create a
resource @ Advisor
E £ Azure Cosmos DB

Figure 7.7 — Searching for Advisor

3. When Advisor opens, it will load the Advisor score page.

4. Onthe Advisor score page, click on the Security category tile; this will load the recommendations
and present them in a list on this page.
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Cost Security Reliability Operational excellence
O - Q10 O - O -
Performance All recommendations

O - i

10

Figure 7.8 — Selecting the Security category tile

5. Select a recommendation from the list to remediate; in this scenario, we will select the Microsoft
Defender for Resource Manager should be enabled recommendation, as represented by the
following figure:

Home > Advisor

[+ Advisor | Advisor score #

#“« ,Q'? Feedback i Download as CSV i Download as PDF

-

& Overview

¥ Getting started Microsaoft Defender for DNS should be enabled 2 Subscriptions

o Advisor score
Microseft Defender for Resource Manager should be enabled 2 Subscriptions

Recommendations

Email notification to subscription owner for high severity alerts should be

Cost enabled 1 Subscription

Figure 7.9 — Security recommendation

6. On the Recommendations details page, you will see a description of the recommendation, so
the recommended best practice. You will also see a Remediation steps section; this section
can be clicked on and expanded so that you can read the full information on the remediation
steps available for this recommendation:
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. Description

Microsoft Defender for Resource Manager automatically monitors the resource management operations in your organization. Defender for Cloud detects threats and
alerts you about suspicious activity. Learn more in Introduction to Microsoft Defender for Resource Manager. Enabling this Defender plan results in charges. Leam

about the pricing details per region on Defender for Cloud's pricing page: httpsi//azure.microsoft.com/services/defender-far-cloud/#pricing.

» Remediation steps
Quick fix:
Select the unhealthy resources and click “Fix” to launch "Quick fix" remediation. Learn mare »

MNote: After the process completes, it may take up to 24 hours until your resources move to the ‘healthy resources’ tab.

Quick fix logic

Manual remediation:
To enable Microsoft Defender for Resource Manager on your subscription:
1. From Defender for Cloud's Environment settings page, select the relevant subscription.

2. In the Defender plans page, set Resource Manager to On.

Figure 7.10 - Recommendation remediation steps

7. If a quick fix is available, then a Quick fix logic button will be visible, which you can click
to remediate the recommendation. The Manual remediation instructions to follow will also
be provided.

8. When you click on the Quick fix logic button, an Automatic remediation script content
blade will pop up, showing the deployment template used to implement the recommendation.

flome > Advs - Automatic remediation script content b
Microsof
i F 1
(#) Exempt 2 "location": "centralus",
3 "properties”: {
Severity 4 "mode”: "incremental”,
. ) "template": {
I ngh 6 "$schema”: "https://schema.management.azure.com/schemas/2815-01-81/deploymentTemplate. json#
7 "contentVersion"; "1.@.8.8",
8 "parameters": {},
9 "resources”: [
10 {
~ Descripti 11 "type": “"Microsoft.Security/pricings”,
Micrasoft Def 12 “name”: “Arm”,
alerts you ab 13 "ainer‘s::Lon“: "2818-86-81",
about the pri 4 "pr"cp:ar‘t:lesl': {
15 "pricingTier": "Standard"
~ Remediat = ° }
17 }
Quick fix: 18 1.
Select the un 19 “outputs”: {}
Note: After th 2@ ¥

21 }

o oS I

Figure 7.11 - Recommendation script content
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9.
to apply this recommendation to, and then click on Fix.

~ Affected resources

Unhealthy resources (2) Healthy resources (0) Not applicable resources (0)

In the Affected resources section, expand and check each Subscription item you would like

|p Search subscriptions
Name Ty  Subscription owner 4 Due date
9e890d3f-416a-481e-ba9 Microsoft Azure Sponsorship
8123c407-998a-4ace-afer Azure subscription 1
“ | Trigger logic app | | Exempt | | Assign owner | | Change owner and set ETA

Figure 7.12 — Affected resources

10. On the Fixing resources pop-up blade, review the information and then click on Fix 2 resources,

as per our scenario, represented in the following figure:

Fixing resources

Fix 2 resources

This action will enable azure defender Resource Manager plans in the chosen

subscriptions

Important: Remediating this recommendation will results in charges. Learn about the

pricing_details per region on Security Center's pricing page.

Selected resources
9e890d3f-416a-481e-bad0-85afaeas 147k

8123c407-9983-4ace-afed-260e1539938a

Fix 2 resources Cancel

Figure 7.13 - Fixing resources
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11. You will be notified that the remediation was successful.

smiles@milesbettersolu...

MILESBETTERSOLUTIONS.OMMIC. ..

@ Remediation successful *

2 8N Successfully remediated the issues on the selected
resources.
Mote: It can take several minutes after remediation
completes to see the resources in the “healthy resources’
tab

and technigues

Figure 7.14 - Remediation successful

How it works...

For this recipe, we looked at remediation according to the security recommendations available through
Advisor to improve your security posture and workload protection.

See also

o Advisor Microsoft landing page: https://azure.microsoft.com/en-us/products/
advisor/

e Advisor documentation: https://learn.microsoft.com/en-gb/azure/advisor/

o Microsoft Learn training — Get started with Advisor: https://learn.microsoft.com/
en-us/training/modules/get-started-azure-advisor/
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Using Microsoft
Defender for Cloud

In the previous chapter, we covered recipes for using Azure Advisor to review security recommendations
for your environments and provide alerts and remediation.

This chapter will teach you how to implement security posture management and workload protection
using Microsoft Defender for Cloud.

By the end of this chapter, you will have gone through the following recipes to make the most effective
use of Microsoft Defender for Cloud:

o Reviewing the components and capabilities of Defender for Cloud
o Enabling enhanced security features of Defender for Cloud
o Adding a Regulatory Standard to the Regulatory compliance dashboard

o Assessing your regulatory compliance

Technical requirements

This chapter assumes that you have an Azure AD tenancy and an Azure subscription from completing
the recipes in previous chapters of this cookbook. If you skipped straight to this section, the information
needed to create a new Azure AD tenancy and an Azure subscription for these recipes is included in
the following list of requirements.

For this chapter, the following is required:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o An Azure AD tenancy and Azure subscription; you may use an existing subscription or sign
up for free: https://azure.microsoft.com/en-us/free
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An Owner role for the Azure subscription
In addition, you should have the Security Administrator role assigned

Defender for Cloud upgraded with enhanced security features; these are free for 30 days. More
info can be found at the following URL: https://learn.microsoft.com/en-us/
azure/defender-for-cloud/enhanced-security-features-overview

Terminology reference

We will start with some terminology used with Defender for Cloud:

Security operations (SecOps): This function deals with managing the inclusion of the day-to-
day security monitoring needs of an organization in IT operations.

Security posture: This is the status of an organization’s cyber-security measures; its ability to
detect and react to security threats.

Secure Score This is a percentage-based score based on Microsoft’s best practice security
recommendations. It measures your security posture; the higher your score, the greater your
security positioning.

Cloud security posture management (CSPM): This is a means to measure an organization’s
security posture; a proactive security service that provides a Secure Score to measure your security
protection levels. It provides actionable recommendations and insights for the remediation of
identified threat vectors and vulnerabilities.

Cloud workload protection (CWP): This refers to the reactive security measure tools that can
be implemented to protect workloads identified as potentially at risk from the CSPM insights.

Now that we have covered some related terminology, we will move on to our first recipe for this section.

Review Defender for Cloud components

This recipe will provide you with a high-level overview of the capabilities of Microsoft Defender
for Cloud.

Getting ready

This recipe requires the following:

A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

Access to an Azure subscription, where you have access to the Owner role for the Azure subscription
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Review Defender for Cloud components

How to do it...

This task consists of only one step - reviewing the components of Defender for Cloud.Task - review
the components of Defender for Cloud

Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com

2. Inthe search bar, type defender for cloud;click Microsoft Defender for Cloud from
the list of services shown.

_ Microsoft Azure | A2 defender for cloud

All Services (37) Marketplace (2) Documentatio

Azure services

_I_

Create a

PESOUrce 0 Microsoft Defender for Cloud

Resource Groups (0)

Services

Figure 8.1 — Search for the Defender for Cloud resource

3. When Microsoft Defender for Cloud opens, it will load the Overview page.

4. From the top of the dashboard, you will see the following three key metrics presented:

= Azure subscriptions
= Assessed resources
= Active recommendations

= Security alerts

Home »

(o] Microsoft Defender for Cloud | Overview

Showing 3 subscriptions

@ F Subscriptions = What's new

General ﬂ ¥ou may be viewing Bmited information. T get tenant-wide visibility, clide here =4
B Overview
@ (Geming stanted ﬂ Defender CSPM helps you to detect the latest OpendSL w3 vulnerable machines and containers without deployment of agents.  Click here
= Recormnmendations
& a4 b— _—
O Securty slers ©3 20 =20 1]
Azure subscriptions Assessed resources Active recommendations Security alerts

4  Imventory

Figure 8.2 — Defender for Cloud overview of key metrics
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5. From the Overview page for Defender for Cloud, you also will see a dashboard below the key
metrics that provides an at-a-glance view of the key components that make up Defender for

Cloud; these are as follows:
* Security posture
+ Secure score

= Regulatory compliance
* Workload protections

* Inventory

Home >

o] Microsoft Defender for Cloud | Overview

Shawing 3 subsscriptions

« 7 Subscripfions [ What's new
General
W ¥ou may be viewing Emited information. T get tenant-wice visibility, click here =%
© Oveniew
@ Getting started @ Dsfender CSPM helps you to detect the latest OpanSSL v machines and without of agents. Click here to use Cloud Security Explorer for detection
= Recommendations
& v—
¥ = -
0 secrtysis T3 #20 =20 9
Azure subscriptions Assessed resources Active recommendations Security alerts
@ Inventary

& Cloud Security Explorer (Fravien)
a ok v Security posture
& Community

£ Diagnose and soive problems

g Regulatory compliance

Microsaft cloud security benchmark (preview] [N

u—
& 2/2 7% 0/o @0 55
. - 0f 59 passed cartrals
Cloud Security Unassigned Overdus #ttack paths
© Security posture =
Secure score Lowest compliance regulatory standards
¥ FRegulztory compliance oy passed contrals
2 Az
U Workinad protections & Azure 1% KO 2nd UK NS .
®. Firewall Managar
m WS Azure OIS 140 997109
@ DevOps Security (Preview] e e
PCIDSS 4 1887206
Management D &P
Ml Environment settings
i Securtty solutions Explare your security posture > Imprave your compliance >
% Workhiow amomation
0 Workload protections *4 Inventory
Resource coverage Unmonitored VMs
1005 For ful protecsion enabis 2 resource pizns B0 Anvms are monored
Alerts by severity Total Resources
i 20
0
Mt
0
No seauity alerts o I Unhealthy (18) | Healthy (1) Not applicable (1)
0

Enhance your threat protection capabilities =

Explore your resources =

Figure 8.3 — Defender for Cloud core components

This task of reviewing the components of Defender for Cloud is complete.
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How it works...

For this recipe, we looked at reviewing the capabilities and components of Defender for Cloud.

See also

Should you wish to learn more about this and related topics, you can refer to the following Microsoft
Learn articles:

o Microsoft Defender for Cloud documentation: https://learn.microsoft.com/
en-us/azure/defender-for-cloud/

o Microsoft Learn training - Introduction to Microsoft Defender for Cloud: https://learn.
microsoft.com/en-us/training/modules/intro-to-defender-cloud/

o Microsoft Learn training — AZ-500: Manage security operation: ht tps: //learn.microsoft.
com/en-us/training/paths/manage-security-operation/

Enable enhanced security features of Defender for Cloud

This recipe will teach you how to take full advantage of the CWP capabilities provided by enabling
the enhanced features of Microsoft Defender for Cloud.

The extended Security Posture and Detection and Response features are available to improve your
security posture and workload protection. They can be enabled for subscriptions via the paid-for
Defender plans.

Getting ready
This recipe requires the following to be in place:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role for the Azure subscription.
« In addition, you should have the Security Administrator role assigned.

o The subscription should not have the enhanced security features of Microsoft Defender for
Cloud already enabled. More info can be found at the following URL: https://learn.
microsoft.com/en-us/azure/defender-for-cloud/enhanced-security-
features-overview.
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How to do it...
This task consists of the following steps:

o Enable enhanced security features on a subscription

o Enable enhanced security features on multiple subscriptions
Task - enable enhanced security features on a subscription
Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com.

2. Inthe search bar, type defender for cloud; click Microsoft Defender for Cloud from

the list of services shown.

Microsnft Azure | £ defender for cloud

Azure services All Services (37) Marketplace (2)

_|_

Create a

resource © Microsoft Defender for Cloud

Resource Groups (0)

Services

Figure 8.4 — Search for the Defender for Cloud resource

3.  When Microsoft Defender for Cloud opens, it will load the Overview page.

Documentatio
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Home >
0 Microsoft Defender for Cloud | Overview x
i “Microsoft Azure :
« Y Subscriptions [ What's new
General -~ B o
@ One subscription dossn't have the default policy assigned. To review the list of subscriptions, apen the Security Policy page. =+
@ Overview
o v—
v > R -
& Gening s=red i1 a1 2 o
Azure subscriptions Assessed resources Active recommendations Security alerts
Recommendations
@ Security alerts.
Ll Lt " "
neenten v Security posture e Regulatory compliance OpensSLy3 vulnerability finder

Cloud 5S¢ ity Explt el
= Cloud Securly Explarer (Preview) New Defender CSPM Cloud Security Explorer identifies CVE-

@l Workbooks 2022-3786 and CVE-2022-3602 vulnerable machines, images and

o
=
& Community %2/2 “o 0/0 ®o actively running containers. With new agentless scanning
p U"E“'g"e'; Guerduz “ Attack paths Capabilities, Defender CSPM provides software inventory and
o nd salve probi recommendation  recommendstions

anesesnaore prenEms vulnerability assessment for your VMs in both Azure and AWS.
Cloud Security Securs score We recommend enabling agentless for maximum protection.
© Security poswre Y Azure 0% 31 vMs with OpenssL vulnerabilities | [2) Read guidance

& Active containers using vulnerable images | [3] Enable agentless scanning

@ Regulatory compliance

0x £y AwWS - Upgrade to new Defender CSPM plan
@ Workload protections ot ot
- - Defender Cloud Security Posture Management [CSPM) provides
% Firewall Manager &y Gep
enhanced posture capabilities and a new intelligent cloud
@ DevOps Security (Preview) security graph to help identify, prioritize, and reduce risk.
Defender CSPM is available in addition to the free foundational
Management Explore your security posture > Improve your compliance > o i
security posture capabilities turned on by default in Defender for
Il Environment settings Cloud.
i securiy solutions Click here to upgrade >
£5 Workfiow automation 0 Workload protections 4 Inventory
Defender EASM
Resource coverage Unmonitored VMs )
Enable Defender EASM to explore your organization's external
N/A vou 4o not have any sppiicable resources B0 A1 are monitored attack surface
Alerts by severity Total Resources
wer ]
0
I W Enable Defender EASM >
0
Mo security slers o lunheaitny (1) | Healthy (o) Mot applicable (0

n
Figure 8.5 — Defender for Cloud overview
4. From the left-hand menu, click Environment settings under the Management section.
Management
il Environment settings
BE Security solutions

s Workflow automation

Figure 8.6 — The Environment settings menu option

5. From the Environment settings page, click the subscription you wish to enable for enhanced
security features.
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Home > Microsoft Defender for Cloud

i Microsoft Defender for Cloud | Environment settings
“"  Showing subscription 'Microsoft Azure Sponsorship’

|P Search | <« + Add environment O Refresh R'j Guides & Feedback
General
@ Overview &) Governance rules

€ Getting started Assign owners and st expected

Y= Recommendations timeframes for recommendations

Q@ security alerts

# Inventory Q 1 Q 0 Q 0

Azure subscriptions AWS accounts GCP projects

J0

AzureDevOps connectors

B, Cloud Security Explorer (Preview)

‘ Workbooks

& Community

A Diagnose and solve problems | F search by name | Environments == All Standards == All

Cloud Security Collapse all

@ security posture Name T Total resources Ty
© Regulatory compliance N & Azure

© workload protections / I.g,l Tenant Root Group (1 of 2 subecriptions) 6

BT Firewall Manager

| Microsoft Azure Sponsorship 6

® DevOps Security (Preview)

Figure 8.7 — Environment settings

6. From the Defender plans page, read the information about the free CSPM capabilities available
and how you can get the extended features for cloud workloads by enabling the Defender plans.

o Defender Cloud Security Posture Management (CSPM) Free - Core posture management capabilities are

available for free, covering Multi-Cloud and hybrid environments with continuous assessments, security
recommendations, and a unified Secure Score.

Enable the below plans to get extended Secunty Posture and Detection and Response for cloud
workloads. Learn more.

Figure 8.8 — Cost informatlon

7. From the bottom of the page, you should also be aware of the pricing implications of enabling
Defender plans; you can click pricing page to learn more. The direct pricing page URL
ishttps://azure.microsoft.com/en-us/pricing/details/defender-
for-cloud/.


https://azure.microsoft.com/en-us/pricing/details/defender-for-cloud/
https://azure.microsoft.com/en-us/pricing/details/defender-for-cloud/

Enable enhanced security features of Defender for Cloud

8.

|E| Save

When you select Save, Microsoft Defender for Cloud's enhanced security features will be
enabled on all the resource types you've selected. The first 30 days are free.
For more information on Defender for Cloud pricing, visit the pricing page.

Figure 8.9 — Cost informatlon

On the Defender plans page, in the Select Defender Plan section, click Enable all.

% Settings & monitoring

o Defender Cloud Security Posture Management (CSPM) Free - Core posture management capabilities are available for free, covering Multi-Cloud and hybnd emiaronments

with continuous assessments, security recommendations, and a unified Secure Score.
Enable the below plans to get extended Security Posture and Detection and Response for cloud workloads. Learn more.

~ Select Defender plan Enable all

Han | Pricing Resource quantity Meonitoring coverage ‘ Status

@ Defencer coPM g:;.(l’zrf"iew) N/A
B o Pand SISSnINert) & e
E‘B App Service é‘l:t;':-nssiancefl'v'lonth o] 0 instances On m
@ Databases 2:::::2;3:’:4) O] Protected: 0/1 instances Cn m
: Storage $10/Storage account/Month © 3 storage accounts on m

SHN |

—_—
-

Details >

$T/VM core/Manth 7y

Containers Detaile 0 container registries; 0 kubernet

$0.02/10k transactions

Key Vault Details »

1 key vaults

Resource Manager W'I!\.'I resource management op on
Details » m
$0.7/1M DNS queries @

DS Details »

When you select Save, Microsoft Defender for Cloud's enhanced security features will be enabled on all the resource types you've selected. The
first 30 days are free.
For more information on Defender for Cloud pricing, visit the pricing page.

9.

Figure 8.10 — Defender plans

You will now see that each Plan shows Monitoring coverage as Full and Status as On; you
may also set each Plan to On or Off independently as required.

263



264 Using Microsoft Defender for Cloud

Plan Pricing Resource quantity Menitering coverage
Free (preview) @ Frul

e Defender CSPM Details > N7A Settings >

n Servers Plan 2 (§15/Server/Month) P @ rull
Change plan = Settings >

[mly] . $15/Instance/Month :

ok @

(] App Service Details » 0 instances @ Full

& Dot Selected: 0/4 1y Protected: 1/1 inst O Full

alabases Select types » = P/ nstances Settings >
Co $10/Storage account/Month
[

== Storage Detaile > 3 storage accounts 9 Ful

% Containers $7N!'v| core/Month O] 0 container registries; 0 kuben ° Full
Details » Settings >
$0.02/10k transactions

@ Key Vault Details » 1 key vaults @ Ful

[ ’] Resource Manager $4f1M resource management @ Ful
Details >

@ DNS $O.?;’_‘IM DNS queries © rul
Details »

Figure 8.11 - Plan status

10. Click Save.

Home > Microsoft Defender for Cloud | Environment settings »

7 Settings | Defender plans

Microsoft Azure Sponsorship

|}3' Search | # Save £ Settings & monitoring

Settings

Save
o Derender Cloud Security Posture Management (C

1 Defender plans

Figure 8.12 - Save settings

11. You will receive a notification that the Defender plans were saved successfully.
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&l smiles@milesbettersolu...

MILESBETTERSOLUTIONS. OMNNMIC .

@ Defender plans .

'Defender CSPM, Servers, App Service, Storage,
Containers, Key Vault, Resource Manager, DNS, Azure
S0l Databases, SQL servers on machines, Open-source
relational databases, Azure Cosmos DB plan in
subscription ‘Microsoft Azure Sponsorship’ were saved
successfully!

ities are availlabletor free, covering Muti-Cloud and Fybnd
Figure 8.13 — Defender for Cloud notification

12. You may now close the Defender plans page.

13. Any of the plans can be disabled as required in the future by returning to the Environment
settings page, selecting your subscription, and from the Defender plans page, setting the
required Plan to Off. Data from the plan will stop being collected; however, the extension
won't be uninstalled.

This task to enable enhanced security features of Defender for Cloud on a subscription is complete.
Task - enable enhanced security features on multiple subscriptions
Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com.

2. Inthe search bar, type defender for cloud; click Microsoft Defender for Cloud from
the list of services shown.

_ Microsoft Azure | L1 defender for cloud

Azure services All Services (37) Marketplace (2) Documentatia

Resource Groups (0)

Services
Crezte a

resource © Microsoft Defender for Cloud

Figure 8.14 — Search for the Defender for Cloud resource
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3. When Microsoft Defender for Cloud opens, it will load the Overview page.

Home »

0 Microsoft Defender for Cloud | Overview
i “Microsoft Azurs '

:

General
@ Overview

4 Gening started

Z= Recommendations

@ Security alerts.

 Inventory

& Cloud Security Explorer (Praview)
@ workbooks

& Community

£ Diagnose and solve problems
Cloud Security

@ Security posture

@ Regulatory compliance

@ Workload protections

B Firewall Manager

@ DevOps Security (Preview)
Management

Il Environment settings

i Security solutions

1% Workflow automation

=7 Subscriptions [ What's new

@ One subscription dossn't have the default policy assigned. To review the list of subscriptions, apen the Security Policy page. =+

Security alerts

| @1

Azure subscriptions

o Security posture

—
@ 0/0
Overdue
recommendations

& 2/2

Unassigned
recommendation

Secure score
& Azure
O Ty AWS
SECURE SEORE
&y Gep

Explore your security posture >

0 Workload protections

Resource coverage

Assessed resources

@o

Attack paths.

N/A You do not have any applicable resources

Alerts by severity

No security slers

High
0

lo
o

n

Figure 8.15 — Overview dashboard

v—
=
=

Active recommendations

e Regulatory compliance

Improve your compliance >

#  Inventory

Unmonitored VMs

BB, A vms sre monitored

Total Resources

1

OpensSL v3 vulnerability finder

New Defender CSPM Cloud Security Explorer identifies CVE-
2022-3786 and CVE-2022-3602 vulnerable machines, images and
actively running containers. With new agentless scanning
capabilities, Defender CSPM provides software inventery and
wulnerability assessment for your VMs in both Azure and AWS.
We recommend enabling agentless for maximum protection.

(3] Vis with OpenSSL vulnerabilities | (5] Read quidance

) Active containers using vulnerable images | (2] Enable agentless scanning

Upgrade to new Defender CSPM plan

e Defender Cloud Security Posture Management (CSPM) provides
enhanced posture capabilities and z new intelligent cloud
security graph to help identity, prioritize, and reduce risk,
Defender CSPM s available in addition to the free foundational
security posture capabilities turned on by default in Defender for
Cloud.

Click here to upgrade >

[ unheatthy (1) | Healthy (o) Mot applicable (0)

Defender EASM

Enable Defender EASM to explore your 0rgA0igtinns. et mal, ..
attack surface

Enable Defender EASM >

4. From the left-hand menu, click Getting started under the General section.

Home

0 Microsoft Defender for Cloud | Overview

Showing 3 subscriptions

| P Search

| «

© overview

& Getting started

= Recommendations

% Subscriptions

" What's new

Defender C5PM helps you to dete
Click here to use Cloud Security E

3

Azure subscriptions

el
Ass

Figure 8.16 — The Getting started menu option
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5. On the Getting started page, from the Upgrade tab, check the boxes for the subscriptions you
would like upgraded, and then click Upgrade.

Home » Microsaft Defender for Cloud

& Microsoft Defender for Cloud | Getting started

Showing 3 subscriptions

« Upgrade Getstarea it sgens
generet = Cloud workload protection f
loud workdoad protection for
Cloud security posture . p Advanced threat protection for
O Overview machines

& Getting started
Z= Recommendations
O Security alerts

# Inventory

& Cloud Security Explorer
(Preview)

@ workbooks
& Community

2 Diagnose and solve problems

o

management

Get continuous assessment and prioritized

security recommendations with secure
scare, and verify compliance with

regulatory standards

oy

Harden workioads running on Azure,
hybrid, and multi-cloud enviranments.
Protections include server EDR,
wulnersbility scanning, workioad

hardening, and mare.

Enable Defender for Cloud on 3 subscriptions

B name

T4 Total resources  Microsoft Defender plan

Total: 7 resources

)
\-«

@ N/A Defender CSPM Resources

L

Free(preview)

Paas

Prevent threats and detect unususl
activities on Paas workloads including App
Service plans, Storage accounts, and SQL

servers

Resource/Month
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] Microseft Azure Spon... 0 Off (28 trial days left)
Cloud Security B 2 senvers planz §15 Server/Month
= Microsoft Azure Spon... 7 G (Trial expired) Envers (Flan 2)
© security posturs
= Azure subseription 1 0 CFF [Trial expired)
@ Reguistory compliance @ 0 App Service instances 515 Instance/Month
@ Workload protections
B, 1 4zure 5 Databiases $15  Server/Month

™% Firewall Manager

@ DevOps Security [Preview) "
free trisl i nox
ancss pians are

Mansgement
Hi Lasting: M

Figure 8.17 — The Getting started page

6. Note the information regarding the free trial and pricing implications of upgrading; you
should click pricing page to learn more. The direct pricing page URLis https://azure.
microsoft.com/en-us/pricing/details/defender-for-cloud/.

Microseft Defender rates will be autemnatically charged on supported resource types, with a 30-day free trial if not
previously used. Virtual machines, SOL Servers, App Service instances and Kubernetes Service instances plans are
billed hourly. For more information on pricing, visit the pricing page>

Upgrade

Figure 8.18 — Upgrade costs information

7.  Click Install agents.
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Install agents automatically
The Log Analytics agent will be automatically installed on all the virtual machines in selected subscription.

. Select subscriptions on which agents will be installed 2 Managed resources

n Mame Unprotected Re...
n Azure subscription 1 o
E Microsoft Azure Sponsorship 2
E Microsoft Azure Sponsorship o

Install agents

Figure 8.19 - Install agents

8. You will receive a notification that the agents were successfully installed.

& Agentsinstallation initiated o

Successfully initiated agentinstallation on 3
subscriptions

Figure 8.20 — Successful installation

9. You may now return to the Defender for Cloud Overview page; then click Environment
settings under the Management section, and you will see the plans that have been enabled on
each subscription under the Defender coverage column.

Cloud Security Collapse all

©  Security posture Mame Tp Total resources t)  Defender coverage T, Standards Ty

v Regulatory compliance &y Azure

O Workload protections ' [4] Tenant Root Group (2 of 3 subscriptions] 6 Limited permissio._.

B9 Firewall Manager Azurs subscription 1 12/12 plans san

@ DevOps Security [Praview) Microsoft Azure Sponsorship 6 12/12 planz -

Management Microsoft Azure Sponsorship % b
I:'| Environment settings I

i Security solutions

13 Workflow automation

Figure 8.21 — Enabled plans
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10. Any of the plans can be disabled as required in the future by returning to the Environment
settings page, selecting your subscription, and from the Defender plans page, setting the
required Plan to Off. Data from the plan will stop being collected; however, the extension
won't be uninstalled.

This task to enable enhanced security features on multiple subscriptions is complete.

How it works...

Microsoft Defender for Cloud is automatically enabled at no cost for all subscriptions; however, only
basic CSPM functionality is provided to ensure a security posture management capability is available
as default. You will need to enable the Defender plans, which are paid for, to access the enhanced
CWP security features.

For this recipe, we looked at how to take full advantage of the CWP capabilities provided by enabling
the enhanced features of Microsoft Defender for Cloud to improve your security posture and
workload protection.

See also

Should you wish to learn more about this and related topics, you can refer to the following Microsoft
Learn articles:

o Microsoft Defender for Cloud documentation: https://learn.microsoft.com/
en-us/azure/defender-for-cloud/

o Microsoft Learn training - Introduction to Microsoft Defender for Cloud: https://learn.
microsoft.com/en-us/training/modules/intro-to-defender-cloud/

o Microsoft Learn training — AZ-500: Manage security operation: ht tps: //learn.microsoft.
com/en-us/training/paths/manage-security-operation/
Add a standard to the Regulatory compliance dashboard

This recipe will teach you how to enable enhanced features of Microsoft Defender for Cloud to improve
your security posture and workload protection.

Getting ready
This recipe requires the following to be in place:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com.

o Access to an Azure subscription, where you have access to the Owner role for the Azure subscription.
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o To access the compliance dashboard and managing standards, you must have Resource Policy
Contributor and Security Admin as minimum roles.

o You must have at least Reader (or Global Reader) access to view the compliance data; Security
Reader access will not suffice.

o 'The subscription should have the enhanced security features of Microsoft Defender for Cloud
already enabled.

How to do it...
This task consists of the following step:
« Adding a regulatory compliance standard
Task - adding a regulatory compliance standard
Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com

2. Navigate to Defender for Cloud, or in the search bar, type defender for cloud;click
Microsoft Defender for Cloud from the list of services shown.

= Microsoft Azure 2 defender for cloud

Azure services All Services (37) Marketplace (2) Documentatio

_|_

Create a

TESOLES Q Microsoft Defender for Cloud

Resource Groups (0)

Services

Figure 8.22 — Search for the Defender for Cloud resource

3. When Microsoft Defender for Cloud opens, it will load the Overview page.

4. From the left-hand menu, click Regulatory compliance under the Cloud Security section.


https://portal.azure.com
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Cloud Security

@ Security posture

Regulatory compliance

U Workload protections
B Firewall Manager
) DevOps Security (Preview)

Figure 8.23 - The Regulatory compliance menu option
5. From the top of the Regulatory compliance page, click Manage compliance policies.

Home » Microsoft Defender for Cloud

& Microsoft Defender for Cloud | Regulatory compliance - X
Showing 3 subscriptions

| 2 Search | « { Download report] (% Manage compliance policies 5 Open query

O Overview o You can now fully customize the standards you track in the dashboard. Update your dashboard by N

selecting ‘Manage compliance policies’ above.

& Getting started

= Recommendations

Microsoft cloud security Lowest compliance regulatory standards

QO secu rity alerts
benchmark (preview)

¥# Inventory
- No additional standards are
&, Cloud Security Explorer b
(Preview) 55 of 5o passed contrals Xz n currently monitored.

Figure 8.24 - The Regulatory compliance menu option

6. From the Environment settings page, select the subscription for which to manage the standards
compliance posture.
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Environment settings

+ Add environment O Refresh F'J.j Guides & Feedback

&) Governance rules

Assign owners and set expected
timeframes for recommendations

o3 >0 S0 Qo

Azure subscriptions AWS accounts GCP projects GitHub connectors
AzureDevOps connectors
Name T, Total resources 1,  Defender coverage 1) Standards Ty
N O5 Azure
N [#] Tenant Root Group (3 of 3 subscriptions) & A Limited permissio...
? Azure subscription 1 12/12 plans e
? Microsoft Azure Sponsorship 12/12 plans aae
? Microsoft Azure Sponsorship 6 12/12 plans ae

Figure 8.25 - Select the subscription

7. From the Defender plans screen, click Security policy under the Policy settings section.

Home > Environment settings >

{7 Settings | Defender plans - X

Microsoft Azure Sponsorship

« Save 24 Settings & menitoring

Settings
° Defender Cloud Security Posture Management (CSPM) Free - Core posture management
71 Defender plans capabilities are available for free, covering Multi-Cloud and hybrid environments with continuous
assessments, security recommendations, and a unified Secure Score.
Enable the below plans to get extended Security Posture and Detection and Response for
cloud workloads. Learn more.

& Email notifications
s Workflow automation

@ Integrations ~ Select Defender plan Enable all

Continuous export
Plan Pricing Resource quantity Monitoring coverag

Policy settings

Free (preview) @ Full
e Defender CSPM Details > N/A Settings >
@ Governance rules (preview) n Servers Plan 2 (§15/Server/Mo @ Full

Change plan » Settings >

Figure 8.26 — The Security policy menu option
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8. From the Security policy page, expand the Industry & regulatory standards section.

Home > Environment settings > Settings

C: Settings | Security policy

Microsoft Azure Sponsorship

| P Search | «“

Settings

Bl Defender plans

B Email notifications
15 Workflow automation
@ Integrations

Continuous export
Policy settings

[# security policy

@ Governance rules (preview)

Security policy on: Microsoft Azure Sponsorship

initiatives enabled on this subscription

s

@ Default initiative

<

Industry & regulatory standards

. Your custom initiatives

Custom initiatives generate custom recommendations in the Recommendations page.

Add a custom initiative

Figure 8.27 — Expand section

9. Review the existing standards, then click Add more standards.

Policy settings

(& Security policy

Y Governance rules (preview)

SOCTSP  Track SOC TSP
controls in the
Compliance
Dashboard,
baszed on a
recommended
set of policies
and

assessments.

Out
of

the
box

Add more standards

Figure 8.28 - Add more standards
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10. From the Add regulatory compliance standards page, search or locate the required standards
to add; click Add against the standard.

Home > Environment settings > Settings | Security policy »

Add regulatory compliance standards

Click Add on the standards that you want to add to the regulatory compliance dashboard and then assign it to the subscription. After completing th
assignment , the custom policies will be available in the Regulatory compliance dashboard.

‘ 2 search to filter items...

Name ‘T4 Description T =
MIST SP 800-53 R4 Track MIST SP 800-53 R4 cantrols in the Compliance Dashbeard, based ona ..

MIST SP 800 171 R2 Track MIST SP 800 171 R2 controls in the Compliance Dashboard, based on ...

UKO and UK NHS Track UK OFFICIAL and UK NHS controls in the Compliance Dashboard, base...

Canada Federal PEMM Track Canada Federal PEMM controls in the Compliance Dashboard, based ...

Azure CIS 1.1.0 Track Azure CIS 1.1.0 controls in the Compliance Dashboard, based on a rec...

HIPAA HITRUST Track HIPAA/HITRUST controls in the Compliance Dashbeoard, based on a rec...

SWIFT CSP CSCF w2020 Track SWIFT CSP CSCF v2020 controls in the Compliance Dashboard, based ...

Figure 8.29 — Add standard

11. From the Assign Initiative blade wizard, complete all necessary information for all tabs for
that standard, then click Review + create.
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Home » Add regulatory compliance standards >

UK OFFICIAL and UK NHS

Assign initiative

Basics  Parameters Remediation Mon-compliance messages Review + create

Scope
Scope Learn more about setting the scope *

| Microsoft Azure Sponsorship | u

Exclusions

| Optionally select resources to exclude from the policy assignm... | u

Basics
Initiative definition

| UKk oFFICIAL and UK NHS |

Assignment name * (5
| UK OFFICIAL and UK NHS |

Description

Policy enforcement (&)

Disabled )

Assigned by

Review + create | Cancel | ‘ Previous || Mext

Figure 8.30 — Review information

12. From the Review + create tab, review the information and then click Create.
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Home » Add regulatory compliance standards >

UK OFFICIAL and UK NHS

Assign initiative

Basics Parameters Remediation Mon-compliance messages Review + create
Basics

Scope Microsoft Azure Sponsorship

Exclusions

Policy definiti... UK OFFICIAL and UK NHS

Assignment n... UK OFFICIAL and UK NHS

Description

Policy enforce...  Enabled
Assigned by Steve Miles
Parameters

o Mo parameter changes detected.

Remediation

Create mana... Yes
System assig... uksouth
Create 3 rem... No

MNon-compliance messages

0 Mo non-compliance messages associated with this assignment.

| Cancel | | Previous | | Mext

Figure 8.31 - Create initiative assignment

13. You will receive a notification that the creation was successful.

@ Creating initiative assignment succeeded X

Creating initiative assignment "UK OFFICIAL and UK
MHS' In "Microsoft Azure Sponsorship’ was successful.
Flease note that the assignment takes around 30
minutes to take effect.

Figure 8.32 — Initiative assignment successful
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14. Return to the Microsoft Defender for Cloud | Regulatory compliance dashboard page, and
after some time, you will see the added standards.

Home » Microsoft Defender for Cloud

9 Microsoft Defender for Cloud | Regulatory compliance

Showing 3 subscriptions

|}3 Search

& Getting started
%= Recommendations
1] Security alerts

# Inventory

& Cloud Security Explorer
(Preview)

@ workbooks
4 Community

&2 Diagnose and solve problems
Cloud Security

¥ Security posture

Regulatory compliance

Workload protections

A 0 @

» Firewall Manager

@ DevOps Security (Preview)
Management

Hi Environment settings

B Security solutions

15 workflow automation

‘((

-

4 Download report (% Manage compliance policies ) Open query ] Compliance over time workbook B Audit reports

o You can now fully customize the standards you track in the dashboard. Update your dashboard by selecting ‘Manage compliance policies’ abo

Microsoft cloud security benchmark Lowest compliance regulatory standards Show all 4

(preview)
UKO and UK NHS 5/7
|

55 of 59 passed controis Azure CIS 1.4.0 99,109
PCI DSS 4 188205 <

Microsoft cloud security benchmark ~ UKO and UK NHS Azure CIS 1.4.0 PCIDSS 4

Recommendations from Microsoft Defender for Cloud - Regulatory Compliance should not be interpreted as a guarantee of compliance.
effectiveness of customer controls per your regulatory environment. These services are subject to the terms and conditions in the licensin

Microseft cloud security benchmark is applied to 2 subscriptions

I:‘ Expand all compliance controls
~ @ NS. Network Security

Figure 8.33 — Added standards

15. To remove a standard from the Regulatory compliance dashboard, navigate to the Security
policy page and click Disable or Delete on the standard you wish to remove.
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Home » Microsoft Defender for Cloud | Regulatory compliance > Environment settings » Settings

: Settings | Security policy

" Microsoft Azure Sponsorship

| D Search | «  Compliance initistives shown in the Regulatory compliance dashboard.
Settings X )
Microsoft cloud Track Azure Security Out of the

] Defender plans security benchmark  Benchmark controls in the box

Compliance Dashboard, .

Disable

B Email notificstions based on a recommended

set of policies and
'fs Waorkflow automation assescments.
a Integrations PCIDSS 3.2.1 Track PCI-D55 v3.2.1:2018 Out of the

controls in the Compliance box
Continuous export Dashboard, based on a

recommended set of
Palicy settings policies and azzessments.
G Security policy 150 27001 Track IS0 27001:2013 Out of the

) controls in the Compliance o Trremin @

@ Governance rules (preview) Dashboard, based on a

recommended set of
policies and assessments.

5QC TP Track 50C TSP controls in Out of the
the Compliance Dashboard, box
based on a recommended
set of policies and

assessments.
UKD and UK NHS Track UK OFFICIAL and UK Manually
NHS controls in the added

Compliance Dashboard,
based on a recommended
set of policies and
assessments.

Delete

Figure 8.34 - Remove a security policy

This task to add a standard to the Regulatory compliance dashboard is complete.

How it works...

The Regulatory compliance dashboard in Defender for Cloud, by default, shows the Microsoft
cloud security benchmark (MCSB). More information on this security benchmark can be found at
this URL: https://learn.microsoft.com/en-us/security/benchmark/azure/
introduction.

To assess your environment against other standards, they must be added explicitly.

For this recipe, we learned how to add a regulatory compliance standard to Microsoft Defender for
Cloud to improve your security posture and workload protection.

To access the Regulatory compliance dashboard and manage standards, you must have the Resource
Policy Contributor and Security Admin roles as a minimum.

You must have at least Reader (or Global Reader) access to view the compliance data; Security
Reader access will not suffice.
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Assess your regulatory compliance

Should you wish to learn more about this and related topics, you can refer to the following Microsoft
Learn articles:

Microsoft Defender for Cloud documentation: https://learn.microsoft.com/
en-us/azure/defender-for-cloud/

Microsoft Learn training — Introduction to Microsoft Defender for Cloud: https://learn.
microsoft.com/en-us/training/modules/intro-to-defender-cloud/

Assess your regulatory compliance

This recipe will teach you how to assess your regulatory compliance against a standard we added to
the previous recipe. Regulatory compliance standards are an enhanced feature of Microsoft Defender

for Cloud to improve your security posture and workload protection.

Getting ready

This recipe requires the following to be in place:

A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

Access to an Azure subscription, where you have access to the Owner role
In addition, you should have the Security Administrator role assigned

The subscription should have the enhanced security features of Microsoft Defender for
Cloud already enabled. More info can be found at the following URL: https://learn.
microsoft.com/en-us/azure/defender-for-cloud/enhanced-security-
features-overview

The preceding recipe should have been completed, to add a regulatory compliance standard,
so your environment can be assessed

You may wish to create some resources to be assessed, such as a VM, storage account, and so on

How to do it...

This task consists of the following step:

Assessing a regulatory compliance standard

Task — assessing a regulatory compliance standard

Perform the following steps:

L.

Sign in to the Azure portal: https://portal.azure.com
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2. Navigate to Defender for Cloud, or in the search bar, type defender for cloud; click
Microsoft Defender for Cloud from the list of services shown.

Microsclft Azure | £ defender for cloud

All Services (37) Marketplace (2) Documentatio

Azure services

_|_

Create a
resgurce 0 Microsoft Defender for Cloud

Resource Groups (0)

Services

Figure 8.35 — Search for the Defender for Cloud resource

3.  When Microsoft Defender for Cloud opens, it will load the Overview page.
4. From the left-hand menu, click Regulatory compliance under the Cloud Security section.
Cloud Security

¥ Security posture

@ Regulatory compliance

U Workload protections
BT Firewall Manager
@ DevOps Security (Preview)

Figure 8.36 — The Regulatory compliance menu option

5.  From the Lowest compliance regulatory standards section of Regulatory compliance, click
Show all 4. You will see the Compliance status section for all the standards that have been

added from the previous recipe.

Compliance status X
liance
tandard name Passed controls 1T, Chart
policies 5 Open query 5] Compliance over time workbook UKO and UK NHS 57 I
. . f z 14, |
track in the dashboard. Update your dashboard by selgcting ‘Manage compflian fzure IS 140 99/109
\ PCI DSS 4 188/206 [
Microsoft cloud securi 55/59 ]
Lowest compliance regulatory standards Fhow all 4 I
UKO and UK NHS 5/7
|
Azure CIS 1.4.0 99,109
PCIDSS 4 188,206

Figure 8.37 - The standard’s compliance status
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6. To access the standard and review the controls, you can either click on the Standard name hyperlink
from the Compliance status screen or the standard’s tab on the Regulatory compliance page.

Compliance status X
for Cloud | Regulatory compliance
Standard name Passed controls Ty Chart
 Download report (& Manage compliance policies i Open query ] Compliance over time workbook B UKO and UK NHS 57 [
. . I
@ You can now fully customize the standards you track in the dashboard. Update your dashboard by selecting ‘Manage com| Azure €IS 140 98109
PCIDSS 4 188/206 |
Microsoft cloud securi 55/59 I
Microsoft cloud security benchmark Lowest compliance regulatory standards Show all 4
(preview)
UKO and UK NHS 57
55 of 59 passed controls Azure CIS 1.4.0 99,109
PCIDSS 4 188,206

Microsoft cloud security benchmark  UKO and UK NHS PCIDSS 4

Recommendations from Microsoft Defender for Cloud - Regulatory Compliance should not be interpreted as a guarantee
effectiveness of customer controls per your regulatory environment. These services are subject to the terms and conditions

Figure 8.38 — Access the standard you wish to assess

7. From the Standard to assess tab, we can see each compliance control that has been met and
the ones that have not.

Microsoft cloud security benchmark UKO and UK NHS Azure CIS14.0 [PCIDSS4

Recommendations from Microsoft Defender for Cloud - Regulatory Compliance should not be interpreted as a guarantee of compliance. It is up to you to evaluate and validate the
effectiveness of customer controls per your regulatory envirenment. These services are subject to the terms and conditions in the licensing terms,

Azure CIS 1.4.0 is applied to the subscription Microsoft Azure Sponsorship

D Expand all compliance controls

~ @ 1.1Identity and Access Management

~ @ 2.2 Microsoft Defender for Cloud
~ @ 3.3 Storage Accounts

~ @ 4.4 Database Services

~ @ 5,5 Logging and Monitoring

~ @ 6.6 Networking

~ @ 7.7 Virtual Machines

~ @ 8.8 Other Security Considerations
~ @ 9.9 AppService

Figure 8.39 - Compliance controls
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8. Expand one of the controls that has not been met.
~ @ 1.1 Identity and Access Management

~ @ 1.1. Ensure that 'Multi-Factor Auth Status' is 'Enabled’ for all Privileged Users Control details EI

Figure 8.40 - Unmet compliance control

9.  The failed resources for that control will be shown. In this example, multi-factor authentication
(MFA) has not been enabled on a subscription account with owner permissions; click on
the failed resource Automated assessments hyperlink to take you to the details page of this
standard’s assessment.

Automated assessments Resource type Failed resources Resource compliance status

MFA should be enabled on accounts with owner permiss Subscriptions 10f1 |

Figure 8.41 - Failed control resource

10. Expand the Remediation steps section from the Automated assessments page of the failed
resource and review the information provided; you can use the Quick Fix option if this is
provided as a remediation step.

Home > Microsoft Defender for Cloud | Regulatory compliance >

MFA should be enabled on accounts with owner permissions on subscriptions
Azure CIS 14.0

|63] Exempt & view policy definition ™ ‘Open query
o Multiple changes to identity recommendations will be available soon. Leam more =

. Description

Multi-Factor Authentication (MFA) should be enabled for all subscription accounts with owner permissions to prevent a breach of accounts or resources,

. Remediation steps

Manual remediation:

2 enable MIEA Uoing condmonal access you must have an Azure AD Premium license and have AD tenant admin permissions.
1. Select the relevant subscription or click Take action' if it's available. The list of user accounts without MFA appears.
2. Click "Continue’. The Azure AD Conditional Access page appears.
3.In the Conditional Access page, add the list of users to a pelicy (create a policy if one doesn't exist).
4. For your conditional access policy, ensure the following:
a. In the 'Access controls’ section, multi-factor authentication is granted.
b. In the 'Cloud Apps or actions’ section's 'Include’ tab, check that Application |d for "Microsoft Azure Management’ App or 'All apps' is selected. In the ‘Exclude’ tab, check that it is not
excluded.
To enable MFA security defaults in Azure Active Directory (included in Azure AD free):
1. Sign in to the Azure AD - Properties page as a security administrator, Conditional Access administrator, or global administrator.
2. From the bottom of the page, select Manage security defaults.
3. Set Enable security defaults to Yes.
4. Select Save.
Note: It can take up to 12 hours for the change to be reflected in Defender for Cloud.

Figure 8.42 — Remediation steps
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11. You can also expand the Affected resources section by clicking the hyperlink of any resources
listed under the Unhealthy resources section. This will then show User accounts requiring MFA;
clicking Continue allows you to complete the steps outlined in the Remediation steps section.

Home > Microsoft Defender for Cloud | Regulatory compliance » User accounts requiring MFA 'Y

MFA should be enabled on accounts with ow
Azure CIS 140

Enable MFA for the following user accounts:
)] Exempt G View policy definition ™ Open guery
Steve Miles
steve.miles70

milesbetter.solutions

o Multiple changes to identity recommendations will be available soon. Lea

admin@
~ Description Steve Miles
Multi-Factor Authentication (MFA) should be enabled for all subscripfion accounts with smiles@

~ Remediation steps
. Affected resources

Unhealthy resources (1)  Healthy resources Mot applicable reso

|/O Search subscriptions /

|:| Mame ™ St}hécription own

|:| 9e890d3f-416a-481e-ba%0- icrosoft Azure Sponsorship

| Trigger logic app || Exempt || Assign owner || Change owner

Was this recommendation useful? O ves O no

Figure 8.43 - Affected resources
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12. You should return to the Regulatory compliance dashboard and review each control added to
the compliance controls flagged as not met and having failed/unhealthy resources.

Microsoft cloud security benchmark UKO and UK NHS Azure CIS 1.4.0 PCI DSS 4

Recommendations from Microsoft Defender for Cloud - Regulatory Compliance should not be interpreted as a guarantee of ¢

evaluate and validate the effectiveness of customer controls per your regulatory envircnment. These services are subject to th
licensing terms.

PCI DSS 4 is applied to the subscription Microsoft Azure Sponsorship

|:| Expand all compliance controls

~ @ 1.1. Requirement 01: Install and Maintain Network Security Controls

~ @ 1.2. Requirement 01: Install and Maintain Network Security Controls

~ @ 1.3. Requirement 01: Install and Maintain Network Security Controls

~ @ 1.4. Requirement 01: Install and Maintain Network Security Controls

~ @ 1.5. Requirement 01: Install and Maintain Network Security Controls

~ @ 2.1. Requirement 02: Apply Secure Configurations to All System Components
~ @ 2.2 Requirement 02: Apply Secure Configurations to All System Components
~ @ 2.3. Requirement 02: Apply Secure Configurations to All System Components
~ @ 3.1. Requirement 03: Protect Stored Account Data

~ @ 3.2, Requirement 03: Protect Stored Account Data

~ @ 3.3. Requirement 03: Protect Stored Account Data

Figure 8.44 — Standards added with failed resource compliance controls

This task to assess regulatory standards that have been added to the Regulatory compliance dashboard
is complete.

How it works...

For this recipe, we looked at how to assess your regulatory compliance against a standard that we
added in the previous recipe.

Regulatory compliance standards are an enhanced feature of Microsoft Defender for Cloud to improve
your security posture and workload protection.
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You must have at least Reader (or Global Reader) access to view the compliance data; Security
Reader access will not suffice.

See also

Should you wish to learn more about this and related topics, you can refer to the following Microsoft
Learn articles:

o Microsoft Defender for Cloud documentation: https://learn.microsoft.com/en-us/
azure/defender-for-cloud/

o Tutorial: Improve your regulatory compliance: https://learn.microsoft.com/en-us/
azure/defender-for-cloud/regulatory-compliance-dashboard

o Microsoft Learn training — Introduction to Microsoft Defender for Cloud: https://learn.
microsoft.com/en-us/training/modules/intro-to-defender-cloud/
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Using Microsoft Sentinel

The previous chapter covered recipes for enabling and using Microsoft Defender for Cloud.

This chapter will teach you how to implement Microsoft Sentinel, collect data, set up security alerts
through analytics, and create automated responses.

By the end of this chapter, you will have learned the following recipes to make the most effective use
of Microsoft Sentinel:

o Reviewing the components of Microsoft Sentinel
o Enabling Microsoft Sentinel
o Creating automation

o Setting up a data connector and analytics rule

Technical requirements

This chapter assumes that you have an Azure AD tenancy and an Azure subscription from completing
the recipes in previous chapters of this cookbook. If you skipped straight to this section, the information
needed to create a new Azure AD tenancy and an Azure subscription for these recipes is included in
the following list of requirements.

For this chapter, the following are required:

o A device with a browser, such as Edge or Chrome, to access the Azure portal https://
portal.azure.com

o An Azure AD tenancy and Azure subscription; you may use existing or sign up for free: ht tps: //
azure.microsoft.com/en-us/free.

o An Owner role for the Azure subscription.

o A Global Administrator or Security Administrator role on the Tenant Azure AD.


https://portal.azure.com
https://portal.azure.com
https://azure.microsoft.com/en-us/free
https://azure.microsoft.com/en-us/free
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Terminology reference
We will start with the terminology used with Microsoft Sentinel:

o Security operations (SecOps): This function deals with managing the incorporation of day-to-
day security monitoring needs of an organization into IT operations.

o Security information and event management (SIEM): A SIEM system analyzes real-time
security data and events. It can be used as a single pane of glass and a birds-eye view of security
operations across an organization’s estate; it is often utilized as the primary tool to support a
security operations center (SoC) and Soc-as-a-Service.

o Security orchestration, automation, and response (SOAR): SOAR works with SIEM to provide
a full solution set of capabilities that allow the automation and orchestration of responses once
critical incidents occur.

Now that we have covered the terminology, we will move on to our first recipe for this section.

Enabling Microsoft Sentinel

Sentinel is Microsoft’s cloud-based SIEM and SOAR tool; it is a complete solution that can provide
security and event data aggregation, threat analysis, and response across public cloud, hybrid, and
on-premises environments.

This recipe will teach you to enable Microsoft Sentinel in your environment.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role

How to do it...
This task consists of the following step:
+ Enabling Microsoft Sentinel
Task - enabling Microsoft Sentinel
Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com


https://portal.azure.com
https://portal.azure.com
https://portal.azure.com

Enabling Microsoft Sentinel

2.

3.

In the search bar, type Microsoft Sentinel; select Microsoft Sentinel from the list of
services shown.

I A2 Microsoft Sentinel

r All Services (10) Marketplace (20) Documentat

Azure Active Directory (0)

Services
i

a

i O Microsoft Sentinel

-

Figure 9.1 - Search for the Microsoft Sentinel resource

When Microsoft Sentinel opens, click on Create from the top-menu bar.

Home >

Microsoft Sentinel =

milesbettersolutions.onmicrosoft.com

Create 5@5_,'3 Manage view v C_) Refresh + Export to (

[l
%]

Filter for any field... | Subscription equals all Resourc

Name T Resource gre

Figure 9.2 - Create a Sentinel instance

From the Add Microsoft Sentinel to a workspace page, review the information regarding the
31-day free trial, then click Create a new workspace.

Home » Microsoft Sentinel >

Add Microsoft Sentinel to a workspace

Create a new workspace () Refresh

0 Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for more details.

Figure 9.3 — Create a new workspace for Microsoft Sentinel
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5. From the Basics tab of the Create Log Analytics workspace page, fill in the required information
for Project Details and Instance details and click Review + Create.

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace »

Create Log Analytics workspace

Basics  Tags Review + Create

o A Log Analytics workspace is the basic management unit of Azure Monitor Legs. There are specific considerations
you should take when creating a new Log Analytics workspace. Leam more

Wwith Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data
is collected and stored.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage &ll your resources.

Subscription * @ | Microsoft Azure Sponsorship (8de2e9e8-ded4-4feb-8395-35b48b59... v |
\_ Resource group * (@ | smazcookbookrecipes-rg ~ |
Create new

Instance details

Name* (&) | smazcookbookrecioes-sentinel-law o |

Region * (D | UK South A |

Figure 9.4 — Create Log Analytics workspace

6. From the Review + Create tab, review the information and click Create.
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Home » Microsoft Sentinel » Add Microsoft Sentinel to a workspace >

Create Log Analytics workspace

o Validation passed

Basics Tags Review + Create

N Log Analytics workspace
= by Microsoft

Basics

Subscription Microsoft Azure Sponsorship
Resource group smazcookbookrecipes-rg

Mame smazcookbookrecioes-sentingl-law
Region UK South

Pricing

Pricing tier Pay-as-you-go (Per GB 2018)

The cost of your workspace depends on the valume of data ingested and how long it is retained. Regional pricing details
are available on the Azure Monitor pricing page. You can change to a different pricing tier after the workspace is created.
Learn mare about Log Analytics pricing models.

Tags

MNone

Create « Previous Download a template for automation

Figure 9.5 — Create workspace validation
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7. You will receive a notification that the deployment succeeded; click Add.
Home > Microsoft Sentinel >

Add Microsoft Sentinel to a workspace

Create 3 new workspace () Refresh

0 Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for more details.

o
T

b
]|
No workspaces found

Create a new workspace

Figure 9.6 — Add Sentinel to a workspace

8. You will receive a Successfully added Microsoft Sentinel notification to confirm that it was
added to the created Log Analytics workspace.

Notifications X

More events in the activity log » Dismiss all ~~

@ Successfully added Microsoft Sentinel X

Successfully added Microsoft Sentinel to workspace 'smazcookbookrecioes-
sentinel-law’, it might take a few minutes for your workspace to appear in
Microsoft Sentinel workspaces list

a few seconds ago
Figure 9.7 — Notification of success
9. You will be redirected to the Microsoft Sentinel page and presented with a page banner displaying

a Microsoft Sentinel free trial activated message. You must review the billing information
provided in the Learn more hyperlink. Then click OK to dismiss the banner.
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Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace » Microsoft Sentinel

& Microsoft Sentinel | News & guides X
Selected k ioes-sentinel-law'

« = Doumentation

General =

Microsoft Sentinel free trial activated
© Overview The free trial is active on this workspace from 12/12/2022 to 12/01/2023 at 23:58:59 UTC.
During the trial, up to 10 GB/day are free for both Microsoft Sentinel and Log Analytics. Data beyond the 10 GB/day included quantity will be billed.Learn mare.

Lo (o |

& News & guides

£ search
A cloud-native SIEM to help you focus on what matters

Threat management most

Incidents

Hunting

[~
@ workbooks
o
-

Notebooks

* Entity behavior
& Threatintelligence

& MITRE ATT&CK (Preview)

Content management

& Content hub (Preview)

m 1. Collect data
Collect data at cloud scale across

the enterprise, both on-premises
and in multiple clouds

2. Create security alerts
Focus on what's important using
analytics to create alerts

(2) 3. Automate & orchestrate

Use or customize built-in
playbocks to automate common
tasks

@ Repositories (Preview)

Connect
& Communiy

Configuration

Figure 9.8 — Sentinel landing page

10. You will be directed to the Get started tab on the News & guides page in the General section
of Microsoft Sentinel.

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace » Microsoft Sentinel

& Microsoft Sentinel | News & guides - X

Selected worksp tinel-l

General What's new  Get started Free trial

@ Overview
Fd Logs

@ News & quides Microsoft Sentinel

£ search
A cloud-native SIEM to help you focus on what matters
Threat management most

i Incidents R
Collect and analyze data from any source, cloud or on-premises, in

@ workbooks any format, at cloud scale. With Al on your side, find, investigate,

© Hunting and respond to real threats in minutes, with buit-in knowledge and
intelligence from decades of Microsoft security experience.

& Notebooks

Entity behavior
@ Threat intelligence
& MITRE ATT&CK (Preview) 1. Collect data

Collect data at cloud scale across

o 3. Automate & orchestrate

2. Create security alerts 3 e
Use or customize built-in

Content management Focus on what's important using

the enterprise, both on-premises playbooks to automate commaon
. analytics to create alerts
and in multiple clouds tasks

B3 Content hub (Preview)

@ Repositories (Preview)

4 Community

Figure 9.9 - Sentinel Get started tab
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11. On the Get started tab, you will see three keys steps that we will follow in the remaining recipes
in this chapter; for clarity, they are as follows:

* Collect data
* Create security alerts

= Automate & orchestrate

P 1. Collect data 2. Create security alerts ) 3. Automate & orchestrate
Collect data at cloud scale across 7 Use or customize built-in

Focus on what's important using

the enterprise, both on-premisas . playbooks to automate common
analytics to create alerts

and in multiple clouds tasks

Figure 9.10 - Sentinel Get started steps

This task to enable Microsoft Sentinel is completed.

How it works...

Microsoft Sentinel collects security signaling (security log data) and examines this signal data for
patterns that may indicate an attack; this then correlates event information to identify potentially
abnormal activity. Issues that are identified create an automated alert response, and remediation is
carried out. This relationship is represented in the following diagram:

Security Analytics Security Tooling
Microsoft Sentinel @
4
Security & Event
Data Sources

Security Signalling

Figure 9.11 - Sentinel positioning

Azure Sentinel provides the following core capabilities:

« Collects: Security data is collected across an organization
« Detects: Threats are detected through AI-powered threat intelligence
+ Investigates: Threat-generated critical incidents are investigated

o Responds: Responses are generated through automated reactions and remediations
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The end-to-end security operations capabilities of Sentinel are represented in the following diagram:

Collect Detect Investigate & Respond

@lloe]

Incidents Automation

SIEM SOAR
Security Orchestration,

Security Incident & :
Automation & Response

Event Management

Figure 9.12 - Sentinel security operations capabilities

See also

Should you wish to learn more about this and related topics, you can refer to the following Microsoft
Learn articles:

o Microsoft Sentinel documentation: https://learn.microsoft.com/en-us/azure/
sentinel/

o Quickstart: Onboard Microsoft Sentinel: https://learn.microsoft.com/en-us/
azure/sentinel/quickstart-onboard

o Microsoft Learn training modules and paths: https://learn.microsoft.com/en-us/
training/browse/?expanded=azure&products=azure-sentinel

Reviewing Microsoft Sentinel components

Now that we have learned how to enable Microsoft Sentinel in your environment, this recipe will
provide you with a high-level overview of its capabilities and components.

As a cloud-based SIEM and SOAR solution, Sentinel can act as the tooling to support a SOC and
SOC-as-a-Service approach.

Getting ready
This recipe requires the following:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role

o The subscription should have Microsoft Sentinel enabled

295


https://learn.microsoft.com/en-us/azure/sentinel/
https://learn.microsoft.com/en-us/azure/sentinel/
https://learn.microsoft.com/en-us/azure/sentinel/quickstart-onboard
https://learn.microsoft.com/en-us/azure/sentinel/quickstart-onboard
https://learn.microsoft.com/en-us/training/browse/?expanded=azure&products=azure-sentinel
https://learn.microsoft.com/en-us/training/browse/?expanded=azure&products=azure-sentinel
https://portal.azure.com
https://portal.azure.com

296 Using Microsoft Sentinel

How to do it...
This task consists of the following step:
o Review the Microsoft Sentinel components
Task - Microsoft Sentinel
Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com

2. From the search bar, type Microsoft Sentinel; click Microsoft Sentinel from the list
of services shown.

I 2 Microsoft Sentinel

All Services (10) Marketplace (20) Documentat

Azure Active Directory (0)

Services

@ Microsoft Sentinel

Figure 9.13 - Search for the Microsoft Sentinel resource

3. When Sentinel opens, click on the workspace created in the previous recipe.

Home >

Microsoft Sentinel »

milesbettersolutions.onmicrosoft.com

+ Create 5% Manage view v () Refresh L Export to CSW % Open query £33 View incidents

| Filter for any field... | Subscription equals all Resource group equals all < Location equals all

No group

D Name T Resource group Ty Location Ty

D @ smazcookbookrecioes-sentinel-law smazcookbookrecipes-rg UK South

Figure 9.14 — Select the Sentinel workspace
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When the Sentinel workspace opens, you will see the Selected workspace you are viewing. The

left-hand menu bar is categorized into the following settings:

* General

* Threat management

* Content management
= Configuration

Home >

G Microsoft Sentinel | Overview

|;? Search | a ) Refrash

© e

& Ovendiew (Previaw)

Logs
@ Lo Incidents ()
dh Mews & guides Last 24 hours

S Search
reat management
& Incidents
# Weorkbooks
@ Hunting
@ Mombooks
#  Entity behawior
&) Threat intelligencs
2 MITRE ATTEWCK (Praview)

ontent management

B Content hub (Praview)

@ FRepositories [Preview)
& Community Diata

BE Data connectors

& Analytics
B Watchlist

4 Automation

£ Settings

Figure 9.15 - The Workspace menu

Last 24 hours
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5. The Overview (Preview) page, under the General section, is split into four main operational
area tiles as follows:

* Incidents

* Automation

= Data

* Analytics (alert rules)

Home >

9 Microsoft Sentinel | Overview (Preview)
Selarted workspace: smazcpokbookrecioes-sentinel-law®

O
General @ You are currently viewing the new overview experience; you can abways switch back to old one ‘) Mew overvew
@ Overview (Preview]

Logs
@ Leg Incidents [0 Automation
b Mews & guides La=t 24 hours () Last 24 hours (7)
2 Search

Threat management “
& Incidents
# Workbooks

)

Mo autormation rules found

© Hunting
@ Nowbooks Ma incidents found
oteboo!

Add autamation nokas to cendrally mand os automaticn of incident handing and
S Inchdianis page dor turther indormiation - -

& Entity behawior respans
O Tt sigene

® MITRE ATTECK (Preview)

Content emenit
manag Data Analytics

B Content hub (Praview) La=t 24 hours () Current status (T

& Repositories [Preview)

& Community ﬁ 1
ﬁ w Enabied
Configuration Wﬁ
0
B Datz connectors \l % Dicabled
&  Analytics
Mo data connectors found I(]
B Watchiist futtn disabled
data conrectons B Ingast data Into Microsott Santined
£§ Automation

.
£ Settings

Manage anahytics rules =

Figure 9.16 — Sentinel operational areas
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6. Under Threat management, click Incidents and review the information presented by the
capabilities of this area of Sentinel.

Home > Microsoft Sentinel

<= Microsoft Sentinel | Incidents %
Selected workspace smazcookbookrecioes-sentinel -law'
@ |- Createincident (Praview) () Refresh (%) Last2dhours - 5T Acions [i] Delete Security efficiency workbook == Columns &7 Guides & Feedback
General i 4
e Open incidents by severity
=0 550 =0

§ Cverview (Praviaw]
@ Llogs
o Mews & guides

Open incidents New incidents factive incidents 1 High (0} 1 Medium (0] Laww {0 W informational (0}

|/0 Seanch by ID, title. tags, owner or product | @ | Sewerity - All Saatus - 2 sebected Product name : All Cramer : All

£ Search (@) Auto-refresh incidents
Threat management

— No incidents were found

& Incidents
@l Workbooks
© Hunsng What is it?
Microsoft Sentinel incidents are containers of threats in your organization — alerts, entitias and any additional related evidence. An incident is
@ Nowsbooks yo g ny
otebool

created based on alerts that you have defined in the security analytics page. The properties related to the alerts. such as severity and status are
& Entity behavior set at the incident lavel.
& Threat intelligence .

How does it work?

& MITRE ATTECK (Praview)
Imcidents are sutomatically created as a result of alerts triggered based on detections defined in ‘Security analytics”. The incidents page provide &

Content management full view of all the context required for triage, investigation and responsz. For 2ach incident, you cam s2e tha time it was genseratad and its status.

B Content hub (Praview)
These are the types of activities you can perform with incidents

Triage and investigate
Review all related entities in the incident and

additional contextual information meaningful

@ Repasitories [Preview)

& Community
Configuration o

B Datz connectors

View related alerts

Wiew all related alerts that are aggregated
into am incident based on the alert trigger

definition of the alert fuzion strategy enablad.

& Analytics Review all details related to the alertina
B Watchiist unified location.

€4 Automation

## Settings Incident management

>

Manage the lifecyde of the incident - assign
to yourself for further investigation, changs
the status of the incident and update its
severity after triage.

to the trizge process. Investigats the alers
and related entities to understand the scope
of breach.

{‘E‘} Respond to alerts in the incidents
Trigger playbooks on the alerts grouped in
the incident to resolve the threat detectad by
the alert using playbooks.

Figure 9.17 — Incidents

7. Under Configuration, click Automation and review the information presented by the capabilities
of this area of Sentinel.
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Home » Microsoft Sentinel

o Microsoft Sentinel | Automation

Selarted workspaoe ‘smazcookbookrecioas-sentinel-law

P |- Create ~ () Refresh &7 Edit () Enable =t Moveup =4 Movedown T[] Remove A7 Guides B Feedback
General
% 0 9] 0 =10 Mare content at
@ Ovanview [Previsw) Automation rues Erabled rules Enabled playbooks Content hub
P logs
& MNews & guides Automation rules  Active playbooks Playbook templates (Praview]
42 Search
Threat management { l‘ No automation rules were found
& Incidents
- What is it?
il Werkbooks Automation rules allow you to centrally manags all the automation of inddent handling. Autormation rules straamiing automation use in Microsoft Sentingd
© Hunting and enable you to simplify complex workflows for your inddent orchestration processes.
& Nowbooks How does it work?

& Entity behavior Automation rules are triggered by the creation of incidents. You can sst conditions to govern when actions will run, based on the incident and entity details

o and on analytics rules. You can also set the order of actions and the rule’s expirstion time.
Threat intelligence

T MITRE ATTECK (Praizw) What does it do for you?
Content management o=s Automate incident configuration {igﬁ} Trigger playbooks for Microsoft
B3 Content hub (Praview) - Directly set incident status or severity, assign an Providers

& Repositories (Preview)
& Community
Configuration

B Datz conneciors

owmner, or add a tag when an incident is created,
without the need for running & playbook.

Run playbooks on incidents

Automate the handling of Microsoft security
glerts by applying rules to inddents creatad
from the alers.

Apply incident suppression

& Anabtics You can still run playbooks from your You can use rules to automatically resohve

B Watchiist automation rules to integrate with other services incidents that are known false/benign positives

25 A ian or create complex lagic chains. The rules pass - for example, whan running penstration tasts,
the incidents to playbooks with all their details, doing scheduled maintenance or upgrades, or

& Settings including alerts and entitizz testing automation procedures.

Give Sentinel permissions to run playbooks
Microsoft Sentinel requires explicit permissicns for awtomation rules to automatically run playbocks.

Figure 9.18 — Automation

8. Under Configuration, click Data connectors and review the information presented by the
capabilities of this area of Sentinel.
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Home » Microsoft Sentinel

=== Microsoft Sentinel | Data connectors

EEC

General

B Oveniew (Praview]
P logs

b News & guides

O Search

Threat management

& Incidents

il Workbooks

@ Hunting

@ Howbooks

& Entity behavior

&) Threat intzlligence
% MITRE ATTECK (Preview)
Content management
6 Content hub (Praview)
& Repositories (Preview)
& Community
Configuration

B Datz connectors

& Analytics

B ‘Watchlist

4§ Automation

£ Setting:

Selected workspace ‘smazcookbookrecioes-sentinel-law

() Refrash 7 Guides & Feedback

Mo tent at

i#125 =0 More consen

Connectors Connected

| 2 Search by name or provider | Providers : All Diata Types - All -

Status : All

Status

re -

e

ie

Connector name 1

Agari Phishing Defense and Brand Protection (Preview)
Agari

Al Analyst Darktrace [Preview)
Darktrace

Al Vactra Detact [Preview)
ectra Al

Akamai Security Events (Praview)
Akamai

Alcide kAudit (Preview)
Alcida

Alsid for Active Directory (Preview)
Alsid

Amazon Web Services
Arnazon

Amazon Web Services 53 (Preview)
Arnazon

Apache HTTP Server (Preview)
Apache

Apache Tomcat (Preview)
Apache

Aruba ClearPass (Preview)
Aruba Networks

Atlassian Confluence Audit (Preview)
Atlassian

Figure 9.19 - Data

No Connector selected
Select 3 Connector to view more details

9. Under Configuration, click Analytics and review the information presented by the capabilities
of this area of Sentinel.
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Home » Microsoft Sentinel

A Microsoft Sentinel | Analytics %
Seldectrd worspace ‘smarcookbookrecioes-sentine] -law'
@ |- Create ~r () Refresh [A] Analytics efficdiency workbook Preview] (") Ensble (&) Disable [i] Delste = Import = Export
General -
. Rules by severity
51 £y o B
i i A Ut analytics rules

© Duarview (Praviaw) Active rudes Content hub Rhighity B Mediom (@) 0 Low (0) B Informational (0) !

@ logs

& News & guides Active rules  Rulz templates  Anomaliss

S Search

[ Searcn * Add fiter

Threat management

& Incidents [ severity . T4 Name Ty Rule type Ty ctams
# ‘Workbooks O I High Acvanced Multistage &ntack . @0 Fusion O Eme

© Hunting

@ MNotebooks

# Entity behaior

& Threat ntelligence

& MITRE ATTECK (Pravizw)

Content management

3 Content hub (Praview) _&5
Py

& Repositories (Preview)

& Community
Configuration

Mo analytics rules selected

B Datz connectors 5 : :
lect an analytics rule to view mors details

&  Analytics
B 'Watchiist

Figure 9.20 - Analytics

This task to review the components and capabilities of Microsoft Sentinel is completed.

How it works...

For this recipe, we reviewed the components and capabilities of Microsoft Sentinel as a cloud-based
SIEM and SOAR solution that can act as the tooling to support a SOC and SOC-as-a-Service approach.

See also

Should you wish to learn more about this and related topics, you can refer to the following Microsoft
Learn articles:

o Microsoft Sentinel documentation: https://learn.microsoft.com/en-us/azure/
sentinel/

o Microsoft Learn training modules and paths: https://learn.microsoft.com/en-us/
training/browse/?expanded=azure&products=azure-sentinel
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o  What is Microsoft Sentinel?: https://learn.microsoft.com/en-gb/azure/
sentinel/overview
Creating automation

Now that we have learned how to enable Azure Sentinel in your environment, this recipe will teach
you how to set up playbooks so that you can automate responses to incidents that we will trigger from
data connector signal data and alert log rules that we will set up in the following recipe in this chapter.

Getting ready
This recipe requires the following to be in place:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role

o The subscription should have Microsoft Sentinel enabled

How to do it...

This task consists of the following step:
o Creating a playbook

Task - creating a playbook

Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com.

2. From the search bar, type Microsoft Sentinel; click Microsoft Sentinel from the list
of services shown.

I £ Microsoft Sentinel

All Services (10) Marketplace (20) Documentat

rv

Azure Active Directory (0)

Services
)

3

o Microsoft Sentinel

Figure 9.21 - Search for the Sentinel resource
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3. When Sentinel opens, click on the created workspace from the previous recipe.

Home >

Microsoft Sentinel =

milesbettersolutions.onmicrosoft.com

+ Create 33 Manageview v () Refresh L ExporttoCSV G Open query B3 Viewir
[ Filter for any field... J Subscription equals all Resource group equals all X< Location equals all
D Name T Resource group Ty Location Ty

I:] @ smazcookbookrecioes-sentinel-law smazcookbookrecipes-rg UK South

Figure 9.22 — Select the Sentinel workspace

4. From the Sentinel workspace, click News & guides under the General section; then, from the
Get started tab, click Create from the Automate & orchestrate step.

Home > Microsoft Sentinel

Microsoft Sentinel | News & guides

Selected workspace: ‘smazcookbookrecioes-sentinel-law'

General What's new | Get started Free trial

@ Overview (Preview)

£ Logs
O Mg Microsoft Sentinel
#~  search .
A cloud-native SIEM to help
Threat management you focus on what matters
& Incidents most
@ Workbooks Collect and anzlyze data from any source,
& Hunting cloud or on-pramises, in any format, 2t
cloud scale. With Al on your side, find,
& Notebooks investigate, and respond to real threats in

minutes, with built-in knowledge and
intelligence from decades of Microsoft
& Threat intelligence security experience.

& Entity behaviar

@

MITRE ATTECK (Preview)

Content management

& Content hub (Preview)

. g 1. Collect data s 2. Create w 3. Automate &
@ FRepositories [Preview) Collect data at security alerts orchestrate
A Community cloud scale across Focus on what's Use or customize
the enterprise, both important using built-in playbooks
Configuration on-premises and in analytics to to automate
B Data connectors multiple clouds create alerts common tasks
& Analytics
Create Create
Watchlist

Figure 9.23 - The Get started tab
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5. From the Automation page, click the Playbook templates (preview) tab.

Home > Microsoft Sentinel

25 Microsoft Sentinel | Automation

Selected & ‘smazcookb ioes-sentinel-law’
« = Create v O Refresh i Edit \l) Enable =T Maveup =% Move down @ Remove ﬁ\_" Guides & Feedback
General
_— O 0 {‘_I;l_.} 0 More content at
@ Overview (Preview) Automation rules Enabled rules Enabled playbooks Content hub
D Logs
& News & guides Automation rules  Active playbooks | Playbook templates (Preview)
1 Search

Threat management r‘o No automation rules were found

& Incidents

Figure 9.24 — Automation

6. Inthe list of available playbook templates on the Playbook templates (preview) tab, search for
and open the Send email with formatted incident report template; then click Create playbook.

s

Automation rules  Active playbooks Playbook templates (Preview) {IEI'] _

0 email ® | Trigger : All ~ More (4) & Microsoft Sen... | 4@ Gallery Content (D 14/07/2021, 0...
Trigger type Content source Last update time

a
Name Ty Trigger ). Logic Apps Connectors  Entities Description
N . This playback will be sending email with formated incidents

Send basic email s Microsoft Senti... Office 365 Outlook +1 0 report {Incident title, severity, tactics, ink,..) when incident is

Send email with formatted incident report & Microsoft Senti... Office 365 Outlook +1 (0 created in Azure Sentinel. Emal nofification is made in HTML.
Connectors in use
[E] ticrosot sentines B orce 365 outiook
Prerequisites

An 0365 account to be used to send email notification (The user
account will be used in 0365 connector (Send an email).) Link with
company logo. Mo formating since size is defined in the Playbook.
Linke example - https:.//azure.microsoft.com/svghandler/azure-

sentinel
7
Q| tmm o= (@)
s Pt =
.
« I »  Sourcename Version
Microsoft Sentinel GitH... 1.0

| < Previous |Paga|1 v|cf1 ‘ MNext > |

Create playbook

Figure 9.25 — Create a playbook
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7. On the Basics tab, click Next : Parameters >, then from the Parameters tab, enter the required
information in the NotificationEmail field, and then either leave the default or change the
Company logo link and Company name fields. Then, click Next : Connections >.

Home > Microsoft Sentinel | Automation >

Create playbook

@ Basicc € Parameters  (3) Connections (4] Review and create

MotificationEmail * O

| smiles@mileshetter /|

Company lego link * (D

| https://azure.microsoft.com/svghandler/azure-sentina| |

Company name * (1)

| milesbettersolutions

Mext : Connections >

Figure 9.26 — The Create playbook parameters tab

8. On the Connections tab, click Next : Review and create >.
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Home > Microsoft Sentinel | Automation >

Create playbook

@ Basics @ Parameters  €) Connections  («) Review and create

For each connectar this playbook uses, you can choose to use an existing connection from another
playbook. Ctherwise, you must create a new connection and authenticate when you are brought to the
Logic Apps designer after your playbook is deployed.

Microsoft Sentine Connect with managed identit
[::-ff ce 365 Outlook Mew connection will be configurad

Mext : Review and create >

Figure 9.27 - The Create playbook Connections tab

9. On the Review and create tab, click Create and continue to designer.
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Home > Microsoft Sentinel | Automation >

Create playbook

@ Basics @ pParameters @ Connections © Review and create

Basics

Subscription Microsoft Azure Sponsorship

Resource group smazcookbookrecipes-rg

Region UK South

Playbook name Send-email-with-formatted-incident-report
Diagnostics logs workspace Disabled

Integration service environment Disabled

Parameters

NotificationEmail [

Company logo link https://azure.microsoft.com/svghandler/azure-sentinel
Company name MilesBetter SOC

Create and continue to designer

Figure 9.28 — Create a playbook review

10. After creating the playbook, we must complete two further actions: grant permissions to run the
playbook and authorize the mail connection. We will step through these actions in this recipe.

Connections

Microsoft Sentinel

Connect with managed identity

0 Note: Grant permissions 1o the managed identity after deployment.

Office 365 Outlook

Mew connection will be configured

o Mote: Authorize this connection after deployment in the Logic App designer

Figure 9.29 - Playbook Connections actions
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11. From the Logic app designer, you need to authorize the mail connection and validate the M365
email address selected to receive the email response. Click the information symbol, which will
trigger a pop-up window to prompt you to complete signing in with the account used with

the M365 email address.

report | Logic app designer

¥

Run Trigger .E‘. Designer  </* Code view [@] Parameters [l Templates B Connectors .-? Help (D

m Lreate Hi ML Tamie wWitn Enumnes

N
Select Alerts

b
m Create HTML table with Alerts

b

Compose Email response

Connections

T
EE Sign in to your account - Google Chrome

Select an existing connection or create & new one:

& login.microsoftonline.com/commaon/

Invalid Display Mame

(] endzemail-with-formatted-incident-rep

Figure 9.30 - Logic app designer

~., B Microsoft

Pick an account

4] :
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12. If the M365 email address was validated successfully, the Logic app designer steps should
appear, as represented in the following screenshot:

Microsoft Sentinel incident (Preview) |

N

Select Entities =0 |
N

Create HTML table with Entities = |
b

Select Alerts i |
N

E Create HTML table with Alerts = |
N

LEN Compose Email response |
b

Send an email with Incident details |

+ New step

Figure 9.31 - Logic app designer steps

13. You will now see the playbook created on the Automation page on the Active playbooks tab.

1‘5 0 Q 0 {‘jl_l}‘l ﬁl More content at

Automation rules Enabled rules Enabled playbocks Content hub

Automation rules Active playbooks  Playbook templates (Previaw)

Status : All Trigger kind : All Subscription : Microsoft Azure £
|p Search
Plan : All Source name : Gallery Content
I:‘ Name T Status T Plan T\ Trigger kind T\
D Send-email-with-formatted-incident-report () Enabled Consumption i Microsoft Sentinel Incident |

Figure 9.32 — Active playbooks
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14. Next, we need to assign permissions for Sentinel to the playbook. In Sentinel, click on Settings
in the Configuration section.

Configuration
§i# Data connectors
% Analytics
B Watchlist
5 Automation

4 Settings

Figure 9.33 — Sentinel settings

15. Click on the Settings tab of the Settings page.

Fo Microsoft Sentinel | Settings

Selected workspace: ‘smazcockbookrecioes-sentinel-law

|,"ﬁ Seard | « Pricing | Settings [Workspace settings »

Figure 9.34 - The Settings tab

16. Expand the Playbook permissions section on the Settings page, and click on
Configure permissions.

~ Playbook permissions

What is it?
Automation rules allow you to centrally manage all the autornation of incident handling. Automation rules streamline automation use in Microsoft
Sentinel and enable you to simplify complex workflows for your incident orchestration processes,

Playbook permissions
Microsoft Sentinel automation rules can run Logic App playbooks to integrate with other services or create complex logic chains for incident
handling. Explicit permissions are required to use this functionality.

Configure permissions

Figure 9.35 — Configure permissions

17. Select the resource groups on the Manage permissions blade that contains the playbooks that
Sentinel can run, then click Apply.
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Manage permissions X

Choose the resource groups that contain the playbooks you want to give Microsoft Sentinel
permissions to run

Browse  Current permissions

| st | 3 subscriptions A
ﬂ Mame T Subscription T
u [ smazcookbookrecipes... Microsoft Azure Spon...

Figure 9.36 — Manage permissions

18. You will receive a notification that the permissions were added.

Notifications X
More events in the activity log — Dismiss all
@ Finished adding permissions *

Successfully added permissions to 1 of 1 resource groups.

a few seconds ago

Figure 9.37 — Notification of success
This task to create a playbook is completed.

How it works...

For this recipe, we created a playbook for use with incidents to provide an automated response via
email. We will use this playbook for the analytics rule we create in the next recipe.
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See also

Should you wish to learn more about this and related topics, you can refer to the following Microsoft
Learn articles:

o Microsoft Sentinel documentation: https://learn.microsoft.com/en-us/azure/
sentinel/

o Microsoft Learn training modules and paths: https://learn.microsoft.com/en-us/
training/browse/?expanded=azure&products=azure-sentinel

o Tutorial: Use playbooks with automation rules in Microsoft Sentinel: https://learn.
microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-
playbook

Set up data connectors

Now that we have learned how to enable Azure Sentinel in your environment, this recipe will teach
you how to set up data connectors so that you can start collecting signal information for analysis
and alerting.

Getting ready
This recipe requires the following to be in place:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role

o The subscription should have Microsoft Sentinel enabled

How to do it...
This task consists of the following steps:

o Gather signal data using a data connector

o Create an analytics rule
Task — gather signal data using data connectors
Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com.


https://learn.microsoft.com/en-us/azure/sentinel/
https://learn.microsoft.com/en-us/azure/sentinel/
https://learn.microsoft.com/en-us/training/browse/?expanded=azure&products=azure-sentinel
https://learn.microsoft.com/en-us/training/browse/?expanded=azure&products=azure-sentinel
https://learn.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
https://learn.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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https://portal.azure.com
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In the search bar, type Microsoft Sentinel; click Microsoft Sentinel from the list of

2.
services shown.
I AP Microsoft Sentinel
All Services (10) Marketplace (20) Documentat
Azure Active Directory (0)
Services
Q Microsoft Sentinel
Figure 9.38 — Search for the Sentinel resource
3. When Sentinel opens, click on the workspace created in the previous recipe.
Home >

Microsoft Sentinel =

milesbettersolutions.onmicrosoft.com

+ Create @ Manage view v O Refresh i Export to CSV °E? Open query = View incidents

Resource group equals all X Locaticn equals all

No group

I Filter for any field... | Subscription equals all

Resource group Ty Location Ty

(] Name

D @ smazcookbookrecioes-sentinel-law

smazcookbookrecipes-rg UK South

Figure 9.39 - Select workspace

In the Sentinel workspace, click News & guides in the General section; then, from the Get

4.
started tab, click Connect from the Collect data step.
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Home > Microsoft Sentinel

& Microsoft Sentinel | News & guides

Selected workspace: 'smazcookbookrecioes-sentinel-law’

| P Search | « I Documentation
General = What's new Free trial
@ Overview (Preview)
& logs
) MBS Microsoft Sentinel
2 Search .
A cloud-native SIEM to help you
Threat management focus on what matters most
=
Incidents
= Collect and analyze data from any source, cloud or
@ workbooks on-premises, in any format, at cloud scale. With Al
. on your side, find, investigate, and respond to raal
© Hunting )
threats in minutes, with built-in knowledge and
& Notebooks intelligence from decades of Microsoft security
axparience.
“' Entity behavior
& Threat intelligence
@ MITRE ATT&CK (Preview)
Content management g 1 Collect data , 2. Create 4 3- Automate &
£ Content hub (Preview) Collect data at security alerts orchestrate
cloud scale across Focus on what's Use or customize
@ Repositories (Preview) the enterprise, both important using built-in playbooks
B Community on-premises and in analytics to to automate
multiple clouds create alerts common tasks
Configuration

& Analytics

Figure 9.40 - The Get started tab

5. On the Data connectors page, we will search for and then add data connectors.

Home > Microsoft Sentinel > Microsoft Sentinel

=== Microsoft Sentinel | Data connectors

L . - - :
Selected workspace: 'smazcookbookrecioes-sentinel-law'

“« O Refresh R'j Guides & Feedback

-

General —
- H12> &0 s
G Overview (Preview) Connectors Commected
@ Logs
& News & guides | & Search by name or provider ‘ Providers * All Data Types : All Status - All
5O search
Status Connector name 1

Threat management

Figure 9.41 — Data connectors
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6. Inthesearch box, type azure active directory and click the Azure Active Directory
data connector listed in the search results.

f_\ Refrezh ’-F Guides & Feedback

Content hub

iE 125 hq' 0 ﬂl More content at

Connectors Connected

| azure active directory " | Providers @ All Data Ty

Status Connector name T

b Azure Active Directory

Microsoft

Figure 9.42 - Data connector

7. On the Connector blade that opens, click the Open connector page.
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. 125 # 0 More content at

Content hub

Connectors Connected
| A azure active directory X | Providers : All
Status Connector name T

» Azure Active Directory

Microsoft

> Azure Active Directory ldentity Protection

Microsoft

Data Typ

‘b Azure Active Directory

Disconnect...  $f Micros... -
Status Provider Last Log Rec...
Drescription

Gain insights into Azure Active Directory by
connecting Audit and Sign-in logs to
Microsoft Sentinel to gather inzights around
Azure Active Directory scenarios. You can
learn about app usage. conditional access
policies, legacy auth relate detzils using our
Sign-in logs. You can get information on
your Self Service Paszword Resst (35PR)
usage, Azure Active Directory Management
activities like uszer, group, rols. app
management using our Audit logs table.

Last data received (D)

Related content

@s 2 A108
Workbooks  Queries  Analytics ruls

wemplate
Diata received 5o to log analytics
a7
3-
2-
1

T T
3 December 12 December

7 1 AanRidt sers

Open connector page

Figure 9.43 — Data connector information

8.  On the Connector page, check the boxes for all log types to be collected for analysis by Sentinel,

then click Apply Changes.

317



318 Using Microsoft Sentinel

Instructions  Mext steps

E Prerequisites
To integrate with Azure Active Directory make sure you hawve:

+  \Workspace: read and write permissions.
+  Diagnostic Settings: read and write permissions to AAD diagnostic settings.

+  Tenant Permissions: ‘Global Administrator’ or 'Security Administrator’ on the workspace's tenant,

x Configuration

Connect Azure Active Directory logs to Microsoft Sentinel
Select Azure Active Directory log types:

H Sign-In Logs

ﬂ In order to export Sign-in data, your crganization neads Azure AD P1 or P2 licensa. if you don't have a P1 or P2,
start 3 frae trisl

B Audit Logs

H Mon-Interactive User Sign-In Log [Preview)
H Service Principal Sign-In Logs [Preview)
H Managed ldentity Sign-In Logs (Preview)
E Prowizioning Logs (Preview)

Bl ADFs sign-in Logs (Preview)

B User Risk Bvents (Preview)

B Risky Users [Preview)

H Metwork Access Traffic Logs [Preview)

H Risky Zenvice Principals [Preview)

E Service Principal Risk Bvents (Previsw)

Figure 9.44 — Data connector configuration

9. You will receive a notification that the changes were successfully applied.
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Notifications P
Miore events in the activity log = Dismizs all
@ Success »

Successfully applied chamges

3 few seconds ago

Figure 9.45 — Notification of success

This task to connect a data connector is completed.
Task - create an analytics rule
Perform the following steps:

1. On the Azure AD Connector page created in the previous recipe, click the Next steps tab.

Instructions Mext steps

‘ Recommended workbooks (8) o to workbooks gallery >

Azure AD Sign-in logs

® Microsoft I .
~  Azure AD Audit logs i
{(I% Query samples (2)

Al logs

SigninLogs
| take 1000
| sort by TimeGenerated 0D

Run

Summarize by 1 hour bins

AuditLogs
| summiarize count]) by bin(TimeGenerated, 1h)
| sort by TimeGenerated i
Run
é Relevant analytics templates (108) Go to analytics templates >
Data sources Tactics Technigues CREATE RULE
Azure Active Direct..  EE D e TIOTE 22D -
Azure Active Direct... €1 persistence Ti098
Azure Active Direct... CD Persistence Ti078 Create rule
—_——

Figure 9.46 — Data connector page
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2. On the Next Steps tab of the connector, you should review all the activities you would like to

be alerted about.

Instructions Mext steps

| I sart by TimeGenerated

o

Run

JB Relevant analytics templates (108)

Severity T4 Name T4

High Guest sccounts added in AAD Groups other than the anes specifisd
High Authentication Methods Changed for Privileged Account

High MNRT PIM Elevation Request Rejected

High Dev-0530 10€ - Juty 2022

High NRT Madified domain federation trust settings

High Azurz AD Role Management Permission Grant

High User agent search for log4j sxplaitation attempt

High Suspicicus application consant similar to D365 Attack Toolkit

High User Assigned Privilegsd Rale

High Addition of 2 Temporary Access Pass to a Privileged Account

Figure 9.47 — Analytics templates

3. For our example, we wish to use the Failed login attempts to Azure Portal rule; to do so, click
on Create rule against the analytics template’s Name value.

Attempt to bypass conditional access rule in Azure AD @

Rule type T4
& Scheduled

@ Scheduled

@ Scheduled
& Scheduled
@ Scheduled
@ Scheduled

@ Scheduled

Data sources

Azure Active Direct...
Azure Active Direct...
Azure Active Direct...
Cisco ASA 100
Azure Active Direct...
Azure Active Direct...
Squid Prowy (.. =7 (0
Azure Active Direct...
Azure Active Direct...

Azure Active Direct...

Tactics
B ooe

€D Persistence

€ Persiztence

® Impact

W& Credential Access
5= ]

Bl Initial Access
L

€ Persistence

€I Persistence.

Go to analytics tem

Techniques
TIOTE <2 (D
TioeE
TioTe

Ti426

TI098 +1 (0
Ti1g0
T1528 +1 (@D
Ti078

TioTR

lellalla] &
zllz|lz]|z] &

nnmn
zllz|lz]|z

-
£
2z

,,
:
z

Low Scheduled Azure Active.. +1 (0 ERCD TIO72 +1 (D Create rule
Lowr Suspicious application consent for offline access @ Scheduled Azure Active Direct... W Credential Access Ti528 Create rule
I low  Failed login attempts to Azure Fortsl U Scheduled  AzureActwe.. +1() \E.Credential Acces=  T1110 Create rule
Low Anomaolous Single Factor Signin 2 Scheduled Azure Active Direct... E Initial Access Ti078 Create rule
Lowr Suspicious Service Principal creation activity ' scheduled Azure Active Direct... ey e TI078 1D Create rule
Low Multiple Password Reset by user @ Scheduled Azure Active .. +5 EIE TI078 +1 (D Create rule

Figure 9.48 — Create analytics rule

4. In Analytics rule wizard, click Next : Set rule logic >.
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Home » Migrosoft Sentinel | Data connectors > Azure Active Directory >

Analytics rule wizard - Create new rule from template

Failed login attempts to Azure Portal

General  Setrule logic Ingdent settings Automated response Review and create

Create am analytics rule that will run on your data to detect threats.
Analytics rule details

Mame *

| Failed login atbempts to Azure Portal

Description
Identifies failed login atternpts in the Azure Active Directony SigninLogs to the e
Azure Portal. Many failed logon B
attempts or some failed logon attermpts from multiple [Ps could indicate a -
Tactics and techniques
| 2 zelected A |
Severity
| Lo S |
Status

Mext : Set rule logic =

Figure 9.49 — Analytics rule wizard

Review the information on the Set rule logic tab in the Rule query tab. For an incident to
trigger, a threshold must be met, which can be edited as required. For this recipe, edit the

values as follows:
* let threshold Failed = 1;

* let threshold FailedwithSingleIP = 1;

= let threshold IPAddressCount = 1;
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General  Setrulelogic  Incident settings Automated response Review and create

Define the logic for your new analytics rule.

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

A One or more entity mappings have been defined under the new version of Entity Mappings. These will
mappings defined in the guery code will be disregarded.

let timeRange = 1d;

let lookBack = 7d;

let threshold_Failed = 5;

let threshold_FailedwithSingleIP = 2@;

let threshold IPAddressCount = 2;

let isGUID = "[@-%9a-z]{8}-[@-%a-z]{4}-[@-9a-z]{4}-[@-%a-z]{4}-[@-%9a-2]{1

View query results =

Figure 9.50 - Analytics rule logic

6. Next, click Next : Incident settings > and Next : Automated response >.

7. On the Automated response tab, click Add new in the Automation rules section.

Home > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create new rule from template
Failed login attempts to Azure Portal

General  Setrulelogic  Incident settings Automated response  Review and create

Automation rules

View all automation rules that will be triggered by this analytics rule and create new automation rules.

+ Add new

Figure 9.51 — Analytics automated response

8. Enter the Automation rule name value as required on the Create new automation rule blade,
then set the Actions option to Run playbook.
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Create new automation rule

Automation rule name

| azcookbookrecipes-sentinel-automationrule

Trigger
When inadent is created

Conditions
If
1 Analytic rule name Contains
+ Add

Actions &
Run playbook

+ Add action P

| Change status

Change severity

Rule expiration (0

— Assign owner
| Indefinite

Add tags
Order @

| Add task (Preview)
1

Figure 9.52 — Automation rule actions

9. Select the playbook we created in the previous recipe of this chapter.

Actions @
| Run playbook v | @
| M

1 | Search playbooks

1 Send-email-with-formatted-incident-report
[jgi] Microsoft Azure Sponsorship /
smazcookbookrecipes-rg

| Indefinite &) | Time

Figure 9.53 - Select the playbook
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10. Then click Apply.

Actions (@

| Run playbook

Cla

Send-email-with-formatted-incident-report
[qu] Microsoft Azure Sponsarship /
smazcookbookrecipes-rg

<+ Add action

Rule expiration @

[[Indefinite | [ Time

Order @

[1

Figure 9.54 — Apply automation rule

11. You will now see the automation rule listed in the Automated response tab.

Home > Microsoft Sentinel | Analytics >
Analytics rule wizard - Create new rule from template

Failed login attempts to Azure Portal

General  Setrulelogic  Incident settings  Automated response  Review and create

Automation rules
View all automation rules that will be triggered by this analytics rule and create new automation rules,
<+ Add new

Order Automation rule name Trigger Action

Status

1 azcookbook-sentinel-automationrule i Incident created Run playbook ‘Send-email-with-f... (0} Enabled

Figure 9.55 — Automation rule added

12. Click Next : Review >.

13. Once you have reviewed the information on the Review and create tab, click Create.
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Home >

Analytics rule wizard - Edit existing scheduled rule

Failed login attempts to Azure Portal

@ \alidation passed.

Mame

Description

Tactics and technigues

Severity

Status

Analytics rule settings

Rule guery

Save

Failed login attempts to Azure Portal

Identifies failled login attempts in the Azure Active Directory SigninLogs to the Azu
The following are excluded due to success and non-failure results: References: http
due to a password reset or password registration entry. 50140 - This error occurre

. Credential Access
T1110 - Brute Force

Low

) Enabled

let timeRange = 1d;

let lookBack = Td;

let threshold_Failed = 1:

let threshold_FailedwithSinglelP = 1;

let threshold_IPAddressCount = 1;

let isGUID = "[0-9a-z]{8}-[0-9a-z]{4}-[0-95-z]){4}-[0-%a-z]{4}-[0-9a-=]{12}":
let aadFunc = (tableMName:string){

let azPortalSignins = materialize{table{tableMame)
| where TimeGenerated »= ago(lockBack)

#f Azure Portal only

| where AppDisplayName =~ "Azure Portal”)

let successPortalSignins = azPortalSignins

| where TimeGenerated »= ago(timeRange)

/f Azure Portal only and exclude non-failure Result Types

| where ResultType in ("0", "50125", "50140")

/f Tagging identities not resolved to friendly names

/| extend Unresolved = iff{ldentity matches regex isGUID, true, false)
| distinct TimeGenerated, UserPrincipalName

let failPertalSignins = azPortalSignins
| where TimeGenerated »= ago(timeRange)

Figure 9.56 — Analytics rule creation validation

14. You will be notified that the analytics rule was saved.
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Notifications X

More events in the activity log - Dismiss all ~

@ Analytics rule saved b4
Analytics rule Failed login attempts to Azure Portal’ saved successfully

a few seconds ago

Figure 9.57 — Notification of success

15. On the Analytics screen, in the Configuration section, we can see the Failed login attempts
to Azure portal rule in the Active rules section.

Home > Microsoft Sentinel

4 Microsoft Sentinel | Analytics - %

Selected workspace: ‘sMazcookbookrediogs-sentinel-law

«

+ Create v (O Refresh [ Analytics efficiency workbook (Preview) | (D Enable (O Disable [i] Delet= =1 Import 1= Export | 2 Guides & Feedback

General =

e Rl .
@ Overview b2 More cantent at o by sy LEARN MORE
Active rules Content hub N High (1) 1 Medium (0) Low (1) W informational (o) "DOUt analytics rules g
£ logs
a )
News & guides Activerules  Ruletemplates  Anomalies
£ Search
[# search F Add filter
Threat management
& Incidents [ severity . Ty Mame Ty Rule type T4 Status T, Tactics Techniqy
@ Workbooks O I High Advanced Multistage Attack Detection @ Fusion ) Enabled Y E® 80
© Hunting ll] Low Failed login attempts to Azure Portal @ Scheduled @ Enabled I W& Credential Access TI110
# Notebooks

%" Entity behavior
@ Threat intelligence

®  MITRE ATTE(CK (Preview)
Content management
& Content hub (Preview)

@ Repositories (Preview)

8 Community

Configuration

§8 Data connectors

1% Automation

Figure 9.58 — Analytics active rules

16. After a short period of time, make some failed attempts to log in to the Azure portal to trigger
the analytics rule logic.
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Microsoft Azure

B® Microsoft

«

Enter password

Your account or password is incorrect. If you can't

remember your password, reset it now.

Password

Forgotten my password

Figure 9.59 - Failed portal login attempts

17. An incident will be created when the failed login attempts match the configured rule logic.

nel

= Microsoft Sentinel | Incidents
Selected workspace: ‘smazcookbookrecioes-sentinel-law”

| 2 Search

|<<

General

@ Overview (Preview)
® logs
& News & guides

5 Search

Threat management

Incidents

-

@ Workbooks
€ Hunting
§ Notebooks

& Entity behavior
&) Threat intelligence

@ MITRE ATT&CK (Preview)

Content management

B Content hub (Preview)
@ Repositories (Preview)

a8 Community

Configuration

B8 Data connectors
& Analytics
Watchlist

{'ﬁ Automation

£ Settings

~ Create incident (Preview) () Refresh (&) Last24hours ~ 58 Actions [i] Delete [N Security efficiency workbook

sl 341 250

| — ] 1 . L4

Open incidents New incidents Active incidents

[ 12 Seanch by ID, title, tags, owner or product___| &) |
o Auto-refresh incidents

[ Severity o Incident ID Ty Title
] Low 1

« I

[ <Previous | 1-1 [ Nest> |

Figure 9.60 — Incidents

Open incidents by severity

1 High (0)

* More (4)

Alerts

Failed login attempt... 1

1 Medium (0)

Low (1) 1 Informational (0}

»
«= Failed login attempts to Azure Portal
Bl ncigent D1

& Unass..™ | i New v Low v
Owner Status Severity

-
Description

Identifies failed login attempts in the Azure
Active Directory SigninLogs to the Azure Portal.
Many failed logan attempts or some failed logon
attempts from multiple IPs could indicate a
potential brute force attack.

The following are excluded due to success and
non-failure results: References:
https://docs.microso.

Show mare v

Alert product names
* Microsoft Sentinel

Evidence

A2 01 Ao
Events Alerts Bookmarks
Last update time Creation time

13/12/22, 14118 13/12/22, 1418
Entities (3)

& admin...

& smiles...

B 46696..

View full

details > -

View full details
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18. The playbook was also triggered, and an email notification was received.

@ Inbox * = riter  New Azure Sentinel incident - Failed login attempts to Azure Portal
Steve Miles ! 0 Thi t with High import.
~ New Azure Sentinel incident - Failed login attem... ° s message was sent wi 'gh Importance.

MilesBetterSolutions SOC Azure Sentinel incident re...
Figure 9.61 - Incident automated response notification

19. When the email notification is opened, further details of the incident can be found, such as the
accounts that failed the Azure portal login process, an IP address, and a time stamp.

W Delete T3 Archive (@ Report v~ <\ Reply 4\ Replyall > Forward v () Read/Unread ) Categorise ¥ [ Flag/Unflag v Gg Assign policy v & Print

New Azure Sentinel incident - Failed login attempts to Azure Portal

MilesBetterSolutions SOC Incident ID: 2
Azure Sentinel incident report View incident

Failed login attempts to Azure Portal

Incident title:

(Creation time Severity |Alert providers Tactics

2022-12-11T19:29:38.0590429Z Low Azure Sentinel ICredentialAccess

Description

Identifies failed login attempts in the Azure Active Directory SigninLogs to the Azure Portal. Many failed logon attempts or some failed logon attempts from mulnple IPs could indicate a potential brute
(force attack. The following are excluded due to success and failure results: hi ‘docs.microsoft.

tive-directory/repor ins-error-codes 0 -
successful logon 50125 - Sign-in was interrupted due to a password reset or password reg-stranon entry. 50140 - This error occurred due to 'Keep me signed in' mterrupt when the user was signing-in.

Entities
Entity Entity type
smiles@ milwabwttanohnioss.com Account Alerts
admin@ reaanRATZR0 anmicrsofLoam Account Failed login attempts to Azure Portal
46.69.8112 Ip
Figure 9.62 — Response notification email body
This task is completed.

How it works...

We saw how to add a data connector to collect signal data for this recipe. We then configured an
analytics rule and viewed an incident triggered by the analytics rule logic.
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See also

Should you wish to learn more about this and related topics, you can refer to the following Microsoft
Learn articles:

o Microsoft Sentinel documentation: https://learn.microsoft.com/en-us/azure/
sentinel/

o Microsoft Learn training modules and paths: https://learn.microsoft.com/en-us/
training/browse/?expanded=azure&products=azure-sentinel

o Microsoft Sentinel data connectors: https://learn.microsoft.com/en-gb/azure/
sentinel/connect-data-sources

o Data collection best practices: https://learn.microsoft.com/en-gb/azure/
sentinel /best-practices-data

o Detect threats out-of-the-box: https://learn.microsoft.com/en-gb/azure/
sentinel/detect-threats-built-in
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https://learn.microsoft.com/en-us/azure/sentinel/
https://learn.microsoft.com/en-us/training/browse/?expanded=azure&products=azure-sentinel
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https://learn.microsoft.com/en-gb/azure/sentinel/detect-threats-built-in
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Using Traffic Analytics

In the previous chapter, we covered recipes for effectively using Microsoft Sentinel.

In this chapter, you will learn how to collect NSG flow logs from virtual machines (VMs) to monitor
and analyze network traffic.

By the end of this chapter, you will have learned the skills required to carry out the following recipe
in secure Azure AD:

o Implementing traffic analytics

Technical requirements

This chapter assumes that you have an Azure AD tenancy and an Azure subscription from completing
the recipes in previous chapters of this cookbook. If you skipped straight to this section, the information
needed to create a new Azure AD tenancy and an Azure subscription for these recipes is included in
the following list of requirements.

For this chapter, the following are required:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o An Azure AD tenancy and Azure subscription; you may use existing or sign up for free: https://
azure.microsoft.com/en-us/free

o An Owner role for the Azure subscription
Terminology reference

We will start with some of the terminology used in traffic analytics:

o Network security group (NSG): This controls network traffic flow into and out of a VM via
a network interface


https://portal.azure.com
https://portal.azure.com
https://azure.microsoft.com/en-us/free
https://azure.microsoft.com/en-us/free
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o NSG flow logs: We can capture information about every packet that flows into and out of the
VM (ingress and egress)

« Log Analytics: This service allows us to perform analytics on data sent to Azure Monitor and
stored in a Log Analytics workspace

o Network Watcher: This is a network health service that allows us to monitor, view metrics,
and diagnose network-level traffic

Now that we have covered some related terminology, we will move on to our first recipe for this section.

Implementing traffic analytics

Traffic analytics provides rich visual representations of network packet information made available by
NSG flow logs. The NSG flow logs capture network traffic information, such as IP address source and
destination, and the packet’s port and protocol used.

This recipe will teach you how to implement traffic analytics with NSG flow logs.

Getting ready
This recipe requires the following to be in place:

o A device with a browser, such as Edge or Chrome, to access the Azure portal: https://
portal.azure.com

o Access to an Azure subscription, where you have access to the Owner role

o A Windows Server Azure VM with an NSG to use with this recipe; we will step through creating
this VM and NSG as a getting-ready task

Continue with the following getting-ready tasks for this recipe:

o Creatinga VM

o Creating a Log Analytics workspace
A getting-ready task - creating a VM
Perform the following steps:

1. Inthe search bar in the Azure portal, type virtual machines and select Virtual machines
from the listed Services results.


https://portal.azure.com
https://portal.azure.com
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A

7.
8.
9.

10.
11.
12.
13.

14.
15.
16.
17.

Click Create from the top-left menu bar on the Virtual machine screen and select Azure
virtual machine.

On the Basics tab, under the Project details section, set the Subscription as required.
Click Create new for Resource group.
Enter a Name and click OK.

Under Instance details, set the following:

Virtual machine name: Type a name

Region: Select a region

Availability options: Select No infrastructure redundancy required
Security type: Select Standard

Image: Select Windows Server 2019 Datacenter - X64 Gen2

Size: Leave the default (or set it as required to reduce recipe costs.

Under Administrator account, set Username and Password as required.

Under Inbound port rules, set Public inbound ports to Allow selected ports.

Set Select inbound ports to HTTP (80), HTTPS (443), and RDP (3389).

Click Next : Disks, leave the default values, then click Next : Networking.

Under Network interface, leave the default values for Virtual Network, Subnet, and Public IP.
Ensure NIC network security group is set to Basic.

Leave Select inbound ports to the settings set in step 9: HTTP (80), HTTPS (443), and
RDP (3389).

Tick the Delete public IP and NIC when VM is deleted box.
Click Review + create.
Click Create on the Review + create tab once validation has passed.

A notification will display that the resource deployment succeeded

The first getting-ready task for this recipe is complete.
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Getting-ready task - creating a Log Analytics workspace
Perform the following steps:

1. Inthe search bar in the Azure portal, type log analytics workspaces and select Log
Analytics workspaces from the listed Services results.

I £ log analytics workspaces

All Services (22) Marketplace (1) Documentat

Azure Active Directory (0)

Services

IP Log Analytics workspaces

Figure 10.1 - Search for the resource

2. On the Log Analytics workspaces screen, click Create from the top-left menu bar.

3. On the Basics tab of the Create Log Analytics workspace screen, select a value in the Subscription
and Resource group fields as required in the Project details section.

Home > Log Analytics workspaces >

Create Log Analytics workspace

Basics Tags  Review + Create

s
ﬂ A Log Analytics workspace is the basic management unit of Azure Monitor Logs. There are specific considerations you
should take when creating a new Log Analytics workspace. Learn mare

With Azure Maonitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environmeants for valuable insights. A Log Analytics workspace is the logical storage unit wheare your log data
is collected and stored.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders te organize and
manage all your resources.

Subscription* @ | Microsoft Azure Sponsorship (8de2efe8-dedd-4feb-8a05-35b48b59... v |
\— Resource group * @ | azcockbookrecipes-rg A% |
Create new

Figure 10.2 - Create Log Analytics workspace
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4. In the Instance details section, enter a value for Name, select a value in the Region drop-down
menu, and then click Review + Create.

Instance details

Mame * (0 | azcockbookrecipes-law /l

Region * | UK South v |

| Previous | | Next : Tags =

Figure 10.3 - Set Instance details

5. On the Review + Create tab, click Create.

Create Log Analytics workspace
@ validation passed
Basice  Tags  Review + Create

Log Analytics workspace
"= by Microsoft

Basics

Subscription Microsoft Azure Sponsorship
Resource group azcookbookrecipes-rg

Name azcockbookrecipes-law
Region UK South

Pricing

Pricing tier Pay-as-you-go (Per GB 2018)

The cost of your workspace depends on the volume of data ingested and how long it is retained. Regional pricing details
are available on the Azure Monitor pricing page. You can change to a different pricing tier after the workspace is created.
Learn mare about Log Analytics pricing models.

Tags

None

Download a template for automation

Figure 10.4 - Create a workspace
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6. You will be notified that the deployment was successful.

The getting ready task for this recipe is complete.

You are now ready to continue the main tasks for this recipe of implementing Traffic Analytics.

How to do it...
This task consists of the following step:
o Implementing Traffic Analytics
Task - implementing Traffic Analytics
Perform the following steps:

1. Signin to the Azure portal: https://portal.azure.com

2. In the search bar, type network watcher; click Network Watcher from the list of
services shown.

I L2 network watcher

All Services (18) Marketplace (1) Documentabio

Resource Groups (0}

« | Services

F

,:-? Metwork Watcher

Figure 10.5 — Search for the resource

3. On the Network Watcher page, click NSG flow logs in the Logs section of the left-hand menu.


https://portal.azure.com
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Home >

() Network Watcher x

Microsoft

|,D Search | # + add @ Manage view o Refresh

B Next hop -

| Filter for any field... | Subscription eq

L Effective security rules
& VPN troubleshoot

& Packet capture [ ] Name T

B Connection troubleshoot D ".'3- MetworkWatcher_uksouth
Metrics

= Usage + quotas

Logs

B MSG flow logs

Diagnostic logs

@& Traffic Analytics < Previous | Page| 1v | of 1 | s |

-

Figure 10.6 — NSG flow logs

4. From the NSG flow logs page, click Create.
Home > MNetwork Watcher

Network Watcher | NSG flow logs =

Microsoft
|}3 Search | # + Create NSG Browse o3 Manage view -
B Next hop -

| Filter for any field... | Subscription eguals all

+ - -
= Effective security rules

& VPN troubleshoot
Figure 10.7 — Create NSG flow logs

5. Select a value in the Subscription drop-down menu as required from the Basics tab on the
Create a flow log page, and then click Select NSG.
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Home » Network Watcher | NSG flow logs >

Create a flow log

Basics  Configuration  Tags  Review + create

Flow logs allow you to view information about ingress and egress IP traffic through a Network Security Group. Learn more

Project details

Subscription * (D Microsoft Azure Sponsorship (8de2efe8-ded4-4feb-8a93-35b48b593bb 1) e

—+ Select NSG

Figure 10.8 — Select NSG

6. Select the NSG created with the VM in the getting-ready task, then click Confirm selection.

Home > Metwork Watcher | NSG flow logs > Create a flow log >

Select network security group - X

Select one NSG or multiple NSGs in the same location to create flow logs.

| L Filter for any field | Name:all X Location: all X Resource Group : all X
MName 1 Location Resource Group Subscription
azcookbookrecipes-vm-nsg uksouth azcookbookrecipes-rg 8de2efeb-defd-4feb-8a...

Confirm selection

Figure 10.9 - Confirm selection of NSG

7. In the Instance details section, click Create a new storage account.

Instance details

Select storage account

o You'll be charged normal data rates for storage and transactions when you send data to a storage account.

Location | uksouth |

Subscription | Microsoft Azure Sponsorship (8de2efe8-de94-4feb-8295-35b48b593bb 1) N |

L

Storage Accounts * | v |

@ The value must not be empty.

Create a new storage account

Retention (days) * (@ | 0 v

Figure 10.10 - Instance details settings
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8.

10.

On the Create storage account blade, enter a value in the Name field, select a value from the
Resource group drop-down menu, and then click OK.

Create storage account x

Name *

| azcookbooksnsgflowlogs o |

.core.windows.net

Account kind (O

| Storage (general purpose v1) ~ |

Performance ()

Premium

Replication (O
| Locally-redundant storage (LRS) W |

Resource group *

| azcookbookrecipes-rg W |

Create new

Minimurmn TLS version (0

| Version 1.2 ~ |

Figure 10.11 - Create storage account

Click Next : Configuration.

On the Configuration tab, in the Traffic Analytics section, check the Enable Traffic Analytics
box. Set the Traffic Analytics processing interval to Every 10 mins; select the name of the
Log Analytics workspace we created in the getting-ready task if not already selected in the Log
Analytics Workspace drop-down menu, and then click Review + create.

Traffic Analytics

Traffic Analytics provides rich analytics and visualization derived from NSG flow logs and other Azure resources’ data. Drill
through geo-map, easily figure out traffic hotspots and get insights into optimization possibilities, Learn about all features of

E Enable Traffic Analytics

Traffic Analytics processing interval (O | Every 10 mins N |

Subscription | Microsoft Azure Sponsorship (Bde2efe8-de94-4feb-8a95-35b48b593bb 1) d |

L

Leg Analytics Workspace * (@ | azcookbookrecipes-law o |

| < Previous | | Next: Tags = | Download a template for automation

Figure 10.12 - Review and create a storage account
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11. On the Review + Create tab, click Create.
12. You will be notified that the deployment was successful.

13. When you navigate back to the Traffic Analytics page, you will notice that you have to wait
for some time for data to be logged.

Home > Network Watcher

Network Watcher | Traffic Analytics

Microsoft

% () Refresh & Sendus your feedback [ raQ
& Overview FlowlLog subscriptions * @ Log Analytics workspace * (@D
& Get stortesd | Microsoft azure Sponsorship (8cie2ee8-deg4-4feb-8a05-35b485036b1) v | | azcookbookrecipes-law v
Monitoring We could not find any data in this workspace for selected time interval. Try after 20-30 mins. Learn more
2 Tonol 1. Please try changing the time interval for current workspace selection.
s Topol
pelegy 5 S A e s o iy £ B e

K2 Connection monitor (classic)

Figure 10.13 - Traffic Analytics blade

This task is completed. In the next task, we will clean up the resources created in this recipe.
Task - clean up resources

Perform the following steps:

1. Inthe search bar in the Azure portal, type resource groups, and select Resource Groups
from the listed Services results.

2. On the Resource groups page, select the resource group we created for this recipe, and click
Delete resource group; this will delete all the resources created as part of this recipe.

Create 0% Manage view @ Delete resource group () Refresh Export to CSV
- Essentials

Figure 10.14 — Delete resource group

This task to clean up the resources created in this recipe is complete.
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How it works...

For this recipe, we looked at implementing Traffic Analytics. The raw Network Watcher NSG flow logs
are aggregated and stored in a Log Analytics workspace. These reduced stored logs then have geography,
security, and topology enhancements added and then passed for analysis, allowing visualization of
traffic patterns.

To perform NSG traffic analysis, you must have a Network Watcher enabled in each region where
you have NSGs. We created a VM as a getting ready task that enabled a Network Watcher in our
environment; an existing Network Watcher could be used if one already existed.

The following are usage scenarios and insights that can be gained with Traffic Analytics implemented:

o Find traffic hotspots
o Visualize traffic distribution by geography
o Visualize traffic distribution by virtual networks

o View ports and VMs receiving traffic from the internet

See also

Should you wish to learn more about this and related topics, you can refer to the following Microsoft
Learn articles:

o Traffic analytics: https://learn.microsoft.com/en-us/azure/network-
watcher/traffic-analytics

o Usage scenarios: https://learn.microsoft.com/en-us/azure/network-
watcher/usage-scenarios-traffic-analytics

o Traffic Analytics - frequently asked questions: https://learn.microsoft.com/en-us/
azure/network-watcher/traffic-analytics-faq

o Azure Network Watcher documentation: https://learn.microsoft.com/en-us/
azure/network-watcher/

o Introduction to flow logging for network security groups: https://learn.microsoft.com/
en-us/azure/network-watcher/network-watcher-nsg-flow-logging-
overview
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