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Preface

Monitoring, in my experience, is usually seen as the last step of the software development
life cycle. It is, in most cases, the last of the DevOps life cycle under the operate section.
This has made monitoring be on the back burner of the software development life cycle
(SDLC). Monitoring is only mentioned when systems start having problems, such as
availability and reliability. Then the monitoring infrastructure is questioned in terms of its
viability and its availability.

This should not be the case — when an application is being planned, monitoring should
be a part of it. This is the role observability plays, taking monitoring to a whole new level.
Observability is now built into an application that is being developed to allow internal
traceability of the flow of transactions within the system.

This is kind of mindset and new method to monitoring, we will be able to draw good
insights into the workings of applications as they are running and also be able to predict
issues before they escalate to eventually become incidents.

A great deal of this book has been spent looking at monitoring from the angle of core and
common AWS services used by organizations all over the world. This book will also teach
best practices that can and should be employed as part of the availability, reliability, and
survival of your application. Continually evolving your monitoring solution and ensuring
even the smallest types of monitoring, as basic as endpoint monitoring, can make a big
difference in your applications.

If you are just hearing about monitoring for the first time, this book is also for you.
It will leave you with a solid foundation of the basic principles of monitoring and
how monitoring started and grew to where it is now, and then take you through how
monitoring works for different services in the AWS ecosystem.
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viii  Preface

Who this book is for

Monitoring can be a difficult concept to grasp for people just getting into the cloud.
Having a structured part understand the fundamentals of monitoring can be daunting.
This book helps those starting off in cloud computing and AWS to get a succinct
explanation of what monitoring is about.

This book is also beneficial for those who are cloud computing users but do not have

a broad and deep perspective of the concepts of monitoring, logging, metrics, and
observability. This book will help to shape that understanding and help in understanding
the role monitoring plays in the software development life cycle of any system or
application.

What this book covers

Chapter 1, Introduction to Monitoring, covers the definition, history, and basic concepts of
monitoring and the monitoring of systems, and an introduction to Amazon CloudWatch.

Chapter 2, CloudWatch Events and Alarms, explains how CloudWatch events can be
configured for different scenarios and how to configure alarms.

Chapter 3, CloudWatch Logs, Metrics, and Dashboards, looks at the meaning of logs and
metrics and how to create metrics from logs and a dashboard from metrics.

Chapter 4, Monitoring AWS Compute Services, introduces AWS compute services and how
they integrate with Amazon CloudWatch for monitoring.

Chapter 5, Setting Up Container Insights on Amazon CloudWatch, explains concepts such
as Docker, Kubernetes, ECS, and how Container Insights helps in monitoring containers.

Chapter 6, Performance Insights for Database Services, covers the concepts of different
types of databases, AWS database services, and configuring monitoring on these services.

Chapter 7, Monitoring Serverless Applications, introduces the concept of the server and
using Lambda Insights to get a clearer understanding of Lambda applications.

Chapter 8, Using Cloud Watch for Maintaining Highly Available Big Data Services, explains
basic big data concepts and AWS big data services and the monitoring of these services.

Chapter 9, Monitoring Storage Services with Amazon CloudWatch, introduces AWS storage
services, the different types, and their functionalities, and how to monitor on them.
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Preface ix

Chapter 10, Monitoring Network Services, introduces the fundamentals of computer
networking, networking in AWS services, and their integration with CloudWatch.

Chapter 11, Best Practices and Conclusion, mentions some best practices with respect
to monitoring and gives a summary for all the chapters.

To get the most out of this book

You should have a basic understanding of computers and how to use any operating system
(Windows, Linux, or macOS).

You should be a cloud computing enthusiast working towards being an expert.

If you are a cloud/DevOps/software engineer who wants to broaden their scope of
monitoring and see the power of Amazon CloudWatch in action then this book is for you.

Software/Hardware covered in the book | OS Requirements

Any type of Browser Windows, macOS X, and Linux (Any)
Linux/Unix Terminal Windows, macOS X, and Linux (Any)
An AWS account (Free tier suffices) Windows, macOS X, and Linux (Any)

You need to install Terraform on your computer, whatever the operating system. If you
are using the digital version of this book, we advise you to type the code yourself or
access the code via the GitHub repository (link available in the next section). Doing
so will help you avoid any potential errors related to the copying and pasting of code.

Download the example code files

You can download the example code files for this book from GitHub at https://
github.com/PacktPublishing/Infrastructure-Monitoring-with-
Amazon-CloudWatch. In case there's an update to the code, it will be updated on the
existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos available at
https://github.com/PacktPublishing/. Check them out!

Code in Action

Code in Action videos for this book can be viewed at http://bit.ly/3vgjYuk.
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x Preface

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here: http://www.packtpub.com/sites/default/
files/downloads/9781800566057 ColorImages.pdf.

Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names,
filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles.
Here is an example: "Mount the downloaded WebStorm-10* . dmg disk image file as
another disk in your system."

A block of code is set as follows:

[generall
state file = /var/lib/awslogs/agent-state
[applications logs]

region = eu-west-1

When we wish to draw your attention to a particular part of a code block, the relevant
lines or items are set in bold:

5000

log stream name = {instance id}

buffer duration

initial position = start of file

log group name = server logs
Any command-line input or output is written as follows:
yum install amazon-cloudwatch-agent

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"To do this, click on the Create rule button in blue at the bottom right of the screen."

Tips or important notes

Appear like this.
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Preface xi

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book
title in the subject of your message and email us at customercare@packtpub. com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www . packtpub . com/support/errata, selecting your
book, clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet,
we would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit authors.
packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about
our products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt . com.
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Section 1:

Introduction to
Monitoring and Amazon
CloudWatch

This part is focused on introducing the concepts of monitoring, logging, metrics,

and alerts in a monitoring system. It will also explain the importance of monitoring
infrastructure and applications and the advantages of using CloudWatch as a managed
service for collecting metrics and alerting.

The following chapters are included in this section:
o Chapter 1, Introduction to Monitoring

o Chapter 2, CloudWatch Events and Alarms
o Chapter 3, CloudWatch Logs, Metrics, and Dashboards
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1

Introduction to
Monitoring

Monitoring is a broad topic that covers different human endeavors. Ignorance of
monitoring ideals and concepts can adversely affect how to handle and manage
engineering and computer systems effectively. Systems are usually not 100% efficient,
and there are times they break down or do not work optimally as intended. The only way
to understand and predict a breakdown is by monitoring the system. When a system is
monitored, its pattern of behavior can be better understood, and this can help to predict
a failure before it eventually happens. A proper maintenance process based on what has
been monitored can be used to minimize failure of the system.
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4 Introduction to Monitoring

To help start the journey into monitoring, we will begin with understanding what monitoring
is and the building blocks of every monitoring setup and infrastructure. We will explore

the techniques used to monitor any infrastructure and for which scenario both of them are
designed, and the relationship that exists between different monitoring components. Then,

I will explain the importance of monitoring using real-life scenarios to help to emphasize
and better your understanding of each importance mentioned. To crown it all, I will explain
how the AWS Well-Architected framework portrays monitoring as a very important

aspect of your AWS workload, using the principles of the pillar to galvanize what we have
already talked about in terms of importance and how it makes the architecture of any Cloud
workload complete. The purpose of this chapter is to help you understand what monitoring
is, provide a little historical background of monitoring, explain the different ways software
applications can be monitored, and shed light on the importance of monitoring and software
applications.

In this chapter, we are going to cover the following topics:
« Introducing monitoring
« Discovering the types of monitoring
+ Understanding the components of monitoring
o Getting to know Amazon CloudWatch

« Introducing the relationship between Amazon CloudWatch and Well-Architected

Technical requirements

To be able to engage in the technical section of this chapter, it is required that you already
have an AWS account. If you do not have one, you can quickly sign up for the free tier.

Check out the following link to see how to sign up for an AWS account:

https://aws.amazon.com/premiumsupport/knowledge-center/create-
and-activate-aws-account/

WOW! eBook
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Introducing monitoring 5

Introducing monitoring

Man has always found a way to take note of everything. In ancient times, man invented

a way to create letters and characters. A combination of letters and characters made

a word and then a sentence and then paragraphs. This information was stored in scrolls.
Man also observed and monitored his environment and continued to document findings
and draw insights based on this collected information. In some cases, this information
might be in a raw form with too many details that might not be relevant or might have
been processed into another form that removed irrelevant information, to allow for better
understanding and insight.

This means the data was collected as historic data after an activity occurred. This could
be a memorable coronation ceremony, a grand wedding occasion, or even a festival or
a period of war or hunger and starvation. Whatever that activity is in time, it is
documented for various purposes. One of the purposes is to look at the way things
were done in the past and look for ways it can either be stopped or made better. There
is a saying that goes as follows:

"If you cannot measure it, you cannot improve it."

— Lord Kelvin (1824-1907)

So, being able to make records of events is not only valuable in helping to draw insights
but can also spur the next line of action based on the insight that has been drawn from
the data.

Borrowing from this understanding of how man has been recording, documenting, and
making records, we can list two major reasons for monitoring data —to draw insights
from the data collected and to act based on the insights received. This can be taken into
consideration with a system that we build too. For every system man has developed,
from the time of the pyramids of Egypt, where massive engineering was needed to draw,
architect, and build the pyramids and other iconic structures, documentation of historic
works has been very essential. It helped the engineers in those days to understand the
flaws in earlier designs and structures, to figure out ways the new structures could be
designed, and to eventually fix the flaws that were identified. It is usually a continuous
process to keep evaluating what was done before to get better and better with time using
these past experiences and results. Documented information is also very helpful when
the new project to be embarked on is bigger than the earlier one. This gives foundational
knowledge and understanding of what can be done for a new and bigger project due to the
historical metrics that have been acquired.
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6 Introduction to Monitoring

Applying new methods go beyond just the data that has been collected—there is also the
culture and mindset of understanding that change is constant and always being positioned
to learn from earlier implementations. Building new systems should be about applying
what has been learned and building something better and, in some cases, improving the
existing system based on close observation:

SRE can analyze SRE can analyze
from logs from dashboard

EE
@il
NS

System/app events ;
from various sources analysis collected logs

> ———>

Store logs for Analyze

Figure 1.1 — A basic monitoring flow

What we have been explaining so far is monitoring. Monitoring is the act or process

of collecting, analyzing, and drawing insights from data that has been collected from

the system. In software systems and infrastructure, this includes analyzing and drawing
insights from the data that has been collected from systems performing specific tasks or
multiple tasks. Every system or application is made up of a series of activities, which we
also call events. Systems in this context can mean mechanical systems (cars, industrial
machines, or trucks), electrical systems (home appliances, transformers, industrial
electronics machines, or mobile phones), or computer systems (laptops, desktops, or web
or mobile applications).

Algorithms are the bedrock of how complex systems are built, a step-by-step approach
to solving a problem. When a complex system is built, each of these step-by-step
processes that have been built in to solve a specific problem or set of problems can be
called an event.
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Introducing monitoring 7

Consider the following example of the process of making a bottle of beer:

1. Malted barley or sorghum is put in huge tanks and blended.

2. Yeast is added to the mixture to allow the fermentation process to occur to
generate alcohol.

After fermentation, sugar is added to the mixture to sweeten it.

The beer is stored in huge drums.

An old bottle undergoes a mechanical process that washes and disinfects the bottle.
The washed bottle is taken through a conveyor belt to be filled up with beer.

After being filled up, the bottle is corked under high pressure with CO2.

® N Nk w

The bottle is then inserted into a crate with other bottles.

In this algorithm of preparing beer, there are various stages; each stage has various
touchpoints, and each of these touchpoints is a potential for failure. The failure can be
within a process itself or during interaction with other processes. For example, the process
of fermentation might not be properly done if the right amount of yeast is not added to
the sorghum or if the case of yeast and millet is not air-tight enough, because air is not
needed for the fermentation process. Challenges could also arise from the machine that
sends the bottle to be crated after corking—there's the possibility of the conveyor belt
failing or, during corking, the bottle might explode. These are possibilities and touchpoints
that needs close monitoring.

In a nutshell, when a system is designed to perform a specific task or a group of systems
are integrated to achieve a common goal, there are always touchpoints both internally
and externally that need to be understood. Understanding these touchpoints includes
metrics that can be derived from each step of the operation, what normal or good
working conditions looks like for both internal and an integration of two systems, and
globally acceptable standards. All of this information helps in detecting and finding
anomalies when they occur. The only way to detect an activity or metric is an anomaly is
by monitoring the system, then collecting and analyzing the data and comparing it with
perfect working conditions.

Since we have defined monitoring, the next step thing is to do a sneak peek into the
history of monitoring and how it has evolved over time, down to present-day monitoring
tools and techniques.

WOW! eBook
www.wowebook.org



8 Introduction to Monitoring

The history of monitoring

We can say for certain that monitoring is as old as man. As mentioned earlier, it is as old
as when man started building systems and reviewing what had been done to find faults
and fix them and find ways to improve when building a new system. But this book is
focused on software monitoring, so we will stick to that.

A computer is made of up of different components, such as the memory, CPU, hard

disk, and operating system software. The ability to know what is going on with any of the
components goes back to your operating system events logs. The Windows operating
system developed the Event Viewer in 1993 as part of the Windows NT system. This
internal application takes note of every event in the system, which together forms a list

of logs. These logs help to track both core operating system activities that keep the system
running and the events of other applications that are installed in the operating system. The
Event Viewer can log both normal activities and system failures. The following screenshot
shows the Event Viewer:

| &

| File Action View Help

= m B

8 Bty o e

7 Custom Views Event Viewer (Local) -
w Windows Logs
4 Applications and Services Logs

4 Subscriptions

= Open Saved Log...

Overview -
‘ | ¥ Create Custom View...

E To view events that have occurred on your computer, select the

r Import Custom View...
appropriate source, log or custom view node in the console tree, The

Administrative Events custom view contains all the administrative ~ Connect to Another Computer...
‘ Summary of Administrative Events N | View »
|G Refresh
Event T Event ID Si Le Last hy @&
vent Type ven curce og ast hour B hep ,
Critical - - . 0
Error 2
Warning - - - 1
= >

Recently Viewed Nodes =

Name Description  Medified Created
< >
Leg Summary =

Log Mame Size (Curr...  Modified Enable *
‘Windows PowerShell 1.07 MB/1...  12/08/2020 8:30:16 PM Enable
System 2.07 MB/2... 14/08/2020 12:31:12 PM Enable
Security 20.00 MB/... 14/08/2020 1:08:15 PM Enable
< >

Figure 1.2 - Windows Event Viewer
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Introducing monitoring 9

Windows Event Viewer categorizes events into three groups, as shown in Figure 1.2:
Custom Views, Windows Logs, and Application and Services Logs. The events captured
are also divided into the following categories:

Error: This means that the event did not occur and this gives details about the event
that failed with other relevant information.

Warning: This is a signal about an anomaly that could lead to an eventual error and
requires attention.

Information: This explains the notification of a successful event.
Audit Success: This means that audit of an event was successful.

Audit Failure: This means that audit of an event was unsuccessful.

The logs in the Windows Event Viewer look like this:

&= 7=l HE

Figure 1.3 - Event Viewer logs

Figure 1.3 shows a list of events, which eventually forms a log.

Q E\rent Viewer (Local) System  Mumber of events: 13,599
o Custom Views
- l__ Windows Logs L_evel Date and Time Source EventID Task Category =
g.—| Application ‘:!:' Information 22/10/2020 6:17:55 PM Kernel-General 16 Mone
g.—l Security ‘:!:' Information 22/10/2020 £:17:55 PM Kernel-General 16 Mone
5] Setup /1, Warning 22/10/2020 6:17:33 PM DNS Client Events 1014 (1014)
[+| System /¥, Warning 22/10/2020 6:14:19 PM DNS Client Events 1014 (1014)
) E—I Forwarded Events nformaticn 22/10/2020 £:08:23 PM Kernel-Power 105 (100}
£ Applications and Services Logs nfarmation 22/10/2020 §:03:53 PM Service Control Man... 7040 None
.4 Subscriptions ‘:!:' Informaticn 22/10/2020 6:00:00 PM Service Control Man... 7040 MNone
/¥, Warning 22/10/2020 5:39:59 PM Distributed COM 10016 MNone
(i) Information 22/10/2020 5:15:16 PM Service Control Man... 7040 MNone
/¥, Warning 22/10/2020 5:07:31 PM Distributed COM 10016 None
22/10/2020 5:.07:29 PM Distributed COM 10010 None
LidInformation 22/10/2020 5:.07:29 PM Service Control Man... 7040 None

Over time, monitoring systems have grown and evolved. Due to the importance

of monitoring in applications, different organizations have designed purpose-built
monitoring systems. There is a whole industry around application and system monitoring,
and it has gone from just events and logging to alerting and graph visualization of log
data. The list of monitoring tools and services goes on and on. Here is a summarized list:

« Datadog

» Nagios Core

« ManageEngine OpManager

e Zabbix
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10 Introduction to Monitoring

o Netdata

o Uptime Robot

« Pingdom

o Amazon CloudWatch

Now that we have been able to show the meaning and a brief history of how monitoring
started, we understand that monitoring is about making records of events, and the
categorization of events can have labels as warnings of something to come or something
that has happened and needs resolution. Bearing that in mind, let's go deeper into the
types of monitoring that are available based on the way we respond to the type of metrics
and the information from logs of events.

Discovering the types of monitoring

We now have an understanding of what monitoring is and a brief history of its evolution
in terms of techniques and tooling over time. In terms of the techniques of monitoring,
there are some concepts that we should keep in mind when designing and architecting
monitoring solutions. These concepts encompass any monitoring tool or service that we
want to implement, even the one we will be deploying in this book. Let's now take a look
at the types of monitoring and the techniques peculiar to each of them, including the pros
and cons associated with both.

Proactive monitoring

Before anything goes bad, there are usually warning signs and signals given. In the earlier
section, where we defined monitoring, and the Windows Event Viewer, we talked about

a category of event called Warning. It is a warning signal that helps you to prepare for

a failure, and in most cases, when the warning is too intermittent, it can eventually lead
to a failure of that part of the system or it might affect another part of the system.
Proactive monitoring helps you to prepare for the possibility of failure with warning
signs, such as notifications and alarms, which can be in form of mobile push
notifications, emails, or chat messages that hold details of the warning.

Acting based on these warning signs can help to avert the failure that warning sign is
giving. An example is an application that used to be fast, and after a while, it starts to
slow down and users start complaining about the speed. A monitoring tool can pick up
that metric and show that the response time (the time it takes for a website, API, or web
application) is high. A quick investigation into what makes it slow can be done, and when
found, the issue can be resolved, restoring the application or service back to being faster
and more responsive.
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Discovering the types of monitoring 11

Another example of a good reactive monitoring scenario is knowing the percentage of
disk space left in a server. The monitoring tool is configured to send warning alerts when
the free disk space is utilized 70% and above. This will ensure that the Site Reliability
Engineer or the System Administrator who is in charge to take action and empty out the
disk for more space because, if that is not done, and the disk is filled up, the server where
the application is deployed will no longer be available because the disk is full.

There are many scenarios where proactive monitoring can be used to predict failure, and
it is immensely helpful to avoid a system from a total failure or shutdown. It requires that
an action is taken as soon as signal is received. In certain scenarios, the notification can be
tied to another event that is triggered to help to salvage the system from an interruption.

Proactive monitoring works with metrics and logs or historical data to be able to
understand the nature of the system it is managing. When a series of events have
occurred, those events are captured in the form of logs, which are then used to estimate
the behavior of the system and give feedback based on that. An example is collecting logs
from an nginx application server. Each request made to an nginx application server all
combine to form logs on the nginx server. The logs can be aggregated, and an alert can be
configured to check the number of 404 errors received within a five-minute interval. If it
satisfies the threshold to be met, say, less than 20 and greater than 10 404 error messages
are allowed within a 5-minute interval, an alert is triggered. This is a warning sign that
the website is not fully available for users to gain access to, which is a symptom of a bigger
problem that requires some investigation to find out the reason for that high number of
404 errors, within that short period of time.

Important Note
404 is a HTTP keyword for a page that does not exist.

Reactive monitoring

This type of monitoring is more of an aftermath monitoring. This is the type of
monitoring that alerts you when a major incident has occurred. Reactive monitoring
happens usually when the warnings of the proactive monitors are not heeded, and actions
are not taken to resolve all symptoms presented. This will lead to an eventual failure of
the full system or some part of it, depending on the architecture of the system, whether

it is monolith or a microservice architecture. A basic example of reactive monitoring is
to create a ping that continues to ping your application URL continuously and check for
the HTTP status code for success, which is code 200. If it continues to get this response, it
means the service is running fine and it is up. In any situation where it does not get a 200
or 2xXx response, or 3xx response, it means the service is no longer available or the service
is down.
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12 Introduction to Monitoring

Important Note

The 2xx response code means anything from 200 to 205, which means

a service is OK. A 3xx response code is for redirecting; it could be permanent
or temporary redirect. Reponses that indicate failure include 4xx, which are
application errors, and 5xx, which are server-side errors.

This is what the monitoring tool checks and it sends a notification or alert immediately if
it does not get a 200-status code. This is usually used for APIs, web applications, websites,
and any application that has a URL that makes requests over the HT'TP/TCP protocol.

Since this monitoring throws an alert after the failure, it is termed reactive monitoring.
It is after the alert you find out something has gone wrong and then go in to restore the
service and investigate what caused the failure and how to fix the issue. In most cases,
you have to do root cause analysis, which will involve using techniques from proactive
monitoring and look at logs and events that have occurred in the system to understand
what led to the failure of the system.

Important Note

Root cause analysis is a method of problem solving that involves deep
investigation into the main cause or the trigger to the cause of a system
mal-function or failure. It involves analyzing different touch points of the
system and corroborating all findings to come to a final conclusion to the cause
of the failure. It is also called RCA for short.

Endpoint monitoring services are used for reactive monitoring such as Amazon
CloudWatch Synthetics Canary, which we will be talking about later in this book. We will
not only use simple endpoint pinging to get status codes but much more than that because
Synthetics Canary can be configured to do more than just ping endpoints for monitoring.

Understanding the components of monitoring

Now that we understand the types of monitoring and how they can be applied in different
scenarios, the next thing is to look at the components that monitoring needs to be
possible. Every monitoring architecture or setup works with some base components, when
implementing any of the types of monitoring in the previous section. They are as follows:

o Alerts/notifications

« Events

» Logging
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o Metrics
« System availability

« Incidence

Alerts/notifications

An alert/notification is an event that is triggered to inform the system administrator
or site reliability engineer about a potential issue or an issue that has already happened.
Alerts are configured with a certain metric in mind. When configuring an alert or
notification, there is a metric that is being evaluated and validated against. When that
condition is met, the alert is triggered to send a notification.

Notifications can be sent using different media. Alerts can be sent using SMS (Simple
Messaging Service), email, mobile app push notifications, HT'TP Push Events, and
many more. The message that is sent via this different media contains information about
the incident that has occurred or the metric constraint that has been met. Alerts can be
used for both proactive monitoring, to warn sysadmins about a high network I/O and for
reactive monitoring, to notify an Site Reliability Engineer (SRE) that an API endpoint
is down. An AWS service that is specialized in this area is Amazon SNS. The notifications
we shall configure in this book will use Amazon SNS to send notifications.

Important Note

Amazon SNS is a fully-managed messaging service that is used for sending
notification using SMS, push notification, HT TP call, and email as the
medium. SNS does not require you to set up any servers or manage any SMTP
or SMPP servers for sending emails or SMS. AWS manages all of that for you
and gives you an interactive UI, CLI, or API to manage the SNS service and use
all of these media to send notifications.

Most users only use the SNS email service to just get notifications when something in

a system goes down or goes wrong or they want to get a warning about something. The
SNS HTTP call topic can be used to trigger another service such as an EventBus to start
another process such as a background process to clean temporary files in the server,

or create a backup based on the warning signal that has been received. The SRE can tie
automated runbooks to HTTP endpoints, which SNS topic can trigger as a notification.
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14 Introduction to Monitoring

Important Note

An SRE is someone who is in charge of making sure that applications and
services maintain the highest uptime possible. Uptime is usually measured in
percentage. Uptime states that the system hardly goes down or is unavailable
for customers to use. A good uptime for a website is 99.9%. A good tool to
measure uptime ishttps://uptime.is.

Events

Any action or activity or series of activities that occur in a system is called an event. In
computer systems, there are various events and activities that go on in the background

to keep the computer running. A very simple example of an event is the clock. It is

a background process that ensures the clock continues to tick to ensure time is kept.

Each tick of the clock can be called an event. In the hardware that makes up a PC, there
are components such as the CPU, memory, and hard disk. They all have series of events
that they perform from time to time. The disk is the memory storage of data in the
computer, and it usually performs two basic operations or events—either reading data that

has been written to it or trying to write in new data. We can also call these operations events
of the disk.

In software programs, every function or method can be called an event. Software
programs are made up of hundreds to thousands of methods or functions. Each of these
functions has a unique operation they perform to be able to solve a specific problem. The
ability to track each of these events is very important in monitoring software systems and
applications.

Logging

A log is a historical record of an event. A log does not only have the events and details

of the event; it also contains the time that event occurred. Mostly, they are called logs.
This means that a series of events form logs. Every programming language, when used

to develop, generates logs. It is through logs that developers are able to spot bugs in code.
When a log is generated by the interpreter, it is read and articulated, which informs the
developer about what the bug could be and allows the developer to know what needs

to be tweaked to be able to fix the particular bug that has been identified.

We also showed the Microsoft Event Viewer in the previous section, which contains a list
of events. This list of events eventually forms what is called logs. They are events that have
taken place with the description of the events, the status of the event, and the date and
time the event occurred.
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The following screenshot shows an example of a list of events that forms logs:

System MNumber of events: 12,510

Lewel Date and Time Source EventID Task Category o

®Informatinn 9/2/2020 10:37:24 AM Kernel-General 16 Mone

':D Informaticn 9/2/2020 10:07:37 AM Service Contr... 7040 Mone

/4 Warning 9/2/2020 9:51:17 AM DMNS Client Ev... 1014 (1014)

/1 Warning 9/2/2020 9:50:30 AM DMS Client Ev... 1014 (1014)

/1 Warning 9/2/2020 9:50:03 AM DMS Client Ev... 1014 (1014)

/1 Warning 9/2/2020 9:48:35 AM DMS Client Ev... 1014 (1014)

(D Information G/2/2020 94747 AM Kernel-General 1 (3

(Dlnformatinn 9/2/2020 %4747 AM Time-5ervice 1538 MNone

(D Information 9/2/2020 %4747 AM Time-5ervice 35 Mone

@ Information 9/2/2020 9:47:47 AM Tirme-Service 37 Mone

/v Warning 9/2/2020 %:47:43 AM Time-5ervice 134 MNene

/0 Warning 9/2/2020 %:47:43 AM DMS Client Ev... 1014 (1014

@ Informaticn 9/2/2020 9:46:48 AM Service Contr... 7040 Mone

/ Warning 9/2/2020 %:44:17 AM DMNS Client Ev... 1014 (1014)

@Informatinn 9/2/2020 %:44:11 AM Service Contr... 7045 Mone

@Informatinn 0/2/2020 9:43:42 AM UserModePo... 22 (18)

':D Informaticn 9/2/2020 %:42:34 AM Kernel-General 16 Mone v

Figure 1.4 - List of events forms logs

Logs are the heart of monitoring because they give raw data that can be analyzed to
draw insights from the behavior of the system. In many organizations, logs are kept for
a specific period of time for the purpose of system audit, security analysis/audits and
compliance inspection. In some cases, logs can contain sensitive information about an
organization, which can be a potential vulnerability that hackers and crackers can use to
attack and exploit the system.

Mostly, logs are stored in filesystems where the application is running, but logs can grow
so large that storing them in a filesystem might not be very efficient. There are other places
logs can be stored that scale infinitely in size of storage for log files. These will be revealed
more as we go deeper in this book:

196.58.5.97 - - [19/Aug/2020:10:06:12 +000@0] "GET / HTTP/1.1" 200 396 "-"
"Mozilla/5.@ (Windows NT 10.9; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/84.0.4147.125 Safari/537.36

196.58.5.97 - - [19/Aug/2020:10:086:15 +0000] "GET /favicon.ico HTTP/1.1" 484 197
"http://45.33.21.227/" "Mozilla/5.0 (Windows NT 1@.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.125 Safari/537.36

Figure 1.5 - A sample of an nginx log

Figure 1.5 is another example of events that form an nginx log. This is taken from the
access log file of a nginx server.
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16 Introduction to Monitoring

Metrics

A metric is the smallest of unit of insight that is obtained from a log. Metrics give
meaning to logs that have been collected from a system. They indicate a standard of
measurement for different system components. In a huge collection of logs, what is usually
needed is a single explanation for all of the information that has been captured. It could be
the estimated disk space that is left or the percentage of memory that is being consumed.
This single piece of information helps the SRE or sysadmin to know how to react. In some
cases, the metric is fed into a more automated system that responds according to the data
received

A simple example is the auto-scaling feature in AWS. This feature helps to create or spin
up a new server when something goes wrong with the existing server. One metric that

can be used to trigger this is the CPU consumption of the current running server. If the
CPU consumption is above 90%, this could mean that, within a few minutes or hours, that
server will no longer be reachable or available. Therefore, a remedy needs to be provided
for that before the CPU consumption exceeds 90%. That information can be used to create
a new server to either replace the existing server or added as part of the load balancer to
ensure that the application or service does not have downtime.

The following diagram illustrates how auto-scaling works:

Logs/Metrics from instance
trigger autoscaling

0} :>."_ — 7

Auto Scaling Instances

Instance
Figure 1.6 - Autoscaling based on instance metrics

Another use of a metric is in detecting malicious network activities. When the network
activity of your cloud resources is closely monitored, there might be an anomaly in

a metric such as the NetworkIn (which is a metric that measures the number of bytes of
data that is transferred inside the network infrastructure). Anomalies could mean very
high traffic at a particular time; this could mean that the resources on that network are
being hit by unnecessary DDoS requests that could lead to a lot of different scenarios that
are negative to the application.

The metric is key to understanding summarized information of what is going on and
attach a label to huge events and logs of information that is received from various systems
and take action based on this intelligence.
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System availability

Availability in simple context means that something or someone is accessible. System
availability in that same context means that a system is available for use, by users or
customers who require it. In software systems, the availability of your website, application,
or API means that it is accessible to whoever needs it and whenever they need to use it.

It could be that shopping website that customer needs to access to purchase those Nike
sneakers or a developer who needs to integrate a payment service API to their system

to enable users to make payments. If the customer or developer is not able to access it
anytime they need it, then that service is termed not highly available.

To understand the availability of any system, monitoring plays a very key role. The ability
to know when the system is up or the system is down can be aggregated to get the system
availability within a period of time. This is generally called system uptime or just uptime.
The system uptime of any system can be calculated as follows:

Uptime

Availability =
Uptime + Downtime

Figure 1.7 - Formula for calculating availability

In the preceding formula, we have the following:

+ Total Uptime: How long the system has been available to the user or customer in
hours.

+ Total Downtime: How long the system has been unavailable to the user customer
in hours.

« Availability: The final system availability as a decimal fraction. Which is then
multiplied with 100 to get the percentage availability.

Another scenario in applying this is, say, we want to calculate the availability of an API
application serving third-party customers who integrate with it for Forex Indices. Let's say
within a month, the API was available for a total of 300 hours. Within that same month,
there was a huge surge of traffic on the API due to some announcement in the news, which
led to the API being unavailable for about 3 hours. Then, the development team also had to
do a new update, which involved changes in the API functionality due to the surge of users
on the API. The release of this update cost another 4 hours of downtime in the system. This
brings the total downtime of the system within the month to 7 hours. Within that same
month, the security team needed to look at the logs for roughly 1 hour during monthly
system maintenance. This led to another 1 hour 30 mins of downtime.
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18 Introduction to Monitoring

We can calculate the availability of this system as follows:

 Total Uptime = 300 hours

o Downtimel = 3 hours

o Downtime2 = 4 hours

« Downtime3 = 1 hour 30 mins = 1.5 hours

« Total Downtime = 3+4+1.5=8.5 hours

« Total Uptime + Total Downtime = 300 + 8.5 = 308.5 hours
o Availability = 300 / 308.5 = 0.9724

« Availability as a percentage = 97.24%

But it is not about this number—how do we actually interpret the meaning of 97.24%
availability? There is a chart that will help us to understand the meaning of this number.
We might say it is a good number because it is quite close to 100%, right? But it is actually
more than that:

Availability (%) Downtime

Daily: 2h 24m Qs
Weekly: 16h 48m 0Os
Monthly: 3d 1h 2m 54s
Yearly: 36d 12h 34m 55s

90

95 Daily: 1h 12m Os
Weekly: 8h 24m 0Os
Monthly: 1d 12h 31m 27s

Yearly: 18d 6h 17m 27s

9 Daily: 14m 24s

Weekly: 1h 40m 48s
Monthly: 7h 18m 17s
Yearly: 3d 15h 39m 29s

99.9 Daily: 1m 26s

Weekly: 10m 4s
Monthly: 43m 49s
Yearly: 8h 45m 56s
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99.99 = Daily: 8s

= Weekly: 1m Os

= Monthly: 4m 22s
= Yearly: 52m 35s

99.9999999 Daily: 0s
Weekly: 0s
Monthly: Os

Yearly: 0s

Table 1.1 - Uptime chart

If we are to approximate the uptime of our system based on the calculation, it will round
down to 97%. Taking this value and checking it on the preceding chart, we can see that
this value means the following:

« 10.96 days of downtime in a year
e 21.92 hours of downtime in a month
e 5.04 hours of downtime in a week

+ 43.02 minutes of downtime in a day

The fact that monitoring can help us to understand the availability of our system is one
step. But this system being monitored is used by our customers. Customers expect our
system to be up and running 24/7. They are hardly concerned about any excuses you
might have to give for any downtime. In some cases, it could mean losing them to your
competition. Organizations do well to communicate and promise their customers system
availability. This gives the customer a level of expectation of the Quality of Service (QoS)
to be received by the organization. It also helps to boost customer confidence and gives
the business a benchmark to meet.

This indicator or metric is called an SLA. SLA is an acronym for Service Level
Agreement. According to Wikipedia, SLA is a commitment between a service provider
and a client. In simple terms, an SLA is the percentage of uptime a service provider gives
to the customer—anything below that number, and the customer is allowed to lay claims
and receive compensation. The onus is on the service provider to ensure they do not go
below that SLA that has been communicated to the customer.
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Dashboard

For every event, log, or metric that is measured or collected, there is always a better way to
represent the data being collected. Dashboards are a way to present logs and metric data

in a graphically appealing manner. Dashboards are a combination of different graphical
representations of data, which could be in the form of bar charts, line graphs, bar graphs,
histograms, scattered plots, or pie charts. These representations give the user a summarized
version of the logs, which makes it easy to spot things such as trends in a graph.

When there is a rise in Disk I/0, in the number of bytes of data written per second, one
of the fastest ways to represent this is through a line graph, which will have a directly
proportional slope showing the gradual rise traffic from one point to another. If, during
the night, there was some sudden spike in the memory consumption of one of the servers,
due to high customer usage of the service, a line graph can be easily used to spot the time
of the day the spike happened and see when it came back down.

These, and many more are the values of having a dashboard, which gives a graphical
representation of the data collection from the logs of the system. Metrics are also
represented in graphs for much easier interpretation. Amazon CloudWatch has a built-in
dashboard where different types of graphs can be created and hence added to the
dashboard based on certain specifications, or to group related data for easy understanding
of the logs and making better meaning of the log data collected:

CloudWatch: Dynamoli ~ ih 3h 2 1d 38 tw cusio m {15maj « Actom v oo

B resourees = || Sares sashbaard

Consumed Read Capacity Uings Sum Provisioned Read Capacity Units Sum Read Thiottle Events Sum

a0 e oo o oo

Wrile Throflie Events Sum

o

o ) o o oa
[ T

Figure 1.8 - Sample CloudWatch dashboard

Next, we will understand what an incident is.
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Incidents

An incident is an event, condition, or situation that causes a disruption to the normal
operation of a system or an organization. Incidents are negative to a system and are related
to reactive monitoring. Incidents make a website, API, or application slow or unavailable
to a user. Different things can trigger or cause an incident. It could range from a bug in

the application that led to the application being totally unavailable, to a security incident
where an attacker collected sensitive user or customer information. They are all termed
incidents. Some of these incidents can actually be captured by the monitoring tool to show
when the incident occurred and can form part of the incident report that is documented
in your organization.

It is advisable for every organization to have an Incident Management Framework.
This framework defines how failures, or any form of incident reported, is managed by
the SRE/sysadmin team. Incidents are usually captured by the monitoring tool. When
an attacker performs a brute force attack on a Linux server and gains access, this activity
can be picked up by monitoring tools and an alert is sent over to the team. This will help
the security team to investigate the issue and ensure it never occurs again. The incident
framework guides every team within the organization on how to react in the event of an
incident. There are usually levels of incidents labeled according to their levels of severity.
In most cases, these are SEV1, SEV2, or SEV3, which means severity 1, severity 2, and
severity 3, respectively. The numbers indicate the priority or intensity of the severity.

Phewww! While that was quite a lot of information, these components are at the heart
of monitoring architecture and infrastructure. We have seen how dashboards help with
proactive monitoring and understanding the infrastructure even before disaster strikes.
The next thing is to look at the importance of monitoring, and how these components
form up different aspects of the importance of monitoring.

When it comes to the value monitoring gives, there are major items that make it at the
very core of every system that is designed and implemented. As far as it is a system that
has been designed and is bound to have unforeseen circumstances, then the importance
of monitoring the system can never be undermined. Disregarding the importance of
monitoring means that the lifetime of a system is not put into consideration. We can also
say, fine, we want to monitor this system or that system, but what are the core values that
can be derived when engaging in monitoring activities, be it a pro-active monitoring
approach or the reactive monitoring? There are key reasons to monitor a system:

+ Realizing when things go south
« Ability to debug

« Gaining insights
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« Sending data/notifications to other systems

« Controlling Capital Expenditure (CapEx) to run cloud infrastructure

We have been able to list some reasons to ensure monitoring is part of your infrastructure
and application deployments. Let's expatiate on these with examples to help to drive home
the essence on each point mentioned in the preceding.

Realizing when things go south

Organizations that do not have any kind of monitoring service suffer from customers
being the ones to inform them of a downtime. The ability to know this before customers
raise it is very important. It paints a bad picture when users go to social media to share
negative opinions of a system downtime before the company finds out there is/was

a downtime. Reactive monitoring is the technique that helps with this. Using simple
endpoint monitoring that pings your endpoints and services from time to time to

give feedback is very important. There are times an application might be running but
customers are not able to reach it for various reasons. Endpoint monitoring can help to
send email alerts or SMS notifications to the SRE team to notify them of a downtime
before the customer makes any kind of complaint. The issue can quickly be resolved to
improve overall service availability and MTTR.

Important Note

MTTR is an acronym for Mean Time to Recover. It is the measure of how
quickly a system recovers from failure.

Ability to debug

When an application has a bug, be it a functional or non-functional bug, the developer
needs logs or a way to trace the round-trip of the application to be able to understand
where in the flow the bottleneck is present. Without logs or a way to have a bird's-eye
view of the behavior, it is almost impossible to debug the application and come up with
a solution after the problem is understood. In this scenario, reactive monitoring is the
technique to be applied here. Logs from the application server or web server will lead to
the bug in the system.
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Gaining insight

Insights to the behavior of your system is critical to the progress or retrogression of

your application. Insights that can be gained from any application is quite broad. These
insights can range from the internal server components to the behavior of the network
over time. These insights might not be to actually fix a problem but rather to be able

to understand the state of the system from time to time. The ability to spot trends in

the system, viewing intermittent behavior, planning capacity for infrastructure, and
improving cost optimization are some of the activities that can be carried out to make the
system better based on the insights that have been obtained. When there is monitoring
of the environment, a rogue NAT gateway that is not needed for an architecture can be
deleted, which could save huge costs, considering what Amazon VPC NAT gateways cost,
especially when they are not actively in use.

Sending data/notifications to other systems

Monitoring is not just about watching events and generating logs and traces of these
events. It also involves taking action based on the logs and metrics that have been
generated. With the data obtained from monitoring systems or a notification, an
automated recovery operation can be tied to that metric, which can recover the system
without any manual intervention from the SREs or sysadmins. Amazon EventBridge

is a service that can also send events to third-party SaaS$ solutions, CloudWatch can be
configured to send triggers to Amazon EventBridge to carry operations on other systems
that are not within the AWS infrastructure.

Controlling CapEX to run cloud infrastructure

CapEx can be managed when things are monitored. In using different AWS services,
there is always the possibility of not keeping track of the resources being provisioned

and overspend. The capital expense is what it costs to run a particular cloud service.
Monitoring with a budget and billing alarm can be a life saver to alert you when you are
spending above the budget that has been set for that particular month. This means the bill
is being monitored, and when the services running go over the budget, an email alert is
sent to notify you of it. There are also alarms that notify at the beginning of every month,
to notify you of the possible forecast for that month.
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We have understood the meaning of monitoring and its historical background from

the days of Microsoft Windows Event Viewer to new tools that have evolved from that
singular basic understanding. Then, we discussed the types of monitoring that can be
employed and the strategies of those types of monitoring. We also identified the major
components that must be considered when setting up or configuring any monitoring
infrastructure. Finally, we have understood the importance of monitoring, drawing from
the types and components and strategies we learned and the value each of these bring to
the importance of monitoring as a whole. The next stage is to introduce the monitoring
service that this book is based on, which is Amazon CloudWatch.

Getting to know Amazon CloudWatch

Amazon CloudWatch is a service designed by AWS. It is an all-encompassing and
complete end-to-end monitoring solution, used for monitoring applications, servers,
serverless applications, on-premises systems, cloud-native applications, storage services,
networking services database services, and many more. CloudWatch has the ability to
collect and store logs of applications deployed in any environment. You do not have

to worry about any servers to set up, configure, or manage for your logs' storage and
management. CloudWatch stores petabytes of logs that for AWS users. It is embedded
with tools that make it easy to loop through and interpret log data that has been collected.

CloudWatch does not only store logs, it also has its own CloudWatch dashboard, which
is used to draw different types of mathematical graphs used for data interpretation.
With its built-in CloudWatch Events, which is gradually being migrated into Amazon
EventBridge, it is able to respond to events based on specific conditions, and those
events can further trigger other specific operations that have been configured with it.
CloudWatch Event rules can be configured to trigger a specific CloudWatch Event to
occur. A simple example could be configuring the CloudWatch Event to shut down an
EC2 instance by 7 p.m. when the business closes down, and start it up by 7 a.m. when
everyone is back at work.

Important Note

A CloudWatch Event rule is a functionality that is part of Amazon
CloudWatch, which is used to schedule the time an operation should be
performed. It is usually associated with Amazon CloudWatch Events.
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One very important feature of every monitoring tool is also in CloudWatch, which is
alerts. CloudWatch has a rich alerting system that works in connection with Amazon
SNS. Alerts can be configured to trigger based on specific metrics identified in logs
received into CloudWatch. Mathematical symbols can be used to configure granular
metrics and specific time intervals to determine when an alert will be sent and for what
particular reason that particular alert was sent. In some cases, the alerts can be used as the
first point of call to solve the issue that has been identified, one of which is rebooting an
EC2 instance that refused to start up for any reason.

CloudWatch also has a feature called Synthetics, which makes it possible for CloudWatch
to send intermittent pings to an endpoint, a website, an API, or a web application to
check for the status and when it is down, and it can send a notification. This means that
CloudWatch can be used for both proactive and reactive monitoring.

This book will show how to set up, configure, and manage different types of infrastructure
from the monitoring perspective. From Chapter 3, CloudWatch Logs, Metrics and
Dashboard, through to Chapter 9, Monitoring Storage Services with Amazon CloudWatch,
we will be configuring the monitoring of different AWS services and resources. This will
be after a brief introduction to the service and its components.

Introducing the relationship between Amazon
CloudWatch and Well-Architected

The AWS Well-Architected framework is a set of principles that can be used to govern
how an application is architected, developed, deployed, and scaled in the cloud. It is

a compilation of the experience of hundreds of AWS solution architects with decades

of experience across various industries who have designed, managed, and scaled various
types of systems. All of this knowledge and experience has all been put together to

form the summarized principles that go into the AWS Well-Architected framework.
This Well-Architected framework is made up of five pillars:

o Security

o Cost Optimization

+ Performance Efficiency
o Operational Excellence

o Reliability
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Each of these pillars covers a wide range of tenets for different aspects of infrastructure
setup scaling, security, and deployment. But we will be looking at the monitoring aspect
of the Well-Architected framework.

The Reliability pillar focuses on building systems that are reliable, stand the test of time,
and are always available to do what they have been designed to do. This will require close
monitoring of the system from time to time. It also refers to managing service quotas for
different AWS resources as you continue to use the different AWS services.

Important Note

AWS provides an OnDemand scale for server resources and application
services. This is managed using service quotas, which is a regulatory technique
used by AWS to manage the maximum value of resources, actions and

items in your AWS account (https://docs.aws.amazon.com/
servicequotas/latest/userguide/intro.html).

CloudWatch alarms can be configured for these quotas so that alerts can be received
when you are almost hitting the limit of the service allocation. This can be used to protect
against a possible workload failure in situations when a service is needed and the limit has
been exceeded.

With Performance Efficiency, the focus is more on ensuring that the application is
performing well at all times. Two of the ways to ensure the system performs well are
always having insights and understanding the behavior of the workloads and application.
Rigorous testing of the application using various methods such as load testing can be
very helpful in seeing the behavior of the system under load. When the load test is carried
out, metrics and logs are collected. These logs are further studied to understand and gain
insights into the behavior of the system. This can be done for the staging or test setup

of the application, and it can help SREs understand what to get when the application is
eventually released to customers.

The fear of bills is what chases a lot of first-time cloud users. The Cost Optimization
pillar in the Well-Architected framework is focused on optimizing your AWS bill by using
cost-effective services and designs when deploying workloads in your AWS infrastructure.
But the part of CloudWatch that is connected to your cost is the auto-scaling feature,
which can be very helpful in reducing the cost of your overall workload. CloudWatch
metrics can be used to trigger the scaling up or scaling down of your infrastructure based
on thresholds that have been configured. This can go a long way to save costs so that when
the server resources being consumed are low, CloudWatch reduces the number of servers
being used, but when the number goes higher, CloudWatch can still identify that and
trigger a scale-up to add more servers and balance the load hitting the application.
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Ssummary

Monitoring is quite a large topic; a lot can be said about it. But what we have done in this
chapter is to consider monitoring a natural human attitude and characteristic. The fact
that anything that is built can fail means that there is a natural instinct to ensure that
things are monitored, understood, and augmented to work better with time. We applied
this concept to computing and explained that computing brings automation into this
natural human process of monitoring, and we talked about the different components of
monitoring computer systems. We covered logs, metrics, dashboards, and incidents and
explained the meaning of each of these components. Next, we explained the importance
of monitoring, pinpointing specific key reasons to monitor your application workload
and infrastructure. Then, we moved on to explain Amazon CloudWatch, the AWS
managed end-to-end monitoring service that is built with all of the features that any
monitoring infrastructure or service will require. Lastly, the icing on the cake was the
AWS Well-Architected framework, which serves as a boilerplate for everything
cloud-native and monitoring is not left out.

This has given us a solid foundation to understand the fundamentals and components
of monitoring and the importance of monitoring in the day-to-day activity of an SRE.
We have also seen that CloudWatch is a managed service that takes away the operational
expense of running our own cloud infrastructure. This foundational knowledge will be
beneficial as we go deeper into this book.

In the next chapter, we will take our first step into Amazon CloudWatch to understand the
components, events, and alarms.

Questions
1.  Which pillars of the AWS Well-Architected framework are focused on monitoring?
2. Which protocol is mostly used to send alert notifications?

3. Being able to know and forecast when things are going to have a problem is an
important part of monitoring. What is this type of monitoring called?

4. What is the smallest unit of insight that helps to make all of the logs and data
collected from applications and infrastructure meaningful called?
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Further reading

Refer to the following links for more information on topics covered in this chapter:

o AWS Monitoring Overview: https://www.packtpub.com/product/
aws-masterclass-monitoring-and-devops-with-aws-cloudwatch-
video/9781788999533

« Monitoring Fundamentals: ht tps: //www.packtpub.com/product /hands-
on-infrastructure-monitoring-with-prometheus/9781789612349
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2

CloudWatch Events
and Alarms

We spent the whole of the previous chapter talking a lot about the fundamental principles
of monitoring. We also spent time talking about the components that make up monitoring.
There are other components of monitoring systems and ways of understanding system
behaviors that were not discussed. These components will be discussed as we progress,

and practical demonstrations will be done. We will be exploring these components and the
principles that guide how they are applied. The goal is to explain as much as possible how
day-to-day scenarios connect with the Amazon CloudWatch services and architecture in
ensuring high availability and better system performance.

CloudWatch has various components that make up the service. Two of the major
components are the events that are converting every metric into an actionable item and
the alarms configured based on a specific metric or threshold. Alarms send notifications
when that threshold is met and can be based on various configurations.
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Here are the main topics that will be covered in the chapter:

« Introducing CloudWatch Events and Amazon EventBridge
+ Understanding the components of an event

« Configuring a basic CloudWatch event

+ Introducing alarms

« Configuring a basic alarm

Technical requirements

To be able to engage in the technical sections of this chapter, it is required that you already
have an AWS account. If you do not have an AWS account, you can quickly sign up for the
free tier.

Check out the following link to see how to sign up for an AWS account:

https://aws.amazon.com/premiumsupport/knowledge-center/create-
and-activate-aws-account/

Check out the following link to see the Code in Action video:

https://bit.ly/3bB32H2

Introducing CloudWatch Events and Amazon
EventBridge

Events have been previously defined as every activity that goes on in a system, events

can also be the attached as a response to another event thereby triggering this event.
CloudWatch Events is designed to be able to respond to changes in the different AWS
resources and services. Using some rules that determine the specific action or activity that
took place, CloudWatch events can be configured to respond according to that particular
event that has occurred. CloudWatch Events is not available for all AWS services but

a bunch of them that we will be exploring in the Components of a CloudWatch event
section. The event triggered by CloudWatch can be sent over to other AWS resources

to act on the event that has been triggered by the previous service.
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An instance could be an event from Amazon CodePipeline that indicates that a build
pipeline process has been triggered. This event can be tracked by Amazon CloudWatch
Events, which reads the pattern of the event and feeds it into another service such as
Amazon SNS. The specified topic in Amazon SNS then notifies a user or group of users
that a particular build has commenced. Another example is with ECS task events. ECS
is an AWS proprietary service for container orchestration. ECS has various components
for container orchestration, which include task, service, and container. Tasks are used
to define the different components of a container, such as networking and storage. A task
has a series of events that it triggers during its life cycle of container management. These
events can be tagged as state changes in ECS. Amazon CloudWatch can read ECS task
state changes and maybe trigger a Lambda function that reads this data and logs it into
Amazon CloudWatch.

Important Note

A service in Amazon ECS is a network abstraction that makes it possible for
a container application to be accessible.

The two examples given previously are just a few of the scenarios that CloudWatch can
be used for to read an event and respond accordingly with another event. We will also be
looking at practical setup configurations as we go further into the chapter, but let's first
talk about an interesting service that is an improvement on Amazon CloudWatch Events.
It is called Amazon EventBridge.

Amazon EventBridge

This is a newer version of Amazon CloudWatch Events. Amazon EventBridge is

a serverless event bus service that is designed to respond to events by triggering other
events. Very similar to Amazon CloudWatch, EventBridge receives events from other
services and reacts accordingly. But one major feature makes EventBridge different from
CloudWatch Events, which is the fact that it takes input from sources other than AWS
services. Events from Software as a Service (SaaS) services and custom applications can
be tied into Amazon EventBridge to respond accordingly. This makes EventBridge have
wider applications than CloudWatch Events. It means you can configure an automated
event trigger for your applications. It is serverless, meaning that it scales infinitely, and
you do not have to worry about managing servers for your application that uses an event
bus for its operation.
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Important Note

An event bus is a technique or method that allows multiple components or
services that do not have any direct method of communication to be able to
interact with each other. Send events from one system to another system, and
the second system responds based on the details of the event trigger it receives.

We have been able to understand the basic concepts of Amazon CloudWatch Events

and EventBridge. We also compared CloudWatch Events and EventBridge, showing the
similarities and differences. EventBridge is the new CloudWatch Events and according

to Amazon, CloudWatch Events will be deprecated and EventBridge will replace it.

We also talked about some of the applications of CloudWatch Events in Amazon ECS.
This understanding of the use of CloudWatch Events and EventBridge will help us see the
value in the practical sessions later in this chapter.

Now that we understand what CloudWatch Events is, let's look at the various components
that make up a CloudWatch event, what they are, and how they are important in setting
up a CloudWatch event.

Understanding the components of
a CloudWatch event

For an Amazon CloudWatch event to function, it is made up of different moving parts to
achieve a goal successfully. Each of these components is inter-connected and forms the
life cycle of a CloudWatch Events operation. If any of these components is missing for any
reason, then the CloudWatch Events life cycle will not be complete. Due to the similarities
that exist between CloudWatch Events and Amazon EventBridge, we will be interpolating
both services by describing the different components of CloudWatch Events. In scenarios
where the features are unique to Amazon EventBridge, they will be uniquely spelled out.
For an event to work completely, these are the three major components, which we will
explore in the next sections.
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Input trigger

This is the input data, service, or event that triggers the event to start. It can also be
called the input signal of the CloudWatch Events life cycle. This is what starts the process
or the CloudWatch event. The input trigger also contains information that is useful for
the behavior of the resulting trigger and how the event pattern behaves. The input trigger
or event source can range from different AWS services, some of which we mentioned
during the examples for illustrating some scenarios where CloudWatch events can be
used. Some of the input triggers for CloudWatch Events are as follows:

« Elastic Container Service (ECS)
« Elastic Load Balancing

« Elastic MapReduce

o Elastic Transcoder

o Elasticsearch

 Elemental MediaPackage

» EventBridge

« EventBridge Schema Registry
o GamelLift

» Glacier

o Glue

o Greengrass

+ Ground Station

« GuardDuty

o Inspector

» Kinesis

« Lambda

 Polly

+ Redshift

» Step Functions
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These are some of the input triggers that are used by Amazon CloudWatch Events. They
trigger CloudWatch events based on a specific state or event they emit.

Since EventBridge can take input for SaaS applications, this means EventBridge not only
supports AWS services but also other third-party services, such as the following:

o PagerDuty
o Opsgenie

o SugarCRM
« Shopity

« Datadog

o Zendesk

o Auth0

o Site24x7

There are other input triggers but this is a list of some of the Saa$ services supported
by EventBridge. Both the AWS services and SaaS form an event pattern, which is what
defines the behavior of the event triggered by that service.

Rules/event pattern

When the input trigger is sent, there are rules that govern that trigger and it comes with
an event pattern that is used by Amazon CloudWatch Events to recognize the trigger.
This event pattern gives CloudWatch Events all the information it needs to react to it.
The information in the event pattern is the determinant of how the event will react. In

a case where the input trigger is a service that changes state, the event pattern will hold
the information of this state. For instance, an EC2 instance has different state changes,
such as stopping, stopped, terminated, pending, running, and shutting-down. These states
are generated by the event pattern and this is how it is able to read the event when it is
triggered by the service. This data is then sent over to the target that is responding to the
event triggers. The following screenshot shows an example of an event pattern:
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{

"source™: [
"aws.ec2"

1.
"detail-type": [
"EC2 Instance State-change Motification™

].‘
"detail™: {
"state™: [
"stopped”

]
H
H

Figure 2.1 — Sample event pattern
The preceding event pattern is in JSON format with different keys and values. Let's explain
what each of the keys and the associated values mean:

« source: This specifies the AWS service that the input trigger is coming from. All
events from AWS services usually start with aws . to represent that it is coming
from an AWS service.

« detail-type: This is an explanation in detail of the type of event that that
particular service can emit or trigger.

o detail: A placeholder for the different states of a particular service.

« state: An array key for the specific state that is to be triggered by the AWS service.
It could be a single value or multiple values.

Important Note

JSON is an acronym for JavaScript Object Notation. It is a method of
transmitting data across disparate systems. It is an open-standard file format
composed of human-readable text representing data in key/value pairs, and in
some cases uses an array to represent groups of related data.

WOW! eBook
www.wowebook.org



36 CloudWatch Events and Alarms

In the following example, the state has multiple values:

{

"source™: [
"aws.glue”
1.
"detail-type™: [
"Glue Job Run Status™
1.
"detail™: {
“state™: [
"RUNNING" ,
"STARTING™,
"STOPPING"

Figure 2.2 - State with multiple values

The event pattern represented in the preceding figure is an abridged version. The pattern
used within AWS and for cross-account configuration is a little bit more detailed and
looks like this:

“wersion"; "0",
"id™: "651d5f8b-947c-4c0f-achT-5acded1a1bia”,
“detail-type": "EC2 Instance Siate-change Motification”,
"source”: "aws.ec2",
“account": "123456789012",
“time™: "2015-11-11T21:33:192",
“region™ "us-east-1",
“resources™ [
“am:aws ec2.us-easi-1:123456759012 instance/i-abcd3333"
I
“detail": {
“instance-id™ "l-abcd3333°,
"state”: "stopped"
H
H

Figure 2.3 - Detailed event pattern

Important Note

Cross-account configuration is a setup in CloudWatch Events and
Amazon EventBridge where events can be sent and received across different
AWS accounts.
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This event pattern contains more detailed information, such as the AWS account ID,
the time the event was generated, the region, and the resource ARN in which the event
is coming from. AWS usually generates the shortened version when using CloudWatch
Events or Amazon EventBridge within the same account. In any case where events need
to be transitioned from one account to the other, then this detailed event pattern will be
needed to make that work.

Apart from the ability of CloudWatch Events to receive events from AWS services, a
scheduled expression pattern can also be used to trigger an event. Personally, I use this to
replace the popular Linux crontab. This scheduled expression is more or less a serverless
crontab. It can be used to configure operations that need to happen at a scheduled

later date or repeatedly. The scheduled pattern triggers itself when the condition for

the particular time it was configured for is met. One major advantage of the scheduled
expression is that it takes the crontab pattern, the Unix-like style, which makes it easy to
configure mostly for those who are used to crontabs in Unix and Linux operating systems.
The crontab expression is illustrated as follows:

minute (0-59) hour (0-23) day (1-31) month (1-12) day of week(0-6)
A A A 4 A
* * * * *

Figure 2.4 — Crontab expression syntax

Let's say we want to run a process every day at 12 a.m. to shut down a particular EC2
instance. The crontab expression that can be used for that configuration looks as follows:

* 0 * * %

The next section discusses the last part of the components of a CloudWatch event, known
as the target.
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Target

The target is the destination service that reacts to the input trigger. The target is usually
another AWS service that responds based on the information that is sent to it from the
event pattern. Any target can be chosen based on the service you need to respond to the
event pattern. The target of a CloudWatch event does not depend on the event pattern,
but it is totally independent of it. This means that the input trigger can be the change in
state of an EC2 instance, while the target can be a batch job. This makes the possibilities
quite dynamic and broad. Amazon EventBridge also supports targets the way it is
supported in CloudWatch Events. The following is a list of a number of targets supported
by CloudWatch Events that Amazon EventBridge also supports:

o Lambda function

o API Gateway

« Batch job queue

« Kinesis stream

« SNS topic

» SQS queue

o SSM automation

« Step Functions state machine
o CloudWatch log group

« CodeBuild Project

o CodePipeline

o ECStask

« Event bus in another AWS account

« Kinesis Firehose delivery stream

This list is of the services that are supported as targets for CloudWatch Events and
Amazon EventBridge. The target services are tailored toward a particular resource in that
service that has been created. For example, after selecting Lambda function as a target,
the specific Lambda function that is responding to the event trigger needs to be selected
from the list of Lambda functions in that specific AWS region. Because CloudWatch is
region-specific, CloudWatch Events and Amazon EventBridge are also regional. This
means that whatever configuration or setup that is done on CloudWatch Events and
EventBridge is specific to a particular AWS region.
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Important Note

An AWS region is a physical geographical location in the world, where there
are clusters of data centers called availability zones. A region can contain from
two to five availability zones. An example of a region is Milan in Italy or Cape
Town in South Africa.

To be able to use any particular target, ensure that a resource exists in that target within
the same region as CloudWatch Events or EventBridge. Targets also come with input
parameters of the data to be sent over to the service selected as the specific target. This
makes the target service behave according to the input data that is sent to it by the target
configuration. The target configuration is of five types:

Matched events: This sends all the information on the event pattern to the target
service. This means if an event pattern has an EC2 instance state of STOPPED, that
state and other information will be sent to the target event directly without any
changes to the event pattern that was configured.

Part of the matched event: This is used to extract part of the data sent in by the
event pattern. This takes only part of the matched event specified and sends it to the
target service. It uses the $ notation to filter through the event pattern. If only the
source of the event pattern is needed, $ . source is used to extract only the source
of the event pattern. In the same way, if only the region is needed to be sent to the
target service, $ . region can be used to extract the region from the event pattern.

Constant: This means a constant value will be sent to the target service resource.
This constant value by default is usually JSON-formatted data. The onus is on the
target service to read the constant data sent to it via the input parameter. No partial
or full data of the event pattern is sent to the target, only constant JSON data that is
sent. If an input trigger comes from an EC2 instance that contains the instance state,
it does not send it to the target service; instead, it sends the JSON data at all times.

Input transformer: This makes it possible to change or edit the values of one
or more of the items in the event pattern. It makes it possible to manipulate
the original value that is in the matched event and put in another value that is
eventually sent to the target event.

Version/alias: This keeps track of configurations for the purpose of rollback,
or forward changes that have been made to the target configuration.

WOW! eBook
www.wowebook.org



40 CloudWatch Events and Alarms

We have talked about the target section of a CloudWatch event and Amazon EventBridge.

The next step is to create a simple CloudWatch event and an Amazon EventBridge for two

different scenarios. We can see the similarities and maybe the differences in the method of
configuration and setup.

Configuring a basic CloudWatch event

Let's take a real-life scenario of how CloudWatch Events can be quite important to use for
a very simple solution. Let's assume that an organization, MCS Consulting, owns a bunch
of staging servers used as EC2 instances. These servers are not used for 24 hours and are
only used when the developers need to run application tests. This means that running the
server just within the working hours, that is, between 9 a.m. to 5 p.m. or 6 p.m., is how
much is needed for useful purposes. This means that between 6.01 p.m. and 8.59 a.m., the
EC2 instance(s) can be shut down, which will result in some huge cost savings for running
those instances. This configuration can be done using CloudWatch Events. For this to
work, we need the instance ID(s) of the EC2 instance we wish to place on this schedule.
Let's assume the instance ID is 1-1234567890abcdef0.

For this setup, we will not be using the event pattern; instead, we will be going through the
route of using a scheduled expression that is used for events that need to be triggered at

a particular time. From the scenario given here, one schedule is to stop the EC2 instance
at 6 p.m. and then to start it up at 9 a.m. the next day. This automatically makes it two
schedules:

1. So, we will create two schedules for this setup, one to stop the instance and the other
to start the instance. Let's go into the console and get this done. First, we log in to
our AWS console (this is assuming we already have an AWS account).

2. Click on the Services top-menu item, and from the drop-down menu, click on the
CloudWatch link, which should look like this:
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Figure 2.5 - AWS management console

3. After clicking the CloudWatch link, this will take us to the CloudWatch console,
as shown in the following figure:
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Figure 2.6 - AWS CloudWatch console
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4. From the console, navigate to the left-side menu and click on the Rules item just
directly below Events, as shown in the following screenshot:
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Figure 2.7 - Navigation to the CloudWatch event page

This will take us to the CloudWatch Events console, as shown in the
following screenshot:
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Figure 2.8 - CloudWatch Events console
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5. Click on the Create rule button to create a new CloudWatch Events rule, as shown
in the following screenshot:

Cloudwaten Step 1: Create rule
Dashboards

4 Create rules to invoke Targets based on Events happening in your ANS environment
Alams

Event Source Targets
Build or customize an Event Patter or sel a Schedule lo invoke Targels. Select Target to imvoke when an event matches your Event Patiemn or when schedule is tiggered
Biling

Logs
Log groups Build event patiern to match events by service =

® EventPaltem @ | Schedus @ © Add mrger

Insights.
Metrics
Events Event Type Select or fype fo sear -
| Rules
Event Buses * Event Patiem Preview Copy to cipboard  Edit
serviceLens (&}
Servios Map
Traces
Container Insignts [
Resources.
Peromance Monforing
syntneties (&3
Canarlas
Contributor Insighls
Setings

Favorites 2

©Add a dashboard
» Show sampie event(s)

“Raqin omee (Y
Figure 2.9 - Creating a rule in CloudWatch Events

6. Click on the Schedule radio button to reveal the options to configure the
scheduled time:

Sorviess . Rosourcs Croups ~ %
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P Craate rulss 50 imvoks Targets hased on Events happaning in you AWS amionment.
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Insights
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Events
| Rules + Shaw sarphe
Event Buses

* Required
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Figure 2.10 - Configuring a scheduled expression

7. At this point, we will need the right cron expression for the stop operation. The
instruction says the EC2 instance will stop at 6pm. The cron expression that
signifies 6 p.m. every dayis 0 18 * * ? =,
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8. Click on the Cron expression option and paste the preceding cron expression into
the box beside it. It will automatically show the time of the events for the next 10
days. This is also another way to validate that the cron expression is correct:

Services v Resource Groups

Alarms
Event Source Targets
(2] Buikd of cusiomize an Event Patiern or 361 2 Schedule 10 Invoke Targets Sedect Target 10 mvoks when an event matches your Event Patern of when schedule i inggered
A Evenl Faftem @ @ Schedue O © Acd targer”

“ Required Cancel

O ndd a qashboarg

Figure 2.11 - Cron expression validation

9. 'The next step is to add the target we want this scheduled expression to trigger. To do
this, click on the Add target button on the right-hand side under the Targets title:

~  Res
CloudWatch Step 1: Create rule
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Alams
Event Source Targets
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Figure 2.12 - Adding a target
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10. Clicking on this will show the different target options that exist. Our setup requires
that we stop an EC2 instance. So, from the list, we shall select EC2 StopInstances
API call:
Step 1: Create rule

Event Source Targets

altem @ @ Scheduis O EC2 Stopinstances AP call - ||

© Add target

* Required Cancal

Figure 2.13 - Configuring a target

11. When the EC2 StopInstances API call option is selected, it gives the option to enter
an instance ID. In this box, we are going to fill in the instance ID we were given:
1-1234567890abcdefo.

12. The next step is to configure authorization. For this action to take place, an Identity
and Access Management (IAM) role is required to be able to make an API call to
the EC2 instance from CloudWatch.

Important Note

An TAM role is a feature in the AWS IAM service, which is responsible for
managing inter-service communication within AWS. The role is assigned to

a service to give it access to communicate with another service. A role is made
up of a policy, which a JSON document that defines the rules that guide how
service A communicates with service B. An IAM role is the authorization layer
for all inter-service interactions in AWS.

13. There is the option to either create a new role or use an existing role. For our setup,
we will be creating a new role. A value is already generated in the box, which is
AWS Events Invoke Action On EC2 Instance 22287866. This value
might be different for your own setup.
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14. The final configuration screen will look as in the following screenshot:
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Figure 2.14 - Final configuration screen

15. When this configuration is confirmed, the next step is to click the Configure details
button at the bottom-right corner of the screen to move to the next step.

16. The next step is to write the name and description of this event rule:

Step 2: Configure rule details
Rule definition

Name” |EC2Stop

Deseription |4 simple Rule to stop an ECZ instance at Gpn o

State Enabled

—" -

Figure 2.15 - Entering an event rule name

17. The last option there, labeled State, is to configure whether the event should be
active or not. By default, it is configured to be enabled. This configuration can
be useful in scenarios where you want to disable an event. The state can easily be
changed and the checkbox clicked to make disable it.

18. The next step is to create the rule. To do this, click on the Create rule button in blue
at the bottom-right of the screen.
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This will create the rule and return to the event rule dashboard, like this:

Rules

= o

Staws A = Name Viewwng 110 10f 1 Rules

Btanss Hame Desoription

Figure 2.16 — Dashboard showing the rule created

These steps have been to stop an EC2 instance. We can go through the same process

for starting a start but this time, two parameters will change. The first is the scheduled
expression while the second will be the target. The scheduled expression will become 0 9
* * 2 % which represents 9 a.m., and the target will be EC2 RebootInstances API call.
The same instance ID will be used and the name has to be unique for this rule.

We now understand what Amazon CloudWatch Events is and how CloudWatch Events

is gradually being transitioned into Amazon EventBridge. We also looked at the different
components of CloudWatch Events and EventBridge. To help drive home all of these, we

went on to create a basic example of a scheduled expression. The next step is to talk about
alarms and the role of CloudWatch alarms in the monitoring process.

Introducing CloudWatch alarms

CloudWatch alarms are a managed alert and notification service used to send notifications
when an anomaly is detected in an infrastructure setup. Alarms are configured in relation
to specific metrics. What an alarm does is it checks changes in the metric it is attached to
based on specific conditions that have been given to it. When those conditions have been
met, the alarm is triggered. An alarm can be configured to consistently check and ensure
that the CPU usage of an EC2 instance does not exceed 80%. If it does for any reason, the
alarm will be triggered and will push those state changes to Amazon SNS.

CloudWatch alarms in conjunction with Amazon SNS make alarms and notifications
much easier to manage by reducing the operational expression of managing different
alert and notification systems for your monitoring infrastructure, thereby aggregating
metrics, alarms, and notifications as a complete set of solutions for alerting when the state
of a particular metric changes.
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Importance of a CloudWatch alarm

When there is a change in state or an anomaly activity, the best way to know if something
has gone wrong is through a notification that an alarm provides. Anomalies in a system
vary from environment to environment, so it is essential to know the exact metric
anomaly that occurs. Some of the things that CloudWatch alarms specifically help with
are as follows:

o Visibility
« Infrastructure performance

o Infrastructure health

We now understand the meaning of CloudWatch alarms and also the importance of
different aspects of an application, such as the visibility of metrics or logs that are anomalies
or different from what they should be. Alerts on infrastructure performance, such as
network speed alerts when it passes a certain threshold or an alert when a server CPU

is peaking at 80-95%. The next step is for us to set up a very basic CloudWatch alarm.

Configuring a basic alarm

An alarm is usually configured based on a metric from any of the AWS services or from
logs. This is the major aspect we will be covering in the rest of this chapter, how alarms
can be configured on a service based on a specific metric.

For starters, we shall create a simple alarm that triggers when the AWS bill gets to

a certain threshold that we are also going to configure. This can be very helpful in cutting
down costs and ensuring that we do not spend more than a specific amount within

a month. For this setup, we will be checking the estimated charges for a month and ensure
that they are not greater than $15. If for any reason the estimated charge is greater than
$15, we will get an email notification via SNS notifying us of the increase. Now, let's get to
work and configure this alarm. The AWS account that was used in the previous practical
guide is sufficient to carry out the next practical guide:

1. The Receive Billing Alerts setting needs to be enabled from the AWS billing
console. Navigate to the AWS main menu. Click on the Services bar. In the search
bar, type Bi11ing and click on the Billing menu item.

2. 'The next page is the billing dashboard, which shows different information about the
AWS bill, such as the bill-till date, the bill for the last month, and the forecast for the
month. On the side menu, click on the Billing preferences link to load the billing
preferences page:
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Figure 2.17 - Billing preferences link

3. 'The next page we are going to see is the page showing the billing preferences. The
following screenshot shows the billing preferences page:
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Figure 2.18 - Billing preferences dashboard
4. On the screen, navigate to the bottom and look for the item called Receive Billing

Alerts. Click on the checkbox beside it and click the Save preferences button. This
will activate the billing metrics to be sent to CloudWatch.
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5. 'The next step is to navigate to the Amazon CloudWatch dashboard. Click on the
Services menu item and navigate to the Management & Governance list and locate
CloudWatch, which is the second item in the list just after AWS Organizations.

6. Landing on the CloudWatch dashboard, click on the Alarms menu item on the list
of items on the left-hand side of the screen:

CloudWatch

CloudWatch > Alarms Switch 1o your original interface
Dashboards .
Alarms
! Alarms (0) 1 Hide AutoScaing alarms | Cl elecion create compesiteatorm || acions v | [N
Q Any state v | Anytype v <1y @
Biling Name v State v Laststateupdate @ Conditions Actions v
Logs
Log groups Mo alarms
Insights No alanms to display
Metrics
Event Buses
ServiceLens
Sservice Map
Traces

Container Insights 23
Resources
Performance Monitoring

Synthetics CEJ
Canaries.

Contributor Insights

Setlings

Figure 2.19 - CloudWatch Alarms dashboard

7. 'The next step is to create the actual alarm. To do that, click on the Create alarm button
on the top-right corner of the screen, which will lead you to the following screen:

CloudWatch Alarms Create alarm
Step 1 - A 2ng
Specify metric and Specify metric and conditions
conditions

Metric
Step 2
Configure actions

Graph

Preview of the metric or metric expression and the alarm threshold.

Step 3
Add name and Select metric

description

Cancel Next
Step 4

Preview and create

Figure 2.20 - Creating a CloudWatch alarm
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8. Click the Select metric button

from, as follows:
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Figure 2.21 - The Select metric dashboard

9. Click on Billing, and then click on Total Estimated Charge. Then, click the
checkbox beside the currency (for example, USD), and then click on the Select

metric button on the bottom-left corner of the screen:
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Figure 2.22 - Selecting a specific metric value

WOW! eBook
www.wowebook.org



52  CloudWatch Events and Alarms

10. The next screen, titled Specify metric and conditions, allows us to configure the
value for this metric that will trigger an alarm. We shall configure the value to be
a Static value that should be Greater than 15. The following screenshot shows the
configuration after we have set it up:

Step 1 . . g
A — Specify metric and conditions
conditions
Step 2
Configure actions
Graph
This alarm will trigger when the blue line goes above the red line for 1 datapoints within & hours.
Step 3
Add name and Ho unit e Namespace
description 15 AWS/Billing
Metric name
Step 4
Preview and create 10 EstimatedCharges
Currency
5
usD
Statistic
0 -
0831 09/02 09/04 09/06 Q, Maximum x
@ EstimatedCharges
Period
6 hours v
Conditions
Threshoeld type
O Static Anomaly detection
Use a value as a threshold Use a band as a threshold
Whenever EstimatedCharges is...
Define the alarm condition
ater Greater/Equal Lower/Equal Lower
hreshold »= threshold <= threshold < threshold
than...
Define the thresheld value.
15 usD

Must be a number

» Additional configuration

Figure 2.23 — Configuring the metric and conditions

11. When the configuration is confirmed, click the Next button on the bottom-right

corner of the screen.
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12. The next step is to Configure actions. First, select the Alarm state trigger option,
in this case, In alarm, which is selected by default.

13. The next option is Select an SNS topic. This option has various selections, such as
Select an existing topic, Create new topic, and Use topic ARN. For this setup, we
will be creating a new SNS topic. Click on the Create new topic option. Enter the
name of the topic and the email endpoints, as shown in the following screenshot:

CloudWatch > Alarms > Create alarm

Step 1 - -
Specify metric and Conﬁgure aCtlonS
conditions
Notification

Step 2
Configure actions

Alarm state trigger

Define the alarm state that will trigger this action.
Step 3 . .
Add d © Inalarm Ok ) Insufficient data

LETUDED The metric or expression The metric or expression The alarm has just started
description is outside of the defined is within the defined ar not enough data is
threshold. threshold. available.

Stepd
Preview and create Select an SNS topic

Define the SNS (Simple Notification Service) tapic that will receive the notification
) Select an existing SNS topic

© Create new topic

() Use topic ARN

Create a new topic...
The topic name must be unique

Default_CloudWatch_Alarms_Topic

SNS topic names can contain only alphanumeric characters, hyphens (-} and underscores ().

Email endpoints that will receive the notification...
Add a comma-separated list of email addresses. Each address will be added as a subscription to the topic above.

| sreteam@packthub.com

user] @example.com, user2@example.com

Create topic
Add notification

Auto Scaling action

Add Auto Scaling action

EC2 action

This action is only availzble for EC2 Per-Instance Metrics.

Add EC2 action

Figure 2.24 - Configure actions
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14. Click on the Create topic button to create the topic. When the topic has been
successfully created, review the other configurations and click the Next button
to confirm.

15. Enter the name of the alarm and a description for the alarm. For this, we will call
the alarm BillingThresholdAlarm. The description is optional, so we shall
leave it blank:

CloudWatch Alarms Create alarm
Step 1 H H
P Add name and description
conditions

Name and description
Step 2

Configure actions

Alarm name
Define a unique name.
Step 3
2 Billing ThresholdAlarm
Add name and
description
Alarm description - optional
Define a description for this alarm.
Step 4

Preview and create

Up to 1024 characters (0/1024)

Cancel Previous m

Figure 2.25 - Entering a name and description
16. Click the Next button to continue.

17. The next stage is Preview and create. This gives us the choice to review all the
configurations that have been made from the start. At this stage, we are allowed to
edit or make changes to each section as we please. At this point, we really do not
need to make any changes:
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Figure 2.26 — The Preview and create page

18. Click the Create alarm button to create the alarm.
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The pending confirmation means that the email address that was used for the SNS
endpoint needs to be confirmed. So, an email will be sent to that email address for
confirmation. Click on the link in the email to activate the subscription to the SNS topic
to start receiving alerts when the alarms trigger.

Important Note

Composite alarms are a feature in CloudWatch alarms that help to aggregate
different alarms to decide whether an alarm should trigger. When there are
multiple metrics and alarms configured, there are situations where they could
be too much to track and become irrelevant in the end because too many
emails or SMSes are being sent by Amazon SNS. Composite alarms can be
used to aggregate and compute multiple alarms to decide whether a final alarm
should trigger based on the data from different alarms combined.

Summary

This chapter started with an understanding of the meaning of Amazon CloudWatch
Events and the different components that make up CloudWatch Events. We also learned
that it is being deprecated and will be replaced with Amazon EventBridge. We learned that
EventBridge is a serverless service for receiving events and triggering other corresponding
services just the way CloudWatch Events does, but EventBridge supports triggers from
Saa$ applications, making it more extensive than CloudWatch Events. We then moved on
to configure a schedule expression that stops and starts and an EC2 instance at a particular
time of the day. Then, we moved on to introduce Amazon CloudWatch alarms, discussed
the importance of alarms, and moved ahead to configure an alarm that sends an email
when our AWS estimated bill reaches $15.

We have been able to not only learn the guiding principles behind CloudWatch Events,
Amazon EventBridge, and Amazon CloudWatch alarms but also formulate a real-life
practical scenario and use the services and the knowledge learned to create solutions to
our scenario for both CloudWatch Events and CloudWatch alarms.

The next chapter is going to focus on CloudWatch logs and metrics, which explains how
to understand data collecting from infrastructure and how to make sense of it.

WOW! eBook
www.wowebook.org



Questions 57

Questions

1. Analarm is a feature of Amazon CloudWatch. But for the notification of an alarm
to be sent, a particular AWS service is needed to perform that delivery. What is that
service called?

2. What part of the Amazon CloudWatch Events components is responsible for
defining the input trigger into CloudWatch Events?

3. Alarms and alerts are usually used for what type of monitoring?

Further reading

For more information on monitoring and alerting, refer to Understanding Monitoring
and Alerting Services in AWS: https://www.packtpub.com/product/
aws-masterclass-monitoring-and-devops-with-aws-cloudwatch-
video/9781788999533
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CloudWatch Logs,

Metrics, and
Dashboards

In the previous chapter, we talked about Amazon CloudWatch Events, Amazon
EventBridge, and CloudWatch alarms. We defined the meaning of CloudWatch Events
and talked about the components that make up a CloudWatch event. We further explained
the importance of CloudWatch Events and gave real-life scenarios. We created an example
of an automated start and stop of an EC2 instance based on a specific time of day. This

was done using the scheduled expression feature in Amazon CloudWatch Events. We
explained CloudWatch alarms and why it is important to integrate an alarm system into
your monitoring infrastructure. Then, we implemented a basic alarm solution that sends
an email when the estimated AWS bill gets to a specific amount for that particular month.

These scenarios used for CloudWatch Events and CloudWatch alarms are the criteria for
understanding the basics. In subsequent chapters, the alarms will be tied to more specific
and important metrics to trigger alarms for more critical systems and scenarios.

In this chapter, we will continue to talk about the components of Amazon CloudWatch.
Our focus in this chapter will be on CloudWatch Logs, metrics, and dashboards.
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This chapter explains how to understand data collected from infrastructure and how
to make sense of it. To get a better understanding of applications and infrastructure,
data needs to be collected about the infrastructure services. This data is the metric for
measuring behavior over time. Combining this data will help to get more historic data
and eventually help to get insights from the metric that has been collected. A pictorial
representation in the form of graphs and charts can help give good analytics of the
behavior of a system.

We will cover the following topics in this chapter:

« Introducing CloudWatch Logs

« Understanding metrics and CloudWatch metrics
« Introducing Amazon CloudWatch dashboards

o Creating a dashboard from metrics

« Working with dashboards

Technical requirements

To be able to accomplish the technical tasks in the chapter, you will need to have the
following technical prerequisites:

« A working AWS account (you can opt for the free tier, which will cost $0/month
for one year)

« A Linux EC2 instance set up in the AWS account
« Basic knowledge of Linux

« An understanding of AWS IAM

Check out the following link to see the Code in Action video:
https://bit.ly/317RXk4
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Introducing CloudWatch Logs

We previously defined logs in Chapter 1, Introduction to Monitoring, and this time we are
going to streamline our understanding of logs in the context of CloudWatch. But for the
purpose of reminding us, let's go back to what logs are. Logs are a series of events captured
in a text format. The text format could be unstructured or semi-structured data formats.

Important Note

Unstructured data is a kind of data that does not have a specific defined model
with which the data is stored. It does not conform to a specific consistent
pattern. Unstructured data usually comes with a few data types, such as string,
number, or date and time. Most web server logs are unstructured data.

Semi-structured data is a form of storing data that is not fully structured data;
it does not conform to the relational (table) method of storing data in rows and
columns. Instead, it uses its own unique pairs and grouping of data in a unique
way to help the data look a little more structured. A popular example of semi-
structured data is JavaScript Object Notation (JSON).

For most application logs, web server logs, and system logs, they are usually stored
as unstructured data that takes note of specific information and important metrics, and
most times the application or web server outputs the data in a particular format.

Life cycle of a log

To look further into logs, we need to understand the life cycle of logs. We already defined
a log as the documentation of an event. This documentation needs to be stored in

a particular location. In most cases, a log is stored in the location where it is generated.
For example, Apache Web Server generates different types of logs, such as access log,

and error logs. These logs are stored in a particular directory specified by the Apache
configuration file. This same concept applies to other applications and application servers.
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To be able to monitor and draw insights from the data, the insights need to be collected,
aggregated, and in some cases properly re-formatted or cleaned to allow easy analytics
operations. There are a few principles that cover the life cycle of a log. They are as follows:

1.

Collection/extraction: This involves the extraction of the logs from their original
source. Due to the fact that the logs are generated from the specific location where
the application or service is running, it is necessary to move and aggregate them
into a central location. This central location will be responsible for housing the
data. This collection or extraction of logs is done using a log agent. A log agent

is a daemon process or application that helps to extract this data from a specific
location. The log agent is usually configured to read the location where the log

is written and intermittently pick the data and send it to the location where it will
be stored.

Amazon CloudWatch has an agent. This agent can be installed in multiple operating
systems (Windows or Linux) and can be used to extract both operating system logs
and applications logs and send them over to CloudWatch for storage. Without the
collection point for the logs, there is no data to work with for monitoring, metrics,
dashboards, and alarms. When the data has been collected, it needs to be stored
somewhere, which is the storage location. Let's talk about how CloudWatch

stores logs.

Storage: When the data has been collected, it needs to be stored in a particular
location. This location could be a database, a filesystem, or a storage service.

The data that is collected is going to be large, so the storage needs to be resilient,
scalable, and highly available. CloudWatch Logs is a solution that meets all the
requirements for storing log data and more. When you use CloudWatch to store
your infrastructure and application logs, you do not have to worry about the
capacity of the storage or the availability of the storage service. The CloudWatch
Logs service is built with extra features, such as a log retention policy, which helps
with managing how long the logs will be visible and accessible.

Logs usually stay forever in Amazon CloudWatch Logs, but that could make the

log interface quite cumbersome. With log retention configuration, logs can be
configured to expire or rotate when a specific condition is met. Another feature that
CloudWatch Logs has is the query feature. This feature makes it easy to sift through
the large number of logs that have been stored in CloudWatch Logs. Archiving is
another unique feature of CloudWatch Logs. It gives you the ability to store old

logs in an archiving solution such as Amazon S3 or Amazon S3 Glacier. This data
can be retrieved anytime it is needed. This can be quite helpful when performing
compliance operations and data needs to be audited by external auditors.
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3. Analytics: When logs have been extracted and stored, the next thing is to make
sense of them. That is where analytics comes in. Analyzing data comes in different
forms and different tools and techniques can be used to analyze data. The simplest
way of analyzing data is by using metrics. We drill down through all the logs that
have been collected and select a specific part of the data that is necessary to draw
out more meaning from the data.

Important Note

A daemon process is a background application that sits inside of your operating
system to perform tasks without any user interaction. Daemons have various
uses and can be very useful in managing tasks and operations that require
system autonomy. One of the best examples of a daemon process is the time on
your computer. The clock ticks on its own without you needing to do anything
and it continues to run in the background. In all operating systems, there

are different background/daemon processes that keep the operating system
running perfectly, hence their importance in system operations.

These three states, collection, storage, and analytics, are different states a log can be

in at different times. In each state, there are different activities that occur. These states

are common to any monitoring service. One state of a log that has not been mentioned is
the archive state. This is a state where logs are archived in a location for future purposes.
They are not actively available for day-to-day analysis but can be kept in cold storage and
can always be retrieved when needed. CloudWatch logs can be exported to Amazon S3
or S3 Glacier. Our focus here is on CloudWatch, so the next section is to understand how
CloudWatch Logs interprets these different stages of a log, and the unique components

of CloudWatch that are used to perform extraction, storage, and analytics.

Understanding the components of CloudWatch Logs

The first state of a log is the extraction or collection of the data from the location where

it is stored. Most times, the logs are stored in a particular file location, and an application
writes the log output to that path. It is the job of the collector to read the data from the
location and send it to a specific destination. In CloudWatch, the application responsible
for this is the Amazon CloudWatch agent. The Amazon CloudWatch agent is an
application that is installed into your Amazon EC2 instance. It is further configured to
read the particular file where the logs are written to and send those logs to the destination
where they need to be stored.
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This application runs as a daemon or background application that is not visible but
continues to run to pull data from the log file and send it to the storage destination. The
source where data is pulled and the destination of where the data is sent are all configured
in the Amazon CloudWatch agent configuration file. It also has the option of configuring
the rate, in time, at which the log is extracted from the file. This will mean the frequency
at which new data extracted is available in the storage service. Whether you are using

a Linux operating system or Windows operating system for your Amazon EC2 instance,
the Amazon CloudWatch agent is designed to work across both operating systems. There
might be differences in terms of the path of conventions but in the end, the same goal will
be achieved.

The configuration snippet that follows is a sample of the CloudWatch agent configuration
file:

[general]
state file = /var/lib/awslogs/agent-state
[applications logs]

region = eu-west-1

datetime format = %$b %d %H:%M:%S
file = /var/log/secure

buffer duration = 5000

log stream name = {instance id}

initial position = start of file

log group name = server logs
Let's break down each part of the configuration file:

o state file: This is the file that the CloudWatch agent application will use to
track the file when pulling logs from it. From time to time, it needs to know where
it stopped when pulling logs from the file to avoid repetition. If for any reason
the CloudWatch agent stops or the server was shut down, which also stops the
CloudWatch agent from running, the state file will help to keep track of where the
agent stopped reading the log file from.

« region: Amazon CloudWatch is region-specific; this configuration is specifying
the AWS region of Amazon CloudWatch that the agent will be sending the logs to.
For the sample configuration file, the region selected is eu-west-1. Any region
can be used from the 20 AWS public regions. The short name for the region must be
used for the selection. This is a list of regions and their short names:
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Region Name Short Name
N. Virginia us-east-1

Ohio us-east-2

N. California us-west-1
Oregon us-west-2
Cape Town af-south-1
Hong Kong ap-southeast-2
Mumbai ap-south-1
Seoul ap-northeast-2
Singapore ap-southeast-1
Sydney ap-southeast-2
Tokyo ap-northeast-1
Canada (Central) ca-central-1
Frankfurt eu-central-1
Ireland eu-west-1
London eu-west-2
Milan eu-south-1
Paris eu-west-3
Stockholm eu-north-1
Bahrain me-south-1
Sdo Paulo sa-east-1

Table 3.1 - AWS regions and short names

o datetime format: This is used to specify the date and time format in
which the log data will be stored. Every entry of the logs collected needs to
be stored with a date and time. This specifies the date and time format to be
used. Based on our configuration, the date and time format will look like so:
2020-09-24T16:31:44.097+01:00.

« file: This parameter is used to specify the file path where the log should pull
data from. The path specified must point to a specific file within the operating
system where the log data is being populated for the agent to be able to pull the

data written to it.
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buffer duration: This specifies the time duration for batching up log events.
The unit of measurement is milliseconds. The larger the time, the longer it takes

for the log to be visible on CloudWatch Logs. For our configuration, the value used
is 5000. This means the agent will delay for 5 seconds before it pushes new log data
to CloudWatch Logs.

log_stream name: The log stream name is the name given to the category of
log that is sent to CloudWatch Logs. The log stream is the label used to identify the
type of log that is being sent to CloudWatch Logs. In the configuration we have,

the name of the log stream is serverauditlogs. A log stream name could

be nginxlogs or apachestream, to signify NGINX logs and Apache logs,
respectively. It is a good practice to give the log stream a good name for the purpose
of easy identification when it gets to the CloudWatch Logs console. A log stream is
a sequence of log events that share the same source.

initial position: This means the position where the agent starts reading the
file from. The possible options for this are either start of file, which means
it will go to the first line and start reading the logs from the top or beginning of the
file, or end of file, which means that it will start reading from the last line in
the file.

log group name: Justlike log stream name, log group name is used

to label the log group that the log stream will be grouped under. The log group is
used to group streams of logs that share the same retention, monitoring, and access
control settings. The screenshot that follows shows an example of a log group with
its configuration details and log streams just below the log group:

CloudWatch > CloudWatchLogs » Loggroups » Jfecs Switch to the original interface.
Jecs/ Actions ¥ View in Logs Insights |

+ Log group details

Retention Creation time Stored bytes ARN

Wever expire 1 year ago 15168 amiawslogsieu-west-2 log-

group:/fecs/ 1) 3
KMS key ID Metric filters Subscriptions
o R Contributor Insights rules

Logstreams | Metricfilters | Contributor Insights

Log streams (100+)

By default, we only load the most recent log streams. Load more.

Q i <12 .> @
Log stream v Last event time v
ecs/ 10961c9c4-Och3-40cB-bAbf-10aa928e11Bc 2020-09-26T14:19:55.9792

o /8a566885-2911-4334-0055- 142395 0de 48 2020-09-26T14:02:15.4022
/3ed16976-0642-44e5-bbal-423904525 14 2020-03-25T00:01:11.1082

‘a43bfc72-a54b-4das-a5fd-eBbad2c131b3 2020-09-24T23:45:33.4382

Figure 3.1 - CloudWatch log group dashboard
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Now we have explained what CloudWatch logs are and the different components that
make up Amazon CloudWatch. Let's go into the steps involved in configuring an Amazon
CloudWatch agent and push logs to Amazon CloudWatch.

Configuring a basic CloudWatch agent

These are the steps involved in configuring a basic CloudWatch agent to push CloudWatch
logs from a server to the CloudWatch Logs dashboard. As stated earlier, CloudWatch Logs
works with Linux and Windows operating systems. For this scenario, we will be using

a Linux operating system to demonstrate these steps. The steps are as follows:

1.

Create an Amazon EC2 instance with any version of Linux (Amazon Linux,
Ubuntu, Red Hat, or any that suits you). You can also use an existing Linux instance
that runs in your AWS environment.

Log in to the EC2 instance created previously with the login credentials provided
by AWS after instance creation. If you already have an EC2 instance login, use the
credentials you already have.

Install the Amazon CloudWatch agent for Linux using the following command:
yum install awslogs -y

It is recommended to run this on Amazon Linux and not Amazon Linux 2 to get the
best experience.

When the installation is complete, the next step is to configure the CloudWatch
agent to be able to send logs from a specific file location to CloudWatch. To do
that, we will locate the file that needs to be configured. The file is located at /etc/
awslogs/awslogs.conf.

Open the file with your favorite Linux text editor (such as Vim, nano, or vi). Delete
all the contents of the file and update the file with the contents in Figure 3.1.

Next is to configure IAM access to allow the instance to write logs to Amazon
CloudWatch. To do this, we will need to create an AWS IAM role.

Important Note

An AWS TAM role is a set of permissions defined by an AWS IAM policy that
determines the privileges and rights a service has to communicate with another
AWS service. When one AWS service needs to communicate with another AWS
service, permissions need to be given to one to be able to communicate with
the other, and this can be done using either AccessKey and SecretKey
or an IAM role.
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7. To create an IAM role, log in to your AWS management console and navigate to the

Services menu item on the top bar.

8. Click on the Services menu item. In the dropdown, type IAM and click on the
pop-up search result. This will lead to the JAM management console. The following

screenshot shows part of the IAM console:

Identity and Access
Management (IAM) « 1AM dashboard

Sign-in URL for 1AM users in this account
Dashboard s/ sigrun. aws.amazen.com'console €] | Edit | Delete alias
~ Access management 1AM resources

Groups

Users 4 Roles: 24
Usars Groups: 1 Identity providers: O
Reles Customer managed policies: 8
Policies -
Best praclices

Identity provicers
® Grant loast privilege access (- Establishing a principle of least privilege ensures that
idertities are only permitted to perform the most minimal set of funclions necessary o
1uIfil a specific task, whita balancing usatility and eflic

Account sattings

~ Access reports

Enable Identity federation: Centrally manag d access across multiple
applications and services. For faderation to counts in your AWS Organization,
you can configure your identity source in AWS Single Sign-on.

Access analyzer

Archive rules

Enable MFA: For extra security, we recommend that you require multi-factor authentication
Analyzers (MFA) for all

Rotate cres
make sure tha

larly: Change your own passwords and access keys regulardy, and
your account do as well.

Settings

Credential raport Enable IAM Access Analyzer, Enable |IAM Accass Analyzer to analyze public, cross-

account, and cross-organizalion access.

Figure 3.2 - AWS IAM management console

Additional information

1AM documentation

history and

rESOUICES

Tools 7

Web identity faderation
prayground

Policy simulator

Quick links

My access key

9. Click on the Roles option on the left-side menu bar to show the existing roles and

display where we can create a new role.

10. On the Roles page, click on the Create Role button to create a new role. This will

give us the form to fill in to create a new role.

11. The next action to take is to choose a trusted entity. For this scenario, our use case

is EC2, so we shall select EC2:
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Create role o 2 s) (4

Select type of trusted entity

i'" AWS service . Another AWS account
EG2, Lambda and others b Geion arty

@ Web identity o @ SAML 2.0 federation
.\,.:;. 1y OpenlD Your s directory

Allows AWS sarvices to perform actions on your behalf. Learn more
Choose a use case

Common use cases

EC2
Allows EC2 instances to call AWS services on your behalf.

Lambda

Allows Lambda functions to call AWS services on your behalf.

Or select a service to view its use cases

APl Gateway CloudWatch Events EKS KMS Rekognition

AWS Backup CodeBuild EMR Kinesis RoboMaker

Figure 3.3 — Creating an IAM role
12. Click the Next: Permissions button on the bottom-right corner of the screen.

13. The next step is to create a policy. We do not have a policy that fits directly into our
use case, from the list of AWS managed policies. For that reason, we will create our
own policy. Then, use a policy statement that will give EC2 access to CloudWatch.
In this case, give EC2 instances access to write logs to CloudWatch Logs. To create
a policy, click on the Create Policy button.

Important Note

A policy is a JSON document that defines the level of access one service

has over another. The policy defines the service(s) that requires permission
and users who can have access to that service and allows configuration of
conditions that need to be met before access can be allowed for a particular
service or set of services. AWS managed policies are policies created by AWS
by default. This does not stop you from creating your own custom policies.
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14. A new tab will be created to create a new policy. On the page, click the JSON tab.
This tab allows the imputation of the JSON policy document:

Create policy o 2

A policy defines the AWS permissions that you can assign fo a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Leam more

Visual editor JSON Import managed policy

o= i
"version”: "2812-18-17",
"Statement": []

3

Figure 3.4 - Creating a policy
15. Enter the following policy into the page and click on the Review policy button:

{

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

I,

"Resource": [

"arn:aws:logs:*:* ; *"
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16.

17.

18.

19.

20.

21.

22.

23.
24,

The policy statement is reviewed and validated for errors, both for JSON syntax
errors and an IAM policy grammar check.

If everything checks out fine, the next step is to write the name of the policy and

a brief description of what the policy does. Enter a name for the policy and a short
description, for example, ec2cloudwatchpolicy. Then, click on the Create
policy button.

Navigate back to the Create IAM Role tab, and click on the refresh icon to reload
the list of policies.

Then, type the name of the new policy we just created, ec2cloudwatchpolicy.
It will show up on the list. Click on the checkbox beside it and click the Next: Tags
button.

Tags are not compulsory here, so we shall leave them blank and click the Next:
Review button.

Enter the name for the role and a brief description of the role. We can call this
ec2cloudwatchrole. Then, click the Create role button to create the role.

This will lead to the IAM role dashboard with a message at the top saying that the
role has been created.

The next step is to attach the created role to the EC2 instance. Navigate to the EC2
instance console and select the instance to attach the IAM role. Click on the Actions
button to list out different actions on the EC2 instance.

On the drop-down list, navigate to Instance Settings | Attach/Replace.

On the next screen that displays, select the role from the list of roles, and then click
the Apply button to apply the role to the EC2 instance.

This will apply the role to the EC2 instance.
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25. The final step is to start the CloudWatch agent, which has already been installed.
For the Linux version, we use the service awslogs start command. This
will start sending the logs from the file that was configured in the CloudWatch agent
to the AWS CloudWatch Logs console. The following screenshot shows the logs
being written to the Amazon CloudWatch Logs console:

Log events C Actions ¥ Create Metric Filter

Q ’ Clear 1m  30m 1h  12h  Custom B &

> Timestamp Message

There are older events to load. Load more.

» 2020-10-14TOB:47:49, 767+01:08 193.27.228.27 - - [13/oct/2020:23:47:49 +0000] "GET [solr/admin/info/systemPwt=json HTTR/1....
> 2020-10-14TE0:53: 34. 874+01: 00 193.27.228.27 - - [13/0ct/2020:23:53:34 +0000] "GET /PXDEBUG_SESSTON_START=phpstorm HTTP/1....
> 28208-18-14T80:53:54. 881+01: 08 45.55.227.147 [13/0ct/2028:23:53:53 +0008] "GET [ HTTR/1.1" 208 3778 "-" "Mozilla/5.@ z...
> 2020-10-14T81:02:19.047+01:00 193.327.238.37 - - [14/0ct/2020:00:02:18 +000@] "GET /?a=fetch&content=<phprdie(@mds{HellaTh...
> 2620-10-14T01:65:58. 119+01:60 193.27.228.27 [14/0ct/2020:00:65:57 +0008] "GET /index.php?ss/Index/\x5Cthink\x5Capp/in...
> 2020-18-14T81:11: 49, 234+01:08 45.148.121.85 - - [14/0¢t/2020:00:11:49 +8000] "HEAD /robots.txt HTTP/1.8" 484 @ "-" °-"

> 28208-18-14T82:27:15.659+01: 08 193.27.228.27 [14/0ct/20208:01:27:15 +000@] "POST fapi/jsonws/invoke HTTP/1.1" 484 3696 ...
> 2020-10-14T02: 47 36, 855+01: 08 184.199,36.222 - - [14/0ct/2020:01:47:35 +0008] "GET / HTTP/1.1" 284 3778 "-" "python-reque...
L3 2020-10-14T03:01:47.333401:00 102.165.30.9 [14/0ct/2020:02:01:46 +0908] "GET [/ HTTP/1.8" 2080 3770 "-" "NetSystemsRese...
> 2020-10-14T03: 201 46, 704+01:08 193.122.54.178 - - [14/0ct/2020:02:20:46 +0008] "GET /TP/public/index.php HTTP/1.17 484 369...
L 2020-10-14T03:20:46.704401:00 193.122.54.178 [14/0ct/2020:02:20:46 +0000] "GET /TP/index.php HTTP/1.1" 484 3696 "-" "...
> 2020-10-14T03: 20146, 704+01:00 193,122,54,178 - - [14/0ct/2020:02:20:46 +2008] "GET /thinkphp/html/public/index.php WTTP/1...
L 2020-10-14T03:20:46.704401:00 193.122.54.178 [14/0ct/2020:02:20:46 +0000] "GET /html/public/index.php HTTR/1.1" 484 3...
> 2020-10-14T03: 20147, 705+01:00 193.122,54,178 - - [14/0ct/2020:02:20:46 +2000] "GET /public/index.php HITP/1.1" 484 3696 ...
> 2020-10-14T03:20:47.705+01: 00 193.122.54.178 [14/0ct/2020:02:208:46 +00G@] "GET /TP/html/public/index.php HTTP/1.1" 4@...

Figure 3.5 - Sample view of the CloudWatch stream

That was quite a long process but going through it step by step is advised so that no stage
is missed to ensure everything works perfectly. With that working, we finally have logs
being sent to CloudWatch, and the next question is, how do we draw meaning and sense
out of these logs that are being collected by CloudWatch Logs? CloudWatch provides
three ways to draw insights from the logs that are sent from an EC2 instance. They are
as follows:

« CloudWatch Logs Insights
o CloudWatch metrics
o The CloudWatch dashboard
In the next section, we will be talking about metrics and how CloudWatch metrics help

to give meaning to logs, as well as the different types of metrics that exist in Amazon
CloudWatch.
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Understanding metrics and CloudWatch
metrics

A metric is a specific data point that is singled out and further computed to derive
meaning from a huge set of data or logs that has been collected. In some cases, there

are standard metrics for systems such as operating systems, application servers, or web
servers. It is also possible to set up and configure a specific data point that you believe

is important to the status and behavior of a system that gives specific insight into all the
data that has been collected. The goal behind a metric is to be able to draw insights from
data. As mentioned earlier, a metric can be pulled from logs, or it can exist as an entity of
its own. Whichever form a metric takes, it is the focal point and is paramount to decision
making for monitoring systems. A metric directly feeds into how an alarm is triggered and
the conditions surrounding a metric are what determine the state of an alarm in Amazon
CloudWatch. There are various terms associated with CloudWatch metrics. Let's talk
about a few of them.

Terms associated with CloudWatch metrics

The following are terms you will commonly find associated with CloudWatch metrics.
They are major components that make up CloudWatch metrics and are necessary for
understanding how CloudWatch metrics work. They are as follows:

» Metric namespaces: These are used to group and categorize metrics to prevent
them from being ungrouped. Grouping metrics makes it easier to work with them.
Namespaces do not exist for metrics by default, but they can be created when
a metric is being created or when a metric filter is being created from a log.

+ Custom namespaces: Custom namespaces are namespaces created by a user from
a particular log that has been generated. AWS namespaces are namespaces
generated by AWS that are used to group metrics from different AWS services.

« AWS namespaces: An AWS namespace is automatically generated for services that
have metrics created by default in CloudWatch without any manual configurations.
For example, when an EC2 instance is launched, CloudWatch by default starts
monitoring metrics such as CPU utilization, disk reads, network packets in, and
network out. These metrics are stored in the AWS namespace for EC2 instances.

o Metric dimensions: A metric dimension is a key/value pair that defines how
data is stored within a metric. A single metric can have up to 10 dimensions.
For example, a billing metric can be grouped by different dimensions, such as
By Linked Account and Service, By Linked Account, By Service, and Total
Estimated Charge.
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o Metric filter: This is a feature that originates with CloudWatch Logs but works
tully within CloudWatch metrics. This feature makes it possible to clamp down on
specific touchpoints or data points you intend to monitor within the stream of logs
that are received in CloudWatch Logs. The metric filter is able to filter through the
logs as the logs come and the metric can be fed into graphs and used to configure
a CloudWatch alarm. A metric filter can search for a specific word within the logs,
or a pattern match can be used to create a metric filter. An example of a metric filter
is creating a filter that is able to identify all the errors that exist within a stream of
logs that have been sent to the CloudWatch log stream. Let's look at a basic example
of a CloudWatch metrics filter to help drive home this point.

Creating a metric filter from CloudWatch Logs

Let's see how we can create a log stream based on the logs that we created in the

previous section. In the previous section of this chapter, we talked about logs and also

saw a demonstration of sending logs from a particular path, /var/log/secure, to
CloudWatch Logs. What we are going to do this time is to create a metric filter based on

a CloudWatch log that has been sent to Amazon CloudWatch. But to do that, we need to
first take a look at a unit log event and try to see what kind of metric we would like to get
out of the log and possibly configure a CloudWatch alarm based on the metric that we
have been able to filter out and identify in the logs. Let's assume we want to find out the
invalid user ssh attempts on our EC2 instance, which means we want to see the number
of times or occurrences when a login to the EC2 instance failed and has an invalid user.
This could be a malicious user trying to use a fake username to log in to the EC2 instance,
which can be picked up by the log. Then, we will use the filter to get that activity and tie an
alarm to that occurrence. The alarm triggers whenever it finds an invalid user trying to log
in. The following screenshot is a sample of the ssh log that shows an invalid user called
avanthi:

Figure 3.6 — Sample of logs to be filtered

So, our metric filter will be focused on looking for the word Invalid in the pool of logs.
Let's set up a metric filter based on this data. These are the steps to set up a metric filter:

1. Log in to your AWS console and navigate to the Amazon CloudWatch console.
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Click on the Logs | Log groups link on the side menu of the Amazon CloudWatch
console. This will lead us to the log group that we already created. Click on the log
group called server logs to open up the log stream.

On the log stream dashboard, there is a search bar at the top. Type the word
Invalid to get all occurrences of Invalid in the log streams.

When the results load, the Create Metric Filter button will be active on the
top-right corner of the screen.

Click on the button to create the metric filter.

On the popup that displays, fill in the form with all the required parameters,
as shown in the following screenshot:

Create metric filter X

Filter name

invaliduserfilter

Filter pattern
Invalid

Metric namespace
Mamespaces let you group similar metrics. Learn more (5

O create new

ServerMetrics

Mamespaces can be up to 255 characters long; all characters are valid except for colon(:), asterisk{*),
dollar{$), and space( ).

Metric name
Metric name identifies this metric, and must be unique within the namespace. Learn more (%

invaliduser

Metric name can be up to 255 characters long; all characters are valid except for colon(:), asterisk(*),
dollar{$), and space( ).

Metric value
Metric value is the value published to the metric name when a Filter Pattern match oocurs.

1

Valid metric values are: floating point number (1, 99.9, etc.), numeric field identifiers ($1, $2, etc), or
named field identifiers (e.g. SrequestSize for delimited filter pattern or §.status for ISON-based filter
pattern - dollar (%) or dollar dot ($.) followed by alphanumeric andfor underscore () characters).

Default value - optional
The default value is published to the metric when the pattern does not match. f you leave this blank,
no value is published when there is no match. Learn more (3

0 |

Figure 3.7 - Form filled with all the required parameters
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Creating the dashboard

To create a dashboard in Amazon CloudWatch, we click on the Dashboards link on

the left-hand side of the Amazon CloudWatch console. Click on the Create dashboard
button and enter the name of the dashboard from the popup, and then click on the Create
dashboard button to create the dashboard. The dashboard will become visible in the list
of dashboards.

The next step will be to add a widget to the dashboard. As mentioned earlier, widgets are
actually what contain the pictorial representation of data. Widgets are created using either
metrics or logs.

For this scenario, we will create a widget for our dashboard based on the metric that was
created before, which is the invaliduser metric under the ServerMetrics custom
namespace.

To create this widget, we take the following steps:
1. On the Amazon CloudWatch console, click on the Dashboards link on the
left-hand side of the screen.

2. On the list of dashboards, we should find the dashboard that was just created,
sampleboard. Click on the link to open the dashboard page.

3. Click on the Add widget button to add a new widget. From the list of options,
click on the Line option:

Select a widget type to configure

koo Al L1

©U— | ® @

Lin# Stacked area Humber Bar Pia
Compare metrics over Compare the fotal over Instantly see the latest Compare calegories of Show percentage or
time time: value for a meftric data proportional dala

Aa @B

Text Logs table Alarm status
Free lext with Explore resulis from Instanily see the stalus
markdown formatting Logs insights of your alarms in a grid

view

Figure 3.8 - Selecting a widget type
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4. Click on the Next button. You will find that there are two options used to create
a dashboard. The two options are metrics or logs. For our scenario, we will pick
Metrics.

5. Click the Metrics option, and click the Configure button.

6. Click on ServerMetrics | Metric with no dimensions and then click the checkbox
beside invaliduser. The graph will automatically get populated with the data on the
metric and show the points and lines.

7. Finally, click the Create widget button to create the widget.
8. 'The widget will become available on the dashboard. It will have the default name

of the metric, which can be edited to a specific name that will be easily recognized.

With this, we have been able to successfully create a custom dashboard based on a specific
metric that was created previously. We can now see that it is possible to create different
kinds of custom dashboards based on a custom metric that has been created. The next step
is to understand how to work with some of the features of the dashboard.

Working with dashboards

Sometimes, a graph might look empty as maybe the data is not available at that time.
Using the time configuration in the top-right corner of a dashboard can work like a time
machine to go back in time to view historic data on the dashboard. It has the option of
going back in time by minutes, hours, days, weeks, or months:

Average v 5 Minutes v ih 3h 12h 1d 3d 1w custom - =

Absolute Relative

Minutes

B

Figure 3.9 - Date/time option on the CloudWatch dashboard
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The dashboard can also lead you to the raw logs that are generating the dashboard,
making it possible to view the raw data that is collected directly from the source, which
could be an EC2 instance, a Lambda function, or any other AWS service where the raw
logs are coming from:

invaliduser & BE = S
Mo unit

0.333

1V

06:00 06:30 0700 0730 0E00 0E:30

@ invaliduser

Figure 3.10 - Viewing logs

The red underlined icon gives access to view the logs for this particular dashboard.

The other icons after that are to refresh, expand, and get more options on the dashboard,
which include editing, deleting, or even changing the widget type. These options can
allow you to manipulate the widget and the dashboard too.

The essence of this section was to show a few of the features of the widgets in the
CloudWatch dashboard. Most of these features will be more valuable when applied

to real-life scenarios to drill down to get deeper insights and other manipulations that
can be done with the feature capabilities of the CloudWatch dashboard and widget.

Summary

We have spent time in this chapter talking a lot about logs and how to work with logs.

We started by defining what a log is and the life cycle of the log, which goes from
collection, to storage, to analytics. We also talked about the different ways that
CloudWatch Logs groups and categorizes logs. There are log groups and log streams.

We went on to do a practical demonstration of how to collect logs from an Amazon EC2
instance and send them over to CloudWatch Logs. After that, we moved on to define
CloudWatch metrics and talked about how metrics are represented in metric namespaces
and metric dimensions. We then explained that metrics are what make logs become more
meaningful by drawing out specific insights from the logs that have been collected. Then,
we went further to create a simple metric based on the logs that have been collected.
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The last part of this chapter was focused on CloudWatch. We defined CloudWatch and
the value of using CloudWatch, in that it helps to give a pictorial summary of logs and
metric data and a proper bird's-eye view of application and infrastructure behavior. We
also created a widget based on the metric that was created previously and attached it to
the dashboard. We went further to interpret the dashboard to understand what is being
represented in it.

Now that we have a basic understanding of all of these components of Amazon
CloudWatch, the next chapter is going to help us in deepening our understanding and
look at more real-life scenarios based on the Amazon EC2 compute service. We will talk
about the core components of Amazon EC2 and how CloudWatch can help ensure uptime
for your EC2 instances.

Questions

1. A combination of events in a system is called what?

2. How do you get a visual of the logs that have been collected by the CloudWatch
agent?

3. What tool is used to sift through logs and create a specific metric based on different
parameters in the logs?

4. How do you bring together a couple of log streams in the Amazon CloudWatch
console?

5.  What authorization feature do you need to configure to allow logs to leave the EC2
instance and go to the Amazon CloudWatch console?

Further reading

For more information on topics covered in this chapter, refer to the following links:

o AWS CloudWatch dashboards: https://www.packtpub.com/product/
aws-masterclass-monitoring-and-devops-with-aws-cloudwatch-
video/9781788999533

o The need for log analysis: https://www.packtpub.com/product/
learning-elk-stack/9781785887154

+ Centralized logging: https://www.packtpub.com/virtualization-
and-cloud/docker-swarm-advanced-centralized-logging-and-
monitoring-video
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Section 2:
AWS Services and

Amazon CloudWatch

After whetting your appetite in the first part with the meaning of monitoring and the
various pillars that make up monitoring, we shift gears and move faster to see real-life
applications of monitoring using CloudWatch as our monitoring tool. Every AWS service
can be monitored and tracked and understanding can be drawn from the behavior of

the infrastructure. Every service is unique in its own way. A better understanding of its
metrics will help improve the availability of the system, improve system performance,
and cut down unnecessary costs in other applications.

The following chapters are included in this section:

Chapter 4, Monitoring AWS Compute Services

Chapter 5, Setting Up Container Insights on Amazon CloudWatch

Chapter 6, Performance Insights for Database Services

Chapter 7, Monitoring Serverless Applications

Chapter 8, Using CloudWatch for Maintaining Highly Available Big Data Services



o Chapter 9, Monitoring Storage Services with Amazon CloudWatch
o Chapter 10, Monitoring Network Services

o Chapter 11, Best Practices and Conclusion



4

Monitoring AWS
Compute Services

The previous chapter focused on CloudWatch Logs, the life cycle of a log, and how to
capture, store, and perform analytics on a log. All these were practicalized using a basic
example of Linux server logs and we used the concept of metrics to draw out meaningful
insights from the logs that have been collected from the EC2 instance. After that, we
introduced CloudWatch dashboards, and created a dashboard based on the metric that
had been created previously. Armed with an understanding of the life cycle of logs, we are
able to understand the character of our system. By collecting logs, we understand over
time every activity of the system, and with metrics we are able to draw insights from the
logs collected. The more logs and metrics we can obtain, the more insights we can derive
and the better we can understand the behavior of our system(s). This chapter is going to
expose how we can collect more logs and generate more meaningful insights.

In this section, starting from this chapter onward, we will be taking key AWS services
and understanding how monitoring and CloudWatch work within those specific systems.
The first part is the compute services in AWS. The compute service is usually the first
service that practitioners and experts use extensively in AWS. We could not start this
section of this book without opening with compute services. But before we go on, I want
to set out some expectations in relation to compute services here, usually, services such
as Amazon Elastic Kubernetes Services (EKS), Elastic Container Services (ECS), and
AWS Lambda.
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For this chapter, we will be focused on Amazon EC2, Elastic Beanstalk, and AWS Batch
as our compute services. We will begin this chapter by talking about the major metrics
that need to be understood and monitored when running an Infrastructure as a Service
(IaaS) model in the AWS environment. We will be covering the fundamentals of Iaa$, as
it aids in the proper understanding of Iaa$ as a method of cloud delivery, and the service
we will be monitoring is a major component of IaaS. We will then shift our focus to
Amazon EC2, exploring some of the basics around monitoring Amazon EC2 instances
and applications deployed within an EC2 instance. We will then look at the various
metrics that make up EC2 instance monitoring, talking about the importance of each
component and how it ties back to the type of EC2 instance, CloudWatch dashboards for
EC2 instances, AWS Batch, and monitoring with Elastic Beanstalk.

By the end of this chapter, you will understand what IaaS is as a method for delivering
cloud computing resources. You will also understand how the major components of an
EC2 instance are monitored to get information regarding system performance. We will
also learn how to configure a CloudWatch unified agent to collect custom metrics and logs
from an EC2 instance. Finally, we will look at the dashboard generated when the metrics
and logs have been collected.

We will cover the following topics in this chapter:

« Understanding the fundamentals of JaaS monitoring

« Collecting custom metrics on EC2

o Creating an Amazon EventBridge instance for Amazon EC2
« Monitoring Elastic Beanstalk workloads

o Monitoring AWS Batch

« Case study on CloudWatch custom metrics

Technical requirements

To be able to accomplish the technical tasks in the chapter, you will need to have the
following technical prerequisites:

« A working AWS account (you can opt for the free tier, which will cost $0/month
for 1 year)

« A Linux EC2 instance set up in the AWS account
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+ A basic knowledge of Linux
+ A basic understanding of Amazon SNS

+ An understanding of AWS IAM

The code files for this chapter can be downloaded from https://github.com/
PacktPublishing/Infrastructure-Monitoring-with-Amazon-
CloudWatch/tree/main/Chapter04.

Check out the following link to see the Code in Action video:

https://bit.ly/2PW3nM7

Understanding the fundamentals of laaS
monitoring

Compute services are the first entry services for anyone studying cloud computing for the
first time. Even power users and professionals in cloud computing use compute services.
That is where applications built by developers are deployed. Cloud computing can be
delivered in three models:

« Infrastructure as a Service (IaaS)
o Platform as a Service (Paa$S)

o Software as a Service (SaaS)

In the TaaS model of cloud computing delivery, the user is given remote access to
on-demand virtual machines, or some dedicated hardware, to host applications. In this
chapter, our focus will be on IaaS, as the IaaS model of cloud computing is the building
block of cloud computing and where starters and applications migrated to the cloud begin
to get a grip of the cloud. So, most users of cloud computing services use the IaaS service.
In AWS, the paramount aa$ service is Amazon EC2. Amazon EC2 is an acronym for
Amazon Elastic Compute Cloud, which is a service that allows users to rent compute
power via a virtual machine or a dedicated physical hardware device. This forms the IaaS
part of the AWS infrastructure.
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A virtual machine is an emulation of a physical computer. It has the same characteristics
as a physical computer, the only difference being that it is virtual. Virtual machines are
created on top of physical machines. A single physical machine can house multiple virtual
machines. A virtual machine has the ability to run an operating system just like physical
hardware does. It also has the physical components of a hardware virtualized and shared
across all other virtual machines running on the same physical hardware. These virtual
components are essential to running any kind of software on the physical hardware and
the virtual machine. These components are as follows:

o Central Processing Unit (CPU)
* Memory

o Hard disk

These three components get virtualized in a virtual machine and are partitioned based
on what exists on the physical hardware. An AWS data center is made up of thousands
of pieces of physical hardware. From this physical hardware, the AWS console gives you
the ability to rent a part of the physical hardware in the form of a virtual machine, which
is called an EC2 instance. This EC2 instance gives you the ability to choose from the
vast array of operating system options available in EC2. You can also build a customized
operating system if you do not find what you want. EC2 instances have both Windows
and Linux operating system variations. With these operating systems installed,
applications can be deployed and configured inside the virtual machines.

Now that we understand what an EC2 instance is, and how AWS rents it out via physical
hardware, let's look at monitoring associated with EC2 instances and how CloudWatch
works with an EC2 instance to ensure proper monitoring of EC2 instances.

When an EC2 instance is created. AWS automatically creates a monitoring dashboard
and metrics, some of which we mentioned earlier - the CPU, memory, and hard disk
utilization. However, AWS measures other metrics that are associated with running
an EC2 instance effectively. Two important metrics that determine the state of an EC2
instance are system status check and instance status check. There are other metrics that
are used to track and monitor the status of an EC2 instance. Here is a list of these:

o Network in (bytes)

« Network out (bytes)

» Network packets in (count)

o Network packets out (count)

 Disk reads (bytes)
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« Disk read operations (operations)
« Disk writes (bytes)

« Disk write operations

o CPU credit usage

» CPU credit balance

These metrics/graphs can be easily located just below the EC2 instance that is created.
These graphs and metrics are automatically generated by AWS when an EC2 instance
is launched. They also give you the option to create a dashboard from these graphs and
widgets to put everything together in a single place.

The screenshot that follows shows the default widgets generated by AWS when an EC2
instance is created:
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Figure 4.1 - CloudWatch default dashboard for an EC2 instance

These seem like a lot of metrics and can be a lot to monitor all the time. But understand
that they are all important in terms of ensuring that the EC2 instance runs perfectly
well. Any anomaly in any of the graphs or metrics means something is not right with
the EC2 instance. Looking at the graphs, they are all of different types, ranging from the
CPU utilization in the EC2 instance to the status check to the disk reads/writes and the
network packets in/out. Thankfully, this book will cover the networking part in Chapter
10, Monitoring Network Services.
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In all these graphs and metrics that have been mentioned, we will be singling out about
five major metrics that require close attention by a system administrator, DevOps
engineer, or a Site Reliability Engineer (SRE). These metrics directly affect the
infrastructure itself and, in turn, affect the applications running in it. But before pointing
out these metrics, we need to understand that, in application monitoring, mostly when we
are talking about IaaS monitoring, it can be shared into two broad categories:

« Infrastructure monitoring

« Application monitoring

Infrastructure monitoring deals with monitoring the virtual machine and the components
that keep it running. A virtual machine, just like a physical machine, is made up of some
major hardware components - CPU, memory, and disk. Infrastructure monitoring

is focused more on the utilization and health of these three major components. The
networking part of the virtual machine or EC2 instance is also essential because when
the EC2 instance is in a network, that is how it can share resources such as internet
connection and Virtual Private Cloud (VPC) resources, which is the bedrock of
networking and connectivity in the cloud. In infrastructure monitoring, we look at the
CPU, memory, and disk utilization from time to time and create alarms, dashboards,
and metrics based on this (we will talk more about network monitoring in Chapter 10,
Monitoring Network Services). If any of these components get fully utilized at any point,
it will have a direct impact on all the applications running within the EC2 instance. Each
of these components has a major role to play in keeping the applications running. Let's
briefly look at each component in terms of functionality.

Understanding CPU in laaS

The CPU is more or less the brain of the computer. It is the component of a computer
that thinks and makes decisions in terms of what to do based on the commands and
instructions issued to it, ensuring that every application installed runs as it was designed
to. It works in tandem with other hardware components to keep the EC2 instance
running. There are applications that are usually high in CPU processes. Mathematical
calculations, searching for information, and the sorting of information through a huge
chunk of data are all CPU-intensive operations. A complex mathematical operation could
need about 60% of the CPU power and another might need 30% running in the same EC2
instance. This will automatically consume 90% of the CPU available, leaving only 10%

of CPU left. Any other application that requires the CPU to run will not work optimally
because it is already deficient in CPU availability. CPU power is measured in what is
called clock-cycles or gigahertz (GHz). The number of GHz used by an application is the
measure of how much CPU that particular application consumes.
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Understanding memory in laaS

This component serves as a buffer and temporary storage for the data being processed
by the CPU. Instead of sending every instruction at the same time to the CPU, the
memory stands in between to take these instructions and intermittently sends them to
the CPU for processing. RAM, as it is also called, is an acronym for Random Access
Memory. It stores information sent to it temporarily and discards it when a particular
operation is done, thereby helping to offload stress from the CPU. In programming
languages, the variables and arrays and other data types that are declared to perform
any kind of compute operation are actually stored in the memory. So, it is usually good
practice to empty a variable after it has been completely used.

In some programming languages, it is a good practice to ensure that all variables declared
are used or else they should be deleted. Lastly, ensure that you use the appropriate data
type for a specific variable declared. For example, in the Java programming language, it
has primitive data types, which are int, float, long, char, boolean, and string.
The int and long data types are both designed for numerals, one is for an integer
holding 4 bytes of information, and the other is for a higher size of 8 bytes of information.
Ensuring the right data type is used ensures that an unused block is not created. This can
increase the amount of memory allocated for an operation to be over-provisioned and
not used.

In the same way that there are CPU-intensive applications, there are also memory-
intensive applications and operations. This could affect the efficient running of other
applications that also require that same memory from the same EC2 instance in order

to run. The memory is measured in gigabytes (GBs) or, in some cases, terabytes (TBs).
The more memory-intensive the application is, the more in GBs it is consuming from the
memory, leaving fewer GBs for other applications and services in the operating system to
work with.

Understanding the disk in laaS

The disk, or hard disk as it is called, is the computer's permanent storage. It is where files,
applications, and even the operating system are stored. This is also where the operating
system boots from. Unlike the RAM, information stored in the hard disk is not volatile.
Hard disks have evolved over time from spinning disks in a spindle to more of static
memory storage, called solid-state drives (SSDs). SSDs are usually more efficient and
have better IOPS. The major metric for measuring a hard disk is in its capacity in terms
of how much information it can store. This is usually measured in GBs and TBs. The
higher the GBs and TBs, the more information the hard disk can store. So, the more
information stored in a hard disk, the more it gets filled up.
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In AWS, a hard disk is called an EBS volume, which is an acronym for Elastic Block
Storage. It is an abstraction that allows you to provision different types of disks, from
magnetic to HDD to SSD disk. In all the different configurations of an EBS volume, GB
and TB are still the metrics used to measure the amount of data the hard disk can hold.

Important note

IOPS is an acronym for Input/Output Per Second. It is used to measure the
speed at which data is written to a hard disk and the speed at which data can
be read from a hard disk. This metric is crucial for applications that require
a quick response in terms of reading data and also need data to be written
quickly to the hard disk. The higher the IOPS, the faster the read/write
operation. An EBS volume (hard disk in AWS) could have from 300 IOPS to
5,000 IOPS.

The three aforementioned metrics are the three major devices that make an operating
system function. We have also explained the basic metrics that make up each of these
three components (memory measurement in GB, CPU speed in GHz, and disk size

in GB or TB), and how to optimize the metrics used to measure the capacity for the
different components. There are two other metrics that are peculiar to the running of EC2
instances, and these are as follows:

« Instance status: This metric is used to check the status of an instance. It is a check
that is performed by AWS in the background to verify that the EC2 instance that
is created is in good working condition. When everything about an instance looks
fine and is running perfectly well, this is one of the metrics that can be checked to
verify whether it is working fine. It is AWS' way of making sure that every virtual
machine/EC2 instance that is running is working in an optimal state.

« System status check: Similar to the instance status, the system status checks
the physical hardware device that is provisioning the EC2 instance. It checks to
ensure that the physical hardware is working optimally. If there is any issue, this is
immediately reported on the EC2 console of the EC2 instance.
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These two metrics, added to the three talked about initially, make five very key basic
metrics to look at when looking at monitoring EC2 instances. Any anomaly in any of
these metrics can lead to an EC2 instance being unavailable or inaccessible. So, my advice
is that when there is any issue with an EC2 instance, these five metrics can serve as the
first five places to check and ensure that the instance is working optimally. The questions
to answer in monitoring these five metrics are as follows:

o Is the disk space filled up, or do we have enough GB or TB to store more
information?

« Is there a sufficient CPU percentage available?

« What application is taking up all the memory (RAM)? Can we free up memory
or optimize the app to reduce memory consumption?

« What is the information from the instance status check and system status check?

The act of troubleshooting in this scope is what we call infrastructure monitoring. This
is the concept of checking metrics that make up the Iaa$ part of our application. The
focus here is less on the application and more on what houses the application. Hence,
we have been looking at the different operating system components all along. This is the
perspective the system administrator looks at when monitoring.

There is another perspective to this, which is application monitoring. This is more from
the SRE and software engineering perspective and focuses more on the application that
is running in the server. In most cases, issues found on the infrastructure layer emanate
from the applications. But there are also instances of infrastructure malfunction, hence,
infrastructure monitoring is also important. The techniques and cadence of application
monitoring are pretty different from infrastructure monitoring, and will be talked

about in Chapter 6, Performance Insights for Database Services, where we will talk about
containers, and also in Chapter 8, Using CloudWatch for Maintaining Highly Available Big
Data Services, where we will be talking about serverless.

We now understand what Iaa$ is all about and the components that make up the Iaa$S
services, that is, the virtual machines, or EC2 instances as they are called in the AWS
ecosystem. The virtual machines are made up of the CPU, memory, and disk as major
components needed to run an laa$ service.

To be able to answer the questions listed previously, we need to be able to collect this
data/metrics from the EC2 instance. Fortunately, the Amazon EC2 console helps us to
collect some of this information. From Figure 4.1, we can see that CPU consumption,
from the list of metrics mentioned previously, is the only visible metric. The next step
is to see how we can get other metrics that are not provided by AWS by default.
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Collecting custom metrics on EC2

In Chapter 3, CloudWatch Logs, Metrics, and Dashboard (under the Life cycle of a log
section), we talked about how to collect logs from an EC2 instance and send those logs
to the CloudWatch Logs console. But the tool we used in that example is the former log
collection tool from CloudWatch - the CloudWatch agent. CloudWatch has a new agent
called the unified CloudWatch agent. This new agent is designed to be able to collect
both logs and metrics from an EC2 instance, unlike the old setup that had two different
agents to collect logs and metrics, respectively. It has the ability to collect system-level
EC2 metrics (CPU, disk, memory, network), system-level metrics for on-premises servers,
and it is also supported on a wide range of Linux distributions (such as Amazon Linux,
Red Hat Enterprise Linux, Ubuntu, CentOS, and Kali Linux) and on Windows servers.

It is also able to collect logs from a particular file, and can be configured to point to

a specific file within the operating system and send the events or data recorded in the

file just like the old agent does. This makes the new agent the go-to agent for any type

of EC2 monitoring and log collection.

The agent is important in the collection of metrics because it is able to collect a lot of
system-specific metrics that are not collected by the EC2 dashboard by default. One very
important metric that it collects are the memory metrics. The CloudWatch agent is able
to collect different metrics relating to the memory of an EC2 instance. This makes the
CloudWatch agent a very important tool in the CloudWatch monitoring ecosystem. The
following table is an abridged version of the number of metrics the unified CloudWatch
agent can collect:

Metric Description
cpu_time_active The amount of time the CPU is active
Unit: None
cpu_time_idle The amount of time the CPU is inactive
Unit: None
cpu_usage_system Percentage of the time of the CPU in system mode

Unit: Percent

disk free Displays the amount of space left in the disk

Unit: Bytes

disk_total Displays the used and free space on all disks
Unit: Bytes

disk_used Displays the space used in the disk
Unit: Bytes
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Metric

Description

disk_used_percent

Displays the total disk space that is used

Unit: Percent

mem_active

Amount of memory used during the last period

Unit: Bytes

mem_available

Total amount of memory available to be released
to a process

Unit: Bytes

mem_available percent

Total percentage of available memory

Unit: Percent

mem free

Total amount of memory that is free

Unit: Bytes

mem_total

Total amount of memory

Unit: Bytes

mem_used

Amount of memory in use

Unit: Bytes

mem used percent

Percentage of memory that is currently in use
as a percentage

Unit: Percent

net bytes recv

Total number of bytes received by the network
interface

Unit: Bytes (use the sum statistic)

net bytes sent

Total number of bytes sent by the network interface

Unit: Bytes

netstat tcp close

Total TCP connections without a state

Unit: Count

netstat_tcp_established

Total number of established TCP connections

Unit: Count

netstat tcp listen

Total number of TCP ports that are currently
listening for a connection request

Unit: Count

netstat_udp_ socket

Total number of UDP connections

Unit: Count

Table 4.1 - Some CloudWatch agent metrics that can be collected
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From the table, we can see a lot of metrics that this agent can collect. The column of

the table labeled Description also describes what the metric means and the unit of
measuring the metric. When creating a metric in Chapter 3, Cloud Watch Logs, Metrics,
and Dashboard (under the Metrics and CloudMetrics section), we saw the importance of
the unit of measurement. It is what determines the value of the information that has been
collected, it acts as an aggregator of that particular data, and the unit of measurement can
vary from metric to metric. Looking at some metrics, their unit of measurement is count,
some are in bytes, or percent, and, in a number of interesting cases, none. This is how you
can determine the status of the system based on the unit of measure and pipe the value
of this metric to an alarm that can be triggered based on the condition tied to a specific
threshold. Without the unit of measurement of a metric, the metric status cannot be
properly evaluated, making the metric useless in the first place. So, the unit of measure

of a metric is a key factor.

We have been introduced to the new agent and have seen just a glimpse of the number
of detailed metrics it can collect. There are more, but I have summarized it to highlight
some of the metrics that it can collect. Enough with the theory; it is time to get to work.
Let's actually see how this metric can be collected from the EC2 instance, sent over to
CloudWatch metrics, and dashboard(s) created from this information that has been
collected. Hence, from time to time, the dashboard will be a true measure of the status
of the infrastructure.

Using a unified CloudWatch agent

As mentioned earlier, a unified CloudWatch agent can be used to collect metrics from an
EC2 instance. The next step in this chapter is to go through a step-by-step process on how
to set up a unified CloudWatch agent. The steps are similar to what was done in Chapter
3, CloudWatch Logs, Metrics, and Dashboard (in the section entitled Configuring a basic
CloudWatch agent), using a CloudWatch agent, but there are some changes, because the
unified CloudWatch agent does both log collection and metric collection.

There are various forms of metrics that can be collected by the unified agent, and these
metrics vary from category to category and also from Windows to the Linux operating
system. The category of metric and the operating system you choose determine the metric
that can be collected from that particular operating system. The following table sheds
more light on this:
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Linux OS

Windows OS

Basic Memory and swap

Memory and paging

Standard Memory, swap, CPU, and disk

Memory, paging, processor,
PhysicalDisk, LogicalDisk

Advanced | Memory, swap, CPU, disk,
disk 1/O, and netstat

Memory, paging, processor,
PhysicalDisk, LogicalDisk, and TCP

Table 4.2 — Metric categories matched with operating systems

The unified CloudWatch agent can be installed in both Linux and Windows environments.
For this setup, we will be installing and configuring the unified CloudWatch agent in
a Linux environment. The unified CloudWatch agent can be installed in two different
ways. The first method involves using the AWS SSM service.

Important note

SSM is the go-to tool to do that seamlessly.

AWS SSM is an acronym for AWS Systems Manager and is a service that

has the ability to connect to Amazon EC2 instances and on-premises virtual
machines and perform different system management operations, such as
installing, updating, and managing resources and applications within the
server. It requires the SSM agent to be installed in the EC2 instance or on an
on-premises virtual machine in order for the SSM service to connect and
perform any system management operations. In scenarios where there is a need
to install an application in a fleet of virtual machines or EC2 instances, AWS

This service makes it easier and faster to install the unified CloudWatch agent across

various EC2 instances. The second method of installing the unified CloudWatch agent
is to do it manually by connecting to the EC2 instance and downloading and installing
the agent. The following steps are used to set up and configure the unified CloudWatch

agent manually. There is an automated method using SSM, but we will cover this in

Chapter 11, Best Practices and Conclusion:

1. Setup an EC2 instance. If you have an existing EC2 instance, this will suffice. To set

up an EC2 instance, observe the following instructions: https://docs.aws.

amazon.com/AWSEC2/latest/UserGuide/EC2 GetStarted.html.

2. Create an IAM role called CWUnifiedAgentRole and attach it to the
EC2 instance (follow the steps as demonstrated in Chapter 3, CloudWatch
Logs, Metrics, and Dashboard). Instead of creating a fresh policy, select
CloudWatchAgentAdminPolicy, which is an AWS managed policy, and attach

it to the created role.
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3. 'The next step is to download and install the agent using the command line. In the
Linux terminal, type the following command to download the agent:

wget https://s3.amazonaws.com/amazoncloudwatch-agent/
linux/amdé4/latest/AmazonCloudWatchAgent.zip

4. When the file is successfully downloaded, unzip the file called
AmazonCloudWatchAgent . zip using the unzip command in the Linux
terminal.

5. After unzipping the file, the following files in the screenshot are the files that were
unzipped:

Figure 4.2 - View of files from the AmazonCloudWatchAgent.zip file

6. The next step is to install the agent by running the install. sh script. The
following screenshot shows how to run the install. sh file:

Figure 4.3 - Installing the CloudWatch agent

7. Next, we create a configuration file that the CloudWatch agent will use. This file will
be created using the CloudWatch agent wizard. A couple of questions will be asked
by the wizard, and the answers will form the configuration file that will be created.
The file to trigger the wizard is located at /opt /aws/amazon-cloudwatch-
agent/bin. Change the directory to the location using the cd command. Then,
run the wizard file, which is the amazon-cloudwatch-agent-config-
wizard file, using the same command as for the install. shfile:

~ooti@ip-172-31-71-23 bin]# ./amazon-cloudwatch-agent-config-wiza r'-:.‘ll

Figure 4.4 - Starting the CloudWatch agent wizard
This will start the CloudWatch agent wizard

8. 'The first question involves choosing the type of operating system you want to install
and run the agent on:
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10.

Figure 4.5 - Select the operating system option from the wizard
For this, we select the default choice of [1], which means we are using the Linux
option. The next step is to press the Enter key to accept. The second option can be
selected if the operating system is Windows. Press the Enter key to continue.

The next question involves establishing whether the current machine is an EC2
instance or an on-premises server and it goes thus:

Figure 4.6 — Choosing the type of virtual machine

Two things are happening here. The agent is trying to get the region from the
EC2 metadata and it is also asking to confirm whether it is an EC2 instance or an
On-premises server.

For this option, we will select option [1] because our system is an EC2 instance.
Press the Enter key to continue.

The next question concerns the user who will be running the agent. The agent is

a daemon process in the operating system. The agent is trying to understand which
operating system user will be responsible for running the daemon process. For this,
the default option is [1], meaning the root user. To select and continue, press the
Enter key:

3 [iF

jo

Figure 4.7 — Selecting the user to run the agent
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11. The next question from the wizard involves asking whether you are going to turn
on the StatsD daemon. The StatsD daemon is designed to collect application
metrics, which is not in the scope of this chapter. So, we will not turn it on at this
moment. The option chosen here will be [2], which means no. Press the Enter key
to accept and continue:

to turn on

Figure 4.8 — Deactivating StatsD

12. The next step involves turning on CollectD. CollectD is a process used to
collect system metrics from a Unix/Linux operating system. Our monitoring is
focused on infrastructure monitoring, so we are going to enable CollectD to
enable the collection of operating system metrics. We will leave the default option
of [11, which is yes, and press Enter to continue:

from CollectD?

Figure 4.9 - Activating CollectD

13. The wizard will next ask whether we are interested in monitoring host metrics,
such as CPU and memory. This is also part of the infrastructure we want to monitor,
so the answer will be yes again for this. Press Enter to continue:

Figure 4.10 — Activating host metrics collection

14. The next option involves asking in more detail about getting deeper metrics on
the CPU; if we want to collect CPU metrics per core. This also comes with
a condition of additional CloudWatch charges. We are not interested in such
detailed metrics at the moment, so the option will be [2], which means no.
Then, press Enter to continue:
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Figure 4.11 - Disabling CPU metrics per core monitoring

15. The next question in the wizard relates to the dimensions of the metrics.
Dimensions, as talked about in Chapter 3, CloudWatch Logs, Metrics, and
Dashboard, assist with grouping metrics of the same namespace into proper
categories for easier navigation and filtering. For this we will select option [1],
which is yes. Then, press the Enter key to continue:

you want to add ec2 dimensions (ImageId, InstanceId, Instanc
ngGroupName) into all of your metr if the info is availab

Figure 4.12 - Adding dimensions to metrics

16. The frequency of metric collection determines how up to date the metrics are based
on what is going on within the EC2 instance. For this option, we will be taking the
default of 60 seconds, which is option [4]. Other options exist, but we will stick
with the default for this one. The other option of a reduced timeframe is available
if you need to get the metrics quicker. Press Enter to continue:

Figure 4.13 — Metric collection frequency configuration
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17. There are three types of metrics used for EC2 instances: Basic, Standard, and
Advanced. The Basic metric configuration only collects the memory and disk space
used, whereas the Standard metric configuration collects all the metrics from the
basic configuration along with other metrics such as disk I/O time, CPU usage
idle, CPU usage I/O wait, CPU usage user, and CPU usage system. The Advanced
configuration of metrics is able to collect the same metrics as the Standard
configuration and more besides. We talked about the specific metrics each of these
categories collect. This next option is to select which of the categories we will
want to use. One of the major reasons for this setup is to collect custom metrics
that Amazon EC2 metrics on CloudWatch do not have by default. One of those
metrics is memory utilization. From Table 4.2, we can see that all categories capture
memory metrics. For our example, let's use Standard and collect a little more
information than just memory. So, the option we choose will be 2, which tallies
with Standard:

ics config do you want?

ult choice: [1]:

Figure 4.14 - Choosing monitoring category metrics

18. The wizard will now generate the configuration file based on all the input values
that have been given and prompt to accept or reject the configuration. This is the
configuration based on the wizard answers given so far: https://github.com/
PacktPublishing/Infrastructure-Monitoring-with-Amazon-
CloudWatch/blob/main/Chapter04/config. json.

The following screen will ask whether we are satisfied with this configuration, so
choose yes or no. You can always change the configuration manually if there are
updates that need to be made in the future. The default option is [1]. Press Enter
to continue:

Are you satisfied with the above config? Note: it can be manually customized after the
zard completes to add additional items.
. yes

1
2. no
default choice: [1]:

Figure 4.15 - Finalizing to confirm the configuration file

19. The next question is to establish whether we have any existing CloudWatch Logs
agent configuration files to import for migration. If we do, we choose option 1,
which is yes, or otherwise 2, which is no. Press Enter to continue.
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20. Since this is a unified agent, the wizard will ask whether we have a log file to
monitor, meaning whether we have a path that we would like to configure. For the
moment, we will select option 2, which is no. Then, press Enter to continue.

21. The wizard will ask for confirmation a second time. This time, it will specify the
path where the configuration file is. For our setup, it is in the /opt /aws/amazon-
cloudwatch-agent/bin/config. json path. It will also ask whether we
want to store the config file in the SSM parameter store. Storing it in the SSM
parameter store means that we will have a backup in the AWS SSM parameter
store in case this configuration is missing. This is also good when working with an
EC2 fleet or virtual machine fleet, so that they all have a single source of truth in
the AWS SSM parameter store for their CloudWatch agent configuration file. This
makes it easier to apply across the instance from a single centralized location. For
our setup, we will say no, which is option 2. Then, press the Enter key.

22. Since the configuration is now complete, the next step is to start CloudWatch and
start sending metrics to CloudWatch metrics. Use the following command to start
the agent:

./amazon-cloudwatch-agent-ctl -a fetch-config -c
file:config.json -s

This will start the CloudWatch agent as a daemon process, using the config. json
file, which is the file that has the configuration that we have created. It also has the
option of using the SSM option, that is, if the config file is stored in the AWS SSM
parameter store.

23. The CloudWatch agent will immediately start pushing the metrics that have been
configured to the CloudWatch metric. The following screenshot shows the new
metric in the custom metric namespace:

All metrics Graphed metrics Graph options Source

N. Virginia + Q, Search for any metric, dimension or resource id
981 Metrics
» — Custom Namespaces
CWAgent
4 Metrics

Figure 4.16 — New custom metric from the unified CloudWatch agent
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24,

Untitled

The custom namespace, CWAgent, shows that there are 10 metrics, which are the
number of metrics that have been collected based on the configuration. To view the
actual metrics, click on the CWAgent custom metric namespace. This will lead us to
the different metric dimensions.

On the metric dimension, you can select the particular EC2 metric you would like
to see from the custom metrics that have been collected. Let's view the percentage
of disk space consumed and the percentage of memory that has been consumed.

To be able to view disk and memory metrics, click on the third metric dimension
with a value, ImageId, InstancelId, and InstanceType. After clicking the
metric dimension it further shows that there are two metrics.

These two metrics are part of the metrics that we configured to collect with the
unified CloudWatch agent. The first is mem used_percent, while the second is
swap_used percent. The following screenshot shows both metrics:

graph th 3h 120 1d 3d 1w custom = Ling - Actions = 2 @

All metrics Graphed metrics (2) Graph options Source

N. Virginia All > CWaAgent > Imageld, Instanceld, InstanceType ) Search for any metnic, dimension or resource id Graph search

+  Instance Name (2) ~ Imageld Instanceld InstanceType Metric Name

CWTest ami-0329304 2801 1abbir -(02c61961880e0b50e 2.5ma Swap_used_percent

CWTest ami-0329304 28601 abbff L(12c6196188de0b50e 2 ama mem_used_percent

Figure 4.17 - Memory metrics and graph
The preceding screenshot shows that the memory used on the EC2 instance is
about 31.2 percent. The swap used is 0 percent. Both metrics are custom metrics
and are not usually available by default on EC2 instance metrics and dashboards.
Hence, the unified CloudWatch agent was able to collect these metrics and post
them to the CloudWatch metric, thereby making it visible on a CloudWatch
dashboard.
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Important note

You may notice that when you try to start the agent, it fails. This might be
because some of the components we decided to run are not installed. So, run
the following command to install some dependencies:

yum update && yum install epel-release && yum
install collectd

We were able to configure the unified CloudWatch agent to send metrics to CloudWatch
and view the metrics on a CloudWatch dashboard. This agent can collect other metrics
and also collect logs and send these to CloudWatch Logs.

Our takeaway from this section is that we now know how to configure a unified
CloudWatch agent to send logs and metrics over to Amazon CloudWatch. We have also
gone further and viewed the metrics present on the Amazon CloudWatch console.

The next section of this chapter involves looking at a practical example of creating an
event, using Amazon EventBridge, which can detect a spot instance interruption and
react based on that.

Creating an Amazon EventBridge for
Amazon EC2

We have already introduced Amazon EventBridge previously, and juxtaposed it with
Amazon CloudWatch Events. We previously talked about CloudWatch Events, and we also
explained that Amazon EventBridge is going to be taking the place of CloudWatch Events
in the near future. The following screenshot is taken directly from the CloudWatch Events
dashboard:

O Clou

h Events is now Amazon EventBridge

Figure 4.18 - CloudWatch Events deprecation
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We also explained in Chapter 2, CloudWatch Events and Alarms (in the section entitled
Amazon EventBridge), that EventBridge has some more unique features that do not exist
in CloudWatch Events. In this section, we are going to explore what we can do to EC2
instances, based on event checking and responses by EventBridge. Amazon EC2 instances
have various events that can be monitored, and an event triggered to respond to that
particular event. The following list includes some of the events that can be triggered
automatically:

« Calling an AWS Lambda function
« Triggering an Amazon EC2 run command
o Transferring the trigger to an Amazon Kinesis data stream

 Turning on an AWS setup function alert, an Amazon Simple Notification Service
(SNS) topic, or an Amazon Simple Queue Service (SQS) queue

We are going to demonstrate an Amazon EventBridge event that is an example of an
EC2 Spot Instance interruption. This event reads the spot instance from time to time
to ensure that you are notified just before a spot instance is terminated.

Important note

An Amazon EC2 spot instance is a type of instance that allows you to take
advantage of unused Amazon EC2 capacity, reduce your compute costs, and
improve application throughput. These instances are available at up to a 90%
discount compared to on-demand prices. With this pricing model, you can
scale your existing workload throughput by up to 10 times and still stay within
budget.

Spot instances are an important part of the EC2 instance pricing model and are very
valuable when designing volatile workload systems. Spot instance storage is ephemeral,
even if it uses EBS volumes for storing data, meaning that data can be instantly lost when
the spot instance is terminated. The best way to architect spot instances is to ensure that
whatever data is processed by the spot instance is permanently stored in non-volatile
storage, such as Simple Storage Service (S3) or Elastic File System (EFS) storage, to keep
the data persistent. Another major advantage of a spot instance is that they are among the
cheapest in terms of pricing in all EC2 instance pricing models.
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Our focus in this section is to create an Amazon EventBridge event that will notify us
before a spot instance get terminated so as to give enough time to perform a cleanup
before the instance is lost. You can also configure a Lambda function that could request
another spot instance as one is being lost. Without further ado, let's get our hands dirty
with Amazon EventBridge:

1. Log in to the AWS management console, click on the Services menu item, and then
search for EventBridge on the search bar.

2. When it is visible on the pop-up menu, click the Amazon EventBridge menu item.
This will take you to the Amazon EventBridge console page.

3. On the landing page, click the Create rule button to start the process of creating
a new rule. The following screenshot shows the button to be clicked:

Create a new rule

By creating rules, you can have AWS services act automatically
when changes occur in other AWS services, in 5aa5 applications,

or in your own custom applications.

Figure 4.19 - Creating a rule on Amazon EventBridge

4. A form will be displayed with a bunch of information to be filled in. The first
item is the name of the event rule. This is a unique name; we want to use it to
identify the rule. Enter a name in the box. For this setup, we will use the name
spot-terminate-rule.

5. 'The next box is the description, which is optional. We will leave this and move
on to the next item to be configured.
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6.

The next option is Define pattern. For this we will select the Event pattern option,
which gives us the ability to configure the specific event pattern and event trigger
required for spot instance interruption. Click on the radio button to select Event
pattern, as shown in the following screenshot:

Define pattern

Build or customize an Event Pattern or set a Schedule to invoke Targets.

© Event pattern Info Schedule Info

Build a pattern to match events Invoke your targets on a schedule

Event matching pattern

You ca

n use pre-defined pattern provided by a service or create a

custom pattern

Pre-defined pattern by service

Custom pattern

7.

10.

Figure 4.20 - Selecting Event pattern as the defined pattern

Click on the Pre-defined pattern by service option. This will reveal other options.
Click on the dropdown on the item labeled Service provider and AWS, which is
part of the options in the list. The next option is to select Service name. On the
drop-down list, search for EC2. The last option is Event type. Click the dropdown
and select EC2 Spot Instance Interruption Warning.

The next option is Select Event bus. We will ignore this option and leave the default
as is — Enable the rule on the selected event bus.

The next option is to select a target. We actually want to get a notification when the
spot instance is going to be interrupted, so the target for this will be Amazon SNS.
Click on the dropdown under Target and select SNS topic. Then, select a topic that
this notification will be sent to. Ensure that you have an SNS topic already created
and subscribed to. Click on the SNS topic that has been created. Follow this link for
guidelines on how to create an SNS topic: https://docs.aws.amazon. com/
sns/latest/dg/sns-create-topic.html.

The final option is the tags, which is pretty optional. Then, click on the Create
button to create the rule.
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The steps we just went through will trigger an email notification or any type of notification
that was configured on that SNS topic whenever a spot instance is going to be interrupted.
This is a very good use case of Amazon EventBridge, serving as a monitoring tool that can
track events within AWS and third-party services and respond based on that event. The
preceding practical exercise shows how this can be achieved.

The next thing we will be looking at is how to monitor another compute service in AWS
called Elastic Beanstalk. We will look at monitoring through the eyes of Elastic Beanstalk
and understand how CloudWatch comes into the picture in monitoring applications
deployed in the Elastic Beanstalk environment.

Monitoring Elastic Beanstalk workloads

Elastic Beanstalk is a PaaS$ that gives developers, cloud engineers, and cloud
administrators a turnkey solution for deploying, managing, and scaling applications on
AWS. Elastic Beanstalk eliminates the hassle and stress involved in setting up a fresh
server, installing all dependencies required for the application to run. This makes it faster
to orchestrate the environment for the application and deploy the application immediately
once the environment is ready. Elastic Beanstalk supports a couple of programming
languages, including Node.js, Python, .NET Core, Java, Golang, Ruby, and PHP.

Important note

Paa$ is a method of cloud delivery just like its counterpart, IaaS. In PaaS$, the
underlying infrastructure is no longer managed by you; the service provider
creates an abstraction layer that makes it easy to deploy, manage, monitor, and
scale your application without bothering about the underlying infrastructure.
Paa$ makes it easy for developers to deploy applications without the need for
a system administrator or infrastructure engineer. Examples include Heroku,
Azure App Service, and Google App Engine.

Since we now understand what Elastic Beanstalk is all about, let's look at how monitoring
works in Elastic Beanstalk. Under the hood of an Elastic Beanstalk setup, there is an EC2
instance running there. So, the same requirements as an EC2 instance come to pass here.
But, with a little bit of help from the Elastic Beanstalk engine, the job of managing an EC2
instance is totally abstracted from the user. Elastic Beanstalk presents an interface that
makes it easier to monitor, manage, and scale your application.
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When an application is deployed in Elastic Beanstalk, a couple of monitoring facilities

are automatically set up to monitor both the application and the underlying infrastructure.
In this case, the underlying infrastructure is an EC2 instance hosting the application.
Elastic Beanstalk creates logs of the application and monitors the health of the application.
These three features are used to monitor both the application and the underlying
infrastructure. These are the functionalities of each of them:

o Logs: This feature is used to view/download the application and server logs of the
application running within the EC2 instance. The following screenshot shows logs
that have been requested from the Elastic Beanstalk environment. To get the logs,
click on the Request Logs button, and then click on Last 100 Lines or Full Logs as
required. The first option will retrieve the last 100 lines of the logs, while the second
will retrieve all the logs from inception. Click on the Download link to download
the logs and view them:

Elastic Beanstalk Environments Mcstest-env Logs
Logs
Click Request Logs to retrieve the last 100 lines of logs or the entire set of logs from each EC2 instance. Request Logs ¥ ‘ ‘ 7 Refresh
Learn more
Log file Time EC2 instance Type
Download 2020-11-06T01:06:33+01:00 i-061bf2eadaa9a2alb Last 100 Lines

Figure 4.21 - Elastic Beanstalk Logs console

 Health: This feature is in charge of reporting the status of the underlying EC2
instance hosting the application. It also lists the number of EC2 instances that are
running in the current Elastic Beanstalk environment. You can also manage the
instance by either rebooting or terminating the instance if need be. This option can
be found in the top-right corner button, Instance actions. It also holds some other
vital information, including the number of requests per second the application has
received, and the number of 2xx, 3xx, 4xx, and 5xx response counts, which is key
in knowing how the application is performing at any point in time. The following
screenshot shows the Health dashboard in Elastic Beanstalk:
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Elastic Beanstalk Environments Mestest-env Health

Enhanced health overview

Filter by w Instance actions ¥ c
Instances: 1 Total, 1 Ok
Learn mose [ about enhanced health. Auto refresh ( s}
Deployment 2
Instance ID - Status - Running = ploy Requests/sec v
D Responses
v Ok
Overall MNfA WA 0
o i-061 Ok 13 hours 1 01 1

Figure 4.22 - Elastic Beanstalk Health console

» Monitoring: Elastic Beanstalk will not be complete without the monitoring
feature. This feature is a summarized dashboard of application monitoring and
infrastructure monitoring metrics. It contains specific dashboards that capture
some important metrics for the EC2 instance(s) running within the Elastic
Beanstalk environment. Some of the metrics it collects include CPU Utilization,
Environment Health, Target Response Time, and Sum Requests. These can be
seen in the monitoring console screenshot that follows:

Overview

1.0 1.2 170  0.6% 118KB  103KB

Healthy Host Count Target Response Sum Requests CPU Utilization Max Network In Max Network Out
Time

in Milliseconds

Monitoring TimeRange | 3 hours ¥ |pgr~..,d| 1 minute ¥ ‘ | Edit |
Environment Health by health codes L Target Response Time in seconds L
Info 0.0020

e —/\—\I
Ok 0.0010 q
0.0005
0.0000
1145 1/5 11/6 1/6 1/6 11/6 1n/5 145 11/6 116 11/6 116 11/6 1176 11/6 11/6 11/6 11/6
23:00 23:30 00:00 00:30 01:00 01:30 23:40 23:50 00:00 00:10 00:20 00:30 00:40 00:50 01:00 01:10 01:20 01:30
Sum Requests by count 1‘.1 CPU Utilization in percent fl
10.0 1.0
7.5 08
0.6
5.0
0.4
25

02

Figure 4.23 - Elastic Beanstalk monitoring console
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Those are the various monitoring features that exist in Elastic Beanstalk. The major
advantage here is that you do not have to install any agent or configure any dashboards

or metrics. Elastic Beanstalk handles all that for you in your stead, thereby making
monitoring much easier, faster, and much more fun. From the monitoring console, alarms
can be created to trigger based on the specific thresholds that you configure. The alarms
will still be plugged to an SNS topic to be able to send notifications based on the topic
configuration.

Monitoring AWS Batch

AWS Batch is a managed service that is used for running huge batch jobs. It is designed
to help eliminate the cost that goes with configuring and setting up your own batch
processing infrastructure. With AWS Batch, you configure the job, and the compute
required the run the job, and the rest is history. AWS Batch can be used to run hundreds
to thousands of parallel jobs.

The underlying infrastructure of AWS Batch is AWS compute resources (EC2 and
containers). The compute resources used to process batch jobs range from EC2 instances
to AWS Fargate (serverless containers). So, the monitoring for the EC2 instances that

we already explained previously in this chapter will also apply to EC2 instances used for
batch processing. As regards AWS Fargate, we will explain this more in Chapter 5, Setting
Up Container Insights on Amazon CloudWatch, when we talk about the monitoring of
containers.

In AWS Batch, there are different components that make up a batch processing job. These
are as follows:

« Jobs
o Job definitions
o Job queues

« Compute environments
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The reason for monitoring AWS Batch jobs is to understand the state of a job at any given
point in time and also to get logs of what happened to a job in situations where the job
must have failed. Logs are always the source of truth for the history of what happened
with an operation or an application. Logs are generated for a job that is submitted to AWS
Batch. For every job submission and run, logs are sent to a CloudWatch Log group called
/aws /batch/job and the log stream will have a value that contains the name of the job
that was submitted. The AWS Batch dashboard gives instant metrics of the status of a job,
including whether the job that was submitted failed or is successful. This is usually the
first point of call in understanding what happened instantly. The logs help to provide more
details. To view the logs of a batch job, perform the following steps:

Log in to the AWS management console.
Navigate to the AWS CloudWatch console.

1
2
3. Click on the Logs | Log groups link on the left-hand side.
4

You should locate the /aws /batch/job log group. This log group holds all the
log streams for AWS Batch:

Log groups (20) (] | Actions ¥
By default, we anly load up to 10000 log groups.
Q Exact match 1 @&
Lag group a Retantion v Matric filters Contributor Insights Subscription filtars
Jawesfhatch/fjob Nevar expire

Figure 4.24 — AWS log groups showing AWS Batch

5. Click on the log group to view the log streams:

Logstreams | Metricfilters | Subscription filters | Contributor Insights
Log streams (6) El Create log stream | ‘ searchall |
Q 1 @
Log stream v Lasteventtime v
getting-started-job-definition/default/4cd4680714f496695991328 1ccfa383 2020-12-07 11:09:16 (UTC+01:00)
getting-started-job-definition/default/d428508cc0c445839eBe78 20 1993 2020-12-07 11:08:49 (UTC+01:00)
getting-started-job-definition/default/0412823324b3 44680328 1823947 4ted 2020-12-07 09:08:08 (UTC+01:00)
first.run-job-definition/default/Gebed695eab74c7e9c0058476dFc0782 2020-11-05 11:19:56 (UTC+01:00)
first.run-job-definition/default/ab3236e8006a4243bB762c5253aeb7 2020-11-05 11:19:51 (UTC+01:00)
first-run-job-definition/default/8e2c0f9a264c4Tcbace62biffad 13094

Figure 4.25 - Log streams from AWS Batch
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6. 'Thelog streams in Figure 4.25 are the streams for the jobs that have been submitted
with the logs of the activity of the job. Click on any of the streams to get the logs:

Log events

¥ou can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns [
View astext | Actions ¥
Q t m B &
> Timestamp Message

Mo older events at this moment. Retry
» 2020-11-85T11119:51. 920401100 ‘hello world:

No newer events at this moment. Auto retry poused. Resum
Figure 4.26 - Log events from the log stream of AWS Batch

With this we now understand how to view logs and understand the status of any job
submitted to AWS Batch. CloudWatch can automatically aggregate all the log streams into
a log group, making it a one-stop shop for anything to do with logs in AWS Batch. It is
also possible to create metrics and dashboards from the logs that have been collected to
get faster feedback and insights from the logs sent to CloudWatch Logs by AWS Batch.

With this knowledge, we can now monitor and understand how logging and monitoring
work in AWS Batch, which is also a compute service from AWS, with the underlying EC2
instance and AWS Fargate being the compute engines to power batch job processing. We
can also see how logs are sent to CloudWatch and how we can view the logs from the
CloudWatch log groups and, eventually, in the log streams.

Case study on CloudWatch custom metrics

The applications in your organization have something in common. They have all been
built in the Java programming language running on the JVM runtime. The marketing
team in your organization did a campaign that led to a huge spike of traffic in the
application. This led to the application becoming very unstable and having frequent
downtimes. You have gone through the Amazon CloudWatch automated dashboard

for EC2 instances. The automated CloudWatch dashboard collects a lot of relevant
information about the EC2 instances but still does not provide any insight into behavior
due to the absence of a certain important EC2 metric. What is this metric? How do

we go about collecting this metric to help us figure out what exactly is wrong with the
application?
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Solution

What is peculiar about Java applications and JVM is memory consumption. This can be
figured out by installing the unified CloudWatch agent. This agent can help to collect
memory-related metrics to see what is going on in terms of the memory metric of the
application.

Ssummary

In this chapter, we deliberately created two practical operations to allow for the practical
application of the concepts that have been spoken about. We introduced the idea of
compute and the different AWS compute services and categories. We then went further
and talked about the categories of monitoring - infrastructure monitoring and application
monitoring.

Our focus in this chapter was more on infrastructure monitoring. We defined it and
brought in the concept of IaaS, which is a model of cloud delivery. Iaa$ is focused more
on virtual machines, which in AWS are called EC2 instances. We also talked about the key
metrics in monitoring EC2 instances, such as the instance status check, CPU, memory,
and disk metrics. After that, we looked at how CloudWatch monitors EC2 instances by
default, and the loopholes that exist in default CloudWatch monitoring. We moved on
and rectified this deficiency by using the new unified CloudWatch agent to collect more
metrics, including memory and swap utilization.

Next, we looked at Amazon EventBridge, which is the service that will replace
CloudWatch events. We then created a rule in EventBridge to monitor a spot instance
interruption and trigger an alarm that sends a notification when a spot instance is
interrupted.

To top everything off, we looked at monitoring through the eyes of Elastic Beanstalk, and
how it creates basic metrics needed to monitor and understand the state of the application
and infrastructure at any point in time.

In the next chapter, we will be talking about another method of compute - tagged
containers. We will also look at container services in AWS and see how to monitor
container applications.
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Questions

1. What are the major components of IaaS monitoring for understanding the status
of the infrastructure?

2. What is the difference between a CloudWatch agent and a unified CloudWatch
agent?

3. What service is used to notify a user when an event is triggered on Amazon
EventBridge?

4. What is the difference between a metric and a dashboard?

Further reading

o Getting started with EC2: https://www.packtpub.com/product/
aws-certified-developer-associate-guide-second-
edition/9781789617313

o CPU management: https://www.packtpub.com/product/linux-5-
performance-monitoring-and-tuning-video/9781838559250

« Introducing cloud service models - IaaS, Paa$, and SaaS: https://
www . packtpub.com/product/learning-aws-second-
edition/9781787281066

o Managing servers on AWS with EC2: https://www.packtpub.
com/virtualization-and-cloud/aws-certified-sysops-
administrator-associate-guide

o Amazon EC2 basics: https://www.packtpub.com/networking-and-
servers/amazon-ec2-master-class-auto-scaling-and-load-
balancer-video

o Selecting and configuring EC2 instances: https://www.packtpub.com/
product/amazon-ec2-cookbook/9781785280047
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5

Setting Up Container
Insights on Amazon
CloudWatch

The previous chapter focused on monitoring some AWS compute resources such as
Elastic Compute Cloud (EC2) and Elastic Beanstalk. We also spent some time setting up
the unified CloudWatch Agent in an EC2 instance to send logs to Amazon CloudWatch
Logs. We now understand Infrastructure as a Service (IaaS) and Platform as a Service
(PaaS), which are different methods of cloud delivery. We also looked at the metrics

that make up the IaaS cloud setup, and then for PaaS, we set up Elastic Beanstalk and
described how monitoring works in Elastic Beanstalk applications.

Let's understand what objectives we will cover by the end of this chapter. Since containers
are pretty different from virtual machines (VMs), it means that a lot of things are going to
be different: deploying, scaling, configuration, and most importantly, monitoring. We will
talk about the AWS services used for container orchestration and management, then we
will talk about how monitoring works on these different services.
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We will then connect this knowledge to how CloudWatch exclusively manages container
applications with its unique feature called CloudWatch Container Insights. This makes
it easier to monitor, manage, and work with container monitoring, because this feature
is specifically tailored to containers both within the AWS ecosystem and any other

kind of system that runs containers for their applications. We will corroborate all this
understanding by doing a practical setup of metrics, monitors, and dashboards based on
the different AWS container services.

We will cover the following topics in this chapter:

« Introducing the concept of containers

o Orchestrating container services in AWS

« Triggering ECS events on Amazon EventBridge

« Configuring CloudWatch Container Insights

« Monitoring of EKS applications and services

« Setting up custom dashboards and metrics for containers

 Case study of Amazon EKS logging and monitoring

Technical requirements

To be able to accomplish the technical tasks in the chapter, you will need to have the
following technical pre-requisites:

« A working AWS account (you can opt for the free tier, which will cost $0/month
for 1 year)

« Basic knowledge of Linux
 Basic understanding of Docker and Linux containers

« Understanding of Kubernetes and Amazon ECS

The code files for this chapter can be downloaded from https://github.com/
PacktPublishing/Infrastructure-Monitoring-with-Amazon-
CloudWatch/tree/main/Chapter05.

Check out the following link to see the Code in Action video:

https://bit.ly/3chkpMa
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Introducing the concept of containers

Moving on to more advanced and new technologies is what this chapter is focused on.

In this chapter, our focus is on containers. Containers are not very new. The story of
containers starts as early as 1979. Fast forward some years down the line to 2006, when
Google launched the idea of process containers, which made it possible to isolate and
limit hardware resources such as the CPU, memory, and disk to specific resources in the
Linux operating system. In 2013, Docker was born, and this took containers to a whole
new level and the adoption grew extremely fast. Now, small-, medium-, and large-scale
organizations are finding ways to re-architect their systems to take advantage of the power
and value of containers. There are different types of container runtimes, but Docker has
stood out to be the most used.

Containers are designed to make application deployment, release, versioning, and scaling
much easier and faster. This is possible due to the unique features containers have. We
mentioned one of them previously, which is resource limitation, and others are resource
isolation, application isolation, and sharing the same kernel with the host operating
system. Containers can be similar to VMs due to the similarities in the features that have
been mentioned previously. But one major difference containers have over VMs is that
containers share the host operating system kernel, while every VM has its own kernel that
is different from that of the host operating system. Containers tend to start up faster too
compared to VMs, which need to go through the normal operating system boot process.
This has made containers a great option for DevOps engineers and top tech executives

to quickly deliver applications and makes it faster for applications to recover in the
eventuality of failure of any kind. This is because containers do not boot-up; they just
start up and run the application and configurations that are embedded within them.

Orchestrating container services in AWS

The introduction was more about understanding the basics of containers and the
advantages of containers over VMs. Moving forward, let's look at the concept of container
orchestration. When an application is packaged as a Docker image, for the purposes of
running it as a container, it is quite easy to manage, deploy, and monitor when it is just

a single container or a few containers running in a single VM. But as these containers
increase, say from 1 to 10 to 15, it becomes more difficult and complicated to manage,
deploy, scale, and even monitor that number of containers. Moreover, containers require
high availability when the application is in production (customer-facing), hence there
should be a more automated way to manage these operations that is more flexible and
easier to manage. This is where container orchestration comes in. Without a container
orchestration tool, it is quite difficult to perform all the necessary operational tasks to
keep the applications/containers up and running optimally.
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Container services in AWS are all container orchestration services. Container
orchestration applications/services are made up of various components. The monitoring
of container applications is made up of two parts. One is the underlying infrastructure
that manages the containers themselves, then we also have to monitor the applications
running within the container. In AWS, there are cases where we might not focus on
monitoring the components of the container orchestration tool/service.

There are two major container orchestration services within AWS. They are as follows:

« Amazon ECS
¢ Amazon EKS

Let's overview them both in the following sections.

Overviewing Amazon ECS

Amazon ECS is AWS proprietary service for container orchestration. It is an acronym for
Elastic Container Service. This was AWS's response to customer requests for a service
that will help in managing tens to hundreds of applications that have been containerized.
It is a managed service, meaning that the orchestration part of the service is managed and
monitored by AWS themselves, just the way it is done for other managed services. What
this means is that you do not have to worry about managing the core of the orchestration
service itself but just other components and the container itself that have been deployed
into ECS. Over time, Amazon ECS has evolved to having various features. When Amazon
ECS was released, it came with one launch type: the EC2 launch type. This means that
when the containers are deployed, they are orchestrated by the ECS service to run within
EC2 instances. The EC2 instance in the ECS cluster will need to have the engine needed
for the container to run (Docker is the most popular container runtime, so we will be
referring to Docker as our default container runtime environment).

Important Note

An ECS cluster is a combination of all the services and resources running
within the cluster. An ECS cluster contains components such as tasks, services,
EC2 instances, and containers. All these work together to help with effective
container orchestration and application management.
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Therefore, monitoring in this space is focused on two things: firstly, the EC2 instance
running the containers, and secondly, the monitoring of the containers to ensure the
availability of the container applications. The previous chapter on compute monitoring
already covered how we can monitor an EC2 instance, so installing and configuring the
Amazon unified CloudWatch agent for the EC2 instance should cover monitoring the
EC2 instance itself. Hence, there is still the need to monitor core metrics of the EC2
instance, because anything affecting the instance will affect the applications running
within the EC2 instance, which includes the container runtime and the containerized
applications themselves. Next is the containers themselves. ECS has a nice dashboard
that helps us to understand the behavior of containers running within the ECS cluster.
Every container in ECS is configured using a JSON payload called a task definition.
The task definition tells you everything you need to know about the container, from
the image that the container will be running from to the application configurations
and the network configurations that the container will be running on top of. This task
definition file is given to the ECS service task to create a container out of. The first level
of monitoring is ECS giving updates on the status of the container, telling us if the
container is running or not. This is easily identified by the state of the task. The different
states of a task in ECS are as follows:

« PROVISIONING: Tasks performed when the container is starting up, such as
network setup.

« PENDING: This state is when the task is waiting for the ECS agent to take further
action.

o ACTIVATING: These are tasks or activities performed when the task has been
launched, which leads to the RUNNING state of the container.

« RUNNING: This is the state showing that the tasks/containers are running.

« DEACTIVATING: This shows that the task is being deactivated and performing
initial operations before the task gets permanently deactivated.

« STOPPING: This is the state where the task triggers the stopping of the container
and waits for the Amazon ECS agent to stop the container.

o DEPROVISIONING: Just like the provisioning operation, this operation
deallocates all the resources and tasks that were done during the provisioning
operation as part of the STOPPING process.

« STOPPED: This signifies that the task/container has stopped successfully.
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Each of these statuses is reported by the Amazon ECS task manager, to report
intermittently the status of the task running the container so that the cloud engineer
can know what is going on at any particular point in time and whether there needs to be
some form of action taken. Interestingly, each of these states is also an event that can be
forwarded to Amazon EventBridge and further actions can be taken based on any of the
events that have been triggered. We shall configure a scenario on this in the Triggering
ECS on Amazon EventBridge section:

Desired task status: | .Eunnirjg. | Stopped

Y Filter in this page Launch type ALL - 17T » Pagesize 50 v
Task definitl...  Container in... Laststatus... Desired stat...  Started at Started By Group Launch type... Platform ver...

- RUNNING RUNNING 2020-11-05 0. ecs-5ve/6488 service: FARGATE 1.3.0

RUNNING RUNNING 2020-11-11 1., ecs-swo/lTHd. service: FARGATE 130

= PENDING RUNNING ecs-sve/0Ted...  service: FARGATE 1.3.0

RUNNING RUNNING 2020-11-050. ecs.svo/B488. service: FARGATE 130

- RUNNING RUNNING 2020-11-10 0. ecs-5veB61T1 senvice: FARGATE 1.3.0

RUNNING RUNNING 202011111 ecs-svo/i0TTE...  service: FARGATE 130

EedT4caaTd - RUNNING RUNNING 2020-11-08 2. ecs-svelBi71...  service: FARGATE 130

Figure 5.1 - EC2 tasks and current running states

The preceding screenshot shows a list of various tasks, and in the screenshot, they are
all in the RUNNING state. This is all for the EC2 launch type for the Amazon ECS
orchestration service. Next, we will look at another launch type for ECS.

ECS is also made up of another launch type, called Fargate. Fargate is a serverless option
for launching containers in Amazon ECS. What this means is that you do not need servers
to run containers anymore. You just need to specify the CPU and memory needed to run
the container and the container starts running. Fargate saves the operational cost involved
in running EC2 instances, operations such as management, scaling, and securing. Just like
the EC2 launch type, Fargate also has task transition events for orchestrating containers
and the states are the same as that of the EC2 instance launch type. It also creates an
internal container network for the application to be able to send and receive traffic. The
screenshot in Figure 5.1 shows a list of containers and the tasks are launched using the
Fargate launch type.
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Overviewing Amazon EKS

EKS is an acronym for Elastic Kubernetes Service. It is AWS's version of the open
source Kubernetes service. Kubernetes is made up of two parts: the master node and
the worker nodes. In Kubernetes, the master node is what controls and manages the
operations and activities of the worker nodes. The master node itself is made up of four
major components:

+ Control plane
o Scheduler
o API server

e etcd

Each of these components has different functionalities that maintain the Kubernetes
cluster. Together they ensure that containers orchestrated in the Kubernetes cluster are
running based on the configurations that have been made for them. In the open source
setup for Kubernetes, the master node is a VM that houses all the components that have
been listed previously. In AWS, the master node is a service that is managed and scaled
by AWS, taking away that responsibility from the user.

The worker nodes are the second major component of the Kubernetes cluster. The worker
nodes are made up of the following components too:

e kubelet
e kubeproxy

o Container runtime (Docker)

These components ensure that containers deployed in the cluster run as they were
designed to. They maintain constant communication with the master node to send

and receive updates based on the behavior of applications and services within the cluster.
A Kubernetes cluster is usually made up of one master node and multiple worker nodes.

In most cases, worker nodes are VMs and in the case of AWS, they are EC2 instances.

The worker nodes are the components that house the containers that are deployed to

the Kubernetes cluster. In Kubernetes, a container is given a different name. It is called
apod. A pod is an abstraction of a container, which means that a container runs within

a pod, and various containers can run within a pod. The logs generated by the containers
are collected by the pod. There are unique features that make Kubernetes abstract the
container into a pod. One of them is a deployment object in Kubernetes. The deployment
object makes it possible to set up ReplicaSets, which are a feature that make it possible

to create multiple pods for the high availability of your containers.
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This feature also allows the self-healing of your application. This means that if for any
reason a pod fails due to a bug in the application running in the container, Kubernetes has
the ability to re-create the pod that hosts the container and your application without any
manual intervention.

With all these moving components of a Kubernetes cluster, it is essential to have
monitoring to be able to know what is going on across the Kubernetes cluster from time
to time. This monitoring ranges from core Kubernetes component monitoring to the
monitoring of the pods, which translates to the application running within the pod.

We shall continue this in the Monitoring of EKS applications and services section.

We now understand the basics of ECS and EKS and the different moving parts that make
them container orchestration services to ensure high availability for applications deployed
within their environment. EventBridge is a part of event monitoring that can trigger
feedback based on a system's behavior. In the next section, we shall configure Amazon
EventBridge to respond to an ECS event.

Triggering ECS events on Amazon EventBridge

We have understood that ECS is made up of events via tasks. This section will focus on
how we can turn these events into meaningful triggers and responses in the form of
a feedback system.

The events sent by ECS help us to understand more about the status of the tasks

and containers. Each of these states can be captured as events and sent to Amazon
EventBridge, and also be used to trigger another type of event. This can help make our
tasks within Amazon ECS responsive to events when an Amazon EventBridge target is
attached to the specific event. It is essential to know the status of the tasks from time to
time, as the system administrator or DevOps engineer in charge of the ECS cluster. You
are not going to log in to the console and continue to check for states, but the state events
can be forwarded to another AWS service for action to be taken when that event triggers.
ECS is made up of different moving parts, and it is essential to keep track of the important
parts of your container orchestration to be able to maintain high availability for the
applications running in the container.
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For this EventBridge example, using ECS, we shall configure Amazon EventBridge to
respond to a state change in ECS. This can be helpful to know when something happens
in an ECS cluster. We already explained the different states a task can be in. But it isn't just
tasks that change in ECS. There are other components of an ECS cluster that also change.
Some other components of an ECS cluster that have state changes include the following:

+ Services: Some state changes include SERVICE STEADY STATE, TASKSET
STEADY STATE, CAPACITY PROVIDER STEADY STATE, and SERVICE
DESIRED COUNT UPDATED.

» Deployment: Some state changes include SERVICE DEPLOYMENT IN
PROGRESS, SERVICE _DEPLOYMENT COMPLETED, and SERVI CE_
DEPLOYMENT FAILED.

For this EventBridge scenario, we will be using a custom event pattern, which is not

in EventBridge by default. This pattern is designed to read a deployment state change
event from Amazon ECS. It is going to check whether a service deployment fails, is in
progress, or is completed, and will trigger an SNS topic to send an email of the status

of the deployment. This event will be targeted to a particular ECS Fargate cluster we have
already created. The name of the cluster is samplefargate. To link up the event to the
ECS cluster, we will be using the ARN of the ECS Fargate cluster.

Important Note

ARN is an acronym for Amazon Resource Name. It is the unique identifier
for every service or resource created within the AWS environment. It is a string
that comprises your AWS account number, AWS region, and a short name

of the AWS service. An example ARN could be arn:aws:lambda:us-
east-1:123456789024:function:token verifier. This ARN
means that it is a Lambda function with the name token verifier,in
the AWS us -east - 1 region, and the account number of the AWS account
is123456789024.

These are the steps to create EventBridge for the ECS deployment status:

1. Login to your AWS console and navigate to Amazon EventBridge.
2. Click on the Create rule button to create a new rule.

3. Enter the name of the rule and the description, then click on Event pattern. Then,
click on the Custom pattern radio button.
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4. In the Event pattern box, enter the following event pattern (code can be obtained
from the following URL: https://github.com/PacktPublishing/
Infrastructure-Monitoring-with-Amazon-CloudWatch/blob/
main/Chapter05/event-pattern. json), as shown in the following

screenshot:
Event matching pattern Event pattern ‘ Save ‘ ‘ Cancel |
You can use pre-defined pattern provided by a service or create a
custom pattern {
() Pre-defined pattern by service "source": [
© Custom pattern “aws.ecs'
1
"detail-type": [

"ECS Deployment State Change”
1
"detail”: {
clusterArn" [
"arnawsecsus-east-
1:123456789024:cluster/samplefargate”
]
}

1
l e

Figure 5.2 - Custom event pattern in Amazon EventBridge

5. Scroll to the bottom and select a target. For this example, we shall use SNS topic
(use the following link to create an SNS topic: https://docs.aws.amazon.
com/sns/latest/dg/sns-create-topic.html). Select a topic that has
been created previously, or a new topic can be created for this use:

Select targets

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets
per rule)

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule)

SNS topic v
Topic
spotalert v

» Configure input

P Retry policy and dead-letter queue

Add target

Figure 5.3 — Choosing a target for the ECS custom event pattern
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6. When that has been configured, click on the Save button to save the rule
configuration.

With this, we have an Amazon EventBridge rule that is able to track state changes of any
deployment in ECS and send alerts when the state of the deployment changes. This can
be very helpful in monitoring a deployment made to ECS to know when it fails, when it is
successful, or when it is in progress.

Visit this link for more information on service deployment events and other ECS events:
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/
ecs_cwe_events.html.

The next thing is to see how we can configure Container Insights for an ECS cluster to
obtain container- and ECS-level metrics, for whatever launch type is used for the ECS
cluster.

Configuring CloudWatch Container Insights

CloudWatch has an intelligent way of collecting container metrics using a feature called
Container Insights. To be able to use Container Insights, it needs to be enabled from
CloudWatch. But first, let's understand why we need to activate Container Insights.

Why activate Container Insights?

There are a lot of metrics that can be collected in any application or infrastructure setup.
But you do not want to flood your CloudWatch with both necessary and unnecessary
metrics. So, using Container Insights will narrow down the metrics collected from ECS

to more specific and useful metrics for your ECS deployments. It also serves as a turn-key
solution for metrics aggregation. Instead of looking for which monitoring tool will be
used to collect logs from the running container and sifting through the logs to find

the most important metrics needed for your container running in ECS, activating
Container Insights on ECS will help in collecting these important metrics without any
need for manual configuration. The following page shows the list of metrics collected by
Container Insights:

https://docs.aws.amazon.com/AmazonCloudWatch/latest/
monitoring/Container-Insights-metrics-ECS.html

Now that we understand why we need to activate Container Insights, let's go through the
activation process.
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Activating Container Insights for ECS

We shall go through the process of enabling Container Insights for CloudWatch, and then
move further to see the insights it is able to pull into CloudWatch.

We will perform the following steps to enable Container Insights:
1. Login to the AWS management console.

2. Navigate to Services | CloudWatch.
3. On the CloudWatch dashboard, click on Container Insights on the left-side menu:

Container Insights Getting started 12

A fully managed observability for monitoring,

troubleshooting, and alarming

applications and microse

| Container Insights £ More Resources [3

Resours Use Cases
Documentaticn

Application Monitaring Infrastructure and Performance

Martar ressurce dopendencivs and

Figure 5.4 - Container Insights home page
4. Click on the Enable on new ECS Cluster link to enable Container Insights on ECS.

5. 'This will open up a new window, which is the ECS settings. Scroll to the bottom of
the screen and locate the CloudWatch Container Insights section:

CloudWatch Container Insights

My LAM usar o role 3ccount settings

Figure 5.5 - Enabling Container Insights for ECS

6. Click the checkbox beside Container Insights and click the Save button to activate
CloudWatch Container Insights.
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Confirm the update to your AWS account. Click the Confirm button to confirm it:

Update account settings x

Choose Confirm to update your account settings.

The new ARN and resource 1D format may affect infrastructure tools and software that
make assumptions about ARN or ID length. Learn more &

Figure 5.6 - Confirm Container Insights activation

This will automatically activate Container Insights for all your ECS deployments.

Important Note

Please note that Container Insights is usually activated by region. If you activate
it for a specific AWS region, it does not mean it is activated for all regions. So,
if you need it in another region where you have your AWS resources, you will
need to activate it separately for that specific region.

Now, we have activated Container Insights on ECS and understand why it is important
and the metrics it helps us to collect without any manual setups or configurations. Let's
view the insights and metrics that have been collected by Container Insights.

To view these insights, we shall use the following steps:

1.

Navigate to the Amazon CloudWatch console using the Services menu item on
your AWS console: click the drop-down menu, locate CloudWatch in the menu item
list, then click it.

On the CloudWatch console, click on the Container Insights link menu item on the
left-hand side of the console.

On the Container Insights page, click on View performance dashboards. This will
lead us straight to the performance dashboard for Container Insights.
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4. By default, it selects EKS clusters. We just activated this for ECS, so we shall click on
the drop-down menu and click on ECS Clusters. From the drop-down list, you can
see a couple of other options that Container Insights can monitor and give metrics
based on them. But for this example, we are focused on ECS clusters:

CloudWateh > Container nsights > Prrformance monitoeing

Performance monitoring w2 18 38w cwom D [l C [ v [ B[ vewioma |

EKS Clusters - v
ECS Clistors
ECS Instances ization Netwaork Alerts
ECS Services
ECS Tasks
Ho alerts

ECS Promethess AppMesh i

Mo akerts to display
ECS Promotheus JavaliMx
EKS Clusters.
EKS Namespacss
EKS Modes
EKS Services

on Number of Nodes

EKS Pods
EKS Prometheus AppHesh
EKS Pramethous HAPraxy
EKS Prometheus lava /im0
EKS5 Promathous Memcached

EKS Prometheus Nginx

Figure 5.7 - Selecting ECS Clusters for Container Insights

5. 'This will give us an option to select the appropriate cluster we want to get
performance monitoring information on. For our example, we have an ECS
cluster with Fargate running a container. The cluster is called samplefargate.
That is selected by default, and the metrics for that cluster will be shown on the
Performance monitoring dashboard, as shown in the following screenshot:

. . Th  3h zh 1d 3d Tw  Custom @ Add ta dashboard c|r | = | | View in maps |
Performance monitoring KR4 J
ECS Clusters A samplefargate v
CPU Uilization Memary Utilization Network
Y Alerts
" Farnt Eyten/Secand
0028 17 “
11N
| IU WJ VT No sterts
Al e S——— IJ J
a1 G e 1 lj |—\_| — Mo alerts to display
|| |1
@ @ z u | — N . -
) 09:00 1000 ) 09:00 1000 0800 00 1oe0
@ ampisfargate @ ampisfargate B sampistargate
Container Instance Count Task Count Service Count
Conedt Conwdt Ceunt
1 1 ]
05 1 '
[ o ]
oo 900 1000 aon 900 1000 o800 otn toos
@ ComainerimtanceCount @ TmkCoumt 8 ServiceCount:

Figure 5.8 — Performance monitoring metrics from Container Insights
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The dashboard in Figure 5.8, shows the performance metrics of the cluster called
samplefargate. From the dashboard, we can see CPU Utilization, Memory
Utilization, Network, Container Instance Count, Task Count, and Service Count. These
are the metrics and automated dashboards that have been automatically generated by
CloudWatch Container Insights based on our cluster. Due to the fact that the cluster was
set up using Fargate, which is serverless, Container Instance Count will remain at 0. This
is because there is no EC2 instance used to orchestrate the currently running container. If
the ECS launch type was EC2, then the instance count would be a count of the number of
EC2 instances running in the cluster.

We have seen how Container Insights is able to collect essential metrics for monitoring
the ECS cluster. Let's see how to collect logs for the containers in the ECS cluster.

Collecting logs for ECS applications

The metrics we have seen from Container Insights are mostly infrastructure metrics and
not application logs, that is, metrics from the system(s) that hosts the container. The
applications in the containers themselves also have logs that they generate. We need to be
able to collect these logs from the containers. There are a couple of methods that can be
adopted for this. We shall be making use of the awslogs driver. This is a configuration
that can be activated during the creation of the task definition (see how to create a

task definition here: https://docs.aws.amazon.com/AmazonECS/latest/
developerguide/create-task-definition.html). It is activated when adding
a container to the task definition. This is the point when we configure the Docker image
and other configurations needed for the container to run efficiently.
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The following screenshot shows the area of configuration to activate logging for your
ECS containers:

Add container

o
© Add mount point
Valumes fram [i]
]
© Add volumes.
Log configuration '+ Aulo-configure CloudWalch Logs
awslogs = L]
awslogs-group Ve w | | jecsi{lask-gefinion-nam
awslogs-region Valwe - us-asl-1
AWSIOgS-Sream-prenx Vaiue | | ecs (=]
Adkt key Value - Add value
SECURITY
Privileged Li]
User Li]
Docker security options | Lanei fype docker 1, label fype user home [}
comma delimited
'
e Gancel u

Figure 5.9 - Activating the awslogs log driver

The area shown in the screenshot of Figure 5.9 is the section that allows us to

activate logging for our container. It uses the awslogs driver by default. Within the
configuration, we are also able to see where to configure the log group, AWS logs region,
and the log stream. This helps to properly categorize the container logs as they are sent to
CloudWatch Logs. When the container is created, this will send the logs to CloudWatch.

Let's navigate to where the logs have been created for our container. We do that with the
following steps:

1. Navigate to the Amazon CloudWatch console using the Services menu item on

your AWS console, click the drop-down menu, and locate CloudWatch in the menu
item list, then click it.
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2. Click on the Log groups link just below the Logs link, on the left-hand side of
the screen.

3. Alist of log groups will appear. Navigate to the one for ECS. It usually has a format
based on what we had created. It has the format /ecs/{taskdefinition}
where {taskdefinition} represents the name of our task definition we
defined in ECS. For this scenario, our log group is /ecs/first-run-task-
definition. So, we will click on that:

Log groups (14) | C_ | Actions ¥ win L t Create log group

By default, we only load up to 10000 log groups.

Q Exact match 1 @
Log group - Retention v Metric filters w Contributor Insights
faws/batch/job MNever expire
fawsfeodebuild/meshello MNever expine
Jaws/ecs/containerinsights/ecs-ec2/performance 1 days
faws fecsfcontainerinsights/samplefargate/performance 1 days
faws/lambda,/billingms-dev-billinit Never expire
Jaws/lambda/billingms-dev-billresp Mever expire
Jawsflambda/billingms-dev-health Mever expire
Jawsflambda/billingms-dev-hello Mever expire
Jaws/lambda,/book-render-prod MNever expire
faws/lambda/mesbillingms-dev MNever expire
Jawsflambda/token_verifier Newver expire
fecs/first-run-task-definition Never expire

Figure 5.10 - Select the log group for ECS logs

4. 'This will take us to the different log streams in the log group. For this scenario,
we have two log streams that have been configured, because we are running two
containers: one in ECS for the EC2 launch type, and another for the ECS Fargate
launch type.

Missing out activating the log configuration during the task definition configuration
could mean no logs will be sent from the containers running in that ECS cluster. We
have also learned that the logs will be sent to a specific log group and log stream. There,
we can find the logs of the application running in the container. This will help us to
understand the status and behavior of our containers, without necessarily having to log
in to the container. EKS is our next stop; since we have looked at ECS, let's see how these
monitoring configurations are done on EKS. EKS has both a master node and worker
nodes. In the next section, we shall configure monitoring for both the master node and
applications running in the worker nodes.
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Monitoring of EKS applications and services

We already mentioned earlier the different aspects of an EKS cluster. This time, we
will be talking about how we activate and configure monitoring for the master node
(also called the control plane), and then we will talk about how to collect logs for the
pods that are deployed in the worker node. But first, let's talk about how to configure
monitoring for the EKS control plane.

Monitoring the control plane

First, let's see how to enable monitoring on Amazon EKS. When an EKS cluster is set up,

the monitoring features are usually not activated by default. We shall activate them on the
EKS console when we have a control plane running. To do this, we go to the EKS console
of the cluster that has been created.

To activate the different components of the control plane, we take the following steps:

1. Login to the AWS management console and navigate to Amazon EKS on the
services menu.

2. Click on the Clusters link on the side menu to view the list of EKS clusters that have
been created.

3. Click on the cluster that needs the logging features enabled. This will take us to the
cluster configuration page:

ferocious-sculpture-1606160731 @ne | [ C

Cluster configuration infe

Detalls Compute Metworking qaing Update history Tags

Control Plane Logging ke Manage logging

Disabled Disabled Disablad

Disabied Disabled

Figure 5.11 - Configuring logs for the EKS control plane

4. Click on the Logging option to take us to the Control Plane Logging tab. This will
show the different components of the control plane that can be monitored. In the
screenshot in Figure 5.11, they are disabled by default.
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5. Click on the Manage logging button to change the settings for the logging option:

Manage logging: ferocious-sculpture-1606160731

Control Plane Logging info

CloudWatch log group
Send audit and diagnostic logs from the Amazon EKS control plane to CloudWatch Logs.

AP server
Logs pertaining to API requests to the cluster.

(3 Disabled

Audit

Logs pertaining to cluster access via the Kubernetes API.

(3 Disabled

Authenticator
Logs pertaining to authentication requests into the cluster.

(3 Disabled

Controller manager
Logs pertaining to state of cluster controllers.

(3 Disabled

Scheduler

Logs pertaining to scheduling decisions.

(3 Disabled

Figure 5.12 - Activating logging for different control plane components

6. To activate logging for any of the components, click on Disabled (or the switch
beside Disabled) to make it Enabled, and then click on the Save changes button.
For our example, we only activated API server.

The logs will get written to a CloudWatch log group in a specific format, as shown
in the following screenshot:

faws/eks/ferocious-sculpture-1606160731/cluster

Figure 5.13 - Log group for the EKS control plane
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7. Click on the log groups to reveal the log stream for the EKS cluster. Then, click on
the log stream to view the logs:

Log events
‘You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn maore about filter patterns [2
Viewastext | O Actions ¥
Q, Clear im 0m 1h 12h Custom &
> Timestamp Message
There are older events to load. Load mare.
2828-11-26T83:26:54. 008481 :00 W1126 82:26:54.674733 1 request.go:157] Auditing falled of request: encoding failed: authentication.TokenRequest is not suitable for.

20T0-11-26T03:32:06.000+91:00 9] watch chan error: etcdserver: svic: required revision has been cospacted

2020-11-26T83: 0080100

atedsir

n has been compacted

20301126 B8] 00 etodserver

veC! required n has been compacted

2020-11-26T04:01:33.000+01:00 “GuaranteedUpdate etcdd® type:*core.ConfigMap (started: 2020.11.26 83:01:32.

1020-11-26T04 33.000+01:00 11126 83:@1:33.539952 1 trace.go:116] Trace[116655 “Update™ url:/api/vl/nasespaces/kube-systes/configmaps/cp-vpe-resource-cont_

0181126 D@01 100

4.287775 1 log.go:172] hutp: TLS handshake error from 83.80.189.24:38138: read tcp 18.8.51.

2030-11-26T04; L B00401 108

1.793737 1 watcher.go:199] watch chan error: etcdserver: mvic: required revision has been compacted

2020-11- 267845141 23, 000+01:00 3032465 1 watcher.go:

] watch cham error: etcdserver: mvoci required revision has been compacted

2070-11-26T04:14: 55, 000+01 : 00 19482 1 request.go:157

Buditing Failed of request: encoding Failed: suthentication.TokenRequest 12 not suitable for.

2000-11-26T04:14:55.000401:00 :157] Auditing failed of request: encoding failed: authentication.TokenReguest is not suitable fore

¥ Y YYTYTYPYVYYYYW

2070-11-26T04:14: 58, 808.01:00 W1126 @ :157] Auditing falled of request: encoding falled: authentication.TokenRequest s mot sultable for.

Figure 5.14 - CloudWatch log events for the KubeAPI server

This will finally enable logging for the specific components for which we need logging.
With this, we can start monitoring the control plane to get metrics and behaviors of the
different components of the control plane.

Important Note

An EKS cluster in AWS can be set up in different ways. You can use
CloudFormation, Terraform, or eksct1. It is quite easy to use eksctl as
it is a simple command that is used to set up the Kubernetes cluster. To learn
more about the tool, visit eksctl. io.

With this understanding of the activation of different components of the EKS control
plane, we can say that we can now collect information on the activity of the different
parts of the master node. The next focus will be on the worker nodes and the pods
running within the Kubernetes cluster. In the next section, we shall configure a log
collector for the pods in the Kubernetes cluster.

Collecting logs for EKS resources

Before starting the process of log collection in EKS, ensure that the worker nodes have
the appropriate IAM role so that the £1uentd daemon can push logs to Amazon
CloudWatch. To do that, attach a CloudWatch policy to the IAM role attached to the
worker nodes of the Kubernetes cluster.
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To attach the IAM role, use the following steps:

1. Log in to the AWS console and go to the EC2 console to get the IAM role
attached to it.
2. Click on the attached IAM role to land in the AWS IAM console:

Instance summary for i-05ddeC (feracious-sculpture-1606160731-ng- Y s [&] Connect Instance state ¥
Pvd addre -
{ferociaus-seulpture- 160616075 1-ng-20a29ca1- (3 1 irecs [4 (u] 238
5 192 AQ
blic 1Pvd DS
[« 5 167, compute-1 amaronaws.com | oge @ ip-192 239,862 Intamnal

Figure 5.15 - IAM role for the EC2 instance
This will open up the particular role with the policies listed below the role.

3. Click on the Attach policies button to attach the policy for CloudWatch:

Summary | Detete rore
Role ARN  arn-aws:iam: NS role/ 2]
Role description Edit
Instance Profile ARNs am:aws:iam.: I instance-profile/ )
Path /

Creation time 2020-11-23 21:04 UTC+0100

Last activity 2020-11-24 09:00 UTC+0100 (Today)

Maximum session duration 1 hour Edit

Trust ip Tags (7) Access Advisor Revoke sessions

+ Permissions policies (4 policies applied)

Attach policies

© Add inline policy

Policy name « Policy type »

[T AmazonEKSWorkerNodePolicy AWS managed policy
AWS managed policy

» NP AmazonEC2ContainerRegisiryReadOnly

Show 2 more

» Permissions boundary (not set)

Figure 5.16 — CloudWatch role with IAM policies listed
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4. Search for CloudWatchFullAccess from the list and click the checkbox beside
it to select it.

5. 'Then, click the Attach policy button in the bottom-right corner of the screen. This
will eventually attach the policy to the role.

With this, the Kubernetes worker nodes can now send logs to CloudWatch Logs.

The next step for us now is to activate/configure Container Insights for EKS, which will
both give us automated dashboards and collect logs for all pods and services running
within the Kubernetes cluster. This gives us a bird's-eye view of everything running in
our Kubernetes cluster: pods, services, namespaces, worker nodes, memory, and CPU
utilization. Let's walk through the steps of configuring Container Insights for EKS. This
configuration works for both Amazon EKS and if you are running Kubernetes on EC2:

1. Log in to the machine used to manage your Kubernetes cluster. Ensure that
the machine has the kubeconfig file, which has the ability to administer the
Kubernetes cluster.

2. Ensure that you can communicate with the Kubernetes cluster via the kubectl
command.

3. Enter the following command in the command line:

curl https://raw.githubusercontent.com/aws-samples/
amazon-cloudwatch-container-insights/latest/
k8s-deployment-manifest-templates/deployment-mode/
daemonset/container-insights-monitoring/quickstart/
cwagent-fluentd-quickstart.yaml | sed "s/{{cluster
name}}/MyCluster/;s/{{region name}}/us-west-2/" | kubectl
apply -f -

Replace MyCluster and us-west -2 with the appropriate values where
MyCluster should be the name of your EKS cluster/control plane and
us-west -2 is replaced with the specific AWS region that the EKS cluster is in,
which is where the CloudWatch metrics will be sent to.

WOW! eBook
www.wowebook.org



Monitoring of EKS applications and services 137

4. Press the Enter key to apply the changes to the cluster:

Figure 5.17 - Apply configuration to the Kubernetes cluster

This will create the required Kubernetes resources for monitoring.

Allow a few minutes for some logs to be collect and then visit the CloudWatch
dashboard and navigate to Container Insights | Performance monitoring. This will
present the automated dashboard that comes with your Kubernetes cluster, showing
a visual representation of essential metrics such as CPU, memory disk, and more. See
the following screenshot for an example:

Performance monitoring
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Figure 5.18 — EKS metrics on Container Insights
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You can also view the logs from each of the metrics and logs from the pods in the cluster.
Navigate to Container Insights | Resources. This option shows the list of all resources
both in ECS and EKS. Navigate to a pod running in EKS. For our example, we already
deployed nginx in the Kubernetes cluster:

Resources [15)
a
Kame v Type w  Cluster name v Alarms ¥ Prometheus ¥ Avg CPU (%)
s EKS Pod ferosious-sculpture- 1606160731 - - I <014
ECS ServiceName samplefargate L <07
ferodious-sculpture- 1606160731 I 1%

EKS Service

Figure 5.19 - EKS pod in Container Insights

£ 1 2 &
v Avg memory (%) v
[ 0.1
L} 14%
[ 1%

Clicking on the pod will give more information about the pod, such as the CPU, memory,
and network information:

EKS Pods
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Figure 5.20 — Resource metrics in the EKS pod

To view the logs, scroll to the bottom of the page, where you have the container
performance, and tick the pod on the list. Click on the Actions button, and then click
on View application logs. This will take us to the Logs Insights page. Click on the Run
query button to run the query to view the application logs:
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Figure 5.21 - Pod logs in CloudWatch Logs Insights

Important Note

The kubeconfig file in Kubernetes is a configuration file that contains
both authorization and authentication information used to communicate with
the Kubernetes cluster. The kubeconfig file is made up of certificates and
the Kubernetes API server URL. The certificates serve the password used to
authenticate every request made to the Kubernetes API server to perform all
types of Kubernetes administration operations.

We have successfully configured Container Insights for EKS. Let's help to streamline the
automated dashboard(s) from EKS and create a more specific dashboard. The next section
is about how to use the CloudWatch dashboard to configure a more specific dashboard.

Setting up custom dashboards and metrics for

containers

Just like every other dashboard in CloudWatch, CloudWatch dashboards are usually
generated automatically, when Container Insights has been activated. Be it Amazon ECS
or Amazon EKS, CloudWatch dashboards are automatically generated that take note

of the top relevant information of the cluster in which the Container Insights agent is
actively running. It is also possible to create a custom dashboard from the logs that have
been collected from the containers running within the cluster setup.
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These dashboards can be generated and then added to a unified dashboard that contains
information on not only the metrics from what Container Insights displays but also your
custom metrics from your logs. An example could be creating a metric that counts the
number of exceptions found in the applications logs, then creating a widget with a line
graph based on that. The widget can then be attached to a unified dashboard that already
has other widgets that contain the CPU and memory metrics.

This gives a 360 degrees view of the major metrics of the full system and helps to configure
appropriate alarms that are needed to avoid and reduce alert fatigue.

Important Note

Alert fatigue is a scenario where you have too many alarms configured, and
they keep sending messages from time to time. This makes it hard to know
which alarms are important and the ones that are not important. It eventually
makes it impossible to understand underlying issues and problems because
there are too many alarms/alerts being sent.

We will be creating a custom dashboard that is a combination of the ECS dashboard and
the EKS dashboard so that we can have a unified container dashboard for all our container
workloads. We will also delete some widgets we really do not need from the dashboard
and finally, generate a sharable link that can be used to project the dashboard on a larger
screen so that it is visible to the DevOps and SysAdmin team so that they can easily get

a glance of the status of our containers, whether they reside in ECS or EKS.

To configure this dashboard, we will use the following steps:

1. Navigate to the CloudWatch console from the Services menu in your AWS console.

2. Click on the Dashboard link on the left hand-side menu. This will lead us to the
Dashboards home page:

CloudWatch Dashboards Switch to your original interface

Dashbaards (0} e

Q 1 @

MHame - Sharing Favorite Last updaze (UTC)

e o CloudWatch dashboards. Please create a dashboard

Figure 5.22 - CloudWatch Dashboards page
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Click on the Create dashboard button in the top-right corner to create a new
dashboard.

Enter the name of the dashboard in the dialog box and click the Create dashboard
button. We shall call our dashboard ContainersHub.

The next popup will ask you to select the particular widget you would like to add to
the dashboard. Ignore this by clicking the Cancel link in the dialog box.

Click on the Performance monitoring link under the Container Insights link

on the left-hand side. This will open the Performance monitoring page with the
default selection of EKS Clusters, and the cluster that we configured previously will
be selected by default. The metrics will also be shown in the automated dashboard
below that.

Click on the Add to dashboard button.

A pop-up dialog will display showing the dashboard we just created, named
ContainersHub. If there are other dashboards, the list gives us an option to pick
from any other dashboard we choose to add the widgets to. For this scenario, we
shall pick the dashboard we already have.

Click on the Add to dashboard button to add the widgets to the dashboard.

This will take us to the dashboard, showing that the widgets have been added
successfully:

ContainersHub < T Sh 1zh 1d 54 Iw  Custom @ G: hd =

CPU Ut

et

ization i Memory Utiization i Metwork i Ciuster Fallures i Diisk Utitzation I Number of Nodes i

1
e 1 1

1254 () e o 254 s 8 e 1254 () 1284
B Merscious Scugane- 1808166731 [ L

an IRNNRAN FW | A 5 | 1 P T_ -
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Figure 5.23 — EKS widgets added to a dashboard
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10. The next step is to add the ECS dashboard. We shall follow the same procedure,
but this time, instead of EKS clusters, we shall click on the dropdown and select
ECS Clusters:

Performance monitoring th 3k 12 1d 3d Tw  Custom
. samplefargate -
ization i Metwork

Alerts

Na alerts

Mo alerts 1o display

Figure 5.24 - Selecting ECS Clusters

11. Click on Add to dashboard again to add the ECS widgets to the same dashboard,
which is the ContainersHub dashboard.

This will give us an aggregated dashboard that contains both ECS and EKS metrics.

12. Click on the Save dashboard button to save the widgets that have been added to the
dashboard.

We can modify the dashboard by removing some widgets that are not very crucial for us
to monitor at all times. For this scenario, I will be removing a couple of widgets, such as
Task Count, Container Instance Count, Cluster Failures, Service Count, and Number
of Nodes, as I just want the CPU, memory, disk, and network widgets. We can delete

a widget by clicking on the menu button on the widget and clicking on the Delete option,
as shown in the following screenshot. When done, click the Save dashboard button to
save all the changes that have been made to the dashboard:
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Figure 5.25 - Deleting a widget
We shall delete all the other widgets and then we'll have a final dashboard that is more
concise and looks like this:
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S v
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Figure 5.26 — Concise dashboard with specific widgets/metrics
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Now that we have configured a proper dashboard to monitor our ECS and EKS clusters,
let's look at a case study that will cover all that we have learned so far.

Case study of Amazon EKS logging and
monitoring

You are a DevOps engineer who has just been employed to help migrate a couple

of monolithic applications into microservices. The choice made for managing the
microservices is to use a container-based system due to the advantages containers have.
The company has gone further to say that they will be using Amazon EKS as the service
for orchestration of the Docker images that have been built. Your company has just got the
ISO 27001 certification for information security. So, things such as auditing applications
and services are taken very seriously. Logs of applications are to be kept and audited from
time to time to ensure that the company continues to remain compliant. Added to that,
close monitoring of the applications and notification alarms needs to be configured to
receive notifications when applications have any kind of behavior that is not normal.

Solution

From the preceding case study, a couple of things need to be taken into consideration to
make this setup successful and meet the requirements that have been stated:

o An EKS cluster needs to be set up with monitoring enabled on the EKS cluster.

« Container Insights needs to be able to collect logs and be stored with a long
retention period, or logs to be sent over to Amazon S3 for later auditing.

o Metrics and alarms will need to be configured for the logs collected to trigger an
alarm when anything that has to do with ERROR is found in the logs.

This case study helps us to mimic a real-life scenario of the kind of task that will be
expected of a DevOps engineer or a cloud engineer when we have acquired monitoring
skills. We shall be covering more real-life scenario case studies of what will be required
as an engineer with monitoring knowledge.
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Ssummary

From the beginning of this chapter, our aim has been to be able to use Amazon
CloudWatch Container Insights to perform monitoring and logging. We first started

by talking about the different container orchestration services provided by AWS,

which are Amazon ECS and Amazon EKS. We then went further to explore some of

the features of ECS and the different launch types that exist within Amazon ECS, which
are the EC2 instance launch type and Fargate. We looked at how the monitoring of
containers/applications works in ECS. It involves activating the awslogs driver during
the process of adding a container on ECS. This will make the log driver automatically pull
logs from the container and send it over to CloudWatch Logs and CloudWatch Container
Insights, which gives logs and metrics for both container applications and the components
running the containers.

We then moved on to Amazon EKS, which is another container orchestration service

in AWS. We explained what EKS means and talked about the different components

that make up Kubernetes. We then moved on to talk about monitoring for the different
components, including monitoring for the master node, which involves activating which
particular component of the master node we want to monitor. For the worker nodes, we
demonstrated how to install CloudWatch Container Insights in the Kubernetes cluster, to
be able to collect logs from the containers that are deployed in the worker nodes, which
are eventually sent to Amazon CloudWatch Container Insights and CloudWatch Logs.

In the next chapter, our focus will be on database monitoring and we will see how
CloudWatch integrates with AWS database technologies.

Questions

1. What is the function of AWS worker nodes in a Kubernetes cluster?

2. What do you need to activate in ECS to allow logs to be sent to CloudWatch?
3. What do ECS and EKS have in common?
4

Is there a difference in the monitoring of the ECS EC2 launch type and the ECS
Fargate launch type?
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Further reading

Refer to the following links for more information on topics covered in this chapter:

Understanding Kubernetes architecture: https://www.packtpub.com/
product/mastering-kubernetes-third-edition/9781839211256

ECS basics using Fargate: https: //www.packtpub.com/product /
aws-container-services-ecs-ecr-with-fargate-and-ec2-
video/9781800567580

Getting started with Amazon ECS and Amazon Fargate: https: //www.
packtpub.com/product/amazon-fargate-quick-start-
guide/9781789345018

What are containers and why should they be used? https://www.packtpub.
com/product/learn-docker-fundamentals-of-docker-19-x-
second-edition/9781838827472

Kubernetes command center: https://www.packtpub.com/product/
the-kubernetes-workshop/9781838820756
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6

Performance
Insights for
Database Services

The first facing system users come across in any service is the application they are
interacting with. We spent the previous chapter talking about monitoring in containers.
Since containers are a major part of compute and will continue to be in the future, we
looked at the different types of container services in AWS.

Now that we have understood how to monitor applications that are being run in AWS
compute services, we also need to understand database services and how to monitor
and ensure better availability for them. An application is not complete without the
database serving as the source of truth for all the information that has been collected
by the application.

This chapter will focus on understanding what a database is and what database
management is about. The different types of database technologies and database services
that exist within the AWS ecosystem will also be covered. Then, we will look at the
different scenarios where these different database technologies and services can be used,
and then we will learn how monitoring works for them. Lastly, we will look at a more
holistic case study that will cover both compute and database scenarios.
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We will cover the following topics in this chapter:

« Introduction to database management

 Understanding the different types of AWS database technologies
« Configuring metric monitoring in RDS

» Logging operations in Amazon DynamoDB

« Monitoring events in ElastiCache

« Monitoring Redshift and Amazon DocumentDB cluster status

« Case study on monitoring an RDS database

Technical requirements

Check out the following link to see the Code in Action video:

https://bit.1ly/3cB419F

Introduction to database management

As old as time, man has been storing data in different formats. From writing it on stones
and tablets, to the invention of the quill, reed pen, and ballpoint pens. These instruments
were designed as tools for recording and storing different types of data, for reference

and historical purposes. Fast forward to the 20th century and computers were born,

and they provided us with a new way of storing information. Data in computing is stored
in different formats, and the format that we store this data in is dependent on what we
intend to use that data for.

Database management is a group of activities that involves how data is created, updated,
retrieved, and deleted. It also involves how the data that's been created is secured and
designing proper policies around who has access to the data to do what and when. The
primary activities that are performed in database management go by the acronym CRUD.
Let's take a look:

+ Create: This involves creating new data.

« Retrieve: This involves searching for or querying data that has been created for
viewing purposes.

« Update: This involves making changes to existing data.

+ Delete: This involves deleting or removing existing data.
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Every type of database has these four operations as the bedrock for managing the data that
is stored in them.

Data can be stored in various forms. We could be storing data for various reasons and
for various purposes. For example, there are certain types of data that are stored and
represented in a tabular form. This gives the user a way to understand and assimilate the
data when it is stored in that format. Sometimes, data is stored in text form, which is not
as structured as the tabular form of storing data. This categorizes data storage into three
major categories, as follows:

o Structured data: This is data stored in more of a tabular form.
+ Semi-structured data: This is data stored in a format that is not fully structured.

o Unstructured data: This is data that is neither stored in a tabular form or as
semi-structured data.

These labels, which are given to the method and category of storing data, are used as

an umbrella nomenclature. There are also more technical terms for categorizing data.
These terms are generally recognized by software engineers, system administrators, and
DevOps engineers. Let's match these more technical categories with the categories we
mentioned earlier:

Technical Non-Technical
Relational database system Structured data
NoSQL database system Semi-structured data
Documents and files Unstructured data

Table 6.1 - Technical and non-technical database categories

As we described earlier, the relational database system stores data in a tabular form,

just like structured data. The relational database system keeps data in rows and columns.
To write data, you must create a new row of information containing a couple of fields with
specific names and values to go with them. The following table is an example of how

a relational database system stores data:

First name | Lastname | Gender
John Doe Male
Jane Doe Female

Mary Chloe | Diagboya | Female

Cynthia Diagboya | Female

Table 6.2 - Sample of a relational database
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The preceding table is a logical design of how relational database technology works. It
stores data in the form of rows and columns. Every column has a specific name that is
used to identify the type of data the column collects.

The other database technology we mentioned is a NoSQL database, which falls under

the semi-structured category. This category of data storage was designed to solve the
challenges of following the structural form of data storage. There is certain information
that needs to be collected that is not in a structured form, so there needs to be a storage
format or technology that can accommodate that. This is how the NoSQL database model
was born. It was given the name NoSQL because the programming language that's used by
relational databases is called SQL.

Important note

SQL is an acronym for Structured Query Language. This is the default
language used by most relational database management systems. It is used to
perform the four most basic database operations (create, read/retrieve, update,
and delete). It is also used to define the structure of the table that will be used
to store the data in the database. SQL statements are categorized into DDL

or data description language (for describing the structure of the data to be
stored) and DML or data manipulation language (for performing database
management operations on the data).

NoSQL is anti-SQL, which means it's different from the SQL method of storing data in
a more structural format. To buttress this point, the following screenshot show a sample
of how the NoSQL technology stores data:

{

"firstname":"Chloe",
"lastname":"Sullivan”,
"contact": [ "phone":+12344454542, "address":"44 Downing Street","homephone":"+4455224"]

"gender": "female"

Figure 6.1 - NoSQL format of data storage

The format this data is in is used by most NoSQL database engines. This style of storing
data is called JSON.

Important note

JSON is an acronym for JavaScript Object Notation. It is a method of
representing, storing, and exchanging data across disparate systems.
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The last format of data, known as unstructured data, falls under the category of files and
documents, and is where other forms of representative data is stored. Word documents,
PDF documents, images, and so on all fall under the unstructured data category. This
type of data is hardly usable or readable by machines and for programmatic purposes,
but machine learning is bringing many new techniques with it to make it possible to read
unstructured data written in documents. This can be converted into a semi-structured or
structured data format.

These database technologies are part of the Relational Database Management System
(RDMS) and the NoSQL technology for specific brands that have built database systems
based on these technologies. This is similar to how we have different types of televisions
being produced by different types of manufacturers. There are plasma televisions,
curved televisions, and cathode-ray tube televisions - they are all produced by different
manufactures. So, the RDMS and NoSQL databases have companies that have produced
databases that use those technologies. Some examples can be seen in the following table:

Database Brand Name | Database Technology

Amazon Aurora RDMS
MySQL RDMS
MongoDB NoSQL
Cassandra Database NoSQL
QOracle RDMS

Microsoft SQL Server RDMS
Amazon DynamoDB NoSQL

Table 6.3 - Database brands and technologies

With that, we have gone through some of the fundamentals of databases. This will be
relevant in helping us understand the next few sections of this chapter. In the next section,
we will focus on the database technologies supported in the AWS environment.

Understanding the different types of AWS
database technologies

AWS is an ecosystem of different cloud services for different purposes. The focus of this
chapter is on the database services provided by AWS. The AWS database suite has

a wide array of options for different database technologies, all of which were mentioned
in the previous chapter. These database services cover both RBMS and NoSQL databases.
The AWS services that we will discuss in this chapter are relational database services
(RDSes), DynamoDB, ElastiCache, and Amazon DocumentDB.
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RDS

The RDS service is an umbrella service for all popular relational database services.
AWS used this code name to group different relational database technologies.

The service makes it easy to set up, secure, scale, back up, and monitor relational
databases. This would have been much more difficult if a user were to set up, secure,
scale, back up, and monitor on their own. AWS abstracts all the operational complexities
involved with that. Within the RDS service, you can create the following databases:
Amazon Aurora MySQL, Amazon Aurora PostgreSQL, PostgreSQL, Oracle, MySQL,
MariaDB, and Microsoft SQL Server.

There are various metrics and log information that are generated by an AWS RDS
database. The performance of the RDS database is usually measured by a metric called
DB load (database load). This DB load is an aggregate of various metrics. We will talk
more about this in the Configuring metric monitoring in RDS section.

DynamoDB

This is an AWS propriety NoSQL database service. Like the RDS service, it is a managed
service, which means that AWS handles the operations of the infrastructure concerning
the DynamoDB database. Unlike other databases that have a database and a document
structure, DynamoDB is made up of strictly tables. So, in DynamoDB, you create just
the tables and write data to them. The performance of the database is measured by the
provisioned read capacity and provisioned write capacity. There are other metrics for
measuring the behavior of a DynamoDB table. We will explore all these in more detail
in the Logging operations in Amazon DynamoDB section.

ElastiCache

ElastiCache is a category name for other types of NoSQL databases, and they are
generally called cache databases. The sole reason for a cache database is to improve the
performance of reading data from a database. Traditionally, databases write data into

the hard disk of the computer. So, when an application connects to a database to retrieve
information, that data is retrieved from the database, where this data was written to the
database engine. Due to the nature of hard disks, this can be a little slower than using the
memory of the system.
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Hence, cache databases write and read data from the memory of the system instead of the
hard disk. Memory originally serves as a buffer and communication link between the hard
disk and the CPU. We discussed memory in more detail in Chapter 2, CloudWatch Events
and Alarms, in the Understanding memory in IaaS section. However, cache databases are
designed to be able to write and read data from memory, hence making I/O operations
faster. Amazon ElastiCache has two services within it: ElastiCache for Redis and
ElastiCache for Memcached.

Amazon DocumentDB

This is another umbrella name for document databases in AWS. DocumentDB is

a sub-category of NoSQL databases. Amazon DocumentDB currently supports MongoDB.
MongoDB is an open source NoSQL database that stores data in JSON format. This data is
also called documents, hence the name document database.

Now that we understand the basic concepts behind the different AWS database and cache
services, let's learn how monitoring and performance insights work in these different
databases.

Configuring metric monitoring in RDS

RDS is the codename that AWS uses to group all the relational database technologies

that it supports. In the previous section, we mentioned the database technologies that are
powered by the AWS RDS technology. We won't be covering logging and monitoring for
all the databases in this book, but we will take one of the databases and see how logging
and monitoring works for it. The knowledge and concepts you will learn about here can
be applied to other RDS database technologies; the differences might just be slight in
regard to the terms that will be used to described certain metrics for the different database
technologies.

The first thing we must do before we start monitoring is ensure that we have a database set
up. Use the following URL to create a simple RDS database instance: https://docs.
aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP GettingStarted.
CreatingConnecting.MySQL.html#CHAP GettingStarted.Creating.
MySQL. It will take a couple of minutes for the instance to be created.

If you followed the instructions provided in the preceding link, a database will be created
for you using the default RDS settings. These settings come automatically with the option
to activate Performance Insights. This is a feature within RDS that makes it possible for
us to perform monitoring on all RDS instances.
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There are a lot of metrics to check for in a database, but RDS's Performance Insights

has been well-designed by the AWS team to draw key insights that will give you the
relevant information you need to understand the behavior of the database. The following
screenshot shows where Performance Insights is activated, as well as other monitoring and
logging configurations for our RDS instance:

Performance Insights info

(® Enabling Performance Insights will automatically enable the MySQL Community performance schema.
Learn more [Z.

Enable Performance Insights
Retention period info

Default (7 days) v

Master key Info

(default) aws/rds v

Figure 6.2 - Enabling Performance Insights

The preceding screenshot shows where Performance Insights can be enabled. Log
collection is not activated by default. The next section, just after Performance Insights,
provides a collection of general and error logs from the database option. The following
screenshot shows where enhanced monitoring and logging can be activated:

Monitoring
Enable Enhanced monitoring

Enabling Enhanced manitoring metrics are useful when you want to see how different
processes or threads use the CPU

Granularity

‘ 60 seconds v ‘

Monitoring Role

‘ default v ‘

Clicking "Create database” will authorize RDS to create the IAM role rds-monitoring-role

Log exports
Select the log types to publish to Amazon CloudWatch Logs

[] Error log
[] General log
[C] Slow query log

Figure 6.3 - Enable Enhanced monitoring and Log exports
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Here, we have three options:

 Error log: This is a log that contains every error that comes out of the database
activities.

+ General log: This configuration contains all types of information; from access
information to error logs and other types of logs that capture activities in the
database.

+ Slow query log: This configuration captures every SQL query that took longer than
the expected time. It varies from one database technology to another.

Important note

A slow query log in a database is a SQL query that takes longer than an
expected time. This invariably makes the application connecting to the
database slow to respond to users' requests. In MySQL, a query that takes
longer than 0.1 seconds is termed a slow query and is automatically logged by
the MySQL server.

With that, we have activated the Performance Insights page. It takes a couple of minutes
for the RDS instance to become available. The RDS console gives us some basic metrics
for the RDS instance that has been created. These metrics include CPU, DB connections,
memory, and storage space. To view this dashboard, navigate to the database that has been
created. In that database, click on the Monitoring tab. This will reveal the metrics that

I stated initially, as shown in the following screenshot:

Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
CloudWatch (18) [<] Add instance to compare | I Monitoring ¥ | | Last Hour ¥
Legend: |

Q {12 33> ®
CPU Utilization (Percent) DB Connections (Count) Free Storage Space (MB) Freeable Memory (MB)
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Figure 6.4 — RDS Instance metrics — page 1
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This information is helpful for getting basic insights into the RDS instance that has been
created. Some of the most interesting information in this dashboard includes the number
of database connections that have been made to the RDS instance. There are situations
where another application might not be able to connect to the database anymore. You can
find this out by checking the default number of connections that have been assigned to the
database, as well as the current number of used connections to the database.

Let's navigate to the Performance Insights page. To do that, navigate to the side menu

of the RDS console and click on Performance Insights. On the Performance Insights
page, click on the dropdown with the value Select a DB instance to view the metrics and
select the instance that was created so that you can view the Performance Insights metrics.
This can be seen in the following screenshot:
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Database load

Bar v Slice by wait v
Current activity measured in average active sessions (AAS)

Show max vCPU

Sessions Max vCPU: 2

wait/synch/rwlock/sql/LOCK system v
wait/synch/sxlock/innodb/btr_search
1.5 wait/synch/sxlock/innodb/hash_table

Figure 6.5 — Performance Insights page

The preceding screenshot shows the Database load section, which is a combination
of a couple of metrics that can be found on the side of the graph. These are as follows:

« wait/synch/mutex/sql/LOCK_plugin
« wait/synch/sxlock/innodb/btr_search
« wait/synch/sxlock/innodb/hash_table
« wait/io/socket/sql/client_connection
« wait/io/table/sql/handler

« CPU
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These metrics are combined to form the Database load metric, which gives us a quick,
holistic view of the performance of the database. This makes it easy for database managers,
DevOps engineers, and system administrators to get quick insights and information on
the behavior of the database. Some of the metrics mentioned in the preceding list may be
slightly different from database to database, but the AWS RDS team has carefully selected
the most important metrics that will always form the aggregated Database load metric.

There is more. The database's Performance Insights data can also provide us with other
information about the waits, SQL statements, and hosts in the RDS instance, as well as
the database's users and databases. The following screenshot shows the most used SQL
statement that our application is always sending to the database:

Important note

A wait is an interlude that occurs in a computer processor when it is trying to
access a third-party device. It is the round-trip time it takes the processor to
for something and get a response from the third-party resource. An example
of a resource could be memory or any other external device. Wait can also be
associated with different things, such as I/O wait, CPU wait, and SQL wait.

Top SQL (10)  Learn more [4

Q

Load by waits (AAS)

| -om
Jj -oom
| <00

| <0.01

l 0.02

.02

SOL statements
SELECT "uniqueRef” , “requestlog”, ‘responselog”, "expired” , “expiredOn” , 's..
SELECT "x2° . "isArchived™ , "x27 . “supplier” , "x2° . "transactionRef™ , "x2° ..

SELECT (@ session” . ~auto_increment_increment ™ AS "auto_increment_increment” | ..

SELECT “auto_increment_increment” AS “auto_increment_increment ” , @@...

SELECT "uniqueRef’ , 'requestlog’ , ‘responselog’, e

ZElsamede L

SET “character_set_results’ =7

SELECT ° ,x27, “name’ |, "x2" | “fareBasisCode’ |, "x2°..,
SHOW WARNINGS

UPDATE SET “uniqueRef” =7, “requestlog” =?, “responselog” =?,..

Figure 6.6 — Top operation metrics

Here, we can see the top SQL statement, meaning the most used queries by the application
connecting to this database. We can also see other important information regarding
Calls/sec, Avg latency (ms)/call, and Rows examined/call.
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So far, we have only been talking about aggregated metrics. What about the logs? In Figure
6.3, we showed where we can activate logging in our RDS instance. By default, all the

logs that are generated will eventually precipitate at Amazon CloudWatch Logs. So, let's
navigate to CloudWatch Logs to see the logs our application has generated:

1. Go to the AWS console and navigate to CloudWatch from the Services top
menu bar.

2. Click on the Logs groups link, just below the Logs link in the Amazon
CloudWatch console.

3. For the different log groups, search for the logs group with the name of the RDS
instance that you created. It is usually in the form of /aws/rds/instance/
db-instance-name/log-type, where db-instance-name is the name of
the RDS instance you have created and 1og-type represents the log type, which
could be an error log. Clicking on that link will take us to the log stream(s). Then,
click on the stream to view the logs.

4. The logs will be displayed like so:

Log events
You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more
about filter patterns [A

Viewastext | C Actions ¥

Q Clear 1m 30m 1h 12h Custom [ )

Message

There are older events to load. Load more.

2919-87-17T0@:45:31.587529Z 2 [Note] InnoDB: Sync to disk of "mysql . rds_history  started.
2819-87-17T8@:45:31.587537Z 2 [Note] InnoDB: Writing table metadata to './mysql/rds_history.cfg'
2819-87-17T8@:45:31.587567Z 2 [Note] InnoDB: Table “mysql’. rds_history® flushed to disk
20819-87-17T0@:45:33.683811Z 2 [Note] InnoDB: Deleting the meta-data file './mysql/rds_configuration.cfg'
2019-87-17T0@:45:33.683853Z 2 [Note] InnoDB: Deleting the meta-data file './mysql/rds_history.cfg"
2819-87-17T88:45:33.683858Z 2 [Note] InnoDB: Resuming purge

2819-87-18T8@:45:53.189229Z 2 [Note] InnoDB: Sync to disk of “mysql’ . rds_configuration® started.

Figure 6.7 - RDS log events
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With these logs, you can easily spot issues with the database that might not be visible

on the database performance dashboard. Metrics can also be created from these logs to
reduce the workload of having to look for a specific term or work in the logs. We learned
how to create custom metrics from huge logs so that we can easily pinpoint a specific
metric in Chapter 3, CloudWatch Logs, Metrics, and Dashboard, in the Metrics and
CloudWatch metrics section.

It is also good to note that CloudWatch generates an automated RDS dashboard that has
an aggregate of specific metrics too, just like the dashboard shown in Figure 6.4. You could
create a more unique dashboard from that too within CloudWatch, to help you streamline
the kind of dashboard you want to view from time to time and the metrics you want to set
alarms on.

With that, we are fully covered in terms of understanding what is going on with our RDS
database at any time, by using either the automated dashboard provided by CloudWatch
or by setting up our own Performance Insights. It also important to note that, at the

time of writing, Performance Insights for RDS is not supported for all RDS databases.
Follow this link to learn what database engines and instance types are supported:
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER
PerfInsights.Overview.html#USER PerfInsights.Overview.Engines.

Now that we are done with RDS instance monitoring, let's move on to something in
the NoSQL department. In the next section, we will look at how to monitor Amazon
DynamoDB

Logging operations in Amazon DynamoDB

We have already established that DynamoDB is a serverless NoSQL database engine.
This service is proprietary to AWS, although you can get it as a Docker image here:
https://hub.docker.com/r/amazon/dynamodb-local.

Important note

Docker is a containerization tool used to package applications, services, and
operating systems to make deploying and running the same application in
different operating systems much easier and faster.
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The architecture of NoSQL databases is quite different from the relational database
management system. For DynamoDB, AWS has abstracted a lot of the operational things
that we should be worried about, so our focus on the metrics will be more on the database
layer than the infrastructure running the database. In DynamoDB, one of the most critical
metrics to watch out for is the database's read and write capacities. These determine the
behavior and the availability of your DynamoDB tables. They are measured in Read
Capacity Units (RCU) and Write Capacity Units (WCU). The higher the RCU and
WCU, the more money that's paid for the DynamoDB table. Apart from monitoring the
table for availability, you could also monitor it to understand the money that's been spent
and save more on costs by adjusting capacity provisioning accordingly.

Like every other service in AWS that requires monitoring, Amazon CloudWatch generates
an automated dashboard. The following screenshot shows these dashboards:

CloudWatch: DynamoDB ~ 1h 3h 12h 1d 3d @ custom - Actions ~ Fa- | .2
All resources - Service dashboard v
Get Item Average Latency Put Item Average Latency
Various units Millisaconds
m %54 l
51.6 139 41t . | - 4 l 3 A
AFL’W ) P-w‘ I
. e e *..4.{., ange et gt Banags ln pao
1214 1218 1218 1220 1214 1216 1218 1220
Throttled Requests Sum User Errors Sum
No unit No unit
1 1
05 05
] o
1214 1218 1218 1220 124 12186 1218 1220

Figure 6.8 - CloudWatch automated DynamoDB dashboard

These graphs show the activities on the DynamoDB table and how it has been impacted
over a certain period of time. A period of 1 week has been selected to show the different
table activities.
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One of the metrics shown here is called Put Item Average Latency. It is an operation in
DynamoDB that is synonymous to INSERT INTO in SQL. It is the action of creating new
data in the table. Data in DynamoDB is called an item. This metric measures the average
time it takes (in seconds) to write a particular data or item into the DynamoDB table.

The graphs shown in the preceding screenshot show that it takes about 25.4 milliseconds
to write data into the DynamoDB table. This depends on the table it is writing to. The
right-hand side of each graph shows a legend of the tables, and Put Item Average Latency
varies from table to table. This metric can be helpful in finding out which tables are taking
time to write to and configure an alarm based on a specific threshold. If any Put Item
Average Latency operation takes more than 30 milliseconds

to run, this means there is a problem, because this could impact the speed of the response
of the application.

Another metric I would like us to talk about is Consumed Write Capacity. When

a DynamoDB table is created (follow this documentation to learn how to create

a DynamoDB table: https://docs.aws.amazon. com/amazondynamodb/
latest/developerguide/getting-started-step-1.html), the WCU is
configured, and this is the limit of the write capacity that the table can handle. This
metric helps show the amount of WCU that has been consumed based on what has been
configured. If the WCU that's been consumed is more than what was allocated, this will
affect the performance of the DynamoDB table.

The graph in Figure 6.8 shows the write capacity that's been consumed for different
DynamoDB tables. The highest of them all is about 24. This should be one of the tables
with the - customer label on it. This graph can help you know when you are consuming
high WCU and on which table, and help you plan for it accordingly to avoid downtime
in the application while writing to the DynamoDB table. It can also be a deciding factor
regarding whether you should use capacity autoscaling.

With this, we have entered the NoSQL space of databases. There is another service that is
also in this space, known as the caching database. In the next section, we will learn how
to monitor it. Like the other NoSQL databases, it does not use SQL queries to perform
CRUD operations. But anyway, let's learn how to perform monitoring on this Amazon
ElastiCache service.
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Monitoring events in ElastiCache

Caching is an important aspect of any application. It helps improve the performance of
the application by oftloading certain database I/O operations to the cached database's
storage. Just as we need to understand what is going on with the main database, we must
also understand what is going on with our cache from time to time. We need to be able to
carry out both proactive and reactive monitoring on our cache database engine. Our focus
will be on the Redis option for ElastiCache.

Important note

I/0 is an acronym for Input/Output. It is used to measure the communication
of the input and output operations in a computer. I/O is primarily used in
disks, where I means the Input of information and O means the Output of
information. There is a metric called IOps, which means Input/OQutput per
second. It is used to measure the speed at which data is written to a hard disk
and received from the hard disk.

Just like other managed services, AWS handles the underlying infrastructure that hosts
the Redis or Memcached database. Due to this, we will not be looking at monitoring the
virtual machine that hosts the Memcached engine directly. Instead, we will look at

a mix of the host metrics and the Memcached engine metrics. This is what will form the
graph for the ElastiCache engine. Let's go through the steps of how to view the dashboard
for an ElastiCache (use the following link to set up an ElastiCache cluster: https://
docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/Clusters.
Create.CON.Memcached.html):

CPU Uftilization (Percent) Engine CPU Utilization (Percent) Database Memory Usage Percentage (Percent)
o B3] booktest-001 012 B bookiest-001 1253 B bookiest-001
15 0118 1252
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Figure 6.9 - ElastiCache monitoring dashboard
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From the graphs in Figure 6.9, we can see that there are various metrics on this dashboard.
Each metric gives us different types of insight into the behavior of the ElastiCache engine.
The major resource that's used in the ElastiCache engine is memory. We also talked about
a cache storing data in its memory, which makes it faster to perform I/O operations than
the traditional relational or NoSQL database engines.

Based on this, we can conclusively say that one of the key metrics to always watch out

for in ElastiCache is memory. From the preceding graph, we can see that there are various
memory metrics that we can look at and get insights from. Ensuring that you keep a close
eye on the metrics will help mitigate data loss. Database Memory Usage Percentage

is the most basic of all metrics to watch out for. The consumption measure is shown

as a percentage and tell us the total amount of memory that's used.

Another metric to watch out for is the CPU Utilization metric. Now, ElastiCache
performs other background operations such as creating snapshots (making a backup of
the current running database) that could be memory intensive in some situations, so it
is wise to keep an eye on this and configure alarms to know when the numbers are going
off the roof. Alarms can also be configured for Database Memory Usage Percentage,

so that we know when it has gotten to, say, 80% utilization. In addition to memory, it

is also important to monitor the number of connections that are being made to your
cache database from time to time. If the connections are too high, it will impact the
application(s) connecting to it that need to perform any kind of read or write operations.

Last but not the least, we have the Events section of the ElastiCache console. This serves

as the auditor for your ElastiCache cluster. It gives us details of every event that has
occurred in the cluster over time. It is a good source of information for what has happened
external to the database engine itself. All the other monitoring has been on a dashboard
that picks its data from the cache engine internally, but this is more of an external activity
on the cluster. The following screenshot shows an example of the type of events that occur
outside of an ElastiCache database:

Filter: All Events v|

Source ID ~  Type ~ | Date v | Event
1ew-elastic-cache  cache-cluster Saturday, December 12, 2020 at 6:14:49 PM UTC+1  Cache node 0001 restarted
new-elastic-cache  cache-cluster Saturday, December 12, 2020 at 6:14:45 PM UTC+1  Cache node 0001 shutdown

Figure 6.10 - Events page in the ElastiCache console

The preceding screenshot shows that one of the nodes was shut down and restarted. This
events also takes an audit of scaling information. If, for instance, a new node is added

or deleted from the ElastiCache cluster, that activity is captured in this list. This is not
information you can find on the monitoring dashboard of ElastiCache.
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Now we know and understand the various important metrics for components that need

to be monitored in ElastiCache; that is, memory, CPU, current connections, and

the events of the ElastiCache cluster. Now, we will look at Redshift and Amazon
DocumentDB. Let's learn how monitoring works before corroborating what we've learned.

Monitoring Redshift and Amazon DocumentDB
cluster status

In this section, we will merge two services: Redshift, an AWS warehousing solution, and
Amazon DocumentDB, a service for document databases that are also NoSQL databases.
Redshift is mostly used for running big data and report workloads. Because of the huge
amount of data it works with, it requires a unique type of technology, even though it
comes from the relational SQL technology and has had some tweaks made to it to make
it more efficient for querying terabytes to petabytes of data.

The ability to understand the performance of your Redshift cluster is as important as using
the cluster to run those massive queries. If the queries are taking too long to respond, it is
good to identify that in time and fix it accordingly. It is quite important to note this so that
these issues can be spotted and resolved accordingly.

Amazon DocumentDB is like an RDS database in terms of setup and configuration.

The Amazon DocumentDB service is compatible with MongoDB, which means that

this is an AWS-managed MongoDB server. Due to this, it has all the features of the
normal MongoDB database technology. This time, it is a managed service running in
the AWS cloud, so it is made up of compute and storage resources from the user's AWS
account. Let's look at how to use the default monitoring service and configure additional
monitoring in our DocumentDB cluster.

Important note

MongoDB is one of the most popular document database technologies out
there. MongoDB stores data in JSON format, which is also called documents. It
is a NoSQL database, meaning that performing CRUD operations in MongoDB
is not done through SQL statements. MongoDB has its own query language for
performing CRUD operations in a Mongo database.
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Monitoring Redshift

Redshift, being a data warehouse solution, has a lot of unique functionalities that are not
common to the normal database engine.

Important note

A data warehouse is a large pool or collection of data that is collected from
various sources within an organization. It helps business leaders and managers
make more informed decisions. A data warehouse can also be used to collect

a wide range of customer data so that we understand customer behavior and
help sales personnel perform better due to having a better understanding of the
customer.

Unlike a normal database, which is connected directly to an application and is where read
and write operations are performed regularly, a data warehouse performs more read and
fewer write operations. Complex queries are also run in the data warehouse in order to
retrieve information from the huge amount of data that has been written to it. They are
also used to generate different kinds of reports and are connected to business intelligence
and other analytics tools to produce charts and graphs.

There are two major components of a Redshift cluster that need proper monitoring: cluster
performance and query monitoring. First, let's look at cluster performance in detail.

Cluster performance

This is focused more on the infrastructure that is running the Redshift cluster. This
performance is what determines the behavior of the queries and the Redshift engine
itself. If any of the metrics in cluster performance have any anomalies, this will cascade
into the Redshift engine and affect the queries that are running in Redshift. The main
metrics in cluster performance are CPU utilization, percentage disk space used, database
connections, health status, query duration, and auto vacuum space freed.
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The following screenshot shows the cluster performance dashboard of a Redshift cluster.
All these metrics are important to monitor. A good practice would be configuring the
alarm threshold on all these metrics to ensure that you are pre-informed of them:

Cluster performance Query monitoring Maintenance and monitoring Backup Properties Schedule
Cluster metrics (11)
h e
Q, Search [ tasthour ¥ | [ pataforeverysminutes v | | Average v |
12 > @
CPU utilization Percentage disk space used
Tha percentage of CPU utilization. The percent of disk space used.
100% 100%
S0% 50%
% S ——————— m=—— %
0850 09:00 os10 09:20 0930 0850 0900 os1e 09:20 0930
W Shared W Shared
Auto vacuum space freed Database connections
Space reclaimed by auto vacuum in all tables. The number of database connections to a cluster.
Count
Mo data available. N
0850 09:00 ose 09:20 09:30
 Cluster
Health status Query duration

Figure 6.11 — Redshift Cluster performance dashboard

Now, let's look at query monitoring and see how it differs from cluster performance
monitoring.

Query monitoring

The performance of a system is directly proportional to the code it is given.
Understanding which queries are taking longer than normal is important in helping to
optimize and rewrite faster and more efficient queries.
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One more thing we must mention is Redshift's events and event subscription. This is

a good way to get alarms sent to you when anything happens to your Redshift cluster.
But what is wonderful about Redshift events is that they can send both information and
error notifications. This means you can streamline the notification to receive an error
notification so that you are only alerted by Redshift when something negative happens to
your Redshift cluster. The events that are monitored by Redshift events are put into five
major categories: management, monitoring, security, configuration, and pending. Let's
create an event subscription that will send us an SNS notification when there is a security
issue of some sort:

1. Log in to the AWS management console and navigate to Redshift.

2. In the Redshift console, click the Events icon on the left-hand side of the screen
to reveal a list of clusters that have been created in Redshift (follow this link to
create a new Redshift cluster: https://docs.aws.amazon.com/redshift/
latest/gsg/rs-gsg-launch-sample-cluster.html):

Events Event subscriptions
E Events Last 1 week ¥
EVENTS PER CATEGORY EVENTS PER SOURCE
2 © 1 Configuration events 0 Monitoring events 1 Cluster events 1 Parameter group events
Total Upcoming E
peoming frars 1 Management events 0 Security events 0 Snapshot events 0 Security group events
cvents events
0 Scheduled action
Q All categories v All sources v 1 &
Date Time Event
Today 4 minutes ago (@ Amazon Redshift cluster 'basic-cluster” has been created at 2020-12-31 19:52 UTC and is ready for

Figure 6.12 - Redshift Events page

3. Click on the Events subscriptions tab to see a list of events subscriptions and
where we can also create an event subscription. Click on the Create event
subscription button.
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4. Fill in the form by writing the name of the event subscription. Then, select the
source type. For our example, we will use All. For the categories, select the option
management from the drop-down list.

5. Under Subscription Actions, choose the Enable option to enable this subscription
and select the SNS topic you wish to use to receive notifications from. If you do not
have an SNS topic created initially, use the following link to create a topic that sends
emails: https://docs.aws.amazon.com/sns/latest/dg/sns-email-
notifications.html.

6. After selecting the SNS topic, click on the Create event subscription button.

7. 'This will create the subscription in the list, and if any of those security events occur

in the Redshift cluster, you will be notified accordingly.

You can get more metrics and graphs when you go to the CloudWatch console and go to
the Redshift automated dashboard. Now, let's look at Amazon DocumentDB and see how
monitoring works there.

Monitoring an Amazon DocumentDB cluster

Amazon DocumentDB is a managed service, so we are not so concerned with the
underlying infrastructure running the DocumentDB cluster, but more about the metrics
and graphs displayed to us on the AWS console. This dashboard contains default
fundamental metrics such as CPU utilization memory and disk utilization. But our focus
here will be on a new set of metrics that are peculiar. We can also view the metrics and
graphs for these by performing the following steps:

1.
2.

Log in to the AWS management console and navigate to Amazon DocumentDB.

Click on the DocumentDB that already exists or go to https://docs.aws.
amazon.com/documentdb/latest/developerguide/get-started-
guide.html#cloud9-cluster to create a sample DocumentDB.

Then, click on the Monitoring tab, which is part of the options when you click on

a running DocumentDB cluster (follow this [] to see how to create a DocumentDB
cluster), just after the Configuration tab. Here, you can view the different graphs for
that DocumentDB cluster, as shown in the following screenshot:
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Figure 6.13 — Amazon DocumentDB dashboard

in different databases in this chapter. Scrolling down a little more will take us to
more graphs that are specific to Amazon DocumentDB, as shown in the following

screenshot:
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Figure 6.14 - Amazon DocumentDB operations graphs

This shows us the common CPU and memory metrics we have been talking about
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Here, we can see the operations graphs for DocumentDB. These are specific metrics
showing the behavior of the read and write operations of your DocumentDB cluster. It
also shows you information about documents that have been deleted and a count of what
has been inserted into your DocumentDB.

You can also enable logging for your DocumentDB while creating the DocumentDB
cluster. If the DocumentDB instance is already created, no problem. Use the following
steps to activate logging on the DocumentDB instance. Select the DocumentDB cluster
and click on the Modify button to apply these changes. Then, scroll down to the Log
exports section, as shown in the following screenshot:

Log exports

Select the log types to publish to Amazon CloudWatch Logs
Audit logs
Profiler logs

IAM role

The following service-linked role is used for publishing logs to CloudWatch Logs.

RDS Service Linked Role

(@ To enable auditing, ensure that both exporting auditing logs to Amazon CloudWatch is enabled and the
Cluster Parameter "Auditing” is enabled.
Learn more [

Figure 6.15 — Activating Log exports in DocumentDB

Click the checkboxes for Audit logs and Profiler logs to activate them. Note that, by
default, this will send the logs to Amazon CloudWatch logs. When you're done, click
Continue (if you are modifying an existing DocumentDB cluster) or Create cluster
(if you are creating a new cluster).

With this, we have learned how to configure logging for our DocumentDB cluster, as well
as how to monitor the cluster with the graph that is generated from the DocumentDB
console. You can view more metrics in the CloudWatch automated dashboard for
DocumentDB. Navigate to CloudWatch and select DocDB from the list of services in the
CloudWatch management console to do so.

WOW! eBook
www.wowebook.org



Case study on monitoring an RDS database 171

Case study on monitoring an RDS database

Johnson, who is the solutions architect of ABC enterprise, has finished a meeting with

the engineering manager. That day was Black Friday, and many of the users coming to the
website are going there for the first time, so there are going to be a lot of login operations
connecting to the RDS database. They are observing a lot of funny things happening in
production, including huge memory consumption in the RDS database. You have been
able to confirm that there are lots of database connections, but you are not sure why,
although the memory consumption from the dashboard also shows that there is a huge
use of memory. How can you figure out, from the SQL queries alone, the most used
queries and recommend a re-architecture of the application to help improve the reliability
of the system?

Solution

To figure out what is wrong, we need to pull up the Performance Insights page of the
database. With that, we can view the top SQL queries that are being sent to the database.
Since it is Black Friday, and most customers are new, there is a chance that there will be
lots of login operations going on with the database. Now, RDS databases do not perform
very well when the login operation is at that level, so a good recommendation would be
to move that to a cache database such as Amazon ElastiCache, which will handle that
amount of login load and run other, more transactional operations on the RDS database.

Summary

Databases are the source of truth for every application. The availability of your database
to be able to receive both write and read requests determines the life of your application.
Losing data in any aspect of your database for reasons such as unavailability is
unacceptable at all levels. Monitoring your database helps you understand the behavior
of your database from time to time. We have spent time in this chapter looking at the
different database technologies that exist; that is, the relational database management
system and the NoSQL database system. We have also spent time looking at how these
categories have related AWS services, such as RDS and DynamoDB, ElastiCache, and
Redshift.
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We also went further and looked at how monitoring works for each of these components.
We looked at the DB load, which is the main metric in RDS, and we established that

it is an aggregate of different metrics but gives you a bird's-eye view of the database's
performance. We also looked at key metrics that determine the behavior of your
DynamoDB table.

Next, we looked at ElastiCache, which is a type of cache database, and we also looked
at the graph in Figure 6.9 and analyzed the importance of the memory metric on the
ElastiCache database. Lastly, we talked about Redshift monitoring and what to look for
when we need to understand the behavior of our Redshift cluster.

We hope this chapter has been able to equip you with the right knowledge and skills

to understand the behavior of your database at any point in time, and to know where

to look when monitoring the different database technologies in your AWS workload.
Note that managed databases are made up of three major parts that must be monitored:
the compute resource, the storage resource, and the database's performance and response
to applications connecting to it.

In the next chapter, we will be looking at monitoring from another perspective, which is
from the angle of serverless applications. We will explore AWS services such as Lambda
and step functions and learn how to monitor applications built with those services.

Questions
1. What metric is the most important in RDS for measuring database performance?
2. Which database technology matches with a NoSQL database?
3. How do you monitor DynamoDB tables?
4

There are CPU or database operations that require some delay before they can
complete. What is the technical name for this delay?
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Further reading

Please refer to the following links for more information on the topics that were covered in
this chapter:

DynamoDB with Boto3: https://www.packtpub.com/product/
rds-postgresql-and-dynamodb-crud-aws-with-python-and-
boto3-video/9781838649722

Introduction to AWS RDS: https://www.packtpub.com/product/
aws-masterclass-databases-in-the-cloud-with-aws-rds-
video/9781789539127

Why Redis?: https://www.packtpub.com/product /mastering-
redis/9781783988181

Getting Started with DynamoDB: https://www.packtpub.com/product/
mastering-dynamodb/9781783551958

Introduction to NoSQL in Azure CosmosDB: https://www.packtpub.com/
product/guide-to-nosgl-with-azure-cosmos-db/9781789612899

Introduction to MongoDB: https://www.packtpub.com/
product/mongodb-essentials-a-complete-mongodb-guide-
video/9781789952438
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7

Monitoring
Serverless
Applications

The previous chapter exposed to us the different ways of monitoring different AWS
database technologies. We went from relational to non-relational databases, also called
NoSQL databases. We then moved on to the cache database, and for that, we worked with
Amazon ElastiCache, Redshift, and Amazon DocumentDB, and saw the different graphs
that are generated automatically and the important metrics in these graphs that we should
pay close attention to.

This chapter is going to take us on a new ride. We will be introducing the concept of
serverless and talk about monitoring on some select AWS serverless services. We shall
clarify the difference between serverless and managed services, which can be confusing
in a lot of cases, but we shall demystify that in this chapter. Then, we shall introduce
endpoint monitoring, which we talked about in Chapter 1, Introduction to Monitoring.
It is a type of reactive monitoring that responds after a failure has occurred. We shall
configure the monitoring using a CloudWatch Synthetics canary.
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We shall move further to look at other serverless services, such as Simple Notification
Service (SNS), Simple Queue Service (SQS), and Amazon Step Functions, which are
serverless services used to develop different types of applications for different use cases.

We will cover the following topic in this chapter:

Introduction to serverless

Differentiating between serverless and managed services
Monitoring Lambda function metrics with Amazon CloudWatch
Endpoint monitoring for API Gateway and other applications
Monitoring SQS and SNS on Amazon CloudWatch

Monitoring Step Functions using CloudWatch alarms

Case study on Lambda tracing with Amazon X-Ray

Technical requirements

To be able to accomplish the technical tasks in the chapter, you will need to have the
following technical pre-requisites:

A working AWS account (you can opt for the free tier, which will cost $0/month
for 1 year)

Basic knowledge of serverless (https://aws.amazon.com/serverless/)

Basic understanding of messaging and queues (https://aws.amazon.com/
sgs/)
Basic understanding of state machines (https://docs.aws.amazon.com/

step-functions/latest/dg/amazon-states-language-state-
machine-structure.html)

Check out the following link to see the Code in Action video:

https://bit.ly/30vPJ4b
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Introduction to serverless

As much as it is a buzzword, the term serverless has been used in more ways than you
can imagine. But what is serverless? Why would anyone want to go serverless? Before
we talk about something being serverless, let's understand what a server is. In Chapter
4, Monitoring AWS Compute Services, we talked about monitoring compute services,

so an example of a server is an EC2 instance. In the EC2 scenario, you will be in charge
of performing operating system updates, security patches, network security, scaling of
applications deployed in EC2 instances, and every other operation you need to perform
to keep the application up and running.

What serverless means is that you do not have to worry about all the operational

work involved in managing the server. In serverless computing, you focus only on the
application that has been built and deployed. You do not have to worry about scaling the
server; the serverless design performs the scaling based on the traffic that the application
has and does it on demand. Serverless can scale up during load and scale down when
the traffic has dropped. This makes serverless a go-to service for start-ups and large
enterprises alike, as it cuts down on the Operational Expense (OpEX) by almost 90%
and also ensures that your applications that are deployed in a serverless architecture are
reliable, available, and highly efficient.

Apart from serverless compute, there is also serverless storage. The concept of not having
to manage any storage infrastructure also comes into play here. In serverless storage, you
do not have to manage the underlying infrastructure that stores data. You also do not have
to worry about scaling the storage of data. In some cases, you can have almost unlimited
storage. Amazon S3 is a serverless storage service that can be used to store any kind of
file/object data. S3 has no limit to the amount of data it can store. Terabytes to exabytes

of data can all be stored in Amazon S3, and you never get a sense of it getting filled up.
You also do not have to worry so much about the integrity of the data stored in S3.

This same concept of serverless and oft-loading operational complexities from the

user is the whole goal behind serverless. With this model, software engineers, system
administrators, and DevOps engineers can focus more on the reliability and availability
of the application more than focusing on both the application and the infrastructure when
you oversee hosting and managing the full setup end to end.
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Some of the most popular AWS serverless services are as follows:

o AWS Lambda

» Step Functions

e Amazon S3

o Amazon Elastic File System (EFS)

e DynamoDB

 Aurora Serverless for MySQL/PostgreSQL

» Amazon Kinesis

o AWS Glue

« Amazon Sagemaker

o Amazon QuickSight

o All the AWS machine learning services
Each of these services is used for various cases from application hosting and database

storage to network and object storage, extraction, transformation, and loading (ETL)
for data engineering, and machine learning and artificial intelligence (AI) services.

Since we now understand what serverless is, let's try to debunk a confusion that looms
around the tech world that could also be confusing in this book. The next section is going
to clearly explain the difference between a managed service and a serverless service.

Differentiating between serverless and
managed services

We have been talking about the concept of managed services in this book. In the previous
chapter, we discussed the different database services in Relational Database System
(RDS). In a managed service, though you do not have direct access to the infrastructure
hosting the service, you are given the liberty to configure the scaling needs and to perform
system patch updates yourself. You also have to learn how to configure, manage, and
maintain replication in the database.

In a serverless database, you have no such worries about how it is going to be scaled.

You configure the initial capacity units you need for the application. As the demand for
more database infrastructure units is needed, the serverless database scales automatically
without the user having to make any application code changes.
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While in a managed system, a change or upgrade from the current version to a new
version could lead to downtimes of almost 8-10 minutes before the new changes or
upgrades. You are also in charge of security patches that need to be applied to the
database, which could also take a couple of minutes for the new update to be applied
to the database.

In serverless, you do not have to worry about security patches and updates to your
database. All of this is managed automatically for you by AWS, hence cutting oft
downtime during upgrades and allowing the AWS team to make modifications and
changes to the database with no downtime noticed in the database.

In a nutshell, the scaling of application requests and security of the services is what
serverless gives, but for managed services, you might have to perform some operational
work to get the database up and running again.

We now understand the difference between serverless services and managed services. The
next step is to look at the monitoring of applications deployed in a serverless compute
service. We shall begin by looking at monitoring in an AWS Lambda function.

Monitoring Lambda function metrics with
Amazon CloudWatch

AWS Lambda was the first serverless application service built by AWS. When developers
build an application, the next thing they need is a server provisioned for them with some
specifications for CPU, memory, and disk at least. Now, the system administrators and
DevOps engineers are tasked with ensuring the infrastructure that has been provisioned
is enough to keep the application running. If for any reason more resources are needed,
then the onus is on AWS to provide that infrastructure to avoid any downtime on the
application running within the server that has been provisioned.

This has made operations teams grow larger because the more customers and users the
company acquires for the application, the more engineers will need to be employed

to manage the scale of the application, both from the development and operations
perspective. It requires operations engineers that understand how to design and plan

for an application that scales from hundreds to thousands of users and understand how
to handle failures effectively, as well as operating system upgrades, patches, and strategies
to increase resources without causing downtime for the users of the application.

WOW! eBook
www.wowebook.org



180 Monitoring Serverless Applications

Important Note

Operations engineer is the general term used for engineers who manage,
secure, scale, and set up software infrastructure. Operations engineers

are system administrators, security engineers (application, network, and
infrastructure), database administrators, DevOps engineers, infrastructure
engineers, DevOps analysts, and more. Their role is quite different from the
software engineer/software developer.

This could be a lot of skills required for a single person or team. Hence, the AWS Lambda
service cuts down these operational complexities by 70-80%. When using Lambda to
deploy and run applications, you do not have to worry about managing any servers

or scaling infrastructure. All you need to do is deploy the written application into the
Lambda function and the services take care of the rest. Although you might need to
allocate the amount of memory your application will need to run, that is the only major
resource that needs to be configured. The rest is history. You sit back and relax, and AWS
takes care of the rest of the operational work involved in operating patching, security, and
scaling. This reduces the workload on the operational team.

Hey, before we get caught up in all the beautiful things we can do with Lambda, our

book is focused on monitoring, so let's switch gears here. Now, monitoring is part of the
operational tasks for the operations engineers. But Lambda functions are quite different
from the other compute services we discussed in Chapter 4, Monitoring AWS Compute
Services, and Chapter 5, Setting Up Container Insights on Amazon CloudWatch. This also
means that monitoring for Lambda functions will be different. We do not have access

to the server used in Lambda because it is serverless. But we still need to monitor our
application to know what is going on from time to time and configure metrics and alarms
that will help give insights and send a notification when any kind of anomaly is discovered
in the application behavior.

Lambda, in conjunction with Amazon CloudWatch, has a rich set of methods for
monitoring the behavior of your Lambda application. You are also able to view both the
application logs of the application running as a Lambda function and the logs of the
service itself running the application. The reason it is called a function is that that is

the basis for which the application runs. The application starts from a function that we
call the handler. This starts the application. Lambda functions run for a short period of
time and give a response within that period. The maximum time a Lambda function can
run for now is 15 minutes. When a function starts, it is called an invocation. Functions
are triggered by various means: EventBridge, API Gateway, AWS IoT, application load
balancer, CloudWatch Logs, CodeCommit, DynamoDB, Kinesis, Amazon MQ, MSK, S3,
SNS, and SQS.
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The most basic metric in a Lambda function is the invocation count. This is the count

of the number of invocations made by the function. This means how many times the
application has run. Remember that Lambda does not run on its own; it needs to be
triggered to run the application code that has been deployed to it. The Lambda console in
the AWS management console has a monitoring tab for every function that is created.

To view the basic metrics of a function, use the following steps:

1. Login to the AWS management console and navigate to Lambda. This will take us
to the Lambda console.

2. Click on the function if you already have one. You can create a simple Lambda
function with the following guide: https://docs.aws.amazon.com/
lambda/latest/dg/getting-started-create-function.html.

3. Click on the Monitoring tab, just after the Permissions tab. This will show the
graphs and metrics for your Lambda function, as in the following screenshot:

Configuration Permissbons Manitoring

CloudWatch metrics.

The mitrics shown 30 for the ungualified function enly, To view metrics for 3 specific function version or allas, choose 3 qualifer.

Invocations
Cownt
"

Duration
HiBsecands
2

e

Wiew traces In X-Ray [ | Wiew logs In Clowdwatch [ | WView Lambda insights [ |

Add to dashboard Th 3h 1zh 1d 3d Tw custom (1Sme) - | D |-

Error count and success rate (%)
Cownt Ha une

1 100

. I P os e
ojm oafn om wm aym oo o /a1 o oo L] »ojon
B ocatians . ® Curstion & [} [ T2  succes rate ™
Throttles Async delivery failures IteratorAge

1

o o
o1 oafan o7 o oo o4 oo AL o1 oafan o7 o

Figure 7.1 - Lambda function monitoring console

Looking at the preceding screenshot, we can see a couple of metrics and graphs that can
help give us some insight into the characteristics of the Lambda function. The first graph
has the label Invocations. This is the number of invocations that your function has made
since its creation. This is a count of the number of times the function has been triggered
or called.
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We already mentioned that a Lambda function has a maximum of 15 minutes to run

a function. The next metric shows you how long a function is taking to run. Now, one
thing that makes this metric important is to know how long a task is taking so that the
code could be optimized to reduce the time if it is taking too long. You might want to
increase the time to the maximum, which is 15 minutes. But when your application needs
to either read/write to a DynamoDB table, it should not take that long. So, this graph can
show us if a function is taking too long to run and we can figure out what could be causing
the problem.

The next metric is Error count and success rate. This graph/metric is an extra step up
from the invocation count. Every Lambda trigger leads to the function code running.

So, either the code runs successfully or the code has a bug and it fails. This metric helps
you to know the number of times the function ran successfully or failed. The rate of error
or success is measured in percentage, so you can easily spot the percentage of failure or
success your Lambda function has attained. When there is a failure, you can dig deeper
from the failure in the graph into the logs of the application.

Lambda sends the logs of your application to Amazon CloudWatch and aggregates

them neatly into CloudWatch log groups with the format /aws/lambda/ [name-

of -function], where [name-of-function] represents the name of the Lambda
function that has been created. When you click on the log group, you will be able to see
the log stream (each stream contains the day in which the log has been collected), and
clicking on the log stream will eventually show the log data for the function. The following
screenshot is an example of a log from an AWS Lambda function:

Log events

You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns [

View as text G Actions ¥ Create Metric Filter

Q, Filter events Clear 1m  30m 1h 12h Custom [ &

> Timestamp Message

Mo older events at this moment. Retry

> 2019-83-38T23:01:25.7164+81: 80 START RequestTd: 2dceboe@s-53f1-482b-be2b-6fblazech@ic Version: $LATEST

[ 4 2019-93-20T23:01:25.716401: 09 Unable to import medule “billing/billing’: No module named ‘requests’

[ 3 2019-93-38723:81:25.716+01: 80 END RequestId: 3dcebsss-53f1-482b-be2b-6fbla3achaic

» 2019-03-38T23:01:25, 71648189 REPORT RequestId: 3dcebsec-5i3fl-agib-bezb-ofblazecbesc puration: e.38 ms gilled puration: 1ee ..

No newer events at this moment. Auto retry paused. Resume

Figure 7.2 - Lambda logs in CloudWatch Logs
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The preceding screenshot is a sample of a log from Lambda. The actual log to look at is the
second line, which states Unable to import module 'billing/billing': No module name
'requests’. That is the actual application log. For an application running in production,
there is going to be a long list of logs. Logs being created here does not necessarily mean
that the function failed but depends on how the developer decides to configure logging

in the application. Most times, the default logging function is used for the programming
language, or a print to send the output. The CloudWatch logs serve as the stdout for the
programming language.

Important Note

stdout, also known as standard output, is the default output where messages
and information are made visible to the user in the Unix/Linux terminal.
Whenever an echo command or print command is used either in Linux
Bash or Python programming, that signal is sent to the stdout, which is what
makes it visible to the user.

There are many ways to understand what is going on with your application running in
AWS Lambda. We have talked about the graphs/metrics and showed where we can find
the logs of the function. The last concept that is used to understand the behavior of your
Lambda function is called observability. Observability comes from the word observe.
This is the senior brother of monitoring. Now, from the beginning of this book up to this
point, we have been showing you how to monitor what is going on in your application
after it has happened, which is what logs and metrics are doing for you. What about seeing
what is going on with your application in real time and quickly reacting to it before it
becomes logs that you have to react to after it has happened?

Let me introduce you to observability. Observability of your application is being able

to follow your application as it is working and see things as they happen, the ability to see
the internal states and workings of your application during run time. It is built on these
three pillars:

o Tracing
o Metrics

» Logs
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With these three concepts, you can understand deeper what is going on with the system
from the inside. The AWS service that makes this possible is AWS X-Ray. This service can
trace requests moving across the different application services or Lambda functions that
are running. By embedding the X-Ray SDK in your application, you can get a map of the
application architecture and trace the path of every request made to the application. This
makes it easy and fast to locate failure across a route of requests. AWS X-Ray can show the
request coming from the user/customer and how it moves from function to function and
the destination.

Lambda Insights is another method that can be used to monitor your function. It is

a feature that was recently launched in CloudWatch. It gives deeper insights than the
previous graphs you have seen in the Lambda console. If you need to get an understanding
of what each Lambda function is costing and easily isolate performance problems, then
Lambda Insights is the best tool to use.

We have learned about logging, graphs, and metrics in CloudWatch for Lambda functions.
We have also seen the different ways of monitoring and observing our Lambda functions.
We have also used the medium to introduce observability and understood what makes it
different from monitoring.

It is time for us to talk more about a part of monitoring we introduced in Chapter 1,
Introduction to Monitoring, when we talked about types of monitoring. Let's go to the next
section and talk about endpoint monitoring and see how it can be configured for not just
API Gateway but any application running on the HTTP protocol.

Endpoint monitoring for APl Gateway and
other applications

We have been talking about metrics, logging, and being able to see what happens, and
configuring alarms based on the logs and metrics generated from the logs. This method
of monitoring is good but could take a while to configure and get up and running. There
is another type of monitoring that gives an immediate response to the availability of your
system. While logs and metrics give you internal information, endpoint monitoring gives
you external feedback based on what users and customers are experiencing. It is very
possible for your application to be running smoothly, with no logs and no bugs, yet your
users and customers will not be able to use the application because they cannot access it.
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Endpoint monitoring is the technique of sending pings intermittently to your application
URL or endpoint to get feedback about whether it is up and running. This technique, on
a basic level, rides on the HT'TP protocol status codes.

Important Note

HTTP is an acronym for HyperText Transfer Protocol. It is the protocol used
to transmit text, images, video, and other multimedia content over the TCP/IP
protocol or the internet. It comprises a request/response scheme. The request is
sent by an application to a server and receives a response. The application could
be a web browser requesting a website; the response is received from the server
and the website is displayed in the browser.

The HTTP status codes are a way of knowing whether a request was sent successfully

or not. We have established that HTTP is a request/response paradigm. But not every
request sent comes back successfully. When the response is returned, it comes with certain
information that makes us know what caused the failure of our request. These issues have
been categorized into a set of status codes. The following table shows the HTTP status
codes and the codes that mean success and the ones that mean failure:

Status Code | Technical Meaning Literal Meaning
200, 201, 202 | Success Everything is working fine.
301,302 Temporary/Permanent Redirect | Everything is working fine.
401 Unauthorized Access You do not have the right access.
404 Not Found Application has a problem,
a specific file/path is not found.
501, 502, 503 | Server Error Something is wrong with the
web server.

Table 7.1 - HTTP status codes

WOW! eBook
www.wowebook.org



186 Monitoring Serverless Applications

This can be used as a reference to know whether a request is successful or it has failed.
These response status codes are not visible to the user in the browser; instead, they
are injected in the HT'TP header payload. The following screenshot shows HTTP
response headers:

* General

Request URL: https://ssl.gstatic.com/gb/images/a/99be7c5086.png
Request Method: GET

Status Code: @ 200

Remote Address: 216.58.223.227:443

Referrer Policy: origin

¥ Response Headers
accept-ranges: bytes
age: 198498
alt-swc: h3-29=":443"; m3=2592800,h3-TA51=":443"; ma=2592008,h3-0a50=":44
3": ma=2592080,h3-0846=":443"; ma=259200@,h3-0843=":443"; ma=2592088,quic
="1443"; ma=2592009; v="46,43"
cache-control: public, max-age=31536880
content-length: 4683
content-type: image/png
cross-origin-resource-policy: cross-origin
date: Wed, 23 Dec 2020 14:43:86 GMT
expires: Thu, 23 Dec 2821 14:43:86 GMT
last-modified: Tue, 22 Oct 2819 18:15:08 GMT
server: sffe
vary: Origin
x-content-type-options: nosniff

x-xss-protection: 8

Figure 7.3 - HTTP response payload

This understanding of HTTP status codes is what we are going to use to explain how the
endpoint monitoring service in AWS works. This service is called AWS CloudWatch
Synthetics canaries. It is part of the Amazon CloudWatch service. What Synthetics
canaries do is perform intermittent HTTP calls to your application and get a response.
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If it receives the 200 status code from calling your application, then it means the
application responded appropriately. If there is any other status code that is not around
2xx (200, 201, 202), then it means the application/server did not respond well, meaning
something is wrong with it.

Important Note

Endpoint is a generic name used for a Universal Resource Locator (URL)

or website name. It is usually used for the paths that are associated with an
Application Program Interface (API). But it can be used as a generic term for
any URL whether it uses HTTP protocol or not. For example, the endpoint/
URL for the Packt Publishing website is www . packtpub . com.

Synthetics is able to do this via a schedule and a Lambda function configured inside of it.
In that way, it sends HTTP requests to your URL or endpoint and does this based on the
schedule that has been configured for it. The service is fully serverless; there is no server
management or crontab configuration for scheduled operations. There are different kinds
of canaries, but we shall be setting up a basic canary that will monitor the official website
of Packt Publishing, which is www . packtpub . com. To create a canary to monitor the
uptime of that URL, we shall use the following steps:

1. Log in to the AWS management console and navigate to CloudWatch.

2. In the CloudWatch console, go to the bottom-left sidebar and click on Canaries
under the Synthetics option, as shown in the following screenshot:

ServicelLens
Service Map
Traces
Container Insights [ZJ
Resources
Performance Monitoring
Lambda Insights [E3
Performance Monitoring
Synthetics
Canaries

Contributor Insights
Settings

Figure 7.4 — Navigating to Synthetics canaries

This will take you to the Canaries dashboard.
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3. Click on the Create canary button on the screen to create a new canary. There are
various options for creating a canary. We shall stick to the first option, which states
Use a blueprint. We shall also be doing Heartbeat monitoring.
4. The next step is to enter the name we want to call the canary. For our example,
we shall use the name monitoringpacktsite.
5. The next box asks for the application or endpoint URL. We shall put the URL for the

Packt Publishing website, which is packtpub . com. Please note that you can put

any URL here that you wish to monitor:

Create canary o

To get started, choose how you would like to create your canary.

o O O
Use a blueprint Inline Editor Import from 53
Work from a template script Edit inline or upload your Use existing scripts from 53
own scripts
Blueprints
Heartbeat monitoring [o] API canary O Broken link checker O

Run a basic page load on a single URL. Monitor your APIs as HTTP steps.

Run a basic web crawler on designated
URL.

GUI workflow builder @]

Canary Recorder O

Use the AWS Canary Recorder plugin. Create a GUI workflow with actions to

perform.

Canary builder

Name

‘ monitoringpacktsite

A name consists of up to 21 lowercase letters, numbers, hyphens or underscores with no spaces.

Application or endpoint URL Info

‘ https://packtpub.com

Enter the endpoint, API or url that you are testing.
Screenshots

Take screenshots
Screenshots will be visible on the canary detail screen for each canary run

Figure 7.5 — Creating a canary
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6. By default, the canary takes a screenshot of the page, so we shall leave that default

Canaries

Status

option. Scrolling down shows the Lambda function that the Synthetics canary will
be using to ping the endpoint. The next option scrolling down is the schedule. The
default schedule is 5 minutes, which means that the website will be called every

5 minutes to check whether the status code returns 200. To help figure things out
faster, the time can be reduced to 1 minute.

We shall leave the other options and scroll to the bottom and click the Create
canary button.

A canary takes a while before it is created. When it is created, it will need to send
requests to the endpoint for a while to receive data that it can show in the canary
dashboard.

The following screenshot is the canary dashboard for the one we just created:

Canary runs

Tha status ditribution of turversly naeeing canares Fach data paint s 3 sggregate of rums fer 3 usgle canary. Howee for dataits. Click 3ad drag plot ses 12 oom,

[+}

B @ 8 8 8 8 8 8 8 8 88 88 08 S8 S S 888 E S S e e e e e
o )
o

EISAM EIOAM  B4SAM  SOD0AM  TASAM  GI0AM S5 AM  (O00AM  IRISAM  I00AM  104SAM  (I00AM

® Fused (1) @ Fased ® Pasved @ Failed

Canaries (1) TR oo |

Wiew all vl <1 @

v Last run L Success % ¥ Created v State L Runtime version L Alarms

monitceingpacktsite @ Passed 100%  Dex 252020 Running syn-nodejs-2.2

Figure 7.6 — Canaries dashboard
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8. In the preceding screenshot, we can see that the canary has run for a couple of
hours, and the results say Passed, meaning that the website is up and running and
has returned HTTP status code 200 over that time. We could go deeper and see
more interesting information. So, I will click on the monitoringpacktsite canary
name to view more information. On the details page, click on the Monitoring tab
to view monitoring details about the canary:

Canary metrics for selected time range info

Duration Failed canary runs

198 -

rrrrrrrr

e A N’MV\.-IJ\"W‘\,. NN M\O\AJ\,\,-\{AW“\J

60k

0730 0745 0RO ORVE  ORI0  OR4S 0900 OS5 OS50 0845 W00

8 Dwration Bk Expected duration

Ok (2xx)
Counnt

EWJ:J.HVWW Ul /‘ Ll L m ,A“ il

OT15 OTE0  OR4S  OE00  OE1S  OED0 OB 000 ORAS  0R30 0945 000

I s ot Yaz craant

143

[,,N\JHVH N“.vll'\lvlww

th 3h 1zh 1d 3d Tw cstom -

Errors (dxx) Faults {5xx)

0 0

Canary requasts dxx count Canary rquests Sx count

Success percent
Percers

[t

100

s
%

W Success percent

Errors (4xx)

0730 0745 O0RO0 OIS DRSO  0R45 0900 O0BIS 0930 09SO

0715 OT30 0745 000 OBA5  0B30 0G4S 0900 095 0930 oS

B Fanars eocumty dics crusst

Figure 7.7 — Canary monitoring metrics

W00

The screenshot shows more details about the canary. There are lots of metrics here, but
the two graphs/metrics take quite a lot of the attention here. First is Duration, which
shows us how much time in seconds it takes the web page to load completely. This metric
is important for frontend engineers and website designers so that they can know how to

optimize the website to load faster. The time showing here is about 19.8 seconds.

The second is the Ok (2xx) metric, which is the metric that shows the count of status
2xx status codes that have been received. 2xx, by the way, is used to represent any status
codes in the range of 200-299, which are all deemed to be successes in the definition of

HTTP status codes.
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Endpoint monitoring with Synthetics canaries makes it easy to configure monitoring

for APIs and HTTP endpoints. It is also quite easy to configure for any URL. This means
that a Synthetics canary can be used to monitor the availability of a website and can go
further to tell you how long it takes your website to load. The next step is to look at the
monitoring of other serverless services. We shall look at how to monitor and know when
our messages do not send in SNS and learn about queues in Amazon SQS.

Monitoring SQS and SNS on Amazon
CloudWatch

SQS and SN are similar services used generally as messaging services. SQS is mostly
used for application messaging while SNS is mostly used for application-to-device
messaging. In most cases, it can be confusing for users to know when to use which service.
So, when you want to perform an asynchronous task in an application, SQS is the right
service. But when you need to send an email, SMS or request to a HTTP endpoint, SNS

is the right option to choose.

Important Note

An asynchronous task is one that does not give feedback immediately. It

is usually used when performing batch processing or a huge number of
transactions. Those transactions are queued in a messaging system and the
transactions/requests are processed intermittently. An example is in the
payment of staff salaries; the payment does not come in immediately for
everyone, but instead it comes in batches.

SQS is a distributed message queuing service for storing transactional messages to be
processed asynchronously. It is a managed service, meaning that AWS is in charge of
scaling and securing the service. But to ensure that SQS is running efficiently, we need
to monitor it and be able to know when there are issues with our SQS service.

When you create an SQS queue, the service automatically generates a dashboard based on
the instance of the SQS service that has been created. To view monitoring metrics for the
queue, click on the queue itself to view the standard graphs and metrics created by AWS
automatically.
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Click on the Monitoring tab to view the graphs. You can create a simple SQS queue
here, https://docs.aws.amazon.com/AWSSimpleQueueService/latest/
SQSDheveloperGuide/sgs-configure-create-queue.html, with a

Lambda trigger that will consume the messages entering the SQS queue with this link:
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/
SQSDheveloperGuide/sgs-configure-lambda-function-trigger.html.

The following is an example of graphs from an SQS queue:

Approximate Age Of Oldest Message Approximate Numbes Of Messages Delayed Approximate Number Of Messages Not Visible
sevents Coue covn
30k /]
] L ] ]
. ' 1 o 0 oo 0 e " e " - 1530 o 3 oo " o
[ pre— TR PR —— [ J——— SR - [ TIPS P———
Approximate Mumber Of Messages Visible Number Of Empty Receives Number OF Messages Deleted

ot Couet Coum

n ’_‘ " |J n ‘

55 ‘ ‘ ' ‘ 55 “
° L o 0 1
e um [ woe  waw oo 130 1400 1w W wm <0 130 o 1030 woo a0 wm

[T ——— W mizer D mptyircri. [

Number Of Messages Received Number OF Messages Sent Sent Message Size
Court Court m

" " 1 %

0 ! [ x
1110 o 1430 1500 1530 ] 130 1400 1430 e 53 ] [EE"] 1600 30 5o 1540 et
L ) B Nt iMeagesten W Serhemetis

Figure 7.8 - SQS monitoring console

In the preceding screenshot, we can see different graphs showing the state of messages
that have been sent to the queue and received and deleted. This is a proper view to always
know the status of messages going in and out of the queue. This serves as the dashboard in
knowing whether a message sent to the queue arrived, or whether the message has been
deleted. You are also able to see the size of the message that has been sent in kilobytes.

SNS does not have a console for monitoring; instead, you will have to navigate to
CloudWatch to view the metrics generated by the SNS topic. It is automatically generated
by the CloudWatch automated dashboard when an SNS topic is created. The following
screenshot is a sample of the graphs and metrics generated by an SNS topic:

WOW! eBook
www.wowebook.org


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-configure-create-queue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-configure-create-queue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-configure-lambda-function-trigger.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-configure-lambda-function-trigger.html

Monitoring Step Functions using CloudWatch alarms 193

Number Of Notifications Delivered Sum Number Of Notifications Failed Sum
Count ® Admint Count @ AdminAlerts
& B Aeis 1 8 Hens
L] Motfications... L] Notiications...
B Redstiftierts B RedshiftAlerts

@ Colston Backsl_ 05

1 , -

@ _Colation_Backfill_

2

a0 om 11/30 0930 1031 11/30
Number Of Messages Published Sum Publish Size Average o 5 SMS Success Rate Sum
Count By 1
8 faminiiorts o @ tcriniens ® admindlents
4 B s UK e T @ Ao 0 e
L] N a ... - N..
@ Radshifterts @ Fedshiftalerts 05 No data avalable. ) RedsniftAlerts
25 @ _Colaton_Bac.. 190K @  Colation_Bac... @  Collation_Bac...
1 "y 00 - . o
0925 0926 12726 0926 12726

Figure 7.9 - SNS dashboard on CloudWatch

The preceding screenshot with graphs is able to give us a summary of different metrics
based on the SNS topic and the messages that have been delivered in total.

With this, we now see how to monitor and track activities in both SQS and SNS services.
It is easier to know the status of messages in the SQS queue from the dashboard and act
accordingly, while the SNS dashboard provided by CloudWatch shows information about
failed notifications for which alarms can be configured.

Next, we will look at how monitoring works in another interesting AWS service called
Step Functions. We shall define step functions, talk about use cases, and see how to
monitor step functions.

Monitoring Step Functions using CloudWatch
alarms

When you have a step-by-step workflow and you need to coordinate it using a service,
then AWS Step Functions is the service for that. Step Functions makes it easy for
non-engineers to be able to set up a step-by-step workflow using a state machine. Say,

for example, you want to create a flow that receives customer information, sifts through
the data and collects emails, and sends feedback to the customer based on information
found in the biodata. Let's assume we want to find out whether a customer's age is eligible
for the service. This is a flow that has four stages:

1. Collect customer/user information.

2.  Get the email from the customer data.
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3. Check for information about the age of the customer to see whether it is over the
eligible age.
4. Send back an email notifying the customer of whether they are eligible or not.
This is a step-by-step workflow of being able to filter those who are eligible for a service or

not. Step Functions has a rich user interface (UI) for creating a workflow for a scenario
like this. It uses state machines to achieve its workflow design.

Important Note

A state machine is a collection of states or tasks and the relationships that

exist between those states with their inputs and outputs. The output of a state
determines the input of the next state and it goes on and on until the process is
complete.

Step Functions usually works in conjunction with AWS services. You can connect Step
Functions to a couple of Lambda functions. If you have some Lambda functions created
and you want them to run a specific coordinated manner or pattern, then Step Functions
is the tool to coordinate that. A list of AWS services that Step Functions integrates
seamlessly with is as follows:

o Lambda

« AWS Batch

e DynamoDB

o Amazon ECS

e Amazon SNS

¢ Amazon SQS

o AWS Glue

o Amazon SageMaker
e Amazon EMR

» Step Functions

o AWS CodeBuild
o API Gateway

o Amazon EKS

o AWS Fargate
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Step functions are made up of events that give us information on the states of each state
in the workflow. We are looking at monitoring our step functions to find out whatever
happens when the step function is running. The events in a state machine are

as follows:

» Execution started: This is the state in which the execution of the step function has
started.

« Execution succeeded: This means that the execution process of the step function
was successful.

+ Execution failed: This means that the step function failed either at a particular task
or step.

« Execution timed out: This means that the step function started execution but
for some reason spent too much time executing a particular step and had to come
to a halt.

« Execution aborted: This means that the execution process was abruptly interrupted.
These events can be monitored by Amazon EventBridge and the appropriate feedback
mechanism triggered appropriately as we did in Chapter 4, Monitoring AWS Compute
Services, and Chapter 5, Setting Up Container Insights on Amazon CloudWatch. For this
setup function, we shall configure an EventBridge event pattern that will notify us when
a step function fails. This is quite important as it will notify us without having to go to the
console to get such information. Let's assume we have created a step function with the
name compressimage. This step function receives an event from an S3 bucket, validates
that the file received is an image, compresses the image with a Lambda function, stores the
image in another bucket, creates a thumbnail from the compressed image, and writes the

update back to a DynamoDB table. We need to know whenever this step function fails or
times out.

To use Amazon EventBridge to monitor that, we shall create it with the following steps:

1. Login to the AWS management console and navigate to Amazon EventBridge.
2. Click on the Create rule button to create a new rule.
3. Fill out the form with the following information:

- Name: compressimageevent

- Description: An event listener for the compressimage step function

- Define pattern | Event pattern

- Pre-defined pattern by service
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- Service provider: AWS

- Service name: Step Functions

- Event type: Step Functions Execution Status Change
- Specific status(es): FAILED

- Specific state machine ARN(s)

Define pattern

Build or customize an Event Pattern or set a Schedule to invoke Targets.

© Event pattern Info (O schedule Info
Build a pattern to match events Invoke your targets on a schedule

Event matching pattern Event pattern

You can use pre-defined pattern provided by a service or create a
custom pattern {
© Pre-defined pattern by service "source™
"aws.states”
1
"detail-type": [
‘ "Step Functions Execution Status Change'

(O Custom pattern

Service provider

AWS services or custom/partner services :

‘ AWS v 1

Service name "detail™: {

The name of partner service selected as the event source “status™: [
- "FAILED"

‘ Step Functions v ‘

Event type

The type of events as the source of the matching pattern

‘ Step Functions Execution Status Change v ‘

) Any status
O Specific status(es)

| v
FAILED X

() Any state machine ARN

© Specific state machine ARN(s)

‘ arn:aws:states:us-east-2:12345768901: ‘ ‘ Remove

Figure 7.10 — Configuring Amazon EventBridge for a step function
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4. For the target, choose the SNS topic that has been created. Ensure that you have
created an SN topic, else you can create one with this link: https://docs.aws.
amazon.com/sns/latest/dg/sns-create-topic.html.

5. Click on the Create button to create the rule.

From the configuration, this rule simply sends a trigger to the SNS topic based on

a FAILED state that occurs in a specific step function that we have. The step function
is triggered by a file to an S3 bucket. If for any reason the function fails, EventBridge is
triggered and we get a notification of the failure.

Apart from reading events of Success, Failure, Abortion, or Timeout, step functions also
generate logs to give more details of the status of the function. Like every other service,
the logs of a state machine are sent to Amazon CloudWatch Logs. The first point of call
here is the Step Functions console. The console gives you a list of state machines, and
when you click on a particular state machine, you can see some basic information about
past executions. See the following screenshot for more details:

Hel(uworld [ Edit Start execution ] | Delete | | Actions ¥ I

Details

ARN Type

amcawsstatesius-east-2. stateMachine HetloWorld Standard

LAM rale ARN Creation date

amcawsdarm:; Ch -role/StepFunc 1 d-role-aTc2f177 5 Dec 25, 2020 07:26:53.642 AM

Executions Logging Definition Tags

Executions (2) c View details Stop execution m

Q Filter by status L A W B

HName - Status v Started - End Time L4
fAG009RF-1478-bd84-87c5-2dcd 7a989bc0 (@ Failed Dec 25, 2020 07:26:25.593 AM Dec 25, 2020 07-28:25827 AM
BSaBSdel-bode-d0bd-9110-1Bd27 clad 114 @S'Ju.eel]ed Dec 25, 2020 07:27:45.544 AM Dec 25, 2020 07:27-48.994 AM

Figure 7.11 - The Step Functions console showing details of a state machine
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From the preceding screenshot, we can see the Executions section, which shows

some executions: one showing Failed and the other Succeeded. This is the first level

of monitoring of the state machine, to know when an operation fails or whether it is
successful. We can go further by clicking on the Logging tab to view more logs and the
activities of the execution. But for this logging to work, it needs to be enabled during the
creation of the step function:

Logging

You can log your state machine's execution history to CloudWatch Logs. For Express state machines, you must enable logging to inspect and debug executions. CloudWatch Logs charges apply. Learn more [

Log level
Indicates which execution history events to log

ALL v

Include execution data
Log execution input, data passed between states, and execution output

CloudWatch log group

‘ Create new log group

‘ Jaws/vendedlogs/states/My hine-Logs ‘

512 i Can include hyphens, underscores, periods, and forward slashes

Figure 7.12 - Enabling logging in the step function

The logging has various options of log level; it could either be ALL, ERROR, FATAL,
or OFF, which means logging is totally disabled. For this scenario of logging, ALL
has been activated, which means the logs will contain all the log levels. The following
screenshot shows the logs from the state machine:
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Executions

Logging

Logging vLearn more [3

Log level

ALL

Include execution data

Yes

Definition Tags

CloudWatch log group

fawsfvendedlogs/states/HelloWorld-Logs [5

CloudWatch Logs Insights
CloudWatch Logs Insights provides a query language for analyzing log entries. The table below lists the last 20 log entries for your state machine. Learn more [

Recent Logs
# : @timestamp
»1 2020-12-25T06:28:25.8272

»2 2020-12-25T06:28:25.8272
>3 2020-12-25T06:28:25.7192
(X} 2020-12-25T06:28:25.719Z
b5 2020-12-25T06:28:25.6182
»6  2020-12-25T06:28:256182
»7 2020-12-25T06:28:25.5032
[} 2020-12-25T06:27.48.994Z
p9  2020-12-25TO6:27:48.9947
P10 2020-12-25T06:27:45.9942

: @logStream

: type

2020-12-25-06,

1d/2020-12-25-06,

ExecutionFailed

1h 3h 12zh 1d 3d 1w custom - @

: details

(input™"{\n \isHelloWorldExample\™: false\n}inp:
[cause™"Not Hello World")"previous_event_id""6%"

MHelloWnrld/2020-12-25-06 ch Finput*{\n \lsHelloWorldExample\*: false\n}" “inp
10/2020-12-25-06 Choic ("name":"Hello World example?,"output™:"{yn \lsHe

stat 2020-12-25-06, {rinput™"{\n \isHelloWorldExample\”: false\n}". inp:
1d/2020-12-25-06 d name”:"Pass”,"output™”[\n \"isHelloWorldExample'
MHelloWnrld/2020-12-35-06 Exec Finput*{in \isHelloWorldExample\*: false\n}" “inp
states/HelloWorld/2020-12-25-06/d20¢577d FassStateEntered {rinpurT[{yn \isHelloWerldExamplel™: truehnl{in \
states/HelloWard/2020-12-25-06/d20e577d PassStateExited {"name™"Hello World™,"output™[[\n \"IsHelloWoridE

states/HelloWorld /2020-12-25-06/d20c577d

ExecutionSucceeded

output™*[[\n Y isHelloWorldExamplel™: true\n}, (yn

Figure 7.13 - Logging in the step function state machine

The Logging dashboard shows us some details of the logging, which includes the log level
that was configured, and CloudWatch log groups too. We can go to the CloudWatch log
groups to see this log group. But something is quite unique here. It brought the logs here
to our doorstep. Looking down a little bit, you can see the CloudWatch Logs insights and
below that, the logs of the executions made with the different states, date and time, and
more details. We can expand each line to see more details. See the following screenshot:

-1

2020-12-25T06:28:25.827Z
(@ingestionTime

@log

(@logStream

(@message

(@timestamp

details.input

details.inputDetails.truncated
details.name
event_timestamp
execution_arn

id

previous_event_id

type

states/HelloWorld/2020-12-25-06/480b06ea
1608877712781
I /s /vendedlogs/states/HelloWorld-Logs
states/HelloWorld/2020-12-25-06/480b06ea
{"id":"6","type":"FailStateEntered","details":{"input":"{\n \"IsHelloWorldExample\": false\n}","inputDetails":{"truncated":false},
1608877705827
{
"IsHelloWorldExample™: false
}
0
No
1608877705827
arn:aws:states:us-east-2.
6
5
FailStateEntered

FailStateEntered {"input":"{\n \"IsHelloWorldExample\": false\n}"

-execution:HelloWorld:f460098f-1478-bd94-87c5-2dc47a989bc0

Figure 7.14 — Expansion of a log for a state machine
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This shows more information, such as the input information under details.input, the
output message after the execution has run, which is @message, and other relevant
information about the execution that you need to understand what happened to an
execution.

We can use the following steps to create a CloudWatch alarm for the step function, which
sends an alarm when a step function is aborted:

A A

Log in to the AWS management console and navigate to CloudWatch.

Click on the Alarms link on the sidebar.

Click on the Select metric button to choose the metric to configure an alarm for.
Click on the States option on the page that shows different metrics.

Click on Execution Metrics to show the different execution metrics for state
machines.

The list shows the different execution metrics for the state machine. Click on the
item with the metric name ExecutionsAborted.

Click on the Select metric button. This will lead us to the alarm configuration page.

For the Statistic option, delete Average from the box and choose the Maximum
option.
Scroll to the bottom and in the Conditions section, inside the box labeled than...,

enter 0. This means if there is an aborted execution, this alarm should be triggered.
Click Next:
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Metric

Graph
This alarm will trigger when the blue line goes above the red line for 1 datapoints within 5 minutes.
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Figure 7.15 - Configuring an alarm threshold for the step function
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10. Choose an SNS topic for the notification or click on Create new topic and enter the
email that will receive the notification. Click on the Create topic button to create
the topic. Then, click Next.

11. Enter the name of the alarm, for example, stepalarm, and the description, which
could be optional. Then, click Next.

12. Confirm all the information from the preview page and click Create alarm when
everything is confirmed.

Important Note

Ensure that you confirm the email notification sent to your email before you
can start receiving notifications.

With this, we have a CloudWatch alarm that sends us notifications whenever the step
function we created gets aborted.

Step functions are quite amazing for different consecutive workflows. We have also seen
how to monitor them to ensure we are aware when our workflow fails or is successful at
any given time. We do not want to assume that everything will always work fine, even
if step functions are serverless, because anything could go wrong, so monitoring to get
feedback is crucial to the proper workings of our step function.

Let's take a case study for this chapter and see how what we have learned can be connected
to a real-life scenario.

Case study on Lambda tracing with Amazon
X-Ray

The software engineering team just started using Lambda functions. For them, it is
exciting to be able to deploy applications easier, due to the automated pipeline you have
created for them using Amazon CodePipeline. So, deployments are smooth and fast. They
also have access to the logs of the application in the CloudWatch console, so they can
view the logs of each Lambda function. But they notice that data does not move from one
function to the other. A particular Lambda function is supposed to call another Lambda
function in succession, about six of them call each other in that manner. What service and

feature will you use to show the path of the request from the first Lambda function to the
last function?
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Solution

It is obvious that the challenge they are facing is the inability to trace a request from

one Lambda function to another. The service that can help with this is AWS X-Ray. The
features in X-Ray are both service maps and traces. This will show how the request is
moving from one Lambda function to the other and will help identify the failure or where
the request stopped during its journey.

Ssummary

In this chapter, we have seen monitoring from a whole new perspective. We worked on
the methods used to monitor a Lambda function, starting with the Lambda infrastructure
metrics and graphs, and then receiving the application logs from the Lambda function in
CloudWatch log groups.

We introduced the concept of observability and how tracing plays a role in making
observability a reality. Then, we moved on to endpoint monitoring, where we configured
a simple canary that we used to monitor the Packt Publishing website. Then, we saw how
to monitor the SQS and SNS services to know when things are not working correctly in
those services. We rounded things off with the last option in the workflow, which is on
monitoring step functions. We want to be able to know when a function/step fails and
easily fix it and test again. All this information is available in both the Step Functions
console and the CloudWatch console for step functions.

In the next chapter, we shall be looking at monitoring in the context of big data. We shall
first introduce the concepts of big data to aid with better understanding monitoring and
metrics with big data.

Questions

1. What is another name is given to a Lambda function?

2. What runs within the Synthetics canary to perform the intermittent endpoint
checks?

3. When there are groups of functions, what service enables you to trace a transaction
across these functions?

4. Are step function logs stored in CloudWatch?
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Further reading

Refer to the following links for more information on the topics covered in this chapter:

Introduction to API Gateway: https: //www.packtpub.com/product/
building-a-scalable-serverless-application-on-aws-
video/9781788476065

Simple Notification Service with Boto3: https://www.packtpub.com/
product/working-with-sgs-and-sns-aws-with-python-and-
boto3-series-video/9781838642297

Learning about AWS Lambda: https://www.packtpub.com/product/
learn-aws-serverless-computing/9781789958355

Error tracking in server: https://www.packtpub.com/
free-ebook/serverless-design-patterns-and-best-
practices/9781788620642
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8

Using CloudWatch
for Maintaining
Highly Available Big
Data Services

The last chapter was focused on talking about serverless applications and how to monitor
them. First, we explained the meaning of serverless and deciphered the differences
between managed services and serverless services. We then looked at a couple of
serverless services in the AWS suite. We explained them and some use cases for the
different serverless services that were defined. We then moved on to X-Ray and saw how
to monitor these services. We also talked about how Synthetics canaries in CloudWatch
can be used for endpoint monitoring.

In this chapter, we will be looking at the monitoring of AWS big data services. But first,
we need to understand the concepts of big data and the value big data brings to the table.
We shall look at the different aspects that make up the practices of big data. We will also
connect all these practices and see how they are all interdependent to achieve one goal.
Then, we will extrapolate the value of monitoring in all these practices.
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We shall see how monitoring plays a vital role in achieving great success as a big data
engineer. This is possible when we have a proper understanding of the technology and

its components, which components we need to keep an eye on, and how they impact big
data operations. We will look at ways to mitigate these issues if they ever occur during

our work as big data engineers. We shall also see how monitoring helps us to improve the
performance of data pipelines and reduce the operations cost of running big data pipelines
to perform big data operations.

In conclusion, we shall take a case study of a scenario and see how what we have learned
can come into play in a near real-world scenario.

Let's get this show started!

We will cover the following topics in this chapter:

« Introduction to big data

o Aspects of big data

« Monitoring Amazon Kinesis agent/service

o Analyzing Amazon CloudTrail with Amazon Athena
o CloudWatch alarms for AWS Glue jobs

o A case study

Technical requirements

To be able to accomplish the technical tasks in the chapter, you will need to have the
following technical pre-requisites:

» A working AWS account (you can opt for the free tier, which will cost $0/month
for 1 year)

+ Basic knowledge of managed services
« A basic understanding of data and data engineering

o An understanding of database management systems, types of data structures, data
types, and fundamentals of SQL

« Knowledge of at least one operating system, be it Windows or Linux, but Linux
is preferable

o An understanding of EC2 instances, Amazon Machine Image (AMI), and general
knowledge of Infrastructure as a Service (IaaS) in AWS
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Check out the following link to see the Code in Action video:

https://bit.ly/3gwxkPg

Introduction to big data

Man has been generating data for quite a long time. The method of storing data has
changed from physical to electronic. But as the method of storing data changes, man still
continues to store data in different forms and tell stories in different ways, across different
geographies, cultures, beliefs, and traditions. From words to symbols and figures to
represent data, we have been storing information for thousands of years. We usually only
used to reference this data in the future if we needed to go back to something or validate
something that we had stored in the past. It could also be used to gain a knowledge of
things in the past. But storing data was done for various reasons.

Just before the digital age arrived, we started seeing this data life cycle in another light.
Mathematicians could take numbers and data and create some interesting interpretations
and draw interesting perceptions based on the data collected and how it is represented.
Fast-forward to the 21st century, where computers and other computing devices are used
to create and store data.

Properties of big data

There are four properties that classify data that is called big data. You might have a huge
amount of information, but it might not be classified as big data. So, for a dataset to fit the
criteria of being called big data, it must have the four Vs. They are as follows:

 Volume: The data must be exceptionally large.

 Velocity: The data must be generated continuously from single or multiple sources.
 Variety: The data should not be on just one thing, but different, unrelated things.

o Veracity: The data must have quality.

Let's now look at the aspects and different activities in the big data ecosystem, the different
operations that the data must go through for it to be able to tell stories and give better
insight. We shall look at the theories and then further look at the AWS tools and how
monitoring plays a key role in the whole setup.
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Overviewing the aspects of big data

In the big data ecosystem, there are different activities, some of which form job roles, and
some are regular tasks that need to be embarked on to ensure relevant data is churned for
other teammates to work with. These activities are in two broad categories, one of which
involves collecting the data from various sources and bringing out what is necessary and
what will make sense for the other team to use to draw out insights. The second involves
the people involved in telling the stories with the data that has been prepared. The task of
creating graphs and charts and telling stories is the role of data analytics experts. In some
situations, they are also referred to as business intelligence experts. They can take data
that has been prepared in a particular form and draw out very meaningful insights for
applications, systems, and businesses in the general sense. The aspect on which the expert
is focused is what usually determines what label they are given.

The data is prepared by another expert called a data engineer. This person is tasked with
ensuring that the data that will be used by the data analytics expert is devoid of any type
of noise. Noise usually makes data inaccurate and creates outliers and strange anomalies
when representing data in a chart or graph.

Important note

Noise in data means a part of the data that is corrupted or twisted in some form
that does not conform to the other existing datasets. Most times, if a dataset
follows a certain pattern and for some reason one item in the dataset does not
conform, that item is deleted and is categorized as noise, which could make the
distribution skewed to a different interpretation.

A data engineer is usually someone who understands some software engineering
programming languages, such as Python or Scala, and understands the different structures
of data. We already explained different data structures in Chapter 6, Performance Insights
for Database Services, in the section called Introduction to database management. So,

data engineers deal with a lot of data structures, but mostly around structured and semi-
structured data, trying to bring them together to form a holistic combination of all the
data that has been gathered. These operations are generally known as the ETL process.
ETL is an acronym that stands for extraction, transformation, and loading. We will
learn about these three processes in detail in the following subsections.
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Extraction

This is the process of pulling or collecting data from a particular data source or from
various data sources. It could be data that is dumped out of a relational database system
or logs of an application, or data generated from Google Analytics or any other location.
The data engineer's task is to collect this data and store it in a particular location.

This location serves as the temporary storage of the data. In some situations, this location
is called the data swamp. There are a number of AWS services used for the extraction
process, one of which is Amazon Kinesis (this is a family name for a grouping of four
services, which are Amazon Kinesis Data Streams, Amazon Kinesis Data Firehose,
Amazon Kinesis Data Analytics, and Amazon Kinesis Video Streams).

Kinesis is mostly used to extract data from virtual machines and applications, and
the services are used for the real-time streaming of data from one source to another
destination. There are also other services used for extracting data from different sources.

During the extraction process, every activity needs to be monitored to ensure that the
process is working as it has been designed or configured to work. Each of these services
has various monitoring metrics and dashboards that make it easy to understand what is
going on during the ETL process at any point in time.

Transformation

This process involves putting the data in the right format or order to be used by the data
analyst or machine learning engineer. In the transformation process, data that is not
needed is removed and, in some cases, new data is added from the existing dataset or
from another dataset to form a larger dataset. Transformation could also include some
form of data compression to compress the data to be in a format that is more optimized
for running queries. All of this is what happens during the transformation process, which
is the second stage of the ETL process. There are various AWS services that can be used
for data transformation, which are Amazon Elastic MapReduce (EMR), AWS Glue, and
AWS Lambda.

Loading

When the data has been extracted and transformed, it needs to be stored in a location
before it can be accessible to perform analytics or other kinds of data operations with it.
The loading operation is the last stage of sending the data that has been extracted and
transformed to a proper storage location. This storage needs to be a very secure, scalable,
and highly available storage service or engine.
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Data scientists, machine learning engineers, data analysts, and business intelligence
experts will need to work with this data, so the data engineer needs to ensure that the
loading process is always top-notch and the data loaded is appropriate and sufficient for
other engineers to carry on with their activities. In data engineering, the technical term
for the location that serves this purpose is called the data lake.

Amazon S3, Amazon S3 Glacier, AWS Lake Formation, Amazon Redshift, and
Amazon Elasticsearch are all locations where the loading of data can be done. Each

of these services has monitoring in different forms. We already covered monitoring for
Amazon Redshift in Chapter 6, Performance Insights for Database Services. We shall

talk more about Amazon S3 in Chapter 9, Monitoring Storage Services with Amazon
CloudWatch, where we talk about monitoring storage services with Amazon CloudWatch.

This process is called a data pipeline. A data pipeline in data engineering is a step-by-step
process of architecting a system used to prepare data in a format that is more meaningful
and useful for further analysis, analytics, and machine learning purposes. The major
operation in a data pipeline is the ETL process.

The following diagram is a schematic of an end-to-end ETL process with some AWS
services:

DataMart

ownceres | (N
AN

MySsoL: CloudWatch
. ] Redshift
Amazon ‘ “nu
EC2 — a . . S —_— —
Amazon ' ? '

Kinesis
- AWS S3 AMS Sion EVL AWS s3
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Figure 8.1 - Data pipeline showing an ETL process
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Figure 8.1 shows the process of ETL where the destination is the (DataMart/DataLake).
The service for extraction at this point is Amazon Kinesis while the service used for
transformation is AWS Glue ETL, it is used for extracting and loading the data into
Amazon S3.

Now that we understand what data engineering is about and the ETL process of it is
clearer to us, let's look at one extraction service in AWS. Let's see how to monitor our
extraction workloads in AWS to ensure the high availability and scalability of our data
pipelines.

Monitoring Amazon Kinesis agent/service

We introduced Amazon Kinesis in the previous section, but we did not really look into

it in depth. Amazon Kinesis is a data streaming family of services made of Kinesis Data
Streams, Kinesis Firehose, Kinesis Analytics, and Kinesis Video Streams. Our focus in this
section will be on Kinesis Data Streams and Kinesis Firehose. These two services are used
to stream data from various sources and various activities can occur after the extraction
process. Kinesis Data Streams allows you to use the Kinesis Producer Library, also
known as the KPL, to read data from a source and send it to the Kinesis service. It serves
as an agent to collect information and forward the data collected to the Kinesis service

in the AWS console. You can see how to create a simple Kinesis data stream here:
https://docs.aws.amazon.com/streams/latest/dev/tutorial-stock-
data-kplkcl2-create-stream.html.

In some cases, data is collected as it is generated and sent to other systems for real-time
analysis. An example is Sonos. Sonos is a speaker manufacturer that uses Amazon Kinesis
Data Streams to collect various information as you use their speaker to listen to music. See
details here: https://youtu.be/-70wNNrx£f6Q.

Kinesis Data Firehose is somewhat like Kinesis Data Streams. It is also used to collect
data and the data can be streamed. But the difference with Firehose is that you need

to configure a specific destination where the data is going to be stored. For example,
when configuring Kinesis Data Firehose, you are required to specify the destination

that the data will be written to. You can see how to create Kinesis Data Firehose here:
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.
html. This destination could be an Amazon S3 bucket or an Amazon Elasticsearch
domain. You also have the option of putting a Lambda function as a transformation step
before the data eventually gets to the destination. This makes Kinesis Data Firehose not
just a tool that extracts data, but in conjunction with AWS Lambda, it is able to transform
in some cases to perform analytics on the data and eventually write the data to Amazon S3
or any other destination configured for it.
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Kinesis is made up of two parts: the agent and the service. The agent is what is installed
in an EC2 instance or configured in your application that collects or extracts data from

a system. It is usually called the KPL. This library is configured to send the data it has
extracted to the Kinesis service, which is the one that is created in the AWS console.
Kinesis Data Streams has a Kinesis Client Library (KCL), which is used to consume data
from the Kinesis service, but in the case of Kinesis Firehose, there is no need for a KCL,
because all the data sent to Kinesis Firehose has a destination already configured for it.

Amazon CloudWatch has a default method to easily monitor your Kinesis data streams.
There is deep integration with every stream created in the Kinesis Data Streams console.
There are different dashboards and metrics that are created on CloudWatch when a
Kinesis data stream is created by default, but there are a couple of notable graphs and
metrics that are key. The following is a summarized chart that shows certain graphs and
metrics that are key to how Kinesis Data Streams works:

Get records - sum (Bytes) Get records iterator age - maximum (Millisecands)
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Figure 8.2 - Sample Amazon Kinesis dashboard

The preceding screenshot contains some important metrics/graphs. The first graph
gives information about the number of records it has collected, with the metric name
Get records, and it is measured in bytes. This can help you to know whether the KPL is
pulling data as it should, how much data is it pulling, and even whether the number of
shards configured for the Kinesis stream has enough capacity compared to the data it is
transmitting.
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We also have Get records latency, which tells us the latency or time lag on average that
it takes for it to receive data from the KPL. This can increase in count when the KPL is
restarted while it is sending data to Kinesis.

The other metrics are Incoming data - sum (Bytes), Get records - sum (Count), and
Get records Iterator age - maximum (Milliseconds); they are all ways to monitor the
flow of data through the stream and get feedback on the behavior of the stream. A good
practice is to configure an alarm on the Get records - sum (Bytes) metric to trigger when
the number of bytes is getting close to the number of bytes configured for the stream. The
number of bytes capacity for the stream is determined by the number of shards that has
been configured for it. This can be configured via the CloudWatch console.

We have looked at collecting data with Kinesis. These different metrics are used to
measure the availability and scalability of our Kinesis stream by configuring an alarm
when the records are going above what was configured. Next, we will be looking at
monitoring the full AWS account by collecting logs and analyzing those logs using
another serverless service in AWS.

Analyzing Amazon CloudTrail with Amazon
Athena

Our monitoring scope has been focused on a particular service, getting logs from

the service and analyzing those logs, using the autogenerated metrics from Amazon
CloudWatch or creating our own custom metrics. This monitoring is based on what is
going on within the service itself. There are external activities that also go on outside

the service. When an EC2 instance is created in the AWS console, that activity can be
monitored to know who created the instance, when it was created, and other relevant
information about the EC2 instance that has been created. The service that keeps this type
of information and more about any service creation or update or deletion is called AWS
CloudTrail. CloudTrail serves as the auditor to your AWS account(s). It captures a trail of
every activity that goes on within the AWS console. Most of the information it collects is
through API calls to the different AWS services.

Important note

API is the acronym for application program interface. It is a standard
interface that usually uses the HTTP protocol for communication and is used
for communication on the web. When two different systems (developed with
different languages and architecture) need to communicate, an API is the
standard way with which both systems will communicate.
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The API calls could be directly working with the AWS management console, which
involves activities creating, viewing, updating, or deleting resources. It could also be
working through the AWS Software Development Kit (SDK), or through raw API
requests sent to the AWS backend services. All these requests are logged by AWS
CloudTrail. With the number of logs and information stored in CloudTrail, it means that
there's going to be hundreds to thousands of logs and pieces of data in there. It could

be like finding a needle in a haystack to start searching for something. The question
could also be what will I be looking for in that haystack of information? Monitoring is
not only done to make an application highly available and scalable; there is also security
monitoring. One reason you should check your CloudTrail logs is to audit security
activities and to do a security audit in the case of a security event or incident. To be able
to sift through this huge amount of data, we need to turn to a service that can do this
swiftly and efficiently. AWS Athena is a service in the AWS ecosystem that can be used.

Important note

The AWS SDK is the official AWS programming plugin or module that allows
software engineers to use a particular programming language to communicate
with the AWS API service. The AWS SDK is designed and managed by AWS
and the SDK is available for different programming languages, such as Java,
Python, JavaScript, C#, C++, Ruby, Java, Go, and PHP.

Athena is a serverless query service that is used to query a flat file of data (JSON,

CSV, Parquet, or ORC) and different database sources via federated queries. The data
analyzed by Athena resides in an Amazon S3 bucket. The configuration involves creating
a connection from the Athena service to an Amazon S3 bucket. The federated queries

can connect to a lot of other data sources, such as Amazon CloudWatch Logs, Amazon
CloudWatch metrics, Amazon DocumentDB, Amazon Redshift, MySQL, and PostgreSQL.
For most big data workloads, Athena is used to query the data that has been written into
an S3 bucket as part of the loading process in the ETL pipeline. Athena tables need to be
created to allow Athena to query data from its data source (primarily Amazon S3).

For this scenario, we shall be using Athena to query the data in CloudTrail to be able to
pinpoint activities/events that have occurred in my AWS account. For this to be possible,
we need to create a particular CloudTrail trail. CloudTrail by default has a lot of events
because it is a list of all the API activities in the AWS account, so we need to streamline
it to a certain group of events we want to collect and store in S3 and eventually query
with Athena.
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The first stage is to create the trail to collect specific information that we shall eventually
query with Athena. Use the following steps to create a trail in CloudTrail:
1. Log in to the AWS management console and navigate to CloudTrail.

2.  On the CloudTrail console, there is a Create trail button. Click on the button
to create a new trail.

3. Fill in the form that appears as shown in the following screenshot:

Choose trail attributes

General details

A trail created in the console is a multi-region trail. Learn more [4]

Trail name
Enter a display name for your trail.

general-trail

3-128 characters. Only letters, numbers, periods, underscores, and dashes are allowed.
[] Enable for all accounts in my organization
To review accounts in your organization, open AWS Organizations. See all accounts [4]

Storage location Info

© Create new S3 bucket (O Use existing §3 bucket
Create a bucket to store logs for the trail. Choose an existing bucket to store logs for this trail.

Trail log bucket and folder
Enter a new 53 bucket name and folder (prefix) to store your logs. Bucket names must be globally unique.

athena-cloudtrail-log-book

Logs will be stored in athena-cloudtrail-log-book/AWSLogs/117523087655

Log file SSE-KMS encryption  Info
[] Enabled

¥ Additional settings

Log file validation Info
Enabled

SNS notification delivery  Info
[J] Enabled

CloudWatch Logs - optional

Configure CloudWatch Logs to monitor your trail logs and notify you when specific activity occurs. Standard CloudWatch and CloudWatch Logs
charges apply. Learn more [4]

Figure 8.3 - Creating a trail in AWS CloudTrail
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In the screenshot in Figure 8.3, we have entered the name of the trail, which is
general-trail. We shall update the bucket name, which we will use to collect
the logs. The bucket name has been edited to athena-cloudtrail-logs. By
default, Log file SSE-KMS encryption is enabled, but in this scenario, we have
disabled it. The bottom part of the screenshot shows CloudWatch Logs as an
option, which notes that CloudTrail logs can also be sent to CloudWatch Logs.
Scroll to the bottom and click the Next button to continue.

4. The next step will involve selecting the type of events we want to see in the logs.
The options are Management events, Data events, and Insights events. By default,
it selects Management events, so we shall go for that. It also asks which activities
under Management events we want. By default, it selects Read and Write. We shall
go with that. Click Next to continue:

Choose log events

Events info

Record AP activity for individual resources, or for all current and future resources in AWS account. Additional charges apply [

Event type

Choose the type of events that you want to log.

Management events [] Dataevents [] Insights events

Capture management operations performed Log the resource operations performed on or Identify unusual activity, errors, or user
on your AWS resources. within a resource. behavior in your account.

Management events info

Management events show information about management operations performed on resources in your AWS account.

® Charges apply to log management events on this trail because you are logging at least one other copy of
management events in your account.

API activity
Choose the activities you want to log

Read Write

[ Exclude AWS KMS events

Figure 8.4 — Selecting events in the CloudTrail trail configuration
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5. 'This is the last stage to review and create. When the configuration is reviewed, scroll
to the bottom and click the Create trail button:

CloudTrail » Trails

Trails c Delete Create trail

(o]
Name Y Home region v Multi-region trail v Insights v Organization trail v 53 bucket v
athena-
general-trail Europe (Ireland) Yes Disabled Mo cloudtrail-log-
book

Figure 8.5 — Created trail actively logging in to Amazon S3

This concludes the creation of the trail for CloudTrail. This means that data is being
written to the S3 bucket that has been configured for it. The next stage is to create an
Athena table to be able to query the data. These are the steps:

1. On the same CloudTrail console, go to the left-side menu and click on the Event
history link.
2. On the Event history page, there is a button called Create Athena table. Click on it.

3. 'This will show a pop-up dialog. In the dialog, select the S3 (athena-
cloudtrail-log-book) storage location, which we already created in the

previous steps.
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4. Click the Create table button to create the Athena table that will enable us to query
the logs in S3:

Create a table in Amazon Athena X
You can use Amazon Athena to analyze events that are stored in a trail's Amazon 53 bucket. Athena is an interactive query service that helps

you analyze data in $3 buckets by using standard SQL. Athena charges for running queries. Learn more @

Storage location

athena-cloudtrail-log-book v

Choose an 53 bucket that contains CloudTrail log files

Athena table name

cloudtrail_logs_athena_cloudtrail_log_book
This name is auto-generated. You can rename it in Amazon Athena.

1 CREATE EXTERNAL TABLE cloudtrail_logs_athena_cloudtrail_log_book (
2 eventVersion STRING,

3 userIdentity STRUCT<

4 type: STRING,

5 principalIld: STRING,
6
7
8
9

arn: STRING,
accountId: STRING,
invokedBy: STRING,
accessKeyId: STRING,
1@ userName: STRING,
11 sessionContext: STRUCT<
12 attributes: STRUCT<

Figure 8.6 - Creating an Athena table for the CloudTrail trail
5. Navigate to Athena via Services | Athena from the CloudTrail console.

6. If this is your first time using Athena, the query result location needs to be
configured. Use this link to set up the configuration: https://docs.aws.
amazon.com/athena/latest/ug/querying.html.

7. 'The data and table are highlighted by default on the left-hand side of the screen,
so let's write a simple SQL query to show the ListBuckets events that have
occurred in the AWS account.
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8. Enter the following query in the Athena console:

SELECT * FROM default.cloudtrail logs_ athena cloudtrail
log book WHERE cloudtrail logs athena cloudtrail log
book.eventname="'ListBuckets'

9. Click the Run query button to run the query displayed in Step 8. This will show the
result of that activity, as shown in the following screenshot:

eventtime «

2020-12-30T21:54:05Z

2020-12-30T11:47:54Z

2020-12-30T11:47:53Z

2020-12-30T11:47:54Z

2020-12-30T11:47:53Z

2020-12-30T13:30:36Z

2020-12-30T13:30:36Z

2020-12-30T13:30:43Z

2020-12-30T13:30:37Z

2020-12-30T11:48:59Z

2020-12-30T11:48:00Z

2020-12-30T11:48:59Z

2020-12-30T21:54:04Z

2020-12-30T21:54:05Z

2020-12-30T21:54:04Z

2020-12-30T21:43:00Z

ce -

s3.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

sJ.amazonaws.com

ListBuckets

ListBuckets

ListBuckets

ListBuckets

ListBuckets

ListBuckets

ListBuckets

ListBuckets

ListBuckets

ListBuckets

ListBuckets

ListBuckets

ListBuckets

ListBuckets

ListBuckets

ListBuckets

* awsregion v s - gent ~
eu-west-1 212102 .40.67 [AWS Console Glue,
eu-west-1 66.115.177.134 [AWS Console Glue,
eu-west-1 66.115.177.134 [AWS Console Glue,
eu-west-1 66.115.177.134 [AWS Console Glue,
eu-west-1 66.115.177.134 [AWS Console Glue,
eu-west-1 66.115.177.139 [AWS Console Glue,
eu-west-1 66.115.177.139 [AWS Console Glue,
eu-west-1 66.115.177.139 [AWS Console Glue,
eu-west-1 66.115.177.139 [AWS Console Glue,
eu-west-1 66.115.177.134 [AWS Console Glue,
eu-west-1 66.115.177.134 [AWS Console Glue,
eu-west-1 66.115.177.134 [AWS Console Glue,
eu-west-1 212.102.40.67 [AWS Console Glue,
eu-west-1 212.102.40.67 [AWS Console Glue,
eu-west-1 212.102.40.67 [AWS Console Glue,
eu-west-1 212.102.40.67 [AWS Console Glue,

Figure 8.7 — Results from the CloudTrail log

aws-internal/3 aws-sdk-jav.
aws-internal/3 aws-sdk-jav.
aws-internal/3 aws-sdk-jav.
aws-internal/3 aws-sdk-jav.
aws-internal/3 aws-sdk-jav.
aws-internal/3 aws-sdk-jav.

aws-internal/3 aws-sdk-jav.

aws-internal/3 aws-sdk-jav.
aws-internal/3 aws-sdk-jav.
aws-internal/3 aws-sdk-jav.
aws-internal/3 aws-sdk-jav.
aws-internal/3 aws-sdk-jav.
aws-internal/3 aws-sdk-jav.
aws-internal/3 aws-sdk-jav.
aws-internal/3 aws-sdk-jav.

aws-internal/3 aws-sdk-jav.

This is a basic query used to show an activity, when it happened, who performed the
activity, and other relevant information about that event. This could be useful in tracking
a malicious login or activity by a user or an application that has the credentials to
communicate with AWS services within the account.
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This section has shown us that monitoring not only covers application and infrastructure
availability and scalability, respectively, but being able to audit security events in your
infrastructure is also key, and we have shown how we can perform a timely security audit
in our AWS account. CloudTrail insight events are another good way to identify unusual
activities and unusual user activities in your AWS account, and then store them in your
CloudTrail events.

The next section will introduce AWS Glue jobs and we'll see how we can configure
monitoring and how CloudWatch integrates with AWS Glue.

Monitoring AWS Glue jobs with CloudWatch
alarms

AWS Glue is a serverless service used to perform ETL operations in AWS. Glue connects
to multiple data sources to retrieve and transform data into different structures and
formats. AWS Glue is easy to use and makes it faster to perform a transformation using
Python or Scala, which are the two main options within Glue. Glue also has a very deep
integration with Athena. The tables in Athena can be read within Glue and used for
further ETL processes.

We shall do a simple example of transforming the data we queried previously in Athena:
using a CloudTrail trail. We will create a Glue job that transforms the original data,
compresses it to a different data format (Parquet), and writes it to another S3 bucket.
Then, we can see the logs and activities and the different metrics used to measure the
success or failure of a Glue job. These are the steps to create a Glue job:

1. Navigate to Services | Glue in the AWS management console.

2. Inthe AWS Glue console, click the Jobs link on the left-hand side.
3. On the Jobs page, click the Add job button.
4

Fill in the form as shown in the following screenshot. For the IAM rule, use this
link to create a role: https://docs.aws.amazon.com/glue/latest/dg/
create-an-iam-role.html. Click Next to continue:
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Configure the job properties

Name

‘ cloudtraiigiue ‘

1AM role €

‘ AWSGIUeFUllAccess v ‘ 5

Ensure that this role has permission to your Amazon 53 sources, targets, temporary directory, scripts, and any libraries used by the job. Create |1AM role.

Type

‘ Spark o ‘
Glue version
‘ Spark 2.4, Python 3 with improved job startup times (Glue Version 2.0) ~ ‘

This job runs

(OFN proposed script generated by AWS Glue €@
O An existing script that you provide

O Anew script to be authored by you

Script file name

‘ cloudtrailglue ‘

§3 path where the script is stored

‘ s3.//aws-glue-scripts- -eu-west-1/ediagboya@mycloudseries.com ‘ [

Temporary directory €»

‘ s3./laws-glue-temporary- -eu-west-1/ediagboya@mycloudseries.com ‘ [

» Advanced properties

« Monitoring options
Job metrics €
Continuous logging
Figure 8.8 — Configuring the Glue job

5. Select the data source, which will be cloudtrail_logs_athena_cloudtrail_log book,
which we created in the previous section. Then, click Next to continue.

6. For the transform type, leave the default option selected, which is Change schema.
Click Next to continue.
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7. This next step is to select the target to which Glue will send the output. So, for this
option, we shall click the Create table in your data target option and fill in the
form as in the following screenshot:

Choose a data target

Data store

| Amazon S3 v |
Format

| Parguet ~ |
Connection

|—;_'?_;.'.'_'"5- V|

Add connection

Target path

| s3://cloudtrailglueoutput/ ‘ |

Figure 8.9 - Configuring an AWS Glue data target

8. This option creates the bucket in the Target path location. Click Next to continue.

9. The last stage shows the output schema definition. Scroll to the bottom and click
Save job and edit script to finish the process.

This will finally create the job. With the script, click on the Run job button to run the job
for the first time. To view log and metric information, click the X button in the top-right
corner of the screen. Click on the job on the Jobs dashboard and click on View additional
metrics. This will show us the metrics/dashboard. The following screenshot shows

a sample dashboard for Glue jobs:
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ETL Data Movement

1

Mo data available.

0.5 Try adjusting the dashboard time range.

Memory Profile: Driver and Executors

1

Mo data available.
50% Usage (0.5)

0.5 wemsemazzay B T e e T s T T i

11:30 12:00 12:30 13:00 13:30

11:30 12:00 12:30 13:00 13:30

Data Shuffle Across Executors

1

14:00

CPU Load: Driver and Executors

1

14:00

Nao data available,

. 50% Usage (0.5
No data available. 05 “"‘"""g"ATr'e-“ﬁarlTﬂTﬁa'mF'rra'ﬁhﬂiﬁFd17&?‘?555?".""""""““"

0.5 Try adjusting the dashboard time range.

Figure 8.10 — Glue job dashboard/metrics

With this dashboard, we know what is going on in terms of the ETL activity in the job that
has just been created, as well as other metrics, such as the CPU and memory load used
during the process of running the job.

There are also other touch points in AWS Glue to be able to monitor jobs and understand
when they fail and how they are performing, or whether the job ran at all.

Case study on monitoring a Kinesis stream

The data engineering team has been using an AWS EC2 instance with a custom plugin
to extract data generated from the Apache server. For some reason, they noticed that it is
taking time for the KCL to receive information being sent to it. The instance is restarted
and the KPL is restarted, and they notice that the problem persists. What should have
been done or configured to ensure that the team is alerted when this sort of incident
occurs?

Solution

When the Kinesis stream is created, head on over to the Amazon CloudWatch console
and configure an alarm with a specific threshold for the Get records latency metric, to
ensure that the team is alerted via an SNS email or SMS notification.
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Summary

The concept of big data is continually expanding in conjunction with data engineering.
We have spent time explaining what big data is and the different aspects of big data, as
well as how these aspects intertwine, from the role of a data engineer who helps to sanitize
data and make it more friendly and usable by business intelligence experts, to that of

data scientists, machine learning engineers, data analysts, and more. Understanding the
process of making this data clean is important and monitoring plays a key role in that.

We also explained the concept of ETL, which is one of the fundamental concepts of data
engineering. Then, we talked about the AWS tools that are used for ETL work: Kinesis for
extraction, Glue for transformation, and S3, where the data is stored or loaded.

Lastly, we introduced one important aspect of monitoring in the AWS ecosystem, which
is AWS CloudTrail. We then moved on to explain the importance of CloudTrail, how to
use the CloudTrail console, and how to use CloudTrail with Athena to get deeper insights,
faster. We also saw how to navigate the huge amount of data generated by CloudTrail
with the help of Amazon Athena, which can be effective in monitoring and checking for
anomalies and any malicious activity going on in the AWS account.

The next chapter shall be focused on storage, which we already touched on a little bit
here, but in the next chapter, we shall have a whole conversation around storage
monitoring in AWS.

Questions
1. Where is the standard location where AWS Glue jobs store their logs?
2. When data is extracted and transformed, what is the next stage of the process?

3. When CloudTrail is created, where is the data stored before it can be analyzed by
Amazon Athena?

4. What metric in Kinesis Data Streams helps you to know the number of bytes of data
a stream can handle?
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Further reading

Refer to the following links for more information on the topics covered in this chapter:

Introducing big data: https://subscription.packtpub.com/book/
application-development/9781788995092/1/ch01lvllsecll/
introducing-big-data

Handling unstructured data: https://www.packtpub.com/product/
big-data-analysis-with-python/9781789955286

Amazon EMR: https://www.packtpub.com/product/aws-certified-
big-data-specialty-certification-video/9781800563773

Why big data? https://www.packtpub.com/product /big-data-
architect-s-handbook/9781788835824

What is AWS EMR? https://www.packtpub.com/product/learning-
big-data-with-amazon-elastic-mapreduce/9781782173434
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Monitoring Storage
Services with
Amazon CloudWatch

Big data was what drove our monitoring conversation in the previous chapter. First off,
we introduced the concept of big data and different areas thereof, including ETL and

data analytics. Then we talked about the AWS services that are used for big data work
and data analytics. Then we drilled down into the core focus, which is monitoring for
these services and the major metrics we should always keep our eyes on when using these
services. We talked about storage a little bit, but did not go into detail. This chapter will
help us do just that.

Switching gears into storage and explaining a number of concepts relating to storage is
what this chapter will be focused on. To be able to understand how to monitor storage
services, we first need to understand the fundamentals of storage and storage in the
cloud. Then we will look at the different storage technologies in the AWS ecosystem.
We will look at how the different storage technologies match with their corresponding
AWS services. We will examine some real-life scenario examples of cases where
monitoring and understanding the metrics of the storage service can affect cost and,
in certain cases, the performance of the information stored within that storage service.
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We will cover the following topics in this chapter:

o What are storage services?

o Amazon EBS volume metrics

o Performance metrics of Amazon EFS on CloudWatch
» Monitoring Amazon FSx

o CloudWatch alarms on Amazon S3

+ Case study of a consolidated EBS volume dashboard

Technical requirements

To be able to accomplish the technical tasks in the chapter, the following technical
prerequisites are necessary:

+ A basic knowledge of managed services

« Knowledge of at least one operating system, be it Windows or Linux, but preferably
Linux

« An understanding of EC2 instances, AMIs, and a general understanding of IaaS
in AWS

Check out the following link to see the Code in Action video:

https://bit.ly/3ez0k5b

Understanding storage devices

In the world of computing, there is a very essential part that can never be underrated.
Once all the mathematical and computational operations are done, this information needs
to be stored in a location for easy reference, archiving, and audit purposes. Storage devices
were invented for this very task.

Storage devices are designed to keep data that can be retrieved at any time it is needed.
However, there are other parameters to consider when we look at storing information.
We need to ensure that the information is stored in the proper format, and we need to
ensure that the information retains its integrity. This means that if we store A and want to
retrieve it at a later date, we should get it exactly how it was stored. The A we get at a later
date should be no different to the A we stored previously.
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The security of the information we store is also crucial. The durability of the storage
device is extremely critical. This will give us confidence that the integrity of the data

is maintained. Lastly, there is the question of accessibility; how easily can the data be
accessed when it is needed? Does it take an exceedingly long time to access or can we
get it in milliseconds? These are some of the key points we should always consider when
storing information in any kind of storage medium.

AWS has a vast array of storage services that satisty all of these concerns. These

storage devices are designed for various use cases, application scenarios, and industry
specifications. We will be introducing these services in the following subsections and talk
about the use cases of each of them.

EBS

EBS is an acronym for Elastic Block Storage. It is also known as Amazon EBS. It is an
AWS scalable storage service used in association with EC2 instances. In simple terms,

EBS is like the hard disk of your EC2 instance, in the same way a laptop or desktop has

a hard disk. We talked about the different components that make up an operating system
in Chapter 4, Monitoring AWS Compute Services, under the Understanding disks in IaaS
section. There, we introduced the concept of disks and talked about the Input/Output Per
Second (IOPS) metric for measuring write and read operations in the operating system.
This time, we will go deeper into other important metrics of an EBS volume in AWS,
things to look out for to understand the behavior of your EBS volume.

There are different types of EBS volumes. These are designed for various purposes and
workloads. There are certain applications that require extremely high throughput in

terms of response time. This means that the speed of I/O on the EBS volume must be
higher than normal. Those types of applications require a unique type of EBS volume to
produce such kinds of throughput. There are other applications that do not require so
much throughput, just a standard amount to run application workloads. There are also
applications that do not require the information to be used all the time, just intermittently,
and do not require quick retrieval of the data. This leads us to the different types of EBS
volumes:

+ General Purpose SSD (gp2)
» General Purpose SSD (gp3)
» Provisioned IOPS SSD (iol)
o Provisioned IOPS SSD (io2)
o Cold HDD (scl)
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 Throughput Optimized HDD (st1)
« Magnetic (standard)

These different types of storage serve various purposes. Provisioned IOPS SSD (iol
and io2) is the fastest, and is used for high throughput systems and applications. Most
applications use the General Purpose SSD (gp2 and gp3) for databases and application
services.

EBS volumes serve as storage for your EC2 instance, so web applications, mobile
application backends, and machine learning projects using EC2 instances will require
an EBS volume attached to the EC2 instance. It is also possible to attach multiple EBS
volumes to an EC2 instance. This depends on the operating system. For Windows, each
new EBS volume is seen as a new drive represented by a drive letter, and for Linux, each
new EBS volume is seen as a mount, represented by a unique mount path. The number
of EBS volumes that can be mounted on an EC2 instance is determined by the operating
system and the instance type. Next, let's talk about another AWS storage technology;,
called S3.

S3

This is an object-based storage option in the AWS ecosystem. S3 is an acronym that
stands for Simple Storage Service. It is a store for keeping different types of objects.
Objects in this context mean files, such as image files, PDF files, Word files, and video
files, basically, any type of file. The files are stored in logical locations called S3 buckets.
In each S3 bucket, files can be uploaded and folders can be created within the buckets.

S3 has no limit in terms of the number of files that can be stored in it. S3 does not serve
as a storage service alone; it can also be used to host and serve static websites. S3 also has
huge applications in big data and machine learning workloads because of its reliability and
durability in keeping objects. Data stored in S3 can be stored in different files and folders
and can be accessed either via an S3 Uniform Resource Identifier (URI) or via an HTTP
URL, which gives access to view or download the file.

S3 also has a robust security suite, which is used to ensure that the files stored within the
buckets are secure. The security in S3 ranges from giving access to a specific object to
someone who needs it to ensuring that sensitive data is extremely hard to delete within the
S3 bucket. S3 also boasts replication, meaning that any data stored within S3 is replicated
in at least three AWS availability zones. This means that the data is properly backed up
and, in case anything happens to one of the regions, the data is available in other regions.
S3 also falls into the category of managed services, which means you do not have to worry
about server provisioning, scaling, and the security of the underlying infrastructure that is
used to run the Amazon S3 service.
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Important note

Static websites are websites that are built with HTML, CSS, and JavaScript.
They do not have a server-side part for processing database connections and
other complex application resources.

In AWS, there is a principle called the Shared Responsibility Model. This model explains
the shared security of responsibility binding both parties, which are the user (you) and
the vendor (AWS). The model explains that AWS is responsible for the Security of the
Cloud, while you, the user, are responsible for Security in the Cloud. This means that all
the hardware security, physical location security, cooling systems, power, and everything
else that it takes to keep the cloud environment up and running is the responsibility

of AWS. But you, the user, are responsible for any resources running within the cloud
infrastructure.

Breaking it down, this means that if there is a security breach in your AWS instance due
to a poor configuration undertaken by you, or a malicious application got into any of the
resources within your AWS account, you, as the user, are responsible for that breach or
malicious activity in your AWS account. AWS is going to be available to give support and
professional technical advice on best practices in terms of how to avoid it, but AWS will
not assume responsibility for that type of incident.

The next service we will be talking about is Amazon EFS. Let's first understand what it is,
along with some of its real-world applications.

EFS

Amazon Elastic File System (EFS) is an easy-to-use NFS storage service. NFS is an
acronym for Network File Storage. It is a unique type of storage that requires expertise to
set up, manage, and scale. It uses a computer network to store files. It can store anything
from terabytes of data up to exabytes of data. Being able to set up and manage data at

that scale can be very daunting and expensive to run. AWS has taken care of all of those
operational complexities and made it easier, faster, and more efficient with the EFS service.
Just like the EBS volume, EFS needs to be mounted in an EC2 instance before the storage
can be accessed.
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EFS can also be attached to your on-premise instance via a VPN or AWS DirectConnect.
However, there is a difference between an EBS and EFS service; while a single EFS can

be mounted on multiple EC2 instances, EBS volumes can only be mounted on a single
EC2 instance at a time. The maximum size you will find in an EBS volume is a 16 TB
(terabytes) storage capacity, but EFS can be as much as 8 EB (exabytes) of storage capacity,
which is 8,000,000 terabytes. But this is the catch; writing to EBS volumes is faster than
writing to EFS because an EBS volume is directly attached to the EC2 instance, while EFS
is connected via the network, meaning that there is some latency when data is written

in an EFS volume, unlike the EBS volume. Amazon EFS is only supported on the Linux
operating system.

Important note

AWS DirectConnect is a managed service from AWS that allows you to
connect your data center directly to the AWS global infrastructure. It is usually
used by companies who do not want to connect via the public internet, but
create an exclusive consistent connection to the AWS global infrastructure, for
security, compliance, and network efficiency purposes.

EFS is very suitable for big data and machine learning workloads, which do not require

a strong consistent read. EFS can also serve as database storage for big data database
engines such as Elasticsearch, Apache Spark, and Hadoop type workloads. They can also
be used as persistent storage for containers deployed in Kubernetes or any other type of
container orchestration service/tool.

Other storage services are available within AWS, such as Storage Gateway and AWS
Backup, but these three mentioned are the major storage services you will find being
used for the majority of workloads within the AWS ecosystem. Since we now have a basic
understanding of these services, let's now move on to see how monitoring works for each
of these services. We will start with the EBS storage service.
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Monitoring Amazon EBS volume metrics

IOPS is a measure of the speed at which a disk can read and write information. The full
meaning of IOPS is input/output per second. This means that the speed of the read and
the write is measured in seconds. The speed at which data is read and written to the EBS
volume determines the speed at which the data will be received by the application running
within the EC2 instance, thereby impacting the experience that users using the application
will receive. IOPS is one of the many metrics we monitor to keep track of the behavior of
an Amazon EBS volume. Amazon EBS volume has a dashboard of various metrics and
data that is captured to enable us to understand other behaviors of our EBS volume. We
already mentioned previously that an EBS volume is irrelevant without an EC2 instance,
meaning that the behavior of the EBS volume will be directly proportional to the metrics
we find within the EBS volumes (all things being equal).

On a basic level, when an EBS volume is created (EBS volumes are created during the
process of creating an EC2 instance; sometimes, they can be created independently from
an EC2 instance; refer to the following instructions at https: //docs . aws.amazon.
com/AWSEC2/latest/UserGuide/ebs-creating-volume.html), it provides
some metrics on the EBS volume dashboard. The most basic metric we should know about
is whether our EBS volume is Okay. This means that the EBS volume we have created has
no defects or problems running. This can be ascertained in the Status Checks tabs of the
EBS volume, as shown in the following screenshot:

Description Status Checks Monitoring Tags

Volume Status Okay

10 Status Enabled
Since September 24, 2020 at 1:49:07 PM UTC+1
Description -

Auto-Enabled 10 Enabled Edit

Figure 9.1 - Status checks for EBS volumes

The preceding screenshot also contains other relevant information pertaining to the EBS
volume, including IO Status, Since, Description, and Auto-Enabled IO. This is the
starting point in terms of monitoring the status of our EBS volume. With this, we know
when it was created, and we can also see that IO Status is Enabled.
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The next step is to go deeper into more meaningful and useful metrics for measuring the
performance and behavior of our EBS volume. To do that, we will navigate to the EBS
volumes page. Then we will click on the Monitoring tab, which is an option that comes
with every EBS volume that is created, which is located within the EC2 management
console. To get to the EBS volume and then the Monitoring tab, perform the following
steps:

1. Launch the AWS management console and navigate to EC2.

2. On the EC2 dashboard, go to the side-bar navigation and locate Elastic Block Store
(which is the same as EBS). Click on the Volumes link.

3. Ifyou have volumes already created, you will see the list of volumes that have been
created. Click on one of the volumes and then click the Monitoring tab just below
the list. If you do not have any volumes, use the following link to create an EBS
volume: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
ebs-creating-volume.html.

4. 'This will show all the basic metrics of an EBS volume, as shown in the following

screenshot:
Read Bandwidth (K= Write Bandwidth (KiL/s) Read Throughput {Opsis) Write Throughput (Ops/s)
1 0 1
) 0 0
" 110
]
Average Queue Length (Operabons) Time Spent (die (Fercent) Average Read Size (KB :-.'-_:0 Ayverage Write Size (KU oplgh
0.0 125 3
100 = . .

Figure 9.2 - EBS volume metrics

From the preceding screenshot, we can identify that there are a couple of metrics for
the EBS volumes. These metrics include Read Bandwidth, Write Bandwidth, Read
Throughput, Write Throughput, Average Queue Length, Time Spent Idle, Average
Read Size, and Average Write Size. Each of these metrics explains different behaviors
of the EBS volume. The read/write bandwidth means how much data has been read and
written in terms of kilobytes per second. From the screenshot, we can see that there has
been some write activity that has occurred.
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Another important metric to look at is Average Queue Length. There is a standard that
needs to be maintained for an EBS volume; this standard is an Average Queue Length
(AQL) of at least one per minute. From the graph in the preceding screenshot, we can
see that the AQL is less than one per minute, which means that everything is running
fine with the EBS volume. The read and write throughput also gives you an idea of the
read/write speed of the EBS volume.

However, there is a metric that is not visible in this dashboard, even when you try to
view this dashboard of the EBS volume in CloudWatch. That metric is the percentage of
disk space consumed. This metric can only be obtained when the Unified CloudWatch
agent is installed in the EC2 instance where the EBS volume is attached. Then, that
metric is activated during the installation and is sent to CloudWatch. Most of the time,
it is impossible to know when the disk space is filled up because, by default, there is

no dashboard for that. We explained how to configure the Unified CloudWatch agent

in Chapter 4, Monitoring AWS Compute Services, in the Collecting custom metrics on
EC2 section. In that section, in Table 4.1, we also identified a list of metrics that can be
captured by the Unified CloudWatch agent, among them disk used percent, which
is stored as a metric in the CloudWatch metrics, as shown in the following screenshot:

Instance Nam... =  Imageld Instanceld InstanceType device fstype path Metric Name

4 Monftoring_instance  ami-00 -0d 7 12.small avdal axtd disk_used_percent

Figure 9.3 — EBS volume custom metrics in CloudWatch

Clicking on the first metric will generate a graph that shows the percentage of disk space
that has been used on the EBS volume, as shown in the following screenshot:

Percent

879

7.9

a78
14:30 14:45 15:00 15:15 15:30 15:45 16:00 16:15 16:30 16:45 17:00 1715 17:30
@ disk_used_percent

Figure 9.4 — Graph showing the percentage of disk space used
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This graph shows that approximately 87% of disk space has already been used. We can
take this further and create an alarm based on this metric to send an email when the disk
space has peaked at 80%. This can help you know when the disk space is almost getting
exhausted to enable you to swing into action and either increase the EBS volume size or
delete unnecessary data causing the disk to get filled up.

We explained how to create an alarm from a metric in Chapter 7, Monitoring Serverless
Applications, in the Monitoring step functions using CloudWatch alarms section. You can
use that template to create an alarm for the disk used_percentage metric, so you
are always aware when the EBS volume disk capacity is almost used up.

Identifying the key metrics to look out for in EBS volumes is what we have done and what
to do when we have identified them. The next storage service we will be looking at now

is Amazon EFS, which we have already explained earlier. This time, we will look at how
monitoring works within this service.

Understanding the performance metrics of
Amazon EFS on CloudWatch

Throughput is measured in MB/s, meaning the number of megabytes written or read
per second. This metric is generally used to measure the speed of a read/write operation.
Amazon EFS is a storage system, hence, this metric also counts within it. EFS is also
unique, as mentioned previously, in that it is a network attached storage service. This
means that information sent to write to EFS is via a network. So, any network latencies
or deficiencies will have a grave effect on the throughput of an EFS instance.

Being that EFS is a network thing, this means that the number of clients connecting to the
EFS storage service matters a lot. EFS has a way of monitoring the number of connections
performing any type of I/O operations on it. Remember that EFS can be mounted on
multiple EC2 instances, as well as on on-premise virtual machines. So, knowing the
number of client connections is another important metric that is captured by EFS.

The other metrics captured by Amazon EFS can be obtained from the EFS monitoring
dashboard within EFS. To view the dashboard, click on an EFS instance that has been
created previously (see how to create a simple EFS instance here: https://docs.aws.
amazon.com/efs/latest/ug/creating-using-create-£fs.html).

The following screenshot shows a sample of graphs and metrics for an EFS instance:
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Figure 9.5 - Amazon EFS metrics dashboard

The preceding screenshot shows a couple of graphs and metrics measured by Amazon
EFS. These are baseline metrics that are quite helpful in understanding the behavior of
the EFS instance. This graph will show the number of client connections made to the EFS
service. The number of client connections is usually proportional to the number of EC2
instances that the EFS service is mounted on. There is also Average IO size, measured in
kilobytes, which means the average input/output size of data in kilobytes.

As with every other metric, you can view more options and details via Amazon
CloudWatch Console. When a mount is successfully done on an EC2 instance (see how

to mount an EFS on an EC2 instance here: https://docs.aws.amazon.com/efs/
latest/ug/mounting-fs.html), you can perform other monitoring operations

on the EFS that has been mounted on the EC2 instance. To do that, you need to install

the Amazon EFS client called amazon-efs-util-package (use the following link

to install in Amazon Linux: https://docs.aws.amazon.com/efs/latest/ug/
installing-amazon-efs-utils.html and use the following link for other Linux
distributions: https://docs.aws.amazon.com/efs/latest/ug/installing-
other-distro.html). This helps us to send logs from the Amazon EFS service, which
becomes available in CloudWatch Log groups, in the /aws/efs/utils group. Thelog
stream in the log group contains the name of the EC2 instance(s) where the EFS service is
mounted.
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EFS is a network attached storage and we have seen the various key metrics to always
watch out for when using Amazon EFS for our various workloads. Moving on to the next
storage service in the AWS, we have Amazon FSx. We will first have a little introduction
to Amazon FSx, understand what it can be used for, and then look at the different metrics
that help to understand the behavior of an Amazon FSx instance.

Monitoring of Amazon FSx

This is the EFS version for Windows. It is a storage filesystem that can be attached to

your Amazon EC2 Windows instance. FSx is a distributed filesystem and comes in

two flavors - Amazon FSx for Windows File Server and Amazon FSx for Lustre. The
first is strictly used for Windows servers and has an integration with Microsoft Active
Directory. This means that governance and security measures can be easily implemented
via the Active Directory part for the file server when it is mounted on the Windows Server
operating system. It also has support for SSD and HDD storage options, depending on
your storage needs and requirements.

Important note

Microsoft Active Directory is a group of services used in Windows Server
operating systems for managing users and devices within a network. It is
usually used to manage the privileges and authorizations that users and devices
have within a network to ensure that the right users have the right permissions
to the right resources and services.

Due to its speed and high efficiency, FSx can be used for workloads that require speed
and high performance. FSx can be used for various workloads, such as high-performance
computing (HPC), video processing, and financial modeling workloads. FSx is quite easy
to set up and get up and running. To set up an FSx instance, perform the following steps:

1. Login to your AWS management console and navigate to FSx.

2. In the FSx management console, click on Create file system.

3. 'This will display the two options to choose from, as shown in the following
screenshot. Click on the Amazon FSx for Lustre option. Then click Next to
continue:
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File system options

Amazon FSx for Windows File Server O Amazon Fsx for Lustre
N N
FS/(Q FS/(@\
Amazon FSx Amazon FSx
for Windows File Server for Lustre

Amazon FSx for Lustre

Amazon FSx for Lustre makes it easy and cost effective to launch and run the world's most popular high-performance
file system. Use it for workloads where speed matters, such as machine learning, high performance computing (HPC),
video processing, and financial modeling.

* Allows your workloads to process data with consistent sub-millisecond latencies, up to hundreds of gigabytes per
second of throughput, and up to millions of 10PS.

* POSIX-compliant, so you can use your current Linux-based applications without having to make any changes,
providing a native file system interface that works as any file system does with your Linux operating system.

* Supports multiple deployment options for short-term and long-term data processing.

* Seamlessly integrated with Amazon 53 (connect your 53 data sets to your FSx for Lustre file system, run your
analyses, write results back to 53, and delete your file system), Amazon SageMaker, Amazon Elastic Kubernetes
Service (EKS), and AWS ParallelCluster.

s Accessible from on-premises over Direct Connect and VPN connections.

* File system data is automatically encrypted at-rest and in-transit.

Cancel Next

Figure 9.6 - Creating an FSx filesystem

Fill the form that displays next. Type the name of the filesystem (for example,
sample) and enter the storage capacity you require. It takes a minimum of 1.2 TiB.
Leave all configurations as their default settings and then click Next to continue.

The following page shows a review of everything that has been configured for your
confirmation. When everything is confirmed, click the Create file system button to
create the new filesystem.
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It takes a couple of minutes before the filesystem is available. Once it is available, you
can then attach it to an EC2 instance as a mount path. The following screenshot shows
instructions on how to mount an FSx filesystem to a Linux instance:

¥ Attach instruction - using the default DNS name

1. Open a terminal
2. Create a new directory on your EC2 instance, for example /fsx
o sudo mkdir /fsx

%, sudo mount -t lustre -o noatime,flock fs-8ba21b576287763b3.fsx.us-
east-1.amazonaws.com@tcp: /hkt3bbmv /f=x

Figure 9.7 - Mounting FSx to Amazon EC2

By following the instructions in the preceding screenshot, we will be able to attach the FSx
filesystem to our EC2 instance. Now that we have our FSx instance, how do we monitor its
behavior and activities? FSx has a dashboard that helps us do just that. We should be able
to know when our disk capacity is getting used up. This and other relevant information is
available on the FSx monitoring dashboard. To get there, click on the FSx filesystem that
we have created, and then click on the Monitoring tab just after the Network & security
tab. This will give us the monitoring dashboard as shown in the following screenshot:

Free storage capacity Total throughput (bytes/sec) Total IOPS (operations/sec)
30.9T 1 1
30.9T7 05 05
30,97 4] o
07:00 08:00 09:00 07:00 08:00 05:00 07:00 08:00 09:00

Figure 9.8 — FSx monitoring dashboard
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The preceding screenshot is a snapshot of an FSx service. The dashboard provides metrics
such as Free storage capacity, which helps us to know how much of the provisioned
capacity is in use and how much is free. There is also Total throughput, which is the rate
that measures the speed of the disk in bytes per seconds. Lastly, there is Total IOPS, which
is the measure of I/O operations on the disk, also measured per second.

A good practice is to go to Amazon CloudWatch and configure an alarm on the free

storage capacity to ensure that when it gets to a particular threshold, it sends an alarm
or triggers a Lambda function that scales up the size to something higher to avoid any
incident that will make it impossible for the FSx filesystem to perform I/O operations.

We have seen how to monitor our FSx filesystem via the FSx monitoring dashboard,
which provides some good metrics and graphs on the behavior of the filesystem that we
have created. The same monitoring can be done for both the Amazon FSx for Windows
and the Amazon FSx for Lustre filesystems. Let's now move on and look at monitoring
from the block storage standpoint, seeing how CloudWatch monitors Amazon $3 and its
resources.

Understanding CloudWatch metrics on
Amazon S3

In the introductory section of this chapter, we talked about storage devices. One of the
storage devices mentioned was Amazon S3. We discussed that Amazon S3 is an object
store that can store almost any number of files uploaded to it. Amazon S3 is exceptionally
durable, with an SLA of 99.999999999%. This number, according to the uptime.is SLA
calculator, means that there is zero downtime daily, weekly, monthly, quarterly, and even
yearly. In this kind of service, you might not be monitoring for the availability of your files
since AWS has promised that zero downtime will occur.

In S3, you might not find the fancy metrics and dashboard that are used to analyze and
understand the performance of the system. Instead, S3 offers a more unique way of
observing what needs to be monitored and measured. For every S3 bucket, there is

a Metrics tab that shows just two graphs:

« Total bucket size

+ Total number of objects
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This is demonstrated in the following screenshot:

Total bucket size Virw b Goudwetch Tatal number of objects view i Cloudwatch [

& Stasdditorage & AllStorage Tynes

Figure 9.9 - S3 metrics dashboard

To be able to view these metrics, click on any bucket that has been created (follow this link
to learn how to create an S3 bucket: https://docs.aws.amazon.com/AmazonS3/
latest/gsg/CreatingABucket .html). On the tabs that are shown, click on the
Metrics tab. This will instantly show the bucket metrics for the specific bucket. Different
buckets will have different graphs to show, based on the activity within that bucket.

From the preceding screenshot, we can see the two metrics we already mentioned
previously represented in graph form. The first, which is Total bucket size, specifies the
size (in bytes) of all the objects in the bucket. This gives an estimate for you to know how
much data is stored in the bucket. For our example, the bucket is holding 29.1 MB of data.
The next metric is Total number of objects, which is a count of the number of objects
that exist within the bucket. From our graph, the total number of objects in this bucket

is approximately 24,000.

These are straightforward metrics to have an overview of the objects that are stored within
the bucket. However, you can also access other more detailed information regarding your
bucket, such as logs, which are the way in which the different objects are being accessed.
By default, server access logging is disabled for S3 buckets, but this can be enabled for

a bucket if the need arises. These are the steps to enable server access logging in S3:

Log in to your AWS management console and navigate to S3.
On the S3 management console, click on any bucket that exists on the list.

1
2
3. On the tabs within the bucket, click on Properties, just after the Objects tab.
4

Scroll down to the section called Server access logging. Click on the Edit button
on the far right-hand side.
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5. Click the Enable radio button and then fill out the bucket where the logs generated
will be sent (ensure that the bucket already exists).

6. Click Save changes.

Whenever any object is accessed on this bucket, that activity will be logged immediately
on the configured S3 bucket. This information can be analyzed further using Amazon
Athena to gain more insights into the access patterns of the objects within the S3 bucket.

The last metric captured by S3 is the request metric, which is available at one-minute
intervals following some latency to process.

With this, we have seen that monitoring in S3 is quite different to monitoring in other
services, such as database and compute services. Due to its high durability, what needs
to be monitored is much more reduced. To wrap this up, let's look at a case study for EBS
volumes.

Case study regarding a consolidated EBS
volume dashboard

You have been hired as the system administrator for a company that just migrated to
AWS. This company has been running an on-premise service for the past decade, and
they are planning a massive migration. This migration involves about 30 virtual machines
all running different operating systems, with different configurations and disk spaces.
The CTO is worried about monitoring the disk usage of the servers in the long run, as
the disk usage of about 10 virtual machines that have been migrated as EC2 instances
is not visible in CloudWatch. You have been hired as an expert in cloud monitoring,
particularly AWS, to handle this. The CTO wants to have a single dashboard to be able
to see the disk usage for every virtual machine/EC2 instance that has been migrated
so that the CTO can know when the disk is getting used up and plan for more space
or perform optimization operations to delete some of the cache data within the EBS
volumes. How do you go about this?

Solution

The first step is to configure the CloudWatch unified agent to be able to pull the disk
percentage metrics from all the EC2 instances. The next step involves setting up widgets
for each of the metrics and showing the disk consumption in a chart. This widget is then
executed for every single EC2 instance that has been migrated. Then, a CloudWatch
dashboard is created with all these widgets added to it. This gives a unified dashboard of
all the disk percentage consumption for all the EC2 instances that have been migrated.
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Summary

The storage ecosystem in AWS is really a remarkably interesting section of AWS cloud
computing. We have spent time defining the different types of storage techniques and the
technologies in AWS. We talked about Amazon S3 being object storage that can be used
to store any amount of data. We talked about EBS volume, which is block storage and
works closely with EC2 instances for storing information. We also looked at key metrics
to watch out for in an EBS volume. We also mentioned EFS, FSx, and large-scale storage,
and covered configurations and key metrics relating to these services that should be
monitored for better performance and cost effectiveness.

In the next chapter, we will be looking at monitoring as it is associated with network
services in AWS. We will look at the different networking services in AWS and how
CloudWatch integrates with all of them.

Questions

1. What metric tells you if the speed of your EFS filesystem has reached its peak and
requires the mode to be changed?

2. Apart from the Bucket Size and Number of Objects metrics in S3, are there other
metrics that exist in Amazon S3?

3. An EBS volume monitoring dashboard displays a lot of metrics relating to the
performance and availability of the EBS volume. However, there is one important
metric that is not readily available in the EBS monitoring dashboard, but which
is essential in knowing whether there is enough space in the EBS volume. What
metric is this?

WOW! eBook
www.wowebook.org



Further reading 245

Further reading

For more information on the topics covered in this chapter, refer to the following titles:

Features of Amazon S3: https://www.packtpub.com/product/amazon-
s3-essentials/9781783554898

Basic Concepts of Amazon $3: https: //www.packtpub.com/product/
amazon-s3-essentials/9781783554898

Getting Ready for AWS EBS: https: //www.packtpub.com/product/
aws-masterclass-storage-cdn-aws-s3-aws-cloudfront-
video/9781788992930

Introduction to AWS EFS: https://www.packtpub.com/product/
aws-masterclass-storage-cdn-aws-s3-aws-cloudfront-
video/9781788992930
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Monitoring Network
Services

The last chapter focused on the monitoring of storage devices. We spent time explaining
the different storage services in the AWS ecosystem. We talked about Amazon S3,
Amazon EFS, and Amazon FSx and the different ways they can be applied in different
workloads. We then looked at how monitoring works in each of these services and how to
look at key metrics to get a better understanding of what is going on from time to time.

In this last chapter on the monitoring of AWS services, we shall be looking at the
monitoring of networking services. We will start by looking at the basics of computer
networks, the different components, and the terms associated with computer networking.
Then, we shall look at the different networking services in AWS and see a brief summary
of what each of them is designed for and the purpose they serve as part of the networking
stack in the AWS ecosystem.

Then, we shall be looking at the monitoring architecture for some of the essential services
and understand the key metrics to always watch out for when using these services. They
usually generate lots of graphs, metrics, and logs, so the ability to know the right metrics
and graphs to focus on is key in being a monitoring and observability expert.

We will then look at a case study, which is a real-life scenario that will require an
understanding of network monitoring, and we will see how to solve the problem and
question that will be posted in the case study.
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We will cover the following topics in this chapter:

« Introduction to computer networking

» Monitoring Amazon VPC flow logs

« Understanding the behavior of a load balancer with status metrics
 Application observability with App Mesh and Cloud Map

« Configuring logging in Amazon Route 53

 Case study on VPC analysis

Technical requirements

To be able to accomplish the technical tasks in this chapter, you will need to have met the
following technical pre-requisites:

« A working AWS account (you can opt for the free tier, which will cost $0/month
for 1 year)
A basic understanding of Domain Name System (DNS)

The code files for this chapter can be downloaded from https://github.com/
PacktPublishing/Infrastructure-Monitoring-with-Amazon-
CloudWatch/tree/main/ChapterlO.

Check out the following link to see the Code in Action video:

https://bit.ly/3vbCWCe

Introduction to computer networking

The idea of making two computers able to talk is fundamental to networking. A single
computer can contain valuable information; for that information to be available to another
computer or computers, there needs to be a connection between the computer with the
information and the computer that needs that information. The process of making these
computers communicate to share information is called networking.
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Computer networking can be classified into two major categories:

+ Local Area Network (LAN): A LAN is a small network of computers within an
enclosed environment. The network of computers within an office or within a school
premises all fall under LAN. A LAN can be either a wired or a wireless network.
Wired means that a network cable is used to connect the computers and other
network devices together. Wireless means that the computers can communicate
wirelessly without the need for network cables. That is made possible through
a wireless hub or hotspot that all the computers connect to. Now, because they are
connected to that single source, they can then communicate via that source as that's
what binds them. Just the way our phones are connected to masts and cell towers.

o Wide Area Network (WAN): This is the senior brother of LAN and is used for
wider area coverages and reaches. A network that connects buildings within a city
or across a country is known as a WAN. Based on that concept, this means that
the internet is the largest WAN in the world. The AWS global infrastructure is an
example of a WAN. This infrastructure network is an Amazon-dedicated network
that connects all its availability zones within a country, and the availability zones are
connected to other availability zones in other countries around the world. A WAN
comprises both wired and wireless networks. In some cases, fiber optic cabling
is used and in other cases, telecommunication masts serve as the medium for
transmitting information.

Now that we understand the two basic types of networking, let's talk about some common
networking terms that we shall be using in this chapter that we should know about, to
help us get a better understanding of the monitoring infrastructure we shall be talking
about subsequently.

Understanding a few common networking terms

To have a better understanding of this chapter, we shall start by introducing a few
common networking terms. These terms are not directly connected to AWS networking
but are used as umbrella terms in both cloud computing and on-premises networking.
They are essential to have at your fingertips before having any engagement or conversation
on anything concerning networking. They are discussed in the following subsections.
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IP address

When the post office needs to send a letter or parcel, there needs to be a destination
address or delivery address with the house number, street number, and other relevant
information needed to send the message or parcel to its destination. In networking,

a message is called packets. For these packets to get to their destination, there needs

to be an address tied to them. This address is called an IP, which stands for Internet
Protocol. An IP address is a number set used to uniquely identify a device in a network.
Network devices range from phones to laptops, desktops, servers, and network devices.
Each of these devices needs to have an IP address for them to be identified. No two
devices within a network can have the same IP address; if for any reason this happens, it
causes what is called an IP conflict. In most cases, IP addresses are allocated dynamically
via a technology called Dynamic Host Control Protocol (DHCP). This service ensures
that two devices on the network do not get any type of IP conflict. An example of an IP
addressis 10.198.211.3.

Subnets

This is a logical method for dividing and separating a large network. Subnets are used

to create subgroups from a larger network, which is used for security and compliance
configurations. A large network could a subnet for application servers and another subnet
for a database server that might not need internet connectivity. Each of these subnets

will have further unique security and firewall configuration. Subnets are used in AWS
networks. Subnets are created under a Virtual Private Cloud (VPC) and are used as the
infrastructure backbone for Elastic Compute Cloud (EC2), Relational Database Service
(RDS), Elastic Container Service for Kubernetes (EKS), Elastic Container Service
(ECS), and other AWS services that require network infrastructure to run.

Important Note

A firewall is a hardware device or software used to control network access.
Firewalls are made of rules that open and close specific network ports and
protocols to allow/deny access to and from other devices to ensure the network
is secured.

This network division is done via a notation called CIDR notation. CIDR stands for
Classless Interdomain Routing. This notation is used to define the groupings and
divisions of a network. The CIDR notation is usually represented with the IP address,

a forward slash, and a number that represents the CIDR notation. An example of a CIDR
notation is 10.197.212.4/16. The following table is a sample of the group of devices
that a CIDR block can take. The devices are represented by the IP address range column:
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CIDR Notation IP Range Number of Devices
1.0.0.0/8 1.0.0.0 - 1.255.255.255 | 16,777,216
1.0.0.0/16 1.0.0.0 - 1.0.255.255 65,536
1.0.0.0/24 1.0.0.0 - 1.0.0.255 256

Table 10.1 - Table showing the group of devices that a CIDR block can take

The preceding table shows a list of CIDR notations, IP ranges, and a number of devices
that a particular CIDR ranges.

Internet gateway

The internet gateway is a service that gives a subnet access to the public internet. Networks
generally do not have any form of internet access when configured by default. The only
way the network can have access is when an internet gateway is attached to it.

Network interface

A network interface is a device that is attached to a phone or computer to give it the ability
to join a network. Network interface devices are also called network cards on laptops

and desktops. There are network interface devices for a wired network and for wireless
networks. A wired network interface is visible, but a wireless one is usually invisible. The
network interface is available on all mobile phone devices, which is why they can connect
to Wi-Fi and data networks, because of the network interface device that is configured
within the mobile device.

Now that we understand some common networking terms, let's look at networking
services in AWS and have a basic understanding of what they do.

Exploring AWS networking services

In the previous section, we just talked about various networking terms that encompass
all types of networking infrastructure. In this section, we shall drill down into specific
networking services offered by AWS. We shall give a basic definition of what they are,
how they work, and where they are applied when setting up cloud infrastructure.

The networking services used in AWS are discussed in the following subsections.
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VPC

VPC is an AWS service that is used to create network connectivity infrastructure. Without
a network configuration, EC2 instances cannot be created or configured in AWS. The
underlying network infrastructure that makes EC2 instances run is VPC. When you sign
up for AWS for the first time, a default VPC is created across all the regions of your AWS
account. VPC also has other features, such as internet gateways, NAT gateways, subnets,
transit gateways, Virtual Private Network (VPN), AWS Network Firewall, security
groups, and Network Access Control Lists (NACLs). They are used for various network
configurations, from dividing the network into subnetworks to creating a VPN for secured
networking communication. There are also security groups and NACLs that are used to
configure security policies on the network. VPC is the bedrock of Infrastructure as

a Service (IaaS) within the AWS ecosystem.

CloudFront

The speed of your website will determine whether users stay or leave. Hence, it is essential
to ensure the website loads as fast as possible. The problem with this is twofold. When

a user visits a website, the site pages get downloaded into the user's browser. Modern
browsers have a way of storing some data so that when the page loads again, it becomes
faster. This same technology exists within the AWS cloud; it uses an Edge location to store
a website that has been loaded previously, and that website is distributed across all the
Edge locations.

Important Note

An Edge location is a special kind of mini data center that is used to accelerate
application delivery and performance. Edge locations are set up close to where
customers are located to reduce the latency of the application and improve the
speed to give customers and users the best experiences.

This further improves the speed of the website as it will be delivered via the Edge location
where all the website information has been cached.

Load balancing

This is a feature that is used to improve the availability of an application that is scaled
horizontally. Load balancers are used to route traffic across various EC2 instances that
are configured behind them.
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Important Note

Horizontal scaling is a technique used to maintain the high availability of an
application. It involves adding more servers or EC2 instances to an existing server
to share the load that one server carries. A load balancer is set up in front of these
servers to act as the router of the traffic across the servers that are configured
behind the load balancer. There is also vertical scaling, which involves increasing
the resources of a single virtual machine to handle the load of traffic hitting that
server. Vertical scaling is not used often to scale an application because it leads to
system downtime and does not give the system high availability, hence engineers
turn more to horizontal scaling for high availability.

The load balancer and EC2 instances must be within the same network VPC to allow
traffic routing between these EC2 instances. AWS has three types of load balancers. They
are as follows:

A classic load balancer, which is used for both HTTP and TCP requests.

An application load balancer, which is used strictly for application routing. This falls
under the HTTP protocol, which is the seventh layer of the OSI model.

A network load balancer is the last type of load balancer, which is designed strictly
for TCP networking and is Layer 4 of the OSI model.

These load balancers serve unique purposes based on the application-specific network
model.

Route 53

This is the AWS DNS routing and domain name registration service. Route 53 serves as

a DNS manager for your domain name. You can purchase a domain name from anywhere
and use Route 53 to route requests to applications and services. Route 53, like any other
DNS manager, supports all the basic DNS records types, such as the following:

A record, used for IPv4 network routing

MX record, used for configuring email servers

TXT record, mostly used for domain name validation
AAAA record, used for IPv6 network routing

CNAME record, usually used for website subdomain routing

CAA record, used to validate a domain for issuance of SSL/TLS certificates
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Route 53 also has some unique features that make it different from normal DNS
managers, one of which includes the unique routing policies that can be configured when
any of the record types are being configured. These routing policies are as follows:

« Simple routing policy

» Weighted routing policy

+ Geolocation routing policy
« Failover routing policy

o Multivalue answer routing policy

These routing policies determine how traffic is routed from the user sending the DNS
request to the service configured in the DNS manager.

Lastly, Route 53 has a domain name registration feature that can be used to purchase

a domain name. Domain names are also called the website name. For example,
packtpub. com is a domain name and was purchased and is owned by Packt Publishing.
When the name is bought, a DNS manager such as Amazon Route 53 is used to point

the domain name to the IP address of a server, and within that server an application has
been built and is running. When the user types that domain name, it automatically sends
the user to the server that contains Packt Publishing's website content, and the server
shows the user the page. This process of getting a website from the DNS is called DNS
resolution.

This last section has helped us understand the different AWS networking services
and what they are used for. The next section is going to focus on one of the services
mentioned, VPC. We shall look at how monitoring works in the Amazon VPC service.

Monitoring Amazon VPC flow logs

The previous section explained the importance of Amazon VPC as it is the underlying
infrastructure that other AWS services need to run efficiently - services such as EC2, RDS,
EKS, ECS, Lambda, Elastic MapReduce (EMR), Elastic Beanstalk, Batch, Elasticsearch
Service, Amazon Redshift, and ElastiCache. Due to this fact, it will also be important

to know how to monitor what is going in the network infrastructure that these services
run on.
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VPC has a feature that allows this to be possible, called flow logs. A flow log is

a combination of all the traffic data going through the VPC, which is a combination

of all the subnets within the VPC, be it a private or public subnet. Flow logs make it
possible to know the size of the data being sent or received, whether a network request
was accepted or rejected, the source and destination port of a request, the source and
destination IP address of a request, the network interface ID, the subnet ID, and much
more information that is used in understanding the different requests and responses going
through the VPC network.

This information can be collected in the form of logs, and these logs can be sent to either
Amazon S3 or Amazon CloudWatch Logs, making it easy to view and analyze them to get
insight into the activities in a specific VPC and all the components connected to that VPC.
The logs sent to Amazon S3 can be analyzed using either the Amazon S3 Select feature

in Amazon S3 or Amazon Athena, which uses SQL to query through data. The data in
CloudWatch Logs will go into specific CloudWatch streams and can be viewed in the
streams, or can also be analyzed using CloudWatch Log Insights.

Let's look at how to create a flow log from a VPC, send these logs to Amazon CloudWatch,
view the logs, and explain the information we see in the VPC flow logs.

These are the steps to create a flow log:

1. Navigate to the VPC management console in the AWS management console.

2. Inthe VPC management console, click on Your VPCs on the left-hand side of the
screen to show the VPCs that exist.

3. In the list of VPCs that show, click on the VPC you want to create the flow log on.
For our example, we will click the default VPC in the list. This will give more details
at the bottom of the screen, as shown in the following screenshot:

/ default

Details CIDRs Flow logs Tags

Details

VPCID State DNS hostnames
® Available Enabled

Tenancy DHCP options set Route table

Default

Default VPC IPv4 CIDR IPv6 pool

Yes -

Owner ID

Figure 10.1 - VPC details
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4. From the details page of the VPC that has been selected, click on the tab labeled
Flow logs.

5. Click on the Create flow log button:

(0] [rer ~ | TN
1 <

v Maximum aggregation interval v Creation time

Figure 10.2 - Creating a VPC log

6. Fill out the VPC flow log form to configure the flow log. First is the name of the
flow log, which is opt ions. For this case, we shall set the name of the flow log as
defaultfl. The next option is Filter. Leave the default option, which is Accept.
The next option is Maximum aggregation interval, which means the maximum
interval of time during which a flow of packets is captured. For this option, select
1 minute. The next option is Destination. For this, there are two options: Send to
CloudWatch Logs or Send to an Amazon S3 bucket. For this example, we shall
send the flow log data to CloudWatch, so we will leave the default, which is Send
to CloudWatch Logs.

7. Still filling in the form, the next option is to select the destination log group. To be
able to select a log group, one first needs to be created. Use the following link to
create a log group: https://docs.aws.amazon.com/AmazonCloudWatch/
latest/logs/Working-with-log-groups-and-streams.html.

When the log group is created, select it from the list or click the Refresh button
to repopulate the list and select the log group.

8. 'The next step is to select the Identity and Access Management (IAM) role that will
authorize VPC to write flow logs into the CloudWatch log group that has just been
selected. We need to create an IAM role that allows this. To do that, use the guide
on how to create an IAM role shown in Chapter 2, CloudWatch Events and Alarms,
under the Configuring a basic CloudWatch agent section. But for this scenario, this

is the policy to be used:
{
"Version": "2012-10-17",
"Statement": [
{
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"Effect":

"Action":

"logs:
"logs:
"logs:
"logs:

1,

"Allow",

[
CreateLogGroup",
CreateLogStream",
PutLogEvents",

DescribelLogStreams"

"Resource": [

"arn:aws:logg:*:*  *"

}

We will need to update the trusted entity to give the VPC access to write to
CloudWatch log groups. To do that, click on the role that we created in the previous

step, then click on the Trust relationships tab, and then click on the Edit trust

relationship button. This will show the policy document for the trust relationship.
The next step is to update it with the following policy:

"Version": "2012-10-17",
"Statement": [
"Effect": "Allow",
"Principal": ({

"Service": [
"ec2.amazonaws.com",
"vpc-flow-logs.amazonaws.com"

]

"Action": "sts:AssumeRole"
1
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10. Click the Update Trust Policy button to save the changes we have made. This will
update the trusted relationship and add VPC as a trusted entity, as shown in the
following screenshot:
You can view the trusted entities that can assume the role and
Edit trust relationship
Trusted entities
The following trusted entities can assume this role.
Trusted entities
The identity provider(s) ec2.amazonaws.com
The identity provider(s) vpc-flow-logs.amazonaws.com
Figure 10.3 - Editing trusted entities
11. Going back to the VPC flow logs page, we can refresh and select the IAM role that
has just been edited.
12. The next option is Log record format. This means the format in which the
logs will be generated. There is a default, but it can also be customized to have
more information. The default format contains information such as version,
accountid, interface-id, srcaddr, dstaddr, srcport, dstport,
protocol, packets, bytes, start, end, action, and log-status. There
are other parameters that can be used when configuring custom logs, but we shall
use the default for this setup.
13. Finally, the tags can be left, and then click on the Create flow log button.
14. It takes a few minutes before the logs are available, but to check them, we navigate

to the CloudWatch console, then Log groups. Then, click on the log group that was
created initially. You should find a log stream identified by a network interface, for
example, eni- 123a51fbc45e3g76-all. Click on the stream to view the logs.
This will show the logs. The following screenshot is an example of what the logs
look like:

WOW! eBook
www.wowebook.org



Understanding the behavior of a load balancer with status metrics 259

2 10 5 eni-B »3b92 74.82.47.21 172.31.46.198 38715 17 17 1 29 1611481356 1611481386 REJECT OK

21 5 eni-@ 3b92 221.131.165.119 172.31.45.198 15969 22 6 14 2782 1811481350 1611481386 ACCEPT OK
21 5 eni-@85 3b92 172.31.46.198 221.131.165.119 22 15969 & 12 2417 1611481358 1611481386 ACCEPT OK
218 5 eni-B85 'b92 194.26.25.118 172.31.46.198 54480 1858 6 1 42 1511481356 1611481386 REIECT OX
21 eni-85 b92 194.147.148.185 172.31.46.198 49287 32869 6 1 40 1611481350 1611481386 REJECT OK
21 5 eni-@5i b92 194.26.25.118 172.31.46.198 54480 3361 6 1 40 1611481358 1611481386 REIECT OK
21 5 eni-@ "b92 194.26.25.118 172.31.46.198 54488 709 6 1 48 1611481358 1611481386 REJECT OK
211 eni-g b9z 34.64.73.76 172.31.46.198 54346 22 6 14 1449 1511481399 1611401446 ACCEPT OK

21 5 eni-85 592 172.31.46.198 34.64.73.76 22 54346 6 12 2349 1611481399 1611481446 ACCEPT OK

Figure 10.4 - VPC flow logs in Amazon CloudWatch Logs

Each item in the screenshot of Figure 10.4 represents the parameters that we used as
defaults. The first is the version, which is 2 in the screenshot. The next is the AWS account
ID, which is blurred. Then is the network interface ID (also called the elastic network
interface in AWS), and then is the source address, which is different from one log item to
the other, but the first one is 74 . 82.47 .21, all the way to the last column item, which

is OK for the log status. This is a detailed view of the activities of all resources running
under that elastic network interface, showing the network request moving from source

to destination.

This is extremely helpful in debugging network activities, and since it is log information,
metrics can be created from it to filter rejections or network failures, and CloudWatch
alarms can be configured for it. See the Creating a metric filter section in Chapter 3,
CloudWatch Logs, Metrics, and Dashboard, to see how to create a metric from the flow
logs that have been collected.

Now we understand how to configure flow logs in VPC to collect logs and information
on every network packet flowing across the VPC network. In the next section, let's look
at how to monitor another network service in AWS, an elastic load balancer.

Understanding the behavior of a load balancer
with status metrics

We already mentioned the load balancer in the introductory section of this chapter.

We talked about the three types of AWS load balancers: classic, application, and network.
But in this section of the chapter, we shall be focused on the monitoring of load balancers.
To be able to monitor a load balancer, we need to have one running that has been created.
Use the following guide to create a simple application load balancer: https://docs.
aws.amazon.com/elasticloadbalancing/latest/application/create-
application-load-balancer.html.
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Once the load balancer is created, click on it and scroll down to view the details. This

contains more information about the load balancer. On the tabs that are displayed, click
on the Monitoring tab to show graphs and metrics about the load balancer, as shown in
the following screenshot:
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Figure 10.5 — Application load balancer graphs

The preceding screenshot shows different graphs with different metric information. We
shall be talking about a few of these metrics that are very key to help you understand
what is happening with the load balancer. The first graph in the preceding screenshot
has the title Unhealthy Hosts and tells us the number of hosts that the load balancer

is not connected to. We explained that a load balancer usually had servers configured
behind it. AWS load balancers have a feature that does a health check to ensure that the
load balancer can connect to the servers configured behind it. If it cannot connect for
any reason (could be that the backend server is down or the port mapping from the load
balancer to the service is incorrect), the load balancer counts the number of hosts it
cannot connect to as unhealthy hosts. The next metric shows Healthy Hosts, which means
the servers that the load balancer can connect to. The Requests metric is a count of the
number of requests that have hit the load balancer.

There is a set of HTTP status metrics such as ELB 5XXs, HTTP 4XXs, and HTTP 2XXs,
which are all used to know the status of the backend application. The 5XX and 4XX stand
for errors. Any these found as counts in the graph data in Figure 10.5 means that the
server behind the load balancer is reachable but the application in that server has errors.

There is also the metric called Surge Queue Length. This metric helps in understanding
the number of requests that have been queued in the load balancer and have not been
served to the backend services. This is the load balancer's little way of throttling requests
that have been sent to the backend server from time to time.

Now that we have seen how to get information and understand the behavior of our load
balancer, let's look at how to monitor App Mesh and Cloud Map.
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Application observability with App Mesh and
Cloud Map

The goal of observability is knowing what is going on internally. In a microservice
application, there are various moving parts and components of your application, so it

is quite important to understand the flow of traffic within the different microservices

that are interconnected. This is one of the pillars of observability called tracing. As the
application grows, the number of microservices in the system grows. If there is no service
mesh in the system, it becomes near impossible to understand the inner workings of the
system and how traffic flows from service to service.

Important Note

Microservices are an architecture used to develop applications, where the
application is broken down into different pieces that work independently,

run independently, are developed independently, and are also deployed
independently. During runtime, these systems then connect and share
information via different media, APIs, message queuing, networks, and so on.

This is where AWS App Mesh shines. With App Mesh, you can understand, monitor, and
control communication within your microservices. It does this by installing a sidecar for
every application deployed in your container orchestration service. With that, it is able

to get network information of traffic flowing in and out of the running container. When
every container in the cluster has a sidecar, it gives end-to-end visibility of the logical flow
of the containers running within the cluster. This concept is also known as a service mesh.

Important Note

A service mesh is a network infrastructure layer that works side by side with
applications running in a microservice architecture to help with a centralized
method of administering, securing, tracing, and monitoring all network service
communication between the different microservices.

So, we can rightfully say that AWS App Mesh is a managed service for service mesh,
allowing deeper integration of the service to be used for both Amazon EKS and
Amazon ECS.
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AWS Cloud Map

From the name, you can tell that Cloud Map helps you create a map of the AWS

services that you are using. Most times, these services are used as separate entities and
there is usually no way of understanding the changes that occur in the services when
scaling operations are made, or other types of service changes. With Cloud Map, the

AWS service(s) you are using are registered to it, and it can help to map the services
based on what is registered to it. Since the services are registered on Cloud Map, it can
automatically discover them and knows the most up to date and healthy service resources.

When a Cloud Map namespace is created in Cloud Map (a namespace is the logical way
that Cloud Map groups all the services of a single application), it creates a Route 53 private
hosted zone.

There are three options Cloud Map uses to discover registered services/instances:

o APIcalls
o API calls and DNS queries in VPCs
o API calls and public DNS queries

Each of these options will require a service instance to be registered with its IP and
by sending intermittent pings as health checks, Cloud Map is able to get a sense of
the different services that your application is using. Cloud Map is mostly used for
containerized microservices workloads.

Important Note

Containerized means that the application is designed to run in a Docker
container. See more information about Docker containers in Chapter 5, Setting
Up Container Insights on Amazon CloudWatch, in the Container services in
AWS section.

In AWS, the two services for running containerized applications are Amazon ECS and
Amazon EKS. They can be registered and kept up to date in AWS Cloud Map. When an
application is deployed in an ECS or EKS cluster, a service is created, and that service is
registered with Cloud Map. With that, Cloud Map is able to help you maintain the service
without using any other third-party tools.
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Both App Mesh and Cloud Map are about observability and while one is helping you see
the flow of traffic within application services running in your cluster using the service
mesh technique, the other is helping you to register and manage the services in your
container orchestration cluster, reducing the stress of deploying an open source tool

and maintaining it too.

Let's move forward to see how logging is configured in Amazon Route 53 and other
interesting monitoring tooling that exists in Route 53.

Configuring logging in Amazon Route 53

Route 53, like every other AWS service, has a lot of interesting services. There are many
unique features in Amazon Route 53 that you might not find in other DNS services. One
of them is the unique routing policies that were already mentioned in the Introduction

to computer networking section where Route 53 was introduced.

In this section, we are looking at Route 53 in the context of monitoring. There are a couple
of things that can be monitored in Route 53, from something as basic as monitoring the
status of the domain registration to know whether it is complete to showing the status

of a domain to know when it is going to expire. You can also send DNS query logs of the
configured hosted zones to Amazon CloudWatch Logs for further analysis. The DNS
query logs are supported on both private DNS- and public DNS-hosted zones.

Important Note

A hosted zone is a logical collection of DNS records that makes it easy to
manage DNS records that all come from the same domain name or Top-Level
Domain (TLD).

Let's configure query logging for a public hosted zone. To do this, we shall use the
following steps:

1. Navigate to Route 53 in the AWS management console.

2. Click on a DNS-hosted zone that has been created. If you do not have one, use the
following link to create a hosted zone: https://docs.aws.amazon.com/
Route53/latest/DeveloperGuide/CreatingHostedZone.html.
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3. On the hosted zone page, there is a button named Configure query logging, in the
top-right corner of the screen. This will take us to the page to configure the query

logging:

Configure query logging i

You can configure Amazon Route 53 to log information about the queries that Route 53 receives, such as the domain or
subdomain that was requested, the date and time of the query, and the DNS record type (such as A or AAAA).

Log group info
Specify the CloudWatch Logs log group where you want Route 53 to save DNS queries for records in this hosted zone.

Log group

You can choose the name of an existing log group or choose to create a new log group.

o]

The log group can have up to 512 characters. Valid characters: a-z, A-Z, 0-9, and . _/ # - (hyphen)

v

Missing permission Grant permissions
Route 53 needs permission from a resource policy to publish logs to a CloudWatch

Logs log group. Mo existing resource policies grant the required permissions.

> Details

» Permissions - optional

Cancel Create

Figure 10.6 — Configuring query logging

4. Click on the dropdown with the label Log group to select the log group to send the
log data to. There is also the option to create a fresh log group for this in the list, so
we shall click that option and create a log group called /aws/route53/hzlogs.
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5. Click on the Grant permissions button to grant Route 53 permission to publish
logs to CloudWatch Log groups.

6. Click the Create button to activate the query logging.

This will activate the query logging and starts sending logs to the CloudWatch log
groups that we just created.

Important Note

The log group that is created automatically goes to the N. Virginia region
of CloudWatch. So, automatically, the Route 53 logs will be sent to the
CloudWatch log group that is in the N. Virginia region.

To view the logs, we navigate to the CloudWatch management console | Log groups and
then to /aws/route53/hzlogs, which is the name of the log group we created from
the Route 53 console. Click on the log group to view the log stream. Different log streams
will be displayed. Click on any of them to view the logs. The data in the log stream will
look as in the following screenshot:

> Timestamp

¥y v v ¥ v v v v

2021-81-25Te0:

2021-91-25T@0:

2021-01-25Te8:

2021-81-25Te0:

2021-91-25T@0:

2921-81-25Te8:

2021-81-25Te0:

2021-91-25T@0:

18:

18

18:

23

26:

:17.000+01:

17.000+01:

20.000+01:

20.000+01:

:22.000+01:

22.008+01:

23.000+01:

:23.000+01:

Message

No older events at this moment. Retry

1

1

1

1

1

1

1

1

.0 2021-91-24723:88:177 720P7P79M72056 mycloudseries.
.0 2021-91-24723:1@:17Z Z20P7P79MZ2@56 mycloudseries.
-8 2021-81-24T723:18:207 720P7P79M72056 mycloudseries.
.0 2021-91-24723:18:287 720P7P73MI2056 mycloudseries.
.0 2021-91-24723:22:227 Z20P7P79MZ2@56 mycloudseries.
.8 2021-01-24T23:23:227 720P7P79MI2056 mycloudseries.
.0 2021-91-24723:26:237 720P7P79M72056 mycloudseries.

.0 2021-91-24723:27:237 Z20P7P79MZ2@56 mycloudseries.

com A NOERROR

com A NOERROR

com A NOERROR

com A NOERROR

com A NOERROR

com A NOERROR

com A NOERROR

com A NOERROR

No newer events at this moment. Auto retry paused. Resume

Figure 10.7 - Route 53 query logs on a CloudWatch log stream
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These are just like CloudWatch Synthetics canaries, which are used for application health
check monitoring, as discussed in Chapter 7, Monitoring Serverless Applications. Route
53 also has a health checker feature that can be used to monitor websites, domains,

IP addresses, and services with different ports other than 80 and 443, which are the
common network ports for an application. This feature can be found in the Route 53
management console on the left hand-side menu, with the name Health checks. Click
this option, then click on the Create health check button. Fill in the form shown in the
following screenshot:

Configure health check (2]

Route 53 health checks let you track the health status of your resources, such as web servers or mail servers, and take action when an
outage occurs.
Name | example name {i]

What to monitor @ Endpoint [i ]
Status of other health checks (calculated health check)

State of CloudWatch alarm

Monitor an endpoint

Multiple Route 53 health checkers will try to establish a TCP connection with the following resource to determine whether it's healthy.
Leamn more

Specify endpointby @ [P address Domain name
Protocol | HTTP ~ O
IP address * | 192.0.2.44 or 2001.0B8..1 {i]
Host name www example.com [i]
Port* 80 Li]
Path /| images Li]

» Advanced configuration

URL ©

Health check type Basic - no additional options selected (View Pricing)

Figure 10.8 - Configuring a Route 53 health check
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The next step is to create an alarm that notifies you when the health check fails. After that,
click on the Create health check button to create the health check.

This health check is mostly used for a failover routing policy in Route53, which is how
the routing policy knows that the primary backend service is down, and then routes the
traffic to the secondary backend. The health check status is continually sent to the failover
routing policy, which helps it to decide on and know the action to take. It also routes back
to the primary backend service when the service becomes available.

Though many users are not concerned about monitoring DNS queries, if you have

a private DNS configuration and there are problems with DNS resolutions, one of the
steps that can be taken is to collect logs and see what is going on under the hood. There
are also cases where the traffic flow might need to be audited and graphs created and used
to understand the flow perfectly.

Let's look at a simple case study of how the knowledge we have gotten from this book can
be helpful in a real-life scenario.

Case study on VPC analysis

You are the Site Reliability Engineer (SRE) in charge of the availability of all the
applications of a media company. Your company runs a streaming service where users
watch movies, TV series, and other video content. You have been receiving reports from

the support team that customers are noticing a decline in the speed at which the movies

are loading for watching and from time to time, the video does not stream smoothly. After
checking the application, you notice that the application runs fine but the application
connects to Amazon Aurora PostgreSQL and you need to check how traffic goes and returns
from the application to Amazon Aurora. What actions would you take to investigate this?

Solution

The first step is to create a VPC flow log, because both the application, which will most
likely will be in EC2, and the Aurora database are both running on VPCs. Analyze the
logs collected in either CloudWatch Logs or Amazon S3. Check the logs where the
destination address/port is the Aurora database and check the speed at which the
response is returned.
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Summary

This chapter was all about networking. We started by introducing computer networking
and all the various components of computer networking. Then, we drilled down to
looking at networking from the AWS standpoint and the different AWS services and the
different areas of networking specialty that they cover.

The next stage was then to take some of the services and see how networking works for
each of them. We started with Amazon VPC and understood the value of flow logs, and
then we created a flow log to demonstrate how we can use it to collect logs of network
activities in our VPC and subnets within the VPC. We explained the different information
contained within the log and how to interpret the meaning of the logs generated by the
VPC flow logs.

We then moved on to load balancers in AWS and looked at the graphs and metrics of
a load balancer and what some of the metrics mean. We talked about how to configure
alarms for the critical graph metric.

Then we moved on to App Mesh and Cloud Map, and the monitoring of services deployed
with App Mesh and Cloud Map.

Finally, we rounded out the chapter by looking at DNS monitoring with Amazon Route
53. We configured a simple Route 53 health checker that can be used for Route 53 failover
configuration or can be connected to a CloudWatch alarm to send a notification when the
health check on a domain or IP address fails.

The next chapter is the conclusion of this book. We shall consolidate all we have been
learning in the last 10 chapters of the book. Best practices to follow in ensuring proper
monitoring and the cost of running monitoring in CloudWatch shall also be explored in
the next chapter.

Questions
1. What feature in VPC is used to view networking activities from EC2 instances?
2. What are the two destinations for VPC flow logs?

3. What metric/graph in a load balancer tells you that the backend configured with the
load balancer is available?

4. True or False: It is possible to configure a Route 53 health check to be able to send
notifications?
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Further reading

For more information on the topics covered in this chapter, refer to the following links:

The basics of networking with AWS: https: //www.packtpub.com/product/
practical-aws-networking/9781788398299

Working with Route 53: https: //www.packtpub.com/product/
aws-networking-cookbook/9781787123243

Elastic load balancing: https://www.packtpub.com/product/
practical-aws-networking-video/9781789349788

AWS networking essentials: ht tps: //www.packtpub.com/product /
aws-networking-solutions-video/9781788299190
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Best Practices and
Conclusion

In the previous chapter, we talked about the monitoring of networking services. We
started by talking about the fundamentals of networking and all the different key aspects
to understand basic networking. Then, we went further to talk about some AWS network
services and then looked at monitoring for some select AWS services.

This chapter is the concluding chapter of this book. We shall be talking about best
practices and techniques for monitoring. Monitoring is usually an afterthought

in application development and deployment operations. But application logs and
metrics become important when there are any performance issues noticed or there

is downtime - everyone turns to monitoring and logging. But if there is not a proper
process for how to set up monitoring in your organization, then it is going to be more
difficult to have that information readily available when you need it.

In this chapter, we shall be talking about the best practices and techniques to use to ensure
that we do monitoring in the right way and more consistently. This book has shown
monitoring for different AWS services. In this concluding chapter, we shall talk about best
practices and techniques to implement monitoring on these services. We shall also talk
about how you are billed when using Amazon CloudWatch for the collection of logs, the
creation of metrics, and the creation of charts.

WOW! eBook
www.wowebook.org



272  Best Practices and Conclusion

We will cover the following topics in this chapter:

« Best methods used in monitoring
 An explanation of CloudWatch billing

o Summarizing everything learned so far

Best methods used in monitoring

As was said in the introduction of this chapter, monitoring is usually an afterthought

of application development and deployment, although it is a major process and is a major
part of the Site Reliability Engineer (SRE) role. A major purpose of this role is to ensure
that systems maintain high availability and reliability. One of the pillars of making sure

a system is highly available and reliable is to ensure that there is proper monitoring and
observability of the system. The SRE role goes beyond configuring monitoring tools;
SREs bring a lot of automation into the work being done, meaning that some
programming/scripting knowledge is needed to be a good SRE.

SREs are also involved in building and designing a process for how incidents, escalations,
and downtimes are handled in the system. They are the ones that work with businesses
and other departments to set service-level agreements (SLAs), service-level objectives
(SLOs), and service-level indicators (SLIs) for different systems and applications running
within the organization, for both internal use and customer-facing systems.

This responsibility means that there must be a method for monitoring observations. The
following are key points that are the best methods for carrying out monitoring.

Automate everything

The first step in ensuring monitoring is consistent is to automate the process of
configuring monitoring in your systems and applications. It is usually easier for SREs
and system administrators to forget monitoring and set up the infrastructure and do
monitoring when the infrastructure is already set up. When monitoring is part of the
setup process, then it will not be forgotten during the process. One way to ensure this
is using cloud automation tools such as Terraform and CloudFormation. When the
infrastructure is set up using any of these tools, monitoring can be incorporated as part
of it and can be the standard in the organization for how every infrastructure is set up
to ensure consistency across all services set up within the AWS environment. One basic
configuration is the health monitoring of a website or application endpoint.
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The following link is a simple Terraform script that can be edited to apply a Route 53
health check to any URL of an application that is deployed into the AWS environment
(https://github.com/PacktPublishing/Infrastructure-Monitoring-
with-Amazon-CloudWatch/blob/main/Chapterl0/terraform/
route53healthchecker. tf). To run the Terraform template, use the following
instructions: https://learn.hashicorp.com/tutorials/terraform/
automate-terraform.

Another way to automate monitoring configurations is using AWS Simple Systems
Manager (SSM).

Audit monitoring configurations from time to time

In fast-moving systems, there are bound to be a lot of changes, configurations, and
deployments happening at the same time, and quickly. It is important that services and
applications are still monitored during these changes. There are situations where after

a service is created or deleted, the monitoring setup does not follow suit. You could have
an EC2 instance that has been terminated and the dashboard of the custom metrics from
the EC2 instance is still up. This could cost some money, especially if it is not really in use.

Performing periodic audits on the monitoring and observability infrastructure is quite
essential. It could also help spot possible issues. An example is logs might stop being sent
to CloudWatch Logs for one reason or another. This could be an oversight and when those
logs are needed at any time, you might discover that the instance has not been sending
logs to CloudWatch. With periodic auditing, this can be quickly spotted and fixed.

Measuring workload performance

Logs and metrics are not only used to know when something has gone wrong but can
also be used to envisage when a problem is about to occur. In Chapter 1, Introduction

to Monitoring, we spoke about proactive and reactive monitoring. Being proactive is
knowing when something will go wrong and acting on it before your attitude to the
incident becomes reactive. Being reactive means that you do not know when something
occurs but react when it has occurred. Measuring workload performance could mean
understanding how much time it took for a request to move around the system from start
to finish. A Synthetics canary helps in pinging your website and shows you the view from
the user's perspective. This is a technique that can tell you how long the website takes to
load, whether there are 404 errors on the website, and many other metrics that will help
you know how the system is performing. When these performance issues are identified,
they can be quickly addressed before they become incidents.
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Ensuring important metrics go with alarms

There are lots of logs that can be collected for CloudWatch from various services. But it is
important to focus on the most important logs and create metrics for them. The next thing
that should follow the metrics is threshold alarms. Now, alarms on their own can be too
much and when there are too many alarms, it reduces the importance of alarms, which
should indicate important incidents and draw your attention to something important.
Using composite alarms in AWS is a good way to reduce the number of notifications sent
by multiple alarms that have been configured. Use the following link to see how to create
composite alarms in Amazon CloudWatch: https://docs.aws.amazon. com/
AmazonCloudWatch/latest/monitoring/Create Composite Alarm.html.

An explanation of CloudWatch billing

With all the interesting features we have explained in this book, it is quite important to
know that CloudWatch, just like every other AWS service, is not free of charge. Although,
AWS has a free tier with the following features, which AWS promises will be free forever
based on the free tier link (https://aws.amazon.com/free). The following
screenshot shows what CloudWatch can give you for free every month:

Amazon CloudWatch
custom metrics and alarms

Monitoring for AWS cloud resources
and applications.

10 Custom Metrics and 10 Alarms
1,000,000 APl Requests

5GB of Log Data Ingestion and 5GB of Log
Data Archive

% Dashboards with up to 50 Metrics Each per
Month

Figure 11.1 - Amazon CloudWatch free tier package

WOW! eBook
www.wowebook.org


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://aws.amazon.com/free

Summarizing everything learned so far 275

From the screenshot, we can see that you can get 10 custom metrics and 10 alarms for
free. Custom metrics are metrics that you create manually from the logs that are being
sent to CloudWatch Logs. This means you can create 10 of those for free. Anything more
than that you will be charged for. Now, these charges vary from metrics to dashboards,
alarms, logs, events, contributor insights, to canaries. The prices for these components
usually vary from region to region. For example, the cost of collecting logs and sending
them to CloudWatch Logs to store costs $0.50 per GB in the Ohio region, and it costs
$0.76 in the Tokyo region. These prices are not usually the same from region to region
for the different components. But some components are the same across all the regions.
Dashboards, for example, cost $3 per dashboard per month no matter the region you
are in. For more details on CloudWatch pricing, check the CloudWatch pricing page.

It gives more information based on custom metrics, container insights on both ECS
and EKS, Lambda insights, and more. This is the link to the CloudWatch pricing page
(https://aws.amazon.com/cloudwatch/pricing/). It is quite important

to understand some of these metrics as they could incur a lot of charges if not well
monitored and audited from time to time as many dashboards and metrics might be
needed to understand our application.

Summarizing everything learned so far

In this section, we shall do a recap of everything we have learned in the last 10 chapters
of this book, going from one chapter to another:

1. Chapter 1, Introduction to Monitoring, was an introduction to monitoring. We
looked at monitoring from its first principles and explained how it has evolved over
time and taken in software and cloud monitoring. Then we moved on to the types
of monitoring and the importance of monitoring in a system. Then, we introduced
Amazon CloudWatch and talked about how the well-architected AWS framework
is helpful as a guide in performing monitoring more efficiently in AWS.

2. For Chapter 2, CloudWatch Events and Alarms, we started going deeper into more
monitoring concepts, such as CloudWatch Events and Amazon EventBridge,
comparing them and showing the differences. We also looked at the components
of an event and moved straight on to look at what a CloudWatch alarm is and how
to create one.

3. Chapter 3, CloudWatch Logs, Metrics, and Dashboard, introduced logs and talked
about how important they are in taking note of every event that occurs in a system
or an application. We also introduced metrics, which are what help to make logs
have a better meaning, and then dashboards are used to represent the metrics in
pictorial form.
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4. In Chapter 4, Monitoring AWS Compute Services, we started looking at monitoring
in relation to different AWS services. Specifically, we focused on compute services
such as EC2 and Elastic Beanstalk and practiced configuring logging to CloudWatch
Logs using the CloudWatch Unified Agent.

5. In Chapter 5, Setting Up Container Insights on Amazon CloudWatch, we continued
with compute services, but this time our focus was on containers. We introduced
the concept of containers and talked about AWS services used for container
orchestration. We then looked at Container Insights for monitoring on both ECS
and EKS.

6. Chapter 6, Performance Insights for Database Services, took a turn into the
monitoring of database services in AWS. We started by introducing database
management, talking about the types of database technologies and different
database technologies. We then looked at the different database technologies
in AWS, such as RDS, Redshift, and how to configure monitoring and logging for
these services.

7. Chapter 7, Monitoring Serverless Applications, was focused more on serverless
applications. To help get a better understanding, we first explained the concept of
serverless and the different serverless services in AWS. Then we went further to
explain how monitoring works on each of the serverless services, such as Lambda,
and introduced endpoint monitoring via CloudWatch Synthetics canaries.

8. In Chapter 8, Using CloudWatch for Maintaining Highly Available Big Data Services,
we looked at monitoring big data services in AWS. We first identified the different
operations in big data and the AWS services used for the different big data
operations such as data analytics and data engineering. We then looked at how to
monitor and track issues when running workloads in big data services.

9. Chapter 9, Monitoring Storage Services with Amazon Cloud Watch, was focused on
storage services and the monitoring of EBS volumes, EFS, and FSx storage services
using Amazon CloudWatch to get deep insights into the behavior of the storage
services.

10. Chapter 10, Monitoring Network Services, introduced more on monitoring network
services in AWS. It started by introducing the basics of networking and the
components of a computer network. Then, we did a demo on how to create VPC
flow logs, which give information on the flow of network logs in and out of the AWS
network. Then, we also talked about monitoring in other AWS networking services.

Next, let's get a summary of the book that corroborates all we have been learning in
a nutshell.
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Ssummary

The purpose of this book was to ensure that you have a clear introduction to every aspect
of monitoring AWS services using Amazon CloudWatch. In conclusion, every chapter

of this book will help a novice who has no idea about the networking ecosystem in AWS
to have a clear entry-level understanding of how networking works from one service to
another. That is why we have spent a great deal of time touching on as many categories

as possible and the most used services in AWS, to give insights and an overall view of
the monitoring infrastructure in AWS and how Amazon CloudWatch is at the center of
monitoring and also the observability of services within the AWS ecosystem.

Understanding the monitoring infrastructure in AWS will help you to achieve better
configurations and management, and to secure your workloads running in AWS. This
will also make implementing the best practices we mentioned in the Best methods used in
monitoring section of this chapter much easier to imbibe in your organization and ensure
systems are reliable and highly available.

WOW! eBook
www.wowebook.org



WOW! eBook
www.wowebook.org



Assessments

Chapter 1
1. The Reliability and Performance pillars
2. SMTP and SMPP
3. Proactive monitoring

4. A metric

Chapter 2
1. Amazon SNS
2. Event pattern

3. Reactive monitoring

Chapter 3
1. Logs
2. Dashboards
3. Metric filter
4. With alog group
5. IAMrole
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Chapter 4

1.
2.

CPU, memory;, disk.

The unified agent collects both logs and metrics as a single solution, while the
CloudWatch agent does not.

Amazon SNS.

A dashboard is a pictorial representation of a trend over time, while a metric
is a specific indicator after logs have been aggregated.

Chapter 5

1.
2.

They host applications in the form of pods in the Kubernetes cluster.

Activate Container Insights for ECS and activate Auto-configure CloudWatch
Logs in the ECS task definition.

They are both container orchestration tools.

No, there is no difference.

Chapter 6

1
2
3.
4

DB load

DynamoDB

Use Amazon CloudWatch Contributor Insights
A wait.

Chapter 7

1
2
3.
4

Function as a service
A Lambda function
AWS X-Ray tracing
Yes
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Chapter 8

1. CloudWatch Log group
2. Loading or storage

3. Amazon S3
4

Number of shards of the stream

Chapter 9
1. Throughput utilization
2. Yes
3. Volume Disk Space

Chapter 10
1. VPC flow logs

2. CloudWatch Logs and Amazon S3
3. HTTP 2XXs
4

True
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